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Work Station
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CLI i :

PIX fd &

PIX Version - 7.1(1)

!
hostname PIX
domain-name Cisco.com

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface Ethernet0

nameif outside

security-level 0

ip address 192.168.200.1 255.255.255.0
!

interface Ethernetl

nameif inside

security-level 100
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ip address 10.77.241.142 255.255.255.192

access-1list inside_natO_outbound extended permit ip
10.77.241.128 255.255.255.192 any

!--- Define the traffic that has to be matched in the
class map. !--- Telnet is defined in this example.
access-list outside_mpc_in extended permit tcp host
10.77.241.129 any eq telnet

access-list outside_mpc_in extended permit tcp host
10.77.241.129 any eq ssh

access-list outside_mpc_in extended permit tcp host
10.77.241.129 any eq www

access-list 101 extended permit tcp 10.77.241.128
255.255.255.192 any eqg telnet

access-list 101 extended permit tcp 10.77.241.128
255.255.255.192 any eqg ssh

access-list 101 extended permit tcp 10.77.241.128
255.255.255.192 any eq www

pager lines 24

mtu inside 1500

mtu outside 1500

no failover

no asdm history enable

arp timeout 14400

nat (inside) 0 access-1list inside_nat0O_outbound
access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 192.168.200.2 1
timeout xlate 3:00:00

!--—- The default connection timeout value of one hour is

applicable to !--- all other TCP applications. timeout
conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp
0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00

timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup
linkdown coldstart

telnet timeout 5

ssh timeout 5

console timeout 0
1

!--- Define the class map telmnet in order !--- to

classify Telnet/ssh/http traffic when you use Modular
Policy Framework !--- to configure a security feature.
l-—-- Assign the parameters to be matched by class map.

class-map telnet
description telnet
match access-list outside_mpc_in

class-map inspection_default

match default-inspection-traffic
1




1
policy-map global_policy
class inspection_default
inspect dns maximum-length 512
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp

!--- Use the pre-defined class map telmnet in the policy
map.
policy-map telnet

!--- Set the connection timeout under the class mode in

which !--- the idle TCP (Telnet/ssh/http) connection is
disconnected. !--- There is a set value of ten minutes
in this example. !--- The minimum possible value is five

minutes. class telnet

set connection timeout tcp 00:10:00 reset
1
1

service-policy global_policy global

!--- Apply the policy-map telmet on the interface. !---
You can apply the service-policy command to any
interface that !--- can be defined by the nameif
command.

service-policy telnet interface outside
end
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Hardware Port  Configure Hardware Properti

GF Enahle Interfan:% [~ Dedicate this interface to management only

Interface Mame: inside |

Security Level: 100
IP Address
* |Jze Static IP (™ Obtain Address via DHCP
IP Address: 10.77.241 .142J
Subnet Mask: 255255255 192 2]
ML 1500
Description:
] 4 | Cancel | Help |
Click
OK.

Configuration = Inferfaces

2 F | Il EERRER S

Securty Management
Level cinly

Ethametd outside Yes 0192168.200.1 256.255.25510 Mo 1500

Ethameti inside | vas | 100077241142 [255.255.255192

FXW CLI BB TR :

interface Ethernet0

Interface Mame |Enabled IP Address Subnet Mazk

nameif outside

security-level 0

ip address 192.168.200.1 255.255.255.0
!

interface Ethernetl



nameif inside

security-level 100
ip address 10.77.241.142 255.255.255.192

2. BB NAT 0i£3#2 Configuration > NAT > Translation Exemption Rules > Add , SAf8 iR B R
& 10.77.241.128/26 B BUR R AE K3 1T EMIFE R 1HOR T E R 58 Internet,

Configuration = NAT = Translation Exemption Rules

@& Add Address Exemption Rule

Action
Select an action: Uexempt jj
— HostMetwork Exempted From BAT - —'When Connecting To -
{* |P Address ™ Mame " Group ¢ |IP Address " Name " Grol
Interface: | inside :! Interface: m
IP address: |10.77.241.128 _‘ IP address: [n_D.D.D )
Mask: 255.255.265.192 ¥ | Mask 10.0.0.0 f=)

-Rule Flow Diagram -
Rule applied to traffic incorming to source interface

Q—I inside L?uutsiﬂe I_?

any ATy

exempt

FPlease enter the description helow (optional):

(0] 34 Cancel Help
Click
OK.
Conflguration = NAT = Transiation Exermption Bules

*E2F A ERERERE S

k# Enable traffic through the firewall without address translation

™ Translation Rules % Translation Exemplion Rules
Show Rules for Interface: [all Interfaces x| _ Showal
4 |Fule xollon s Hosihitinik When Connecting To

Enabled HostTetwork

Ineice

{outhound}




LW CLIBEM AR :
access-1list inside_natO_outbound extended permit ip 10.77.241.128 255.255.255.192 any
nat (inside) 0 access-list inside_nat0O_outbound

3. Bl ACLi%#® Configuration > Security Policy > Access Rules LAB ACL , I TR, £
Add K E—MAVFRTFME 10.77.241.128/26 B9 Telnet BB HEWMEIATE BFRMLEHN ACL

101 , TR A FAEBEEO LA HISBER.

Action Syslog
éaleet an adion: [,J Default Syslon More Options... |
Apply o Traff Time Rangea

ply to Traffic:

Time Range: | Mot Applied -- j Naw...|

Source HostMetwork Destination HostMetwork
i+ IP Address " MName " Group i IP Address " Mame " Group
Interface: III'|5|E|E.' __""_I Interface: InutsIdE __‘l_']
IP address:  [10.77.241.128 | IP address: |n|:|.|:|_|:| |
Mask: 255,256.255,192 ¥ | Mask: P.0.0.0 [

Rule Flow Diagram
Fule applied to traffic outgoing from destination interface

= &b i
| inside outside |
10.77.241.120/26 v any
Allowy fraffic

Frotocaol and Serice

& TCP " UDP ™ |CMP P Manage Service Groups...

Source Port Destination Port
* Sernice |= 'I |ar'n,r J  Service |= "I [Elelnet jJ
" Semice Group | =] " Service Group | =l

Click OK.XtF ssh # http B3R , BLER LU






-Action

Select an action: L

Apply to Traffic: UU!.:a-;: zhrig from dest -:ter:j-J

Source HostNetwork

* |P Address " MName " Group
Interface:  |inside =l
P address:  [10.77.241.128 B
Mask: 255,255.255.192 ¥ |

Rule Flow Diagram

-Byslog -

Default Syslog More Options.. |

Time Range

Time Range: | Mot Applied -- j Maw_,_|

£ Destination HostMetwork

* |P Address " Mame

|outside =]

" Group

Interface:

IP address: |n 0.0.0

0.0.0.0

Mask:

B

Fule applied to traffic outgoing from destination interface

s |

| inside

10.77.241.128/26

| @
outside |

any

Allowy fraffic

Protocal and Service

& TCP " UDP " ICMP P
Source Port
* genice |= =] |amr

" Service Group | _'J
EWH CLIBRCEWM AR :

— Destination Port

B

Manage Service Groups...

+ Service 1: "I [Ewww

access-list 101 extended permit tcp 10.77.241.128 255.255.255.192 any eqg telnet
access-list 101 extended permit tcp 10.77.241.128 255.255.255.192 any eqg ssh
access-1list 101 extended permit tcp 10.77.241.128 255.255.255.192 any eq www

access-group 101 out interface outside

. Bd BB A} Configuration > Properties > Timeouts AR B &M@, ARG | HRE

AR RINE,

ol

| Semvice Group | _:_]



configuratian = Properties = Time ouls

mn |

¢

|
=
-8

]
=

S
v

e [

0 F | E T L ERRE S

E---E}EID[:H

2 Conzole
.;J.GEI efice

BRFTP Mode

B ICHMP Bules

- Smuanagement Ac
- @INTP

b P g3 sword

s Secure Copy

- SSMTR

b g SMMP

- TFTP Sarver
!"UEEF.I'-".I:I:DIJHI:‘E-

DHCP Seraces
Lds Cliant

- glF ailover
&

Fraament
History Metrics

18 P it

Logging
Priarity Gueue

- HESSL

- N SUNRPC Server
- M TCP Options
-

s Timeoguts
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Disabling a timeout setling reverts it o the default value, The translation slot timeowt cannot
be disabled. If both absolute and inaclvity aulhenticalion lmeouls are sello 00:00:00, the
ugerwill have 10 re-authenticate on every naw connection.
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SR CLIREN TR :

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

5. BLi& Service Policy Rules., 1%&# Configuration > Security Policy > Service Policy Rules >
Add SABCEERRST, SKMRSTSUA T TCP EEEMREN 10 24 , A ERSEREAT
SAEBED , MTAIR. 1% Interface Hi%ERANRIERE outside - (create new service

policy) ( EF#HAIR ) , REWN telnet I8E N FHEE o

I~ iConnaction:

|'--r-'|

il

Fornke

™ MGCP 000500
I MGECE PAT (S0
[ 3Ip 00300
™ SIP Media 00:02:00

I Authentication absolute I'I a0
[ Authentication inactiviy I-’l' 1000
03:00:00

Transzlation Slot

[=EE L I



Adding a new service policy rule requires three steps:
Step 1: Configure 8 semice policy,
Step Z: Configure the traffic classification criteria for the service policy rule.

gtep 3 Canfigure actions on the traffic classified by the service paolicy rule.

iZreate a service policy and apply to:

Cnly one serice policy can be configured per interface ar at global level. If & service policy already
exists, then ywou can add a new rule into the existing service policy. Otherwise, you can create a ney
service policy.

-
{* |nterface: |nut5ide - (create new service policy) ﬂ

Folicy Mame:  [|telnet]

Cescription:

(" Glohal - applies to all interfaces

8 Next, BIEFMET BT telnet , RFEH Traffic FEEL R4 AY Source and Destination
IP address (uses ACL) Ei%4E,

(o Create a new traffic class: (telnet |

Description {optional):

Traffic match criteria

| Default Inspection Traffic

[ Tunnel Group

| TCF ar UDP Destination Port
| RTP Range

| IP DiffSery CodePoints (DSCR)

| IP Precedence
[ Any traffic

Iftraffic does naot match a existing traffic class, then itwill match the class-default traffic class.
Class-default can be used in catch all situation.

(" Use class-default as the traffic class.

B Next, B2 ACL LURFRTFMLE 10.77.241.128/26 B Telnet BIFE AR EFFE B MK THE
, HEENAT telnet 3,
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-Action - . hme Range

Select an action; Lmatch ] ;I Time Range: | Not Applied -- ;I Mew... |
-Source HostiMetwork - - — Destination HostMetwork: . :
* IP Address ™ Mame  Group * |P Address " Name " Group

Interface:  |outside | Interface:  |inside =

IF address: 10.77.241.128 | IF address: |l].l].l2l.l2| I

Mask: 165255 255128 ¥ | Mask no.00 ~|

— Rule Flow Diagram
Rule applied to traffic incoming to source interface

2 T -

| outside inside
1D?T241113ﬂ5 H-HI'IHI"\- m .IE'IHI-*- an’-
match

Protocal and Service
FTCP CUDP CICMP CIP Manage Senvice Groups... |
~ Source Port Destination Port

@ Service |= ~| |an',r | & Senice |= =] ‘\_-vww_j |

 Service Group | =  Servce Group | H

i%4% Connection Settings BA4F TCP Connection Timeout iXB} 10 2% , 3% Send reset
to TCP endpoints before timeout ik,



Protocal Inspection  Connection Settings | QoS |

M axitmum Connections Fandomize Segquence Number
_ » FRandomize the sequence num
TCP & UDP Connections IDefslult @ > TCPIIP packets. Disable this fe
anly if another inline Pl is alsc
, ) . - randomizing sequence numbe
Embryanic Connections: IDEfauIt () | the resultis scrambling the dat
Disahling this feature may leay
; . ) gystems with weak TCP Seque
FHEIF A COMREEITmS: IDefauIt o i humber randomization vulnera
Per Client Embryanic Connections: IDEfauIt (o -
TCP Timeaout TCP Mormalization
Caonnection Tirmeout lo0:10:00] v I Use TGP Map
v dend resetto TGP endpoints before timeout
TCF Map: I
Embryanic Connection Timeout : IDefauIt (onssm =
[ [=30 | Edit
Half Closed Connection Timeout : |Defau|t (0:10:00) w
B TR
Canfiguration = Security Folicy = Sendce Folicy Rules
2% @A LRER S
" Access Rules  © AARRules  © Filter Rules  + Serdce Policy Rulas
Snow Rules for Intertace; |AII Interfaces ;l Shiov All
3 Traffic Classification
Hame Enabled| Watch Source Destination SEemvice Time Range
B Global, Policy: global_policy
inspection_d... 0By @@any @ a Ty default-inspection G inspect (1
Bl Interface aulside, Policy: talneat
1 telnet v =y a®B10.77.241.. @ any e telnatitcp - NotAppl...| 8§ connectic
R send resn

EWW CLIBEWM TR :

access-1list outside_mpc_in extended permit tcp host 10.77.241.129 any eq telnet
access-1list outside_mpc_in extended permit tcp host 10.77.241.129 any eqg ssh
access-1list outside_mpc_in extended permit tcp host 10.77.241.129 any eq www

class-map telnet
description telnet
match access-1list outside_mpc_in

policy-map telnet
class telnet

set connection timeout tcp 00:10:00 reset
service-policy telnet interface outside

DIELT )



HAEERFITITRER , fla , HARNETR=ZFEFNERE., ©HENLN ASA LEY SYN HEat
: BUABEIRT , ASA £ SYN Bt 30 ¥, XREEXHEMNMNEN

access-list emb_map extended permit tcp any any

class-map emb_map
match access-list emb_map

policy-map global_policy
class emb_map

set connection timeout embryonic 0:02:00

service-policy global_policy global

La03

FERAAT s TEIARBREREEIZET.
AF

TR HERERF (R
H 24

) (OIT) F#HEFE L show & H. A OIT JEEFEXT show an 5

% i show service-policy interface outside i AR IF AN & E.

PIX#show service-policy interface outside

Interface outside:
Service-policy: http
Class-map: http
Set connection policy:
Set connection timeout policy:
tcp 0:05:00 reset
Inspect: http, packet 80, drop 0, reset-drop 0

& i show service-policy flow S AR EBERRE SRS KA ETE,

WHtRHERT — N

PIX#show service-policy flow tcp host 10.77.241.129 host 10.1.1.2 eq 23

Global policy:
Service-policy: global_policy

Interface outside:
Service-policy: telnet
Class-map: telnet
Match: access-list 101
Access rule: permit tcp 10.77.241.128 255.255.255.192 any eq telnet
Action:
Input flow: set connection timeout tcp 0:10:00 reset

TR HE R

MR RILEEEN FER FERCRBERMPF) , WRETCPE3ER., RBEWAREHA TR
B IP it , SKIFRRFEIZIRTE 1P it SHTHNARFREFREERERIMIARN MPF
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