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AXHEFEAUTRERE :

17217.63.224/28

10114 229 .230 10.2.21
Headquarters PI1X ' Branch Router
o o Lo
e 10.2.2.0/24
[

UTERERAZHANGSTITRAN, MREERER ASDM #TEE , S HAAXHNERBERN
R 2R % EEER (ASDM) #HITHBE S

- B PIX

. /E\iﬁ g %E
HEB PIX
<#root>
HQPIX(config)#
show run

PIX Version 7.0(0)102

names
|

interface EthernetO

description WAN interface

nanei f outsi de

security-level O

i p address 172.17.63.229 255. 255. 255. 240
]

interface Ethernetl




nanei f inside
security-level 100
ip address 10.1.1.1 255.255.255.0

interface Ethernet2
shutdown

no nameif

no security-level

no ip address

I

interface Ethernet3
shutdown

no nameif

no security-level

no ip address

I

interface Ethernet4
shutdown

no nameif

no security-level

no ip address

I

interface Ethernet5
shutdown

no nameif

no security-level

no ip address

I

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname HQPIX
domain-name cisco.com
ftp mode passive

clock timezone AEST 10

access-list Ipsec-conn extended permt ip 10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0
access-list nonat extended permt ip 10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0

pager lines 24

Togging enable

Togging buffered debugging
mtu inside 1500

mtu outside 1500

no failover
monitor-interface inside
monitor-interface outside
asdm image flash:/asdmfile.50073
no asdm history enable

arp timeout 14400

nat-contro

gl obal (outside) 1 interface

nat (inside) O access-list nonat

nat (inside) 1 10.1.1.0 255.255.255.0
access-group 100 in interface inside

route outside 0.0.0.0 0.0.0.0 172.17.63.230 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
sip 0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute




aaa-server TACACS+ protocol tacacs+
aaa-server RADIUS protocol radius
aaa-server partner protocol tacacs+

usernane cisco password 3USUcOPFU MCO4Jk encrypted
http server enable
http 10.1.1.2 255.255. 255. 255 i nsi de

no snmp-server location
no snmp-server contact
snmp-server community public
snmp-server enable traps snmp

crypto ipsec transformset aval anche esp-des esp-nmd5- hnac
crypto ipsec security-association lifetine seconds 3600
crypto ipsec df-bit clear-df outside

crypto map forsberg 21 match address | psec-conn

crypto map forsherg 21 set peer 172.17.63.230

crypto map forsberg 21 set transformset aval anche

crypto map forsherg interface outside

isakmp identity address

i saknp enabl e outsi de

i sakmp policy 1 authentication pre-share
i sakmp policy 1 encryption 3des

i sakmp policy 1 hash sha

i sakmp policy 1 group 2

isakmp policy 1 Tifetime 86400

isakmp policy 65535 authentication pre-share
isakmp policy 65535 encryption 3des

isakmp policy 65535 hash sha

isakmp policy 65535 group 2

isakmp policy 65535 Tifetime 86400

telnet timeout 5

ssh timeout 5

console timeout 0

tunnel -group 172.17.63.230 type ipsec-12l
tunnel -group 172.17.63.230 ipsec-attributes
pr e-shar ed- key *

class-map inspection_default
match default-inspection-traffic
|

!

policy-map asa_global_fw_poTicy
class 1inspection_default
inspect dns maximum-length 512
inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqlnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp




inspect http

!

service-policy asa_global_fw_policy global
Cryptochecksum:3a5851f7310d14e82bdf17e64d638738
: end

SV-2-8#

<{#froot>

BranchRouter#

show run

Building configuration...

Current configuration : 1719 bytes

!

I Last configuration change at 13:03:25 AEST Tue Apr 5 2005
I NVRAM config Tlast updated at 13:03:44 AEST Tue Apr 5 2005
!

version 12.2

service timestamps debug datetime msec
service timestamps log uptime
no service password-encryption
!

hostname BranchRouter

!

Togging queue-1imit 100

Togging buffered 4096 debugging
!

username cisco privilege 15 password 0 cisco
memory-size iomem 15

clock timezone AEST 10

ip subnet-zero

!

!

!

ip audit notify log

ip audit po max-events 100

!

!

!

crypto isaknmp policy 11

encr 3des

aut hentication pre-share

group 2

crypto isaknp key ciscol23 address 172.17.63. 229

crypto ipsec transformset sharks esp-des esp-nd5-hnmac
!

crypto map nolan 11 i psec-i saknp




set peer 172.17.63.229
set transformset sharks
mat ch address 120

no voice hpi capture buffer

no voice hpi capture destination
!

!

mta receive maximum-recipients 0
I

interface Ethernet0/0

ip address 172.17.63.230 255. 255. 255. 240
ip nat outside

no i p route-cache

no i p nroute-cache

hal f - dupl ex

crypto map nol an

interface EthernetO/1

ip address 10.2.2.1 255.255.255.0
ip nat inside

hal f - dupl ex

ip nat pool branch 172.17.63.230 172.17.63.230 net mask 255. 255. 255.0
ip nat inside source route-nmap nonat pool branch overl oad

no ip http server

no ip http secure-server

ip classless

ip route 10.1.1.0 255.255.255.0 172.17.63.229
I

I

I

access-list 120 permt ip 10.2.2.0 0.0.0.255 10.1.1.0 0.0.0. 255
access-list 130 deny ip 10.2.2.0 0.0.0.255 10.1.1.0 0.0.0. 255
access-list 130 pernmt ip 10.2.2.0 0.0.0.255 any

!
route-map nonat permit 10
match i p address 130

[

call rsvp-sync

!

!

mgcp profile default




|
dial-peer cor custom
|

|

Tine con 0O
Tine aux 0
Tine vty 0 4
Togin

|

!

end
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Cigeo ASDM 5.0 provides &n intuitive graphicsl user interface that makes it asy to set up,
configure and manage your Cisoo Security Appliances,

Cisen AS0OM runs as either & local applicaton or & Javs Applat, h

when vou run Cisco ASDM as a local application, i connects to your Secunty Appliance from
your deskbop via 55L. Running Cisco AS0M as an application has these advantages;

* Upgrades of the local spplicatren are perfermed sutamatically,

& You can invoke ASDM from desktop shortouts, No browser i requirad.
s One desktop shortcut allows you bo connect bo reulfiple Secunty Appliances.

Dovn load A5 0M Launcher and Start 850

o can Fun Cisco AS0M as a Java applet that 15 dynamically downloaded from the device to
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11. i%# Routing > Routing > Static Route }IEZF EIM X HB[HBSEH, EXRHIP , /T
AN  BSRABENZRE VPN X EE,



(M CrcaaSOM SO FLCIBLLL al0l =

Fiw Opaong - Teols  Wiganis  Help
= ] 1 L 15
@ 7 H 0 O Q o 7
e Configursiion  Mandorng Bk Forsars s Fatringh Garen Halp B
Fealuias Coniguraiioen = Fealingd = Reaing = ROung = Siabe Rouk
¥ K L RRR RS
E:l B " Rowing St Rt
s faced o
5 BREE Ges iy Shal rinibas
S| | [ S—
" B 0EFF infestice IP Adgrags Hitmasi G atewwy IP Msatric Trraind | wod
";1_ B ghMuticasl
o e o Edit
HAT EmFiN "—l
L MR
5 W eres
VPN
=
=
Fisdatisgy
o
Erubairey Bl
E
LS i ]
Proyute
Fesed |
Wizands -

thetn Ha 7 B {4 ars 1:76.38 PN AEST

56 UF
EARHL THARBRSEREST.

mOHMHERER ([XEEMAS ) (OIT) X#EFEL show @5 T, A OIT AIEEX show R
H 8 o

+ show crypto ipsec sa - £ R E 2 WE 2 XX,

« show crypto isakmp sa - &R 1 B BV 22X Bk,

BB HEER

&R LAER ASDM B BEEZMEE B

+ %3 Configuration > Properties > Logging > Logging Setup , 1%£3%® Enable Logging , }#
Apply S /B A BEIE R,

- 3%$# Monitoring > Logging > Log Buffer > On Logging Level , i%&# Logging Buffer , 38
View J’j\ﬁ% H /:\tl.:\o
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DOHEMEBER ((XEEMAF ) (OIT) ZEHEL show 8T, A OIT AIEEX show T
HE Do

EE  ERdebugii G2 Hl , EZF B XDebugin THEERFE R,

- debug crypto ipsec - & R5E 2 B EREY IPsec .

« debug crypto isakmp - £~ 1 BrEHY ISAKMP 17,
« debug crypto engine - £ R E B EIE R

« clear crypto isakmp - BRSE 1 B BRI REXEK,
- clear crypto sa - JEBRE 5 2 YRR L £ KRER

- debug icmp trace - £ KB EHH ICMP ERRBEEE PIXo FEERI access-list v H ,
EHBEF 1T ICMP |, BUEZ 1T debug 8%,

« logging buffer debugging - E/REFEE VM EELERERE , XEEZBED PIX EoXil. B8
FHE PIX BEZEHPXH , A show log ir S AIEEH .

EESEYS

- HEENWL2LAZFE G RIPSec VPN EHRBR G R
« Cisco PIX B R s %k 4

« Cisco Secure PIX i A IE@ S &

« X4 7 M Field Notices ( 83% PIX)

« HRFHM (RFC)
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