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Cisco 2621

Current configuration

!

version 12.0

service tinestanps debug uptinme
service tinestanps |og uptinmnme
no service password-encryption
!

host nane goss- 2621

!

i p subnet-zero

!

ip audit notify |og

ip audit po max-events 100

i sdn voice-call-failure 0

cns event-service server
|

--- The I KE policy. crypto isaknmp policy 10

hash nd5

aut hentication pre-share

crypto i saknp key ciscol23 address 99.99.99.2

!

crypto i psec transformset nyset esp-des esp-nd5-hnmac
!

crypto map nynap | ocal -address Fast Ethernet0/1

l--- I Psec policy. crypto map nymap 10 i psec-isaknmp
set peer 99.99.99.2
set transformset nyset

I--- Include the private-network-to-private-network
traffic I--- in the encryption process. match address
101

!

controller T1 1/0

I

interface FastEthernet0/0

i p address 10.2.2.1 255.255.255.0
no i p directed-broadcast

dupl ex auto

speed auto

nterface FastEthernet0/1

i p address 10.1.1.2 255.255.255.0
no i p directed-broadcast

dupl ex auto

speed auto

I--- Apply to the interface. crypto map nymap
!

ip classless
iproute 0.0.0.0 0.0.0.0 10.1.1.1
no ip http server

I--- Include the private-network-to-private-network

traffic I--- in the encryption process. access-list 101
permit ip 10.2.2.0 0.0.0.255 10.3.3.0 0.0.0.255

line con O

transport input none

line aux O

line vty 0 4
|




no schedul er allocate
end

Cisco 3660

version 12.0

service tinestanps debug uptime
service tinestanps | og uptinmnme
no service password-encryption
!

host nane goss- 3660

!

i p subnet-zero

!

cns event-service server
|

--- The I KE policy. crypto isaknmp policy 10

hash nd5

aut hentication pre-share

crypto i saknp key ciscol23 address 99.99.99. 12

!
crypto ipsec transformset nyset esp-des esp-nd5-hnmac
!
crypto map nynmap | ocal - address Fast Et hernet 0/ 0

I--- The I Psec policy. crypto map nmynap 10 i psec-isaknp
set peer 99.99.99.12
set transformset nyset

I--- Include the private-network-to-private-network
traffic I--- in the encryption process. match address
101

!

interface FastEthernet0/0

i p address 99.99.99.2 255.255.255.0
no i p directed-broadcast

i p nat outside

dupl ex auto

speed auto

I--- Apply to the interface. crypto nmap nymap

nterface FastEthernet0/1

i p address 10.3.3.1 255.255.255.0
no i p directed-broadcast

i p nat inside

dupl ex auto

speed auto

nterface Ethernet3/0

no i p address

no i p directed-broadcast
shut down

nterface Serial 3/0

no i p address

no i p directed-broadcast
no i p nroute-cache

shut down

nterface Ethernet3/1
no i p address




no i p directed-broadcast
interface Ethernet4/0

no i p address

no i p directed-broadcast
shut down

|

i nterface TokenRi ng4/0
no i p address

no i p directed-broadcast
shut down

ring-speed 16

|

I--- The pool from which inside hosts translate to !---
the globally unique 99.99.99.0/24 network. ip nat poo
QUTSI DE 99. 99.99. 70 99. 99. 99. 80 net mask 255.255. 255.0

I--- Except the private network fromthe NAT process. ip
nat inside source route-nmap nonat pool OUTSI DE

ip classless

iproute 0.0.0.0 0.0.0.0 99.99.99.1

no ip http server
!

I--- Include the private-network-to-private-network
traffic !--- in the encryption process. access-list 101
permit ip 10.3.3.0 0.0.0.255 10.2.2.0 0.0.0. 255

access-list 101 deny ip 10.3.3.0 0.0.0.255 any

I--- Except the private network fromthe NAT process.
access-list 110 deny ip 10.3.3.0 0.0.0.255 10.2.2.0
0.0.0. 255

access-list 110 permit ip 10.3.3.0 0.0.0.255 any
route-nmap nonat permt 10

match i p address 110

|

line con O

transport input none

line aux O

line vty 0 4
!

end

PIX Z£&ZMiHE Y xEEE

ASDM 5.0 B¢ (&

ERIX S EAFEH ASDM BLE PIX B X EEARA 7.0,

1. BEEHEEED PIX. ETRAEE , FAREXNRTEABRLLRZEESR GUI
(ASDM) , AMEM I ETL 10.1.1.3 EE PIX,

2. NTESh 10.1.1.3 $TFF Web X BEEFHE A ADSM ( FELLRBIH A https://10.1.1.1)

3. EHIIE PR RATIERE Yes , HEMA PIX f5 X% ASDM 5| SEEFFEENEAOSER,

4. MRIXRTE PC LEIRIZIT ASDM , NIRELRRERER ASDM BaiEFE=RER ASDM
ER Java NIRRT, EILRHIP %R ASDM BB FHREX LR T,

5. gt E| ASDM & O Hi%#F Configuration £,




& Miscn ASDM 5.0 for PTX - 1001.0.1
Flle HuU=: Searsn Opions Tools ‘Wizard: Halp

MMy Wl Lz ge: (kB

Latest A500 Sysion Messafes

& ) = o Q9
Hamne: Corfguralion  Moriindg Bac  Foreand
ChenAca |niar mathon
Gareral I License ]
Host Mame psfur pwallcisconcnm
P Wersion: F.Ompinz Dewvce Liptirea: 0d Oh 3m 53=
AS0OM Yersion  S.OMKFS Deswice Type Pl 515E
sirgveall ¥oda:  Roubed Comiex ®oda:  Senpgla
Tols! Flzzh: 16 MO Tolsl Memon: 64 MO
WPH Staties
IKE Tunnels: 0 IP8er Tunnets: 0
Systam Fasources Status
CEl CPU Usage {passant

Q

Sanrch

=k

Giseo Sverems

& I ?

Rt S ek 5
iteriace Statues

Interface | IF AddresziMask | Lne | Link |Currwe-ntb¢:-|:3|
side 10.1.1.7534 & up & up 1

Seleet an Intarface 10 Wiewy INput and oubput Kops
Traffic Status

Cesnectans Far Second Lsags

W uDP: 4 TCF- O Tatal: 0

Yinside Infedacs Tiamic Usaga (Kbpad

Inpul Faps. a W Culpul Flps. i

Cordipers ASDEE Sydag Filkerm

Device configuration loeded successully,

-- Svslog Disakiad --

al
]

=admin= P 71 5) ) 5| 21 8105 4:26:29 PM LTS

6. 221 & 'R Ethernet O Interface % &7 Edit A E /A EFED .



#E Ciecn SO 5.0 far PFIX - 100100 210 x|

Flle HLU=22 Zears Oplons Tools wizards Halp
) Y L -
@ ‘ & B O O Q ©& 4 ?
Haortig Configuration i ey Back Forssand Sanrch Redesh e 2= ]
Featuras Carfiguralion = Featuras = Inferaces
FEFIE|D RS
vl

—3
Interfames

Ciseo Sverems

= Saculy
=i Leugl iy

Securiy Foly Etharnsil - achin.1. 165,755 255 0 Mo SO0 Edit
f?& Elrarnadl Mo Mo E
HAT

&8
Qﬁ
Py

Bualing Block=

Cevic
Acknistraton

£ J | :

Fropsriiex

Inertaca Mame |Enahled

™ Ernakils frafic betwaen ten armore nledaces which are configumed with same security (gvls

R Resied |

vazards < |
=admin= R (1 ) ) 53| 21 8105 4:26:42 PM LTS

7. WP REEORRAE , B4 OK.

xq

& Editing interface Ethernetd may cause temporary ar permanent loss of
connectivity.

8. MIAREAFMARE  AETKFELE OKo




F= Edit Interface

Hardware Fort;
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MTLE
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pi xfirewal | # show run
Saved

Pl X Version 7.0(0) 102
nanes

!
interface EthernetO

namei f outsi de

security-level O

ip address 99.99.99.1 255. 255. 255.0

!

interface Ethernetl

namei f inside

security-level 100

i p address 10.1.1.1 255.255.255.0

!
enabl e password 2KFQnbNI dl . 2KYQOU encr ypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane pi xfirewal |
domai n- nane ci sco. com
ftp node passive

access-list outside_access_in remark Access Rule to
Allow ESP traffic
access-1ist outside_access_in

extended pernit esp host 99.99.99.2 host
99.99.99.12

access-1ist outside_access_in
remark Access Rule to allow | SAKMP to host
99.99.99.12
access-1ist outside_access_in
extended pernmit udp host 99.99.99.2 eq
i sakmp host 99.99.99. 12

access-1ist outside_access_in

remark Access Rule to allow port 4500 ( NAT-
T) to host 99.99.99.12
access-1ist outside_access_in

ext ended pernmit udp host 99.99.99.2

eq 4500 host 99.99.99.12
pager lines 24
ntu inside 1500
nt u outsi de 1500
no failover
nmoni tor-interface inside
nmoni tor-interface outside
asdm i mage fl ash:/asdnfil e.50073
no asdm hi story enabl e
arp timeout 14400
nat-contro
gl obal (outside) 1 interface
nat (inside) 0 0.0.0.0 0.0.0.0
static (inside,outside) 99.99.99.12 10.1.1.2 netnask
255. 255, 255. 255
access-group outside_access_in in interface outside
route inside 10.2.2.0 255.255.255.0 10.1.1.2 1
route outside 0.0.0.0 0.0.0.0 99.99.99.2 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
icnp 0:00: 02




sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00
nycp- pat
0: 05: 00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute
http server enable
http 10.1.1.3 255. 255. 255. 255 i nsi de
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp
telnet tineout 5
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
1
pol i cy-map asa_gl obal _fw_policy
cl ass inspection_default
nspect dns maxi num | ength 512
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdnctp

!

service-policy asa_global _fw policy globa

Crypt ochecksum 0a12956036ce4e7a97f 351cdeb61f ba7e
end

PIX Z£i8 % fl MPF ( Bi3R{LEREEZR ) BiE

BITE MPF ( 3L RERAEZR ) FE A inspect ipsec-pass-thru &5 fF IPsec REEN PIX/ASA &
2RE , MAREAFRSIE,

LR ESBEEN ESP REITH4 . BEELARN , 2AFAE ESP HIER , N TFAUAAR TN EH
KEZEBOXBERF . TAYEF AH, ESP HITERVRINZABRERIAMBR T IRERN 10 28,
BEUUNATRENAREMRENMENE , BIEXRF match I HER. IPSec Pass Through KA
EFRERMN S IKE UDP iw A 500 E#XEH ESP (IP L 50 ) REMN A EEH. ©ELET
KWiFE Y| REBE T AW ESP RE , HAXBEITBR MK KEZBCRIEMLZ 24, £ class-
map‘ policy-map 1 service-policy v S AIE L RESR , FREMHMATZE, LX&W%%F_\L“FE

—ANREZEN, EFHAN , inspect IPSec-pass-thru TS A IFAZREIN ESP RE , F HE
?9 10 5% (FAIEE ) - AW NAT H3E NAT HRE.

host nane(confi g) #access-1i st test-udp-acl extended pernit udp any any eq 500
host nane(confi g) #cl ass- map test-udp-cl ass

host nane( confi g- cnap) #mat ch access-1ist test-udp-ac

host nanme( confi g) #pol i cy-map test-udp-policy

host nane( confi g- pnap) #cl ass test-udp-cl ass

host nane( confi g- pmap- c) #i nspect i psec-pass-thru

host nane(confi g) #servi ce-policy test-udp-policy interface outside



rur

FESRENEETHDEBACHNEERETEEET.

MTRHEREFTE (MRIMAT ) XFRLE show v, AL TEALUEERX show H
B 2 AT

- show crypto ipsec sa — & 7R5E 2 YR L £iE
. show crypto isakmp sa - &5 1 BT BRIV R £ KBk,
. show crypto engine connections active - & RiNZHHIESNBEZNHIE S,

R BERR

B RENEETATEE# THELERR.

BZHER IPSec HUBEHERR b T

XX . Kl debug T ZHI , ESHEX Debug i THEEF R,

- debug crypto engine - & REMZHRE,
- debug crypto ipsec - & R%E 2 M &Y IPsec 7,
- debug crypto isakmp—E R~ 1 T ERHY Internet R EFMFABTE MY (ISAKMP) 7,

HBRES X

- clear crypto isakmp — &R Internet Key Exchange (IKE) &£ X B,
. clear crypto ipsec sa — &R IPsec R£ KBk,

PIX 89 HEERin

MTRHEREFTE (MRIMAT ) XFRLE show v, AL TEALUEERX show i F
i HH B 2 AT

XE¥E . Xl debug T2 HI , ESHEX Debug i THEEEF R,

- logging buffer debugging - EREEE VM EELENERE , XLEEEBET PIX EE@El. ER
FEE PIX BEZRFHREY , £ showlog v S AIEEH H.
- WX LEH R , ASDM AT EABERRRRUREFERE.

1. 1% Configuration > Properties > Logging > Logging Setup > Enable Logging , A5 % &
Apply.
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2. #%## Monitoring > Logging > Log Buffer > On Logging Level > Logging Buffer , A/ & &

View,




-~ B3] Live Lo
B

Cabugoing

THEZ—1 Log Buffer =4,



=

This =creen shows syvelog messages in ASDM logging buffer as of now.

Find text in messages below: I i e

......

Mar 16 2005 170611 Login permitted from 1001 1.3 247 toinside:1 011 1/hitps for user “enab
i b Mar 16 2005170347 &OY001: Bullt local-rost inside101.1.2

Mar 16 2005 17:05:47 609001 : Built local-host oulside:99.99.99 2

Mar 16 2005 17:05:47 605005 Login permitted from 1001 1,21 220 to inside:1 0.1.1 1ihitps for usar "enablh
Mar 16 2005 17:05:4F7 302013 Buill inbound TCF connection 48 for inside: 101130220 (004.1.3M 22001
Mar 16 2005 17:05:47 20201 4: Teardown TCP connection 47 for inside:10.1.1.3M1 219 to MNP Idenfity [fc:1 0.
Mar 16 2005170547 BO5005; Login permitted from 10,117,201 221 1o inside1 0,1 1 1 /htps for user "enabl
Mar 16 2005 17:05:47 302013 Built inbound TGP connection S0 for inside: 1011 30221 (01132210t
Mar16 2005 17:05:47 20201 4: Teardown TCP connection 42 for inside:10.1.1.2M 220 to NP Identity ife:1 0.
Mar 16 2005170547 106023 Deny udp sre outside 99,599,959 204500 dst inside 99 99 59,1 204500 by acce
Mar 16 2005 17:05:47 20201 5: Built inbound UDP connection 49 for outside: 99,9999 2500 (99.99 93 245
Miar 16 2005170547 BOS001: Built local-ho st inside1011.2

Mar 16 2005170547 B09001: Built local-host oulside: 99 9999 2

Mar 16 2005 17:05.47 805005 Login permitted from 1001 1.2 220 toinside:1 0.1.1 1ihitps for usar "enabl
Mar 16 2005 17:05:47 302013 Buill inbound TCP connection 48 for inside 1011 30220 (109 1.3 220 t
Mar 16 2005 17:05:47 20201 4: Teardown TCP connection 47 for inside:10.1.1.3M 219 to MNP Identity e 0.
Mar 16 2005 170546 BOG005 Login permitted from 10,1 7.30 219 W0dnside1 0.1 1. 10hitps for user "enabl
Mar 16 2005 17:05:46 202013 Built inbound TGP connection 47 for inside 101130219 0011312195
Mar 16 200517 034d4a 202014 Teardown TCP connection 46 for inside: 10.1.1.3M 218 to NP ldentity Ife:1 0.
Mar 16 2005170546 B05005. Login permitted from 1001 131 218 o inside:10.1.1.14hitps for user "enabl
Mar 16 2005 170546 20201 3: Built inbound TGP connection 46 for inside1 01130218 4011312183
Mar 16 2005170546 3202014 Teardown TCP connection 45 for inside: 1001131217 to NP dentity Iic:10
Mar 16 2005 17:05:46 G05005; Login permitted frorm 10.1.1.21 217 toinside:1 0.1.1.1/hitps for user "enabl
Mar16 2005170546 302013 Bult Inbound TSP connection 45 for inside 1011 3027 001130210t
Mar 16 2005170546 302014 Teardown TCP connection 44 for inside:10.1.1.37 216 to NP Identite Ife:1 0.
i Mar 16 2005 170546 B05005: Login permitted from 10.1.1.2A 2191umsime:1f_‘l.1.1.1Ih1tpsfuruser'enaﬂlnﬂ
| [ 3

e e e fme e fme e e me e fme e e fm e fme e e s fme me o e s
[mcp i 7 ey Y s Y ) S e e R . R R . e . e Y S 3 e O 2 [ . R 3 }

Refresh | Sawve Log As.. Clear Close Help |

HXER

. IPsec T E/IKE thiX XA

- PIX ZRR

- PIX £S5 E

- NAT &R

- BRZEM (RFC)

- BARZ R - Cisco Systems
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