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ERABSERFEESMNRNTNEREBE Internet, R2FR, MAREABSEKH , SeetER
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172.16.1.4 ) LAZEIIA Internet,

BX NAT/PAT BHF4EER |, 518 PIX/ASA 7.x NAT # PAT &4,

EE : MEBS NAT EHIED IP (global_IP) it #t T4 | NIX e S BE#, Rtk , BB
R iEFE X EF interface & IP ik,

R &

AXHEEAUTHERE

10.1.1.0 ME LW EHBRIAM <38 [E RouterA. £ RouterB L1017 188 RouterA FIERIAREZ o
RouterA EF#5[M PIX NEPEOMERIAR L

[T
AREAUTEE :
. RouterA Fi &

. RouterB Bt &
PIX %28 7.1 BB F A ASDM FE PIXPIX ££18% CLI &

RouterA & B

Rout er A#show runni ng-confi g Buil ding configuration...
Current configuration : 1151 bytes ! version 12.4
service config service tinmestanps debug uptine service
ti mestanps | og uptinme no service password-encryption !
host nane RouterA ! interface Ethernet2/0 ip address
10.2.1.1 255.255.255.0 half-duplex ! interface

Et hernet2/1 ip address 10.1.1.2 255.255.255.0 half-
duplex ! ip classless ip route 0.0.0.0 0.0.0.0 10.1.1.1

ip route 10.3.1.0 255.255.255.0 10.1.1.3 ! ! line con O
line aux O line vty O 4 ! end RouterA#
RouterB &t &

Rout er B#show runni ng-config Buil ding configuration...
Current configuration : 1132 bytes ! version 12.4
service config service tinmestanps debug datetime nsec
service timestanps | og datetime nmsec no service

passwor d-encryption ! hostnanme RouterB ! interface
FastEt hernet0/0 ip address 10.1.1.3 255. 255. 255. 0 speed
auto ! interface Ethernetl/0 ip address 10.3.1.1
255.255.255.0 half-duplex ! ip classless ip route
0.0.0.0 0.0.0.0 10.1.1.2 ! control-plane ! ! Iine con O
line aux O line vty 0 4 ! end RouterB#

MRFHLEMEM ASDM BLE PIX Z218% , BEREREIFIRE , BEBA TSR :

1. BYEHAEEES PIX.
2. ERMEET , FAXERREA ASDM UM T 4E¥E 10.1.1.5 EE PIX,

PX Z2iRZ2 71 R

Pre-configure Firewall now through interactive pronpts
[yes] ? yes
Firewal | Mode [Routed]:
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Enabl e password [<use current password>]: cisco
Al'l ow password recovery [yes]?
Cl ock (UTO):
Year [2005]:
Month [ Mar]:
Day [15]:
Time [05:40:35]: 14:45:00
Inside I P address: 10.1.1.1
I nsi de network mask: 255.255.255.0
Host nanme: QOZ- Pl X
Domei n nane: cisco.com
| P address of host running Device Manager: 10.1.1.5

The following configuration will be used:
Enabl e password: cisco
Al | ow password recovery: yes
Clock (UTC): 14:45:00 Mar 15 2005
Firewal | Mdde: Routed
Inside IP address: 10.1.1.1
I nsi de networ k mask: 255.255.255.0
Host name: QZ- Pl X
Domai n nanme: cisco.com
| P address of host running Device Manager:
10.1.1.5

Use this configuration and wite to flash? yes

INFO Security level for "inside" set to 100 by
defaul t.

Crypt ochecksum aObff9bb aa3d815f c9f d269a
3f67fef5

965 bytes copied in 0.880 secs

INFO. converting 'fixup protocol dns naxi mum
I ength 512" to MPF conmands

INFO. converting 'fixup protocol ftp 21' to MPF
commands

I NFO converting 'fixup protocol h323_h225
1720' to MPF conmands

I NFO converting 'fixup protocol h323_ras 1718-
1719' to MPF conmands

I NFO. converting 'fixup protocol netbios 137-
138" to MPF conmands

I NFO converting 'fixup protocol rsh 514' to
MPF commands

INFO converting 'fixup protocol rtsp 554' to
MPF commands

INFO converting 'fixup protocol sip 5060' to
MPF commands

I NFG converting 'fixup protocol skinny 2000
to MPF conmands

INFO. converting 'fixup protocol sntp 25 to
MPF commands

I NFG converting 'fixup protocol sqlnet 1521
to MPF conmands

I NFO. converting 'fixup protocol sunrpc_udp
111" to MPF conmands

INFO. converting 'fixup protocol tftp 69" to
MPF commands

INFO. converting 'fixup protocol sip udp 5060
to MPF conmands

I NFO converting 'fixup protocol xdnmcp 177" to
MPF commands

Type help or '?' for a list of avail able comands.
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{5/ ASDM I PIX

Ei@Y ASDM GUI #HTEE , BREATER :

1. NI4EYS 10.1.1.5 H3TFF Web B EFLAER ADSM ( EARRHIF |, hitps://10.1.1.1)

2. ERTIEBR |, B yeso

. EALAEENEANTER,

4. RIXZ ASDM E—R1Ei1%Z PC Liz1T , REFIRTEEA ASDM B REFHT ASDM 1

N Java PEFFER. EXRRAF | EFHZRE ASDM B3REF.

5. ¥ %] ASDM £ & O 3} &% &1 Configuration,

6. 1£#%F Interface > Edit LB E /A EB4% 0O,

7.RAEOFMAER  HEZREEE OK,

8. B Security Level Change XJiE4E L&Y OK,

9. _if Apply EZEOEE., WEEBFEHIZE PIX L,

10. 1%£3% Features T+ L& Security Policy AEEFERNZ £ KEMAN ., EAXRREGF , EHR
NI

1. EARRGIF | £H NAT, BUHIZAH Enable traffic through the firewall without address
translation ZiEEH £ Add LAELE NAT F,

12. MERME., EARAEH , £/ 10.0.0.0 47 IP it , £/ 255.0.0.0 fEAEB, B
Manage Pools SAE X NAT Sthith it

13. IEEA IO H 2§ Add,

14. EAREIF | BE TSEEM PAT #hibit, BESTE NAT sttt} 8 & OK.

15. B LSB] 13 PN OLEE PAT i, #d7 OK®E & OK LA4kEE,

16. 7£ Edit Address Translation Rule @A & |, R EHEENRNEFERNM ID, #F Ok

17. 2.5 Apply SURECE R NAT S HEIEE PIX,

18. EARRGIF | FEHESKA. $£35 Routing , %£$% Static Route ##£& Add,

19. BLEBRIAM R H R o5 OK,

20. F&5 Add SRS BRI EI R 48 R

21. BIAELEMRHIEY , AE%E Apply.

£/ CLI EE PIX

B ASDM GUI #{TEEMN I EI E T K.

B LB CLI EFMEE

PIX 2£18% CLI
pixfirewal | (config)#wite term nal Pl X Version 7.0(0)102
nanes ! interface Ethernet0 nanmeif outside security-

level O ip address 172.16.1.1 255.255.255.0 ! interface
Et hernet1l naneif inside security-level 100 ip address
10.1.1.1 255.255.255.0 !'--- Assign nane and | P address
to the interfaces enabl e password 2KFQhbNI dI . 2KYQU
encrypted passwd 2KFhbNI dI . 2KYOU encrypt ed asdm i mage
flash:/asdnfil e. 50073 no asdm history enable arp tineout
14400 nat-control !--- Enforce a strict NAT for all the
traffic through the Security appliance gl obal (outside)
1 172.16.1.5-172.16.1.10 netmask 255.255.255.0 !---
Define a pool of global addresses 172.16.1.5 to




172.16.1.10 with !--- NAT ID 1 to be used for NAT gl obal

(outside) 1 172.16.1.4 netmask 255.255.255.0 !--- Define
a single IP address 172.16.1.4 with NAT ID 1 to be used
for PAT nat (inside) 1 10.0.0.0 255.0.0.0 !--- Define

the inside networks with same NAT ID 1 used in the

gl obal conmand for NAT route inside 10.3.1.0
255.255.255.0 10.1.1.3 1 route inside 10.2.1.0
255.255.255.0 10.1.1.2 1 !--- Configure static routes
for routing the packets towards the internal network
route outside 0.0.0.0 0.0.0.0 172.16.1.2 1 !---
Configure static route for routing the packets towards
the Internet (or External network) timeout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icmp 0:00:02 sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00
nmgcp 0: 05: 00 ngcp-pat 0: 05:00 sip 0:30:00 sip_nedia

0: 02: 00 tinmeout uauth 0:05:00 absolute http server
enable !--- Enable the HTTP server on PI X for ASDM
access http 10.1.1.5 255.255.255.255 inside !--- Enable
HTTP access fromhost 10.1.1.5 to configure PI X using
ASDM (GUI') ! !--- CQutput suppressed ! !

Crypt ochecksum aObf f 9bbaa3d815f c9f d269a3f 67fef 5 : end

1%£3% File > Show Running Configuration in New Window A7 ASDM & & CLI Bt &,

B

HARAEWATHEENRIIZE,

P B BR

e B BRap T

S TEHERER (XRIMAS ) (OIT) XEFREL show &5, A OIT TEEFX show S
ae]: 0o i

XX . £/ debug i B 2B , BFSHEAX Debug T THEEEFE,

. debug icmp trace - £ REKBEHNHE ICMP HR2ABEE PIX. BEiZ1TL debug &5 , FEER
1N access-list 5 A EEHELE F 2 1F ICMP,

- logging buffer debugging - £ REE I MELET PIX BIEHWNERE., EEFMEPX AL
ZWX A, FA showlog i S EFH H.

B P B BR 25 IR

ASDM Rr —.I-Fﬁ H:FFH H/._,\'LE% 'H_j:—.I-FH ?gg H/u\ .

1. i%#® Configuration > Properties > Logging > Logging Setup , i&# Enable logging , /5% &
Apply.

2. 1% Monitoring > Logging > Log Buffer > Logging Level 3 M T #1515k #Hi%# Logging
Buffer. 2 View.

3. AR 2 Log Buffer #9741 :
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