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ER A H
A RIS EE T Cisco ASA ( 5510815520 ) B KEEER#HIR A9 X X BB & MR AR

AXHEPNEEHRRETREXRENEFNREFEN, AXHFEANMERZHNERAR
(A RE. MREERANREXINGE , THRALEL T HMAGSHEERE,

ol

AR ERBTERTE (REMA/ ) IRREXALAERBTHEAER.

M & B
MHetwork MNetwark
10.1.1.0024 10.1.2.0024
DHCP-
10.1.1.1 a assigned IP Q 172.16.2.1 a 10.1.2.1
5 e e T T 1
Remote-ASA Central-ASA

Central-ASA ( BAEXT &4 )

EEEBRSIPHULMASAL | IEEVPNI AR R , CEZIRERANEERNHSERE , FNDEA
IKEv1 7l 3£ Z 243 30 X S48 31T B D IRIAIE

1. #%$% Configuration > Site-to-Site VPN > Advanced > Crypto Maps, ZEOEREH (MRE
) IINZBRE B 5K, ATASATHERZIPu 244 , REASAEREZ EEREBEEAT
FlFR R EE (IPsecEBi ) MZHAM ST, % Add.
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2. #ECreate IPsec Rule& O Tunnel Policy(Crypto Map)- Basicit I+ , MInterface FHI% &K
HikFoutside , 7 MPolicy Type T HI%I & FikiEdynamic, TEPriorityFEH , HIL%& B 2B
%4, LABSEDynamic-Map TEZ MK H. #TX , £HIKE v1 IPsecE N FERZ U ERE
R IPsecEiL,




@ Create [Psec Rule

Tunnel Palicy (Crypko Map) - Basic | Tunnel Policy (Crvpta Map) - Advanced | Traffic Selection

Interface: | oukside - Policy Type: dynamic - Pricrity: 1

IPsec Proposals (Transform Sets)

IKE «1 IPsec Proposal:
IKE 2 IPsec Proposal:

Peer Settings - Optional for Cynamic Crypto Map Entries

The Connection Tvpe is applicable to skatic tunnel policies only, Uni-directional connection bype policies are used

For LAak-to-LAM redundancy. Tunnel policies of the 'Criginate COnly' connection type may specify up to 10
redundant peers,

IP Address of Peer ko Be Added:

Add == Move Lip

Remove Mowe Dawn

[ (] 4 H Zancel H Help ]

3. HEEIPsecEW (HRE ) XFEIT AT , NHFIIPsecEIWFIGEE | AT MM LA
MBRVOHERMEEER. TREET OKo



Tuninel Policy (Crypto Map) - Basic | Tunnel Policy (Crypto Map) - Advanced | Traffic Selection|
Interface: .mﬂd: - Palicy Type: .d:.mmi: = PPricerity: 1
IPsec Proposals (Transform Sets)
IKE v1 IPsec Proposal;  bset Select. .. |
"
IKE v2 IPs{ m Select [Psec Proposals (Transform Sets) =
@ add| [ Eat| [J pelete|
Mame Mode ESP Encrypkion ESP duthentication
Peer Sottl ESP-3DES-5HA-... Transport 3DES SHA -
ESP-30ES-MDS-... Transpork 30ES LS
E" c"’“; ESP-DES-SHA  Tunnel DES SH
m“” ESP-DES-MDS  Turnel DES LS
ESP-DES-5HA-T... Transport DES SHA E
ESP-DES-MDS-T... Transport DES '=|
_m
Assigned IPsec Proposals -
IF Addres
oo
Lok || concel || Hep |
[o&  J[ concel [[ reb |

4. Z£Tunnel Policy(Crypto Map)-Advancediz i+ , i Enable NAT-T Zi&4E ( I RX F 41

FNATREfE ,

M| 73 2%3%30 ) FEnable Reverse Route InjectionEi%£4E. HVPNPRE N ISR

EE AR, ASARERVPNE O HEIZEVPNM AR R KA.



@ Create IPsec Rule 24

| Tunmel Paolicy {Crypto Map) - Basic | Tunnel Policy (Crypko Map) - Advanced | Traffic Selection

Enable MAT-T

Enable Reverse Route Injection

Security Association Lifetime Settings

Tirne: g o 0| hh:rnm:ss
Traffic Yolume: [] unlimited 4603000 | KBykes
ESP w3

[] walidate incarming ICMP error messages

[] Enable Do Mat Fragment (DF) policy

Enable Traffic Flow Confidentiality (TFC) packets, This is unavailable if IKE+w] is enabled.

[ K, ] [ Cancel ] [ Help ]

=& , MTraffic Selection ( REIERF ) ‘I FH , LA A LUE LD EEEERVPNRE
, RELFHOK (BE ) -



([ Create [Psec Rule

-

| Tunnel Palicy {Crypta Map) - Basic | Tunnel Policy {Crypto Map) - Advanced | Traffic Selection

fckion: @) Prokect

() Do not Protect

Source Criteria

Source: |an';.f4

)

Destination Criteria

Destinakion: |an';.-'4

)

Service: |ip

)

Description:

More Options
Enable Rule

Source Service:

Time Range:

E]| (TCP ar UDP service anlky) &

L=l

>

[ K ][ Cancel ][ Help




Configuration > Site-to-5ite ¥PN = Advanced > Crypto Maps
b add ~ [Ff Edit ~ [ Delete | 4+ & | % Bz M - | @ Find F2 Diagram

Traffic Selection
Type:Priority TransForm Set (TKEw1)
#* Source Destination Service Bckion

= interface: outside

dynamic: 655351 * # Pratect

1| ]

Enable anti-replay window size: :64 -

[ appky ] [ Reset ]

WMEFmR , B FASARETAEXRZEISNEERPHUNES. | B RAEZEERGERS
DefaultL2LGroup T , BRIAEIR T , ASALFEEZE. N THESHRIEKT , ZENFHK LR
ENFTIHEZRA ( AFlF Rcisco123 ) EESDefaultL2LGroup FHI Z4A ITEL .

5. i&# Configuration > Site-to-Site VPN > Advanced > Tunnel Groups , %&#
DefaultL2LGroup , ¥ HEditHELEFFENMAZTER. THEET OK,




Configuration > Site-to-site YPH > Advanced > Tunnel Groups
Configure IPsec site-to-sits tunnsd groups.
& Add| 3 Edk | B Dolete

| Mamse iGroup Policy IKEw] Enabilesd IKEv2 Enabled
DefauiziGrowe  [DftGroPokey []
m Edit IPsec Site-to-site Tunnel Group: DefaultlLILGroup et
ame: Dreff it 2L Group
IPsse Enabling
Group Poliey Name:  DftGrpPolicy - [ manage.. |

(Followsng bwo fiedds are attrbutes of the group pobcy selected abowe. )
| Enabdes [KE v1 Enabls [KE v2

IPgac Sattings
Wi setn |
Pasthankicstion

Pre-shared Key: [TTTETT]

Device Certificate:  -- None -- -

IKE Pew [ Vabdation: | Required -

IKE Keepalive
Disable keepalves
@ Monitor keepaiives
Corfidencs Interval: |10 secride
Retry Inteeval: 2 segonds

ok || comed || mel

EE . XSEBRSNEMA(Central-ASA) LB BERAMAZTEH, FAMNERAAZHHAR
HICE 2 IR &/ S E I AR T L VPN E H B VPNIF B &R, WR LT 248 T
ERASAHERE | BFZHMN,

6. %£1EConfiguration > Site-to-Site VPN > Group Policies , A/FEREEFNHERE ( APlH R
ZRINAKIE ) . BHEdit , AA/FFEEdit Internal Group Policy’ X EEFRBAHAKRIE, STREE
i OKo




Configuration > Site-to-Site VPN > Group Policles

Manage VPN group polcoes.A YPH group is & oolisction of usse-orssnted suthornization attribube fvahss pairs that may be stored inberraly on the devios or sxctermally on a RADILSLDE
pokicy information i referenced by VPN connection profiles snd user scoounts,

T enfionce authorization atbribautes from an LDAP server you must use an LDAP sttribyte map,

& 4 - B eck| [ Doite B Assn)

Connection ProfilesUsers
Assignad To

Def sultAGroup: Def st WEBYPHGroup:

DftGrpPolicy (System Defauk)

F.’ﬁ Edit Internal Group Policy: CHItGrpPaolicy 3
Tunrreling Protocols: [¥f] Cherithess 55U PN [ S50 VPN Clisnit  [] IPsec IKEv1 [ IPsac IKEvZ (] L2TPfIPsec
- e Sl
Ide Tineout: [unkmited 30 | miutes
Madrum Connect Time: (] Unbmited | ke

o ) o ) [

Finud: ) ) [ Mskeh Cazs

7. & Configuration > Firewall > NAT Rules , /5 MAdd Nat Rule®& 0 3 VPNREEL Eno
nat(NAT-EXEMPT)# N, EMR/G% & OKo



[FRaa]-| | (B Add NAT Rule . 5 - R
B Match | match Criteria: Original Packst - : : :
Source Source Inkerface: inside v Destination Interface:  outside v
Source Address: 10.1.2.0-nside_network ] Destination Address: |10.1.1,0-remote_networ -]
e [ @
Action: Translabed Packet
Source NAT Type: Static -
Source Address: 10.1.2.0-inside_network | Destination Address: | 10.1.1.0-remote_networ| |
[] Use one-to-one address translation
(] PAT Pool Translated Address: Service: - Original - =
|| Raund Raobin
[ | Extend PAT uniqueness bo per destination instead of per interface
Translate TCP and UDP ports into fat range 1024-65535 | | Inchede range 1-1023
Fall through to interface PAT
Use IPv6 for source inkerface PAT Use IPv6 for destination interface PAT
Options
[¥] Enable rule
| Translate DMS replies that match this rule
|| Disable Proxy ARP on egress interface
— [] Lookup route table ko locate egress interface
Direction: LBDth -
S Lok [ Cancel [ heb |
Remote-ASA ( S1BN & )

1. —BASDMMN AEFIEEFIASA ,
T Cisco ASDM 7.1 for ASA - 10105.130.220

15 £ #Wizards > VPN Wizards > Site-to-site VPN Wizard.

& Wiew ool | Wizand: | wWindow RElp
Sartup Wizard, .. B ok i corward | ) Heks
Wizar 1
) WEN ds k | Site-to-site WP Wizard... -
it High &wvailability and Scalability Wizard...
% add [l Delete gh Ty and Scalbility ArryConnect VPN Wizard...
- Unified Communication ‘Wizard.., Clientless S5 VPN Wizard. ..
Find:
Packet Capture Winard... IPsec (IKEw1) Rermote Access WP Wizard
™ 10.76.75.113 _ I

™ 10.305.130.51
10,005, 130,54
™ 10.005.130,72
= 10.005.130.89

I T

2. B Nexto

ASK

ACO Mersinn: T 114%

Hoek Mame:  12]-peer

Wersson:  S1{3) Dhevice Uptime: 2d 1h 42w 50

Mendrm Tuvnm: ASA 520



T Site-to-site VPN Connection Setup Wizard | —

VPN Wizard

Introchackion

Uise this wizard bo setup niew site-to-site VPN tuninel, & tunnel between bwo devices is caled & ske-to-sibe tunnel and is bidirection
probects the daka using the: IPsec probacol,

Sate-toe-Site VPN

Here is & foles on how bo sebup a she-to-site YPN connection.

< Back, Naxt >

3. MM\VPN Access Interface T 1L 5| 3K ik #Foutside A 18 BT X S4B SN ZRIPH 31k, 3532 R7 A AN
BRGHHY 3 O(WAN), 2T Nexto

[E Site-to-site VPN Connection Setup Wizard

Staps Peer Device Identification
1, Intraduction This step lets you identify the peer WP device by its TP address and the interface used bo aocess the peer.
2. Peer Device

Identification Peer IP Address: 172.16.2.1
3. Traffic bo protect i .
4, Security WEN Access Inberfacs: _nutshie -
5. MAT Exempt
&, Summary

[ < Back ]| Nt

4. BENAFBEIVPNRREMN EN/ME, ELSERD , BFEZHVPNRRE R A1 M EFzE
M4, miilLocal Network ( iR 4& ) FIRemote Network ( IEFEMLE ) FERZL MR |, R
ERBEEEZERI, TREEHET—F



D) Site-to-site VPN Connection Setup Wizard — —

Steps

+ Introduckion

. Pear Dewice Tdertific stio
. Traffic to probtect
Security

. MNAT Exempl

Surnimary

L A

Traffic b protect
This step bets you idantify the local network and remobe etwork betwean which the traffic is to be probeched using IPsec enoryption,

1P Address Type: @) TP IPvE

Local Metwork: | 1001.1.0f24

)|

Remote Mebwerk: | 10.1.2.0/24

[ <sak ] [het> ] [

5 AAREANSORIEEE , EAMFATMAERH, ARFIFERNTAAZTEHAR

cisco123, MR BELANFILAN(L2L)VPN , NIBRINIER FROEE & FRRITEX ZIPibit

_'D Lite-to-site VPN Connectson Setup Wizand i 2
Seps Securky
1. Trkrodatasn This ahap ket you secuns the selactad traffic.

Z. Poer Device [dentificatio
3. Traffic bo probect

4. Security

5. HAT Exempt

6, Summary

@ Smple Corfiguration

ATSA uses the pre-shared key entered here to suthenkicste this device with the peer. ASDM vl select common IKE ared ISAKMP security parsmebers For
Ersak wall aowi bunel establshinsnt. T 5 necomsendad that this option 5 sko selscted when configuring the remote peer,

Pre-ghaned Key: sssssss
Curstomized Confipur stion

Yo can use pre-shaned key of doital certificats For suthentication with the pesr device. Wou can 850 Ffine bune the data sncryphion sigorthms ASOM
salacted for you.

cBack | [ et > [ o | [ help

RELTLLEELEBUBEEEBRHNIKEMNPsecKg, WE R ZBAEDEE —NTHE K
: £ Authentication Methodsi% I #Y Pre-shared Key=E& & , #i AIKE version 1 pre-shared

Key, EAHIF , &

E r=cisco123,



I Ste-to-site VPN Connection Setup Wiard = - — o
Seps Seorty
1. Inkrodukion Thit st bets you secure the selacted traffic.
2. Poer Device Identificatio
3. Tealffic bo probect Savgde Configuration
4. Sec BSE umes the pre-shared key entered hore bo suthankicabe this device with the peer. ASDM wil selact commman BE and ISAKMP securky parameters For
" i thast wall sl burrsel establnierent., It B recomimended that this cption i5 also selected when configuring the remole peer,
5. NAT Exempt
&, Summary

@ Customzed Configuration

Yiead £ use pre-shared key or dgtal certificate for suthentication with the peer device, Yei can o fire bune the data encryption aigorthims ASDM
sedocted For you.

IE Wersion " Autheriication Mathods | Encryplion Algorithens | Perfect Forwand Secrecy |

IKE iy 1
Pré-chared Key: (TETTTY

1
I b
B H“Encryption Algorithms (N HE)" &I+

6. # HManage(IKEER M) FEZ0 /) , B hAdd (Fn ) HERBAEUKERK(B1MR). THK

EEHEOK.
FE) Site-to-site VPN Cannection Setup Wizard e : '
Shepe Securly
1. Entroduction This step kets you seoune the selecbed iraffic,
2. Peer Devvice Identificabio
3. Traffi bo probect ¥ SR
4 5 it ASA ubes the pre-shared key entered here bo sutherticats this device with the peer. ASDM vl felect common IKE and ISAKMP security paraimebers for
; that wall allows burnel establshment . It i recommendad that thes oplion i ako sslected when configuring the remobes peer.
5. MNAT Exempl
6. Suremary

@ Customized Configuration

Yous can use pro-shared key or digital certificate for suthentication with the peer device. You can also fine bune the dats enoryphion algorthms ASDM
salnched For you.

IXE Varsion | Authnitication Methods.” Encrypton Algorthins | Perfact Forvard Secracy |
IXE wersion 1

IKE Polcy: crack-ae5-5ha, rea-sig-ses-sha, pre-share-aes-sha, rack-ses-192-sha, reasig-ses-192-sha, pre-share-aes-192- | Manage... |
IPeac Propocst:  ESP-AES. | 28-5HA, ESP-AES- | 78-MOS, ESP-AES- 192500, ESP-AES-192-M0S, E5P-AES-256-SHA, ESP-AES-256-h Sedat....

IE wersion 2
IKE Policy: a5 I56-sha-sha, aes-192-sha-sha, aes-sha-sha, Jdes-sha-sha, des-sharsha Manage. .. ]
IPoac Proposal: AESISE, AFS]S2, ARS, IDES, DES Sadat...

* et (it [ concel | [ 1eb
7. B ifIPsec Proposal ZE& E#Select , AEEFFTER IPsec Proposal, TR E#EEHT—%",




= x . T
m&ie-{o—ﬂnwwtonneﬂm&tup%urd | T

Steps Securty
l 1. Introduction This step lets you secure the selected traffic.
| 2. Peer Device Identificatio |
3, Traffic bo protect : ¢ 7
4. Seonity ASA uses the pre-shared ey entered here bo authenticabe this device with the peer. ASDM will select common IKE and
: ISAKMP security paramebers For that wall slow tunnel establishment. Tt is recommended that this option is also selected
5. MAT Exempt when configuring the remote peer,
6. SUMMarY

@ Customized ConFiguration

You can use pre-shared key or digital certificate for authentication with the peer device. You can akso fine tune the
data encryption algorithms ASDM selected for you,

IKE Version | Authentication Methods " Encryption Algarithms | Perfect Forward Secrecy |
IKE wersion |

IKE Policy: pre-share-aes-256-sha

IPsec Proposal: ESP-AES-256-5HA
IKE wergion 2
IKE Policy: aes-236-sha-sha 5

" il

IPsec Proposal: |AFS2S6, AES192, AES, 3DES, DES

[ <Bock | [(het> | | Concel || hel
HE , LA LT T £ @ AR 25 (Perfect Forward Secrecy) M+ H it B AT L AHERS
(PFS)E&EO %Jﬁ_@#ﬁ“?_iro

() Site-to-site VPN Cannection Sm: Wizard .

Steps Security
| 1. Introduction Thits step kets you seure the selected traffic,
2. Peer Device Identificalio
3. Traffic to protect et
i = & ASA uses the pre-chared key enbenad Mere bo suthenticate this device with the peer, ASDM vl select comman IKE and ISAKMP security parameters for
= et vall ko burnel establishement, T i recommended that this option i abio selected when configuring the nemobe pser.
5. NAT Emempl
&, Summary

@ Customized Configuration

You can e pre-shared key or dgital certificate For suthentication with the peer device. You can ako fine bune the data encryption algorithms ASDM
sadected for you

IKE Yersion | Authentication Methods | Encryption Algorithms. ™ Perfect Forward Secrecy |

Enable Perfect Forward Secrecy (FFS). If PFS B ued, & new Diffie-Hslinan exchange is performed for each phase-2 negotistion. [t ensures
[ ] that & session key derived from a et of long-berm publc and private keys will not be compromised i one of the (long-term) private keys i
compromesed i the Futune

Eniffe-Hedman Group

[ <Back |[ ext> | [Lconct |[ nel
. 1% FFExempt ASA side host/network from address translation& % 4E LA Bf 1E BS3E 77 2 M P 45 i
WERERITIR. MNTHRSIRPIERABHAE , LUREAHRI A MENED, £ Nexto




[y Site-to-site VPN Connection Setup Wizard

T et o—

Steps
- Irtroduction

2. Peer Device Idenkificatio

3. Trafffic bo probect
4. Security

5. NAT Exempl
B. Surmmary

9. ASDME TRIRBMVPNIBE, BIFH8H %

E Site-to-site VPN Connection Setup Wizard

MAT Exempk

[ < Back “ Mext = I

Thes shep slloves vau bo exempt the local nebwork sddressas from nebwerk ranslation,

7| Exempk ASA side hostinetwork from address translation  inside |

VPN Wizard

Surnmary

Here is the summary of the configuration.

ame

&l Summary
Peer Device IP Address
WPM Access Interface

Protected Traffic

IKE Yersion Allowed
= Awthentication Method
IKE »1

IKE w2

=l Encryptian Policy
Perfect Forveard Secrecy (PFS)

=l IKE w1
1KE Policy
1Pzec Proposal

=l IKE w2
1KE Policy
1Psec Proposal

Metwork, Address Translation

Walue

172.16.2,1

oukside

Local Metwark: 10.1.1.0/24
Remoke Metwork: 10.1.2,0/24
IKE wersion 1 and IKE wersion 2

s pre-shared lkey
Lise pre-shared key when bocal device access the peer

Use pre-share key when peer device access the local device
Disabled

pre-share-aes-256-sha
ESP-AES-256-5HA

aes-256-sha-sha
AES2SE, AES192, AES, 3DES, DES

The protected traffic is not subjected to network address translation

[ < Back ][ Finish |

| Cancel ||

I




FHRASA (BENESE ) KR

1. AVPNREH ENO-NAT/NAT-EXEMPTHR N , s0A TR RBIFFR -
obj ect network 10.1.1.0-renote_network
subnet 10.1.1.0 255.255.255.0

obj ect network 10.1.2.0-inside_network
subnet 10.1.2.0 255.255.255.0

nat (inside, outside) source static 10.1.2.0-inside_network 10.1.2.0-inside_network
destination static 10.1.1.0-renote_network 10.1.1.0-renote_network
no- pr oxy-arp route-| ookup

2. #£DefaultL2LGroup TELET L ZZ 4R , LA UEE{AliZFEDynamic-L2L-peer:
tunnel - group Defaul t L2LG oup i psec-attributes
i kevl pre-shared-key ciscol23

3. EX 2/ ER/IISAKMP R B :
crypto i kevl policy 10
aut hentication pre-share
encrypti on aes-256
hash sha
group 2
lifetine 86400

4. TE N E2M BRI E/\PsecRBE -

crypto ipsec ikevl transformset tset esp-aes-256 esp-sha-hnac
5. FAUTSHEES SRS . AENERESARMBAZIARRIY , ATRLREFIEE
B IRNERER (WiE)

crypto dynami c-map outside_dyn _nmap 1 set ikevl transformset tset
crypto dynani c-map outside_dyn_nap 1 set reverse-route

6. FIshASRGFTHE R INFBRES |, B hNZZRRS H E S EDEE O LS AISAKMP/IKEV1:

crypto map outside_map 65535 ipsec-isaknp dynam c outsi de_dyn_nap

crypto map outside_nmap interface outside
crypto i kevl enabl e outside

Remote-ASA ( Z1ZAX &4 )

1. AVPNAREB ENATEERIN

obj ect network 10.1.1.0-inside_network
subnet 10.1.1.0 255.255.255.0

obj ect network 10.1.2.0-renote_network
subnet 10.1.2.0 255.255.255.0

nat (inside, outside) source static 10.1.1.0-inside_network 10.1.1.0-inside_network
destination static 10.1.2.0-renmote_network 10.1.2.0-renote_network
no- pr oxy-arp route-| ookup

2. NBSVPNNFHMMAZRAGEREA,
tunnel -group 172.16.2.1 type ipsec-12|
tunnel -group 172.16.2.1 ipsec-attributes
i kevl pre-shared-key ciscol23

3. E X PHASE-1/ISAKMP KB :
crypto i kevl policy 10
aut hentication pre-share
encrypti on aes-256
hash sha
group 2
lifetinme 86400



4. BN B2/ BREF R E IPsecK g

crypto ipsec ikevl transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac
5. BLEE LHXVPNRE/M LR 7B 55k

access-1ist outside_cryptomap extended pernit ip object

10.1. 1. 0-insi de_network object 10.1.2.0-renote_network

6. EANTSHEBHASMBEE  MB/VPNIEFIRZEIPseckt FIPih it A 1 SR £
crypto map outside_map 1 match address outside_cryptonap
crypto map outside_map 1 set peer 172.16.2.1
crypto map outside_map 1 set ikevl transformset ESP-AES-256- SHA

7. NSO £ N R N RR &Y 5 )2 AISAKMP/IKEV1:

crypto map outside_nmap interface outside
crypto i kevl enabl e outside

WiE
ERKHBIBUARBREER I,

HOREAREFIE (XEEMAS ) FEFEL show 5. FHAKMEERETIEXRESF show
S 2.

. show crypto isakmp sa — & RXT &K L WA HHIIKEZR £ XEK(SA).
- show crypto ipsec sa — & RFTE H&ilPsec SA.
A EBD B R NASAR I R B,

FRASA

Centr al - ASA#show crypto isakmp sa
| KEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA 1

1 | KE Peer: 172.16.1.1
Type o L2L Rol e . responder
Rekey > no State : MM _ACTI VE

Central - ASA# show crypto ipsec sa
interface: outside
Crypto map tag: outside_dyn_map, seq num 1, local addr: 172.16.2.1

l ocal ident (addr/mask/prot/port): (10.1.2.0/255.255.255.0/0/0)
renote i dent (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
current _peer: 172.16.1.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 4, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragnents created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing reassenbly: 0
#TFC rcvd: 0, #TFC sent: O
#Valid ICW Errors rcvd: 0, #lnvalid ICW Errors rcvd: 0
#send errors: 0, #recv errors: O
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|l ocal crypto endpt.: 172.16.2.1/0, renote crypto endpt.: 172.16.1.1/0
path mu 1500, ipsec overhead 74(44), nedia mu 1500
PMIU tine remaining (sec): 0, DF policy: copy-df
ICVMP error validation: disabled, TFC packets: disabled
current outbound spi: 30D071CO
current inbound spi : 38DA6E51

i nbound esp sas:

spi: O0x38DA6E51 (953839185)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 28672, crypto-map: outside_dyn_map
sa timng: remaining key lifetime (kB/sec): (3914999/28588)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x0000001F

out bound esp sas:

spi: 0x30D071CO (818966976)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 28672, crypto-map: outside_dyn_map
sa timng: remaining key lifetime (kB/sec): (3914999/28588)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

IEREASA

Renot e- ASA#tshow crypto isakmp sa
| KEvl SAs:
Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA 1

1 | KE Peer: 172.16.2.1
Type . L2L Rol e . initiator
Rekey 1 no State . MM_ACTIVE

Renot e- ASA#show crypto ipsec sa
interface: outside
Crypto map tag: outside_map, seq num 1, local addr: 172.16.1.1

access-1ist outside_cryptomap extended pernit ip 10.1.1.0
255. 255. 255.0 10.1. 2.0 255.255.255.0
local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.2.0/255.255.255.0/0/0)
current _peer: 172.16.2.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#ipkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 4, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragnents created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O
#Valid ICWP Errors rcvd: 0, #lnvalid ICMP Errors rcvd: 0



#send errors: 0, #recv errors: O

|l ocal crypto endpt.: 172.16.1.1/0, renote crypto endpt.: 172.16.2.1/0
path mu 1500, ipsec overhead 74(44), nedia mu 1500
PMIU tine remaining (sec): 0, DF policy: copy-df
ICVMP error validation: disabled, TFC packets: disabled
current outbound spi: 38DA6E51
current inbound spi : 30D071CO0

inbound esp sas:

spi: 0x30D071CO (818966976)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-nap: outside_map
sa timng: remaining key lifetime (kB/sec): (4373999/28676)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x0000001F

outbound esp sas:

spi: 0x38DA6E51 (953839185)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-nap: outside_map
sa timng: remaining key lifetime (kB/sec): (4373999/28676)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

TR HEBR
AWHRET THTHRELTHEHROEL,

DTRHBEREFTE (RIMA, ) KIFEL show iF. ERAMHAEREETERXESR show
am R A oA,

XX : £/ debug R ZE , WS FE X Debug HTMEEFE.
FERAUATwSA -

clear crypto ikevl sa <peer |P address>
Clears the Phase 1 SA for a specific peer.

W : clear crypto isakmp sa B EBRFTBEEZVPNRRER , TRBRARMN.

TEPIX/ASAE MR AS8.0(3) R E B MRAH , A LAfE A clear crypto isakmp sa <peer ip address># %
WEBRENKE SA. TERF8.03)MI s RA | ¥ fF Fvpn-sessiondb logoff tunnel-group <tunnel-
group-name>tn %5 LUB BRE NBRE Y IKEFIPsec SA.

Renot e- ASA#vpn-sessiondb logoff tunnel-group 172.16.2.1
Do you want to | ogoff the VPN session(s)? [confirnj
I NFO Nunber of sessions from Tunnel Group "172.16.2.1" |ogged off : 1

clear crypto ipsec sa peer <peer |P address>
11l Clears the required Phase 2 SA for specific peer.
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debug crypto condition peer < Peer address>

11l Set | Psec/|SAKMP debug filters.

debug crypto isaknp sa <debug |evel >

'l Provides debug details of | SAKMP SA negoti ati on.
debug crypto ipsec sa <debug |evel >

11l Provides debug details of |Psec SA negotiations
undebug al |

11l To stop the debugs

FRANER -

debug cry condition peer <renote peer public |IP>
debug cry ikevl 127
debug cry ipsec 127

Remote-ASA ( 5188 )

1 A Btpacket-tracer@s 5 LS 31BRE :

Renot e- ASA#tpacket-tracer input inside icmp 10.1.1.10 8 0 10.1.2.10 detailed

| PSEC( crypt o_map_check) - 3: Checking crypto nap outside_map 1: matched.

Jan 19 22:00:06 [|I KEvl DEBUG Pitcher: received a key acquire nessage, spi 0x0
| PSEC( crypt o_map_check)-3: Looking for crypto map matching 5-tuple:

Prot=1, saddr=10.1.1.10, sport=0, daddr=10.1.2.10, dport=0

| PSEC( crypt o_map_check) - 3: Checking crypto nap outside_map 1: matched.

Jan 19 22:00: 06 [IKEv1]IP = 172.16.2.1, IKE Initiator: New Phase 1, Intf
inside, IKE Peer 172.16.2.1 local Proxy Address 10.1.1.0, remote Proxy Address
10.1.2.0, Crypto map (outside_map)

Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, | KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NONE (0) total length : 172

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, |KE _DECODE RECEI VED Message (nsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0)

total length : 132

Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, | KE_DECODE SENDI NG Message (nsgi d=0)

with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +

VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304
Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, |KE _DECODE RECEI VED Message (nsgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +

VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304

Jan 19 22:00: 06 [IKEv1]IP
<ski pped>. ..

Jan 19 22:00:06 [I KEV1]IP 172.16. 2.1, | KE_DECODE SENDI NG Message (mnsgi d=0) with
payloads : HDR + ID (5) + HASH (8) + | CS KEEPALI VE (128) + VENDOR (13) +

NONE (0) total length : 96

Jan 19 22:00:06 [IKEvl]Goup = 172.16.2.1, |IP = 172.16.2.1,

Automatic NAT Detection Status: Remote end is NOT behind a NAT device

This end is NOT behind a NAT device

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, |KE_DECODE RECEI VED Message

(msgi d=0) with payloads : HDR + ID (5) + HASH (8) + | 0OS KEEPALI VE (128)

+ VENDOR (13) + NONE (0) total length : 96

Jan 19 22:00:06 [I KEvl DEBUG Group = 172.16.2.1, |IP = 172.16.2.1, processing ID payload
Jan 19 22:00:06 [| KEvl DECODE] Group = 172.16.2.1, IP = 172.16.2.1,

172.16.2.1, Connection landed on tunnel group 172.16.2.1



ID IPV4_ADDR ID received 172.16.2.1

Jan 19 22:00:06 [IKEvV1]IP = 172.16.2.1, Connection |anded on tunnel _group 172.16.2.1
Jan 19 22:00: 06 [IKEvl DEBUG Group = 172.16.2.1, |IP = 172.16. 2.1,

Cakl ey begin qui ck node

Jan 19 22:00: 06 [IKEvl1l]Group = 172.16.2.1, IP = 172.16.2.1, PHASE 1 COMPLETED

Jan 19 22:00:06 [| KEvl DECODE] Group = 172.16.2.1, |IP = 172.16.2.1, IKE Initiator
starting QM: nsg id = c45c7b30

Jan 19 22:00:06 [IKEvl DEBUG Group = 172.16.2.1, IP = 172.16.2.1, Transmitting Proxy Id:
Local subnet: 10.1.1.0 mask 255.255.255.0 Protocol 0 Port 0
Remote subnet: 10.1.2.0 Mask 255.255.255.0 Protocol 0 Port 0

Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, |KE _DECODE SENDI NG Message
(msgi d=c45¢c7b30) with payloads : HDR + HASH (8) + SA (1) + NONCE

(10) + ID(5) + ID(5) + NOTIFY (11) + NONE (0) total length : 200

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, |KE _DECODE RECEI VED Message
(nmsgi d=c45c7b30) with payl oads : HDR + HASH (8) + SA (1) + NONCE (10) +
ID(5) + ID(5) + NONE (0) total length : 172

Jan 19 22:00:06 [I KEvl DEBUG Group = 172.16.2.1, |IP = 172.16.2.1, processing ID payload
Jan 19 22:00: 06 [IREvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1,

ID IPV4_ADDR SUBNET ID received--10.1.1.0--255.255.255.0

Jan 19 22:00:06 [|I KEvl DEBUG Group = 172.16.2.1, |IP = 172.16.2.1, processing |D payl oad
Jan 19 22:00: 06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1,

ID_IPV4_ADDR_SUBNET ID received--10.1.2.0--255.255.255.0

Jan 19 22:00:06 [IKEvl] Group = 172.16.2.1, |IP = 172.16. 2.1,
Security negotiation conplete for LAN-to-LAN G oup (172.16.2.1)
Initiator, Inbound SPI = 0x304071c0, Outbound SPI = 0x38da6e51

Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, |KE _DECODE SENDI NG Message
(msgi d=c45c7b30) with payl oads : HDR + HASH (8) + NONE (0) total length : 76

Jan 19 22:00:06 [|KEvl] Group = 172.16.2.1, IP = 172.16.2.1,
PHASE 2 COMPLETED (nsgi d=c45c7b30)

Central-ASA ( TRIE] )

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, |KE_DECODE RECEI VED Message (nsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NONE (0) total length : 172

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, |KE_DECODE SENDI NG Message (nmsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total length

132

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, |KE_DECODE RECEI VED Message (nsgi d=0)

with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304



Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, Connection landed on tunnel_group
DefaultL2LGroup

Jan 20 12:42:35 [|I KEvl DEBUG G oup = Defaul tL2LG oup, IP = 172.16.1.1,
Generating keys for Responder...

Jan 20 12:42:35 [IKEV1]IP = 172.16.1.1, | KE_DECODE SENDI NG Message (nsgi d=0)
with payl oads : HDR + KE (4) + NONCE (10) +

VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) +
NONE (0) total length : 304

Jan 20 12:42:35 [IKEV1]IP = 172.16.1.1, |KE _DECODE RECEI VED Message (nsgi d=0)
with payloads : HDR + ID (5) + HASH (8)

+ | OS KEEPALI VE (128) + VENDOR (13) + NONE (0) total length : 96

Jan 20 12:42:35 [|I KEvl DECODE] Group = Defaul tL2LG oup, IP = 172.16.1.1,

ID IPV4_ADDR ID receivedl72.16.1.1

Jan 20 12:42:35 [IKEV1]IP = 172.16.1.1, |KE DECODE SENDI NG Message (nsgi d=0)

with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) +

VENDOR (13) + NONE (0) total length : 96

Jan 20 12:42:35 [| KEvl] Group = DefaultL2LGroup, IP = 172.16.1.1, PHASE 1 COMPLETED

Jan 20 12:42:35 [I KEvl DECODE] I P = 172.16.1.1, IKE Responder starting QM:
msg id = c45¢c7b30

Jan 20 12:42:35 [IKEV1]IP = 172.16.1.1, |KE_DECODE

RECEI VED Message (nsgi d=c45c7b30) with payloads : HDR + HASH (8) + SA (1) +
NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0) total length : 200

Jan 20 12:42:35 [IKEvl] Group = Defaul tL2LG oup, |IP = 172.16.1.1, Received remote
IP Proxy Subnet data in ID Payload: Address 10.1.1.0, Mask 255.255.255.0,
Protocol 0, Port O:

Jan 20 12:42:35 [I KEvl] G oup = Defaul t L2LG oup,

IP = 172.16.1. 1, Received local

IP Proxy Subnet data in ID Payload: Address 10.1.2.0, Mask 255.255.255.0,
Protocol 0, Port 0Jan 20 12:42:35 [| KEvl DEBUG Group = Defaul t L2LG oup,
IP = 172.16.1.1, processing notify payl oad

Jan 20 12:42:35 [I KEvl] Group = DefaultlL2LGoup, IP = 172.16.1.1, QM

| sRekeyed ol d sa not found by addr

Jan 20 12:42: 35 [IKEvl1l]Group = DefaultL2LGroup, IP = 172.16.1.1, Static Crypto Map
check, map outside_dyn map, seq = 1 is a successful match

Jan 20 12:42:35 [I KEvl] Group = Defaul tL2LG oup, IP = 172.16.1.1, IKE
Renot e Peer configured for crypto map: outside_dyn_map

Jan 20 12:42:35 [|I KEvl DEBUG G oup = Defaul tL2LG oup, IP = 172.16.1.1,
Transmitting Proxy Id: Remote subnet: 10.1.1.0 Mask 255.255.255.0 Protocol 0 Port 0
Local subnet: 10.1.2.0 mask 255.255.255.0 Protocol 0 Port O:

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, | KE _DECODE SENDI NG Message (msgi d=c45c7b30)
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE

(0) total length : 172 Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, |KE_DECODE RECEI VED
Message (msgi d=c45c7b30) with payloads : HDR + HASH (8) + NONE (0) total length : 52:

Jan 20 12:42:35 [I KEvl] Group = Defaul tL2LG oup, IP = 172.16.1.1, Security
negoti ation conplete for LAN-to-LAN G oup (DefaultL2LG oup) Responder,
Inbound SPI = 0x38da6e51, Outbound SPI = 0x304071cO:

Jan 20 12:42:35 [I KEvl] Group = Defaul tL2LG oup, IP = 172.16.1.1,

PHASE 2 COMPLETED (nsgi d=c45c7b30)

Jan 20 12:42:35 [IKEv1l] Group = Defaul tL2LG oup, IP = 172.16.1.1, Adding static

route for L2L peer coming in on a dynamic map. address: 10.1.1.0, mask: 255.255.255.0
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