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ViEE )  AREIRASEEEREGNEERS(SYN)BER), RERR ( CEMERE ) SiEH
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PEEC PRI B AR M BDE N TCPRIEZ W LIBTUASA , MEFEFTRELZ KBNS S H, LI
RETRAREMRSMHE, B , ERERER (FEASYNRES ) PEYXEMEANTENER
BEERE (MTCPFFIS ) RREMNKEARSMESIEXNHIBHABRS R ;| EENHIEMAWREL
M [F—ASA,

Bl | FEERHIIASA 1. SYNRESHESSEEERE , FHERNRKEFMNERIEREE
R, MRILER ENEEBETRETASA 1, WRESSREREHNZE TEFABI, MRF
SWRDEIIASA 2, BXESYNRELES 2 EEERE , WREREPRBATEENSRE

, FEBFEIFREFR.

WMRELFRMARRLERE TIENMEE , FEREEFRNMASAZARE , NAUNBERERE
TCPIRBSEITHRE, TCPRESFTHRIELXTFERERETREINAXNAZARERELSE, It
WREALIETCPREN F X ELABEUDPEZEN S AME | 5B EMKCENIESYNBIEZHA
ASA , BisARERERBN , ZBFEIHEI X EEEREUEREREPEILERE, #HARE
BER A RESGEIREBRERE.
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1. % Aclass-map class_map_name@s = A BI1ZRE 57, KRG TR B RIRAR LR
MRE. XX : 241 YRR ST 2tcp_bypass.

ASA (config) #class-map tcp_bypass

2. % Amatch parameterf S UAIE EXMHA P XENRE., FEHERICKIBIELRLN |, BELEMS
Bl EE =0T FAmatch access-list 5w , AMEFEAHRIZIRIRINENARENRE. ATR2L
i E Y R -

ASA (config) #class-map tcp_bypass
ASA (config-cmap) #match access-list tcp_bypass

XX : tcp_bypassE A RHIFFERANIHRIZIRAOBE . BXUNMAIEEMXERENFMAEE
, B2 Cisco ASA 5500 R SIBL B 15 F8.20 IR AT & ( BB3/4A/RHKM ST ) B84

3. i Apolicy-map name @ & SRR EEM ST R BB KBRS ( EFE ) , ZREMH NIEEN
KMFRESHMERITHERE, EEABRICERERN , FELRBEEEX T Hpolicy-
mapts 5 (T type R B8 F) , LUME N FE R E3/4RFEMEFRRI R E 2 Bl 18146 (class-map sk
class-map type managementiz ©3). FEARRBIF , KEEELS Ftcp_bypass_policy:

ASA (config-cmap) #policy-map tcp_bypass_policy

4. 1£ policy-map configuration ¥ T Aclass 55 , SAMEN 2 I H KM ES (tcp_bypass) 7 Bt
B RBEBR ST (tcp_bypass_policy) , AMEER A LUHRES BLRIKRGRE. FEABIH |, KBS R
tcp_bypass:

ASA (config-cmap) #policy-map tcp_bypass_policy
ASA (config-pmap) #class tcp_bypass

5. 25 f B T 3 Aset connection advanced-options tcp-state-bypass?s < LA 5 A TCPIA B 4E
1TIhBE, W TES2(MMRAEIA, TNKHBEMSTEERXFRKEEER | WARRAIFR

ASA (config-cmap) #policy-map tcp_bypass_policy
ASA (config-pmap) #class tcp_bypass
ASA (config-pmap-c) #set connection advanced-options tcp-state-bypass
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6. %1 Aservice-policy policymap name [ global | interface intf1&5+ , SAMEEFTEE AR BAR#ED
L2 RBERERE, EXARSER , BEALBGTHnoF N, i Aservice-policydn ©ATE
BEOLEA—4AKE, globalxBFHRIEMSNATAERED , Minterface < & 719 K AL IR
FOUNATF—NMEO, NATFE—1N2REK, EBXEOLNL2RERE TGRS REN
AEZED, EREN—IKRRFNARESMNEOD, REWOT

ASA (config-pmap-c) #service-policy tcp_bypass_policy outside

LU RASA1 ETCPIRSSRITHEEN T AV E:

I-—— Configure the access 1list to specify the TCP traffic
! -—— that needs to by-pass inspection to Iimprove the performance.

ASAl (config) #access-1list tcp_bypass extended permit tcp 10.1.1.0 255.255.255.0
172.16.1.0 255.255.255.0

!-—— Configure the class map and specify the match parameter for the
I-—- class map to match the interesting traffic.

ASAl (config) #class-map tcp_bypass
ASAl (config-cmap) #description "TCP traffic that bypasses stateful firewall™"

ASAl (config-cmap) #match access-list tcp_bypass

!-—— Configure the policy map and specify the class map
!-—- inside this policy map for the class map.

ASAl (config-cmap) #policy-map tcp_bypass_policy
ASAl (config-pmap) #class tcp_bypass

!-—- Use the set connection advanced-options tcp-state-bypass
l-—- command in order to enable TCP state bypass feature.

ASAl (config-pmap-c) #set connection advanced-options tcp-state-bypass

! -—- Use the service-policy policymap name [ global | interface intf ]

!-—- command in global configuration mode in order to activate a policy map
l-—-- globally on all interfaces or on a targeted interface.

ASAl (config-pmap-c) #service-policy tcp_bypass_policy outside

!--- NAT configuration

ASAl (config) #object network obj-10.1.1.0

ASAl (config-network-object) #subnet 10.1.1.0 255.255.255.0
ASAl (config-network-object) #nat (inside,outside) static 192.168.1.0

AT RASA2 ETCPIRAS S5 B8 ThRERY B E 1 A1

I -—— Configure the access 1list to specify the TCP traffic
! -—— that needs to by-pass inspection to Iimprove the performance.

ASA2 (config) #access-1list tcp_bypass extended permit tcp 172.16.1.0 255.255.255.0
10.1.1.0 255.255.255.0

!-—— Configure the class map and specify the match parameter for the
I-—— class map to match the interesting traffic.



ASA2 (config) #class-map tcp_bypass
ASA2 (config-cmap) #description "TCP traffic that bypasses stateful firewall"
ASA2 (config-cmap) #match access-list tcp_bypass

!-—- Configure the policy map and specify the class map
!--- inside this policy map for the class map.

ASA2 (config-cmap) #policy-map tcp_bypass_policy
ASA2 (config-pmap) #class tcp_bypass

!--- Use the set connection advanced-options tcp-state-bypass
l-—- command in order to enable TCP state bypass feature.

ASA2 (config-pmap-c) #set connection advanced-options tcp-state-bypass

!--- Use the service-policy policymap name [ global | interface intf ]

I-—-- command in global configuration mode in order to activate a policy map
l-—- globally on all interfaces or on a targeted interface.

ASA2 (config-pmap-c) #service-policy tcp_bypass_policy outside

! --- NAT configuration

ASA2 (config) #object network obj-10.1.1.0

ASA2 (config-network-object) #subnet 10.1.1.0 255.255.255.0
ASAl (config-network-object) #nat (inside,outside) static 192.168.1.0

&2

AT BUMAEASA LN ERASEN BN T REBETCPIRASRITHE , EXMERT ,

[& —#% 0 (u-turning) # A FIE FFASA.
T RAEGEHERNHD
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192.168.1.0/24 192.168.2.0/24
Router

192.168.1.10/24 192 168.2.2 :

PC: 192.168.2.10
DG:192.168.2.1

ERETCPRAZRIIEE , BREHRUATIER :
1. Bl access-listLAILHL M 53 TCPR N BV R £ -

ASA (config) #taccess-list tcp_bypass extended permit tcp 192.168.2.0 255.255.255.0
192.168.1.0 255.255.255.0

2. % Aclass-map class_map_namefn = AR p57, KRS A FFRR B BIRARH A&
HRE, XX : ARG KR5S Rtcp_bypass.

ASA (config) #class-map tcp_bypass

3. % Amatch parameterﬁwLX?EE%M%TEF%EE’JMEO FAER(CRREAEZERT | BE BT
Bl E#RE =T £ Fimatch access-list v , AMEFEAGRFIRIRNENARENTE. A T2
Bl E 8 =B -

ASA (config) #class-map tcp_bypass
ASA (config-cmap) #match access-list tcp_bypass

xE tcp_bypassEZIKa-\ﬁJEPﬁFHE’JvﬁllﬂEIJiEE’J%*"\o BxrUMEEMXERENIFHAEE
, IEZ ] Cisco ASA 5500 R FIBL E 15 R8. 28R I E ( E3/4/EKMET ) 85
4. Eﬁf)\pohcv-map namedn T LUR KBS BRF SH R B RIEMS ( EFE ) 12%%@&%9‘1&%31}5‘
ERMRERERITHVIRE, EEFH*EHME%W%*E%’&N : iﬁﬁéﬁﬁﬂﬁifﬁiﬁ?ﬁﬁﬁpolicy-mapﬁ
(R mtype?@ﬁ%-?—) DUMBESHRE D BLLR B E A SR 3/4 R KBRS FR R MY TR 2 (SEBRGY IR K B 5 €
HEREmT)o EATRHIH %Hﬁﬂﬂéﬂjtcp_bypass policy:

ASA (config-cmap) #policy-map tcp_bypass_policy

5. #E policy-map configuration 3, T i Aclassin & , SUER 2 0IEH KM S (tcp_bypass) 7 Bl E
REEBR ST (tcp_bypass_policy) , BME R LA EMRETRE D BLIRME, ARG |, KMEH
tcp_bypass:

ASA (config-cmap) #policy-map tcp_bypass_policy
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ASA (config-pmap) #class tcp_bypass
6. T El B X T i Aset connection advanced-options tcp-state-bypassn 5 LA 5 TCPIA A48
1TIhBE, W TES.2(MNMRAEIA, TMNEKBEME T EER X H/HEEEER | WL T REIFTR

ASA (config-cmap) #policy-map tcp_bypass_policy
ASA (config-pmap) #class tcp_bypass
ASA (config-pmap-c) #set connection advanced-options tcp-state-bypass

7. % Aservice-policy policymap name [ global | interface intf]&85 , AEEFAZEORE/REND
L2 RBRERBMS, ERARSEE , BFEALTEHnoRX. i Aservice-policyds T LATE
BEOLEER—A%KK, globalxBF N REMHNNATAMEED , Minterface>x #F 1 RAENX
BRAF—NMEO, MATE—1N2RXMK, EBEEZEOLNERRE , TSRS RENAE
ZEO, ZREF—IRBERFNARESMEOD, REWOT -

ASA (config-pmap-c) #service-policy tcp_bypass_policy inside

8. AWASALRENHBERZERH

ASA (config) #same-security-traffic permit intra-interface

LT RASALTCPIRESSEITHENRAIEE

I-—— Configure the access 1list to specify the TCP traffic
!-—— that needs to bypass inspection to improve the performance.

ASA (config) #access-1list tcp_bypass extended permit tcp 192.168.2.0 255.255.255.0
192.168.1.0 255.255.255.0

!-—— Configure the class map and specify the match parameter for the
I-—— class map to match the interesting traffic.

ASA (config) #class-map tcp_bypass
ASA (config-cmap) #description "TCP traffic that bypasses stateful firewall"

ASA (config-cmap) #match access-list tcp_bypass

!-—— Configure the policy map and specify the class map
!-—- inside this policy map for the class map.

ASA (config-cmap) #policy-map tcp_bypass_policy
ASA (config-pmap) #class tcp_bypass

!-—- Use the set connection advanced-options tcp-state-bypass
l-—- command in order to enable TCP state bypass feature.

ASA (config-pmap-c) #set connection advanced-options tcp-state-bypass

! -—- Use the service-policy policymap name [ global | interface intf ]

!-—- command in global configuration mode in order to activate a policy map
l-—-- globally on all interfaces or on a targeted interface.

ASA (config-pmap-c) #service-policy tcp_bypass_policy inside

l--- Permit same security level traffic on the ASA to support U-turning

ASA (config) #same-security-traffic permit intra-interface

Rrir



A showconn % , AEFEEZFTCPHMUDPEENKEBLUR ZHREERENEXRER ., EETRE
EEERAMIERIRES |, 5% A show conn 5 S AYIPVEIE R .

AR BT E IPv4 M IPv6 ik, NERATCPIRAZ BRI ER E R il i SR E
b,

THEHRTROMEE :

ASA (config) show conn
1 in use, 3 most used
TCP tcp 10.1.1.1:49525 tcp 172.16.1.1:21, idle 0:01:10, bytes 230, flags b

TP B BR

LR BRENSEHRER. AX—REEMEHFRER , BSRLT XX -

. B33 CLI 1 ASDM Ei ELI ASA BiE IR R H

. ASA 8.2 : BiICisco ASABF MBI EIEER
AR TCPRAEZEREETCEFIHEEBNPNEARE,

HiIRHE

ASATEJE ITCPIRASSITHREEE RATHIREER

%PIX|ASA-4-313004:Denied ICMP type=icmp_ type, from source_address oninterface
interface_name to dest_address:no matching session

HTRSICMPIEERMNZ £ R E | ASASEFInternetiZFH EMHIL(ICMP) BEE, XEEER
ICMPEI 7R % |, R BEASALBEENERLMIER , ICMPHEIRER , BASAHR YT E T
fAITCP, UDPERICMP4&iET>*,

ASAERILBE , BIETCPRAESZTURECEA , RNTEZALIREED , KEERRPEIRMN
ICMPIR /% B ), B2 , TCPRESZBUEIELEER.

WAL TUEHRANTHEE

hostname (config) #no logging message 313004

HXRfER

. Cisco HEENZ SR EIER
. Cisco ASA 5500 R EBENRLIRE
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