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- RAETHBGPRERFIELRTES. RAEHBHXREEHETEARED,

. W LA{E Arouter bgp <as_num>a S B BASES , ZH S WA TEASMES UL KT,

- BGPEANHEXFMERR , H4HE S Edshow processin HTIREL, XLEHETIEBGPE
% . BGPEEREF. BGPHA#iEF. BGPiKHES. BGP /OFIBGPE#4,

ASA-1(config)# show proc | in BGP

Mwe 0x00000000010120d40 0x00007ffecc8ca5c8 0x0000000006136380
0 0x00007ffecc8c27c0 29432/32768 BGP Task

Mwe 0x0000000000fb3acd 0x00007ffecbad7b48 0x0000000006136380
11 0x00007ffecba3fd00 31888/32768 BGP Scheduler

Lwe 0x0000000000£d3e40 0x00007ffecd3373e8 0x0000000006136380
26 0x00007ffecd32f5f0 30024/32768 BGP Scanner


/content/en/us/td/docs/ios-xml/ios/iproute_bgp/configuration/12-2sx/irg-12-2sx-book/irg-overview.html
https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/26634-bgp-toc.html

Mwe 0x0000000000£d70b9 0x00007ffecd378cd8 0x0000000006136380
10 0x00007ffecd370eb0 28248/32768 BGP Router

Mwe 0x0000000000£c9f84 0x00007ffecd32f3e8 0x0000000006136380
2 0x00007ffecd3275a0 30328/32768 BGP I/O

Mwe 0x000000000100cl25 0x00007ffecd33£458 0x0000000006136380
0 0x00007ffecd337640 32032/32768 BGP Event
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- BGPEEHERMABIBRIBESNEREZEHTEHIER

. WEEBN , FNETHREAMFTCPIEO1794 B3 5EXN S 4ANBGPAREXRE Y,

- MRREALTEMEANSF) , EHEEBEENEHREIFEXRFE—ENNE , EFYRE
B, TN EHIREBCGPE A, XEBUR TR BXEEM T — /1 BGP keepalive ( BRIAER
60% ) , ASAR EHTIMEMB(RST) , XLSBENEFHEIMIBEZLIL , REEIT—/NF
EE

. EBGPEH WS , FNWEAERIUREFEAUGNEFNEBELRE,

.- BGPE#TUREA 1T a8 A 18] B 2 BT R & 92107 (show route failoverds &2 R iTATES{E) , AMER
BGP#Z Mt R BRI BT Bk S H I F4E I X R H IR H,

. EBGPE#FH ST ZREHE |, FMEHEEERIB)ERFEINHBGPEH,



- BGPHHEBIDNEARZERALIEHEE. ERAIRE L2 ABGPEHSBIDITE,
- BIUB WA EME Awrite standby@n &, EAEXBERT , Fo2£EHERS K X2SBEA
PR BEEKX,

3% 1) % R AR AT

- BGPEHNE N OEEECPHFATA ( XRENBGPHRESHMEBMNARE , AT AHRZS
Bk ) o

- BET—HEENBGPHEHEKFIMEINPH ARBART , Bl REN,

. Y5BGPEHAMRTENRNE — M RESHANEERFHRNASAK |, BRELBRIMHBT , HO
EOEdi@EAERNPH ABBRKEE,

- BEHERBHRER (MCP) i, FERFENEHRMEHLRIE,

- 5BGPB AN RN T —MNUESH AREBEPHWASAR , ASAFRAFZENREBEE
BETESNBARNBEHTLER, NIRANNEBFTE , FEXEEFEHFTITE

, ANBAZENRBEEHT N EERHARNEEER, &7 HAshow asp table routingin &1

IERTEI B, show asp table routing address <route>@r & & R4S EM H 5k B KRS E B, , show
asp table routingds T & 7~ 8§ B R AT [E B

. L 1%% Ashow asp table routing address <addr> resolvedan Bt , AT LARE I3 1T B #RBIEREVi%
AR IR,

CBARBHERRE LR IES, FEEEIXZEERNBEIHRER , EFEERNo
route to host(no-route)” , BIIER XM EERREFER.

- AEBGPEH ( EHSKE ) XFiE 0B BN,

BGPRRREBHRE

BGPX FAIE R N BEBEHAIIMBAFE ZHEITZ MRS, EBPRET , WEELTURIEM
BUCER., LEHEEBEANBRLCRR , AT RIAT —IRE. IEHNBCPHERRSH
(FSM)o MEHRBEEMMRAL , 2T FPH , NFEGERE RS HBRTFBHERE, B8RS
ERE , RENSFHFERBINAMEBHBLMRPRER , X&SBEMEHE.

1. IDLE - ASA RBHARUEEREEEIESEMNEA,

2. CONNECT - ASAHKRZBALENIE , HHEEXEH=XTCPEF.,
3. ACTIVE - ASAKRW BB XE IS EH I

4. OPEN SENT — Xi%OpenHE. , HEF B EBGPLTENSH,

5. OPEN CONFIRM - ASAE W B2 3 & E NS HIHL

6. ESTABLISHED — BN EHFHREEH,



Listenfor | Initiate TCP Open Open Neighbor
State TCP? TCP? Up? Sent? Received? | Up?
Idle No
Connect Yes
Active Yes Yes
Open sent Yes Yes Yes Yes
Open confirm Yes Yes Yes Yes Yes
Established Yes Yes Yes Yes Yes Yes

ol

eBGP E il

BGPEAREH BARSEHMNBAR[ZEZIT. BIMBERT , HFeBGP(EF N T EH BARL(AS)H
WE)F , IPTTLRENT , XERBRENZFAREREEN, EXMERT , SBEILI—4A
BEEEEN , TTLEZERNO , 2EHRFEEFEER. IRANEEEEEEERE (6l , FAKEED
W& REHZREES NN NEERE ) , B£FERneighbor x.x.x.x ebgp-multihop <TTL>7p
To BN, TEEIBGPBERR, Lt , eBGPHEFKLBLEHMERENENE K ( TiLR
eBGPX 1L RIBGPXY &4 ) SRAM MM B KERH , iBGPHIER ML,

P 4% B

EBGP Meighborship

DrZ7-192.168.10.1,24 Servers-10.10.10.1,/24
A5-100 As-200
203.0.113.1 203.0.113.2
H ——— I .d
Inside Outside Outside nside
172.16.20.1/24 .-_-T-.il ASA-L ASAD? Bemrnnn® 172.16.30.1/24
Trtp- 10.106.43.142,/24 Wireless-10.180.10.1,24
ASA-1 BB

router bgp 100

bgp log-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast
neighbor 203.0.113.2 remote-as 200
neighbor 203.0.113.2 activate



network 192.168.10.0 mask 255.255.255.0
network 172.16.20.0 mask 255.255.255.0
network 10.106.44.0 mask 255.255.255.0
no auto-summary

no synchronization

exit-address-family
1

ASA-2 B R

router bgp 200

bgp log-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast

neighbor 203.0.113.1 remote-as 100
neighbor 203.0.113.1 activate

network 10.10.10.0 mask 255.255.255.0
network 10.180.10.0 mask 255.255.255.0
network 172.16.30.0 mask 255.255.255.0
no auto-summary

no synchronization
exit-address-family

iBGP fid it

EIBGPH |, REMNBEIZEESENRE, B2, iBGPS(TJ%W%‘EWEWBGPX‘J%W%%E’Jﬁﬁ@i
BE4AS —NBGPXE K, FEURIRN TEHER —ASHIRE, A THAX—X , HEHEL
i% B|leBGPX &K RT |, NibASHRE S F RN Elas-path BV EIER , Hit | ﬂﬂ%ﬁﬁ]ﬂ&ﬂ’fias path# 15
TERMNASHAERBES , BRITANETREHR , ZBEIFHER, B2 , ERHBLEABCGPYE
KB, AN ARMASEH S R INEas-path , B R X ZE4k4L FE—ASH,

E T

IBGP Meighborship

DMZ-192.1658.10.1,23 Servers-10.10.10.1,24
AS-100 AS-100
203.0.113.1 203.0.113.2
E— Insid
Inside Outside Outside neie
172.16.20.1,24 T—. ASA-1 ASA-? Bemrans® 172.16.30.1,/24

Thtp- 10.106.34.142,24
P 2 Wireless-10.180.10.1,24

ASA-1 B

router bgp 100

bgp log-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast



neighbor 203.0.113.2 remote-as 100
neighbor 203.0.113.2 activate

network 192.168.10.0 mask 255.255.255.0
network 172.16.20.0 mask 255.255.255.0
network 10.106.44.0 mask 255.255.255.0
no auto-summary

no synchronization

exit-address-family
1

ASA-2 E R

router bgp 100

bgp log-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast

neighbor 203.0.113.1 remote-as 100
neighbor 203.0.113.1 activate

network 10.10.10.0 mask 255.255.255.0
network 10.180.10.0 mask 255.255.255.0
network 172.16.30.0 mask 255.255.255.0
no auto-summary

no synchronization
exit-address-family

eBGPHIBGPZ £ R

- eBGPERNTRIMASZBIXF , MIBGPIER —ASZIH.

- MeBGPH FHIR AN BHLBELHMXIFAK (eBGPHIBGP ) » B2 , MiBGPX F 43R A
T 2B EH HMIBGPIT &K,

- BRINERT , e BGPWEMIEEANTIL =1, XEKRELBHBRZ N EEER , MIBGPHIERH
ek, EEReBGPHILLITH |, &% Aneighbor x.x.x.x ebgp-multihop <TTL>T %
Multihop2{X /i TeBGPHIARIE,

- eBGPRRHMEHERE 720 , MiBGP#200,

- HERABELBGPHEMAR , T—HMRIETE, AR , ZRIMER THHEBE S EeBGPX F&
i, EAER.

eBGP-Multihop

HBGPANEMASASHIE—H B —MNASAKHE, WTFMEXR , REERRBBEZREGIER,
Ping ATBIAERE, BARERZZENHEN AR LEHAFTCPIKRO179,

EBGP kultihop

DiZ-192, 165.10.1,21 Servers-10,0,10.1/29
A%-100 AS-200
20901131 0301132 105,51 100.2 198,51100.1 nside
Inside Dutside Outside
1721620124 .-_-.|.-. ASA1 f— ASA-D _—_—_I_-_, 1724630124

Trip- 201086, 34.1:42 524 Wirebess-10.180.10.1,/23

ASA-1 ELE



router bgp 100

bgp log-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast

neighbor 198.51.100.1 remote-as 200
neighbor 198.51.100.1 ebgp-multihop 2
neighbor 198.51.100.1 activate

network 192.168.10.0 mask 255.255.255.0
network 10.106.44.0 mask 255.255.255.0
network 172.16.20.0 mask 255.255.255.0
no auto-summary

no synchronization

exit-address-family
1

ASA-2 E R

router bgp 200

bgp log-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast

neighbor 203.0.113.1 remote-as 100
neighbor 203.0.113.1 ebgp-multihop 2
neighbor 203.0.113.1 activate

network 10.10.10.0 mask 255.255.255.0
network 10.180.10.0 mask 255.255.255.0
network 172.16.30.0 mask 255.255.255.0
no auto-summary

no synchronization
exit-address-family

BGPE HI

EFABGP , BRI LRI S MR R EH . EARAIH , HIET N TASA-2Z FHIM LI &
172.16.30.0/24MV BB A E#T. X TRREHIE , BREEEAREACL,

access-1list bgp-in line 1 standard deny 172.16.30.0 255.255.255.0
access-list bgp-in line 2 standard permit any4

router bgp 100

bgp log-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast

neighbor 203.0.113.2 remote-as 200
neighbor 203.0.113.2 activate

network 192.168.10.0 mask 255.255.255.0
network 172.16.20.0 mask 255.255.255.0
network 10.106.44.0 mask 255.255.255.0
distribute-list bgp-in in

no auto-summary

no synchronization
exit-address-family

REBRBE,



ASA-1(config)# show bgp cidr-only

BGP table version is 6, local router ID is 203.0.113.1

Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*> 10.10.10.0/24 203.0.113.2 0 0 200 i
*> 10.106.44.0/24 0.0.0.0 0 32768 1i
*> 10.180.10.0/24 203.0.113.2 0 0 200 i

*> 172.16.20.0/24 0.0.0.0 0 32768 1i
192.168.10.0/16 0.0.0.0 0 32768 i

K‘B“lﬁllﬂ?"'“%ﬂﬁl R(ACL)TEF ¥

ASA-1(config)# show access-list bgp-in

access-1list bgp-in; 2 elements; name hash: 0x3£f99del9

access-1list bgp-in line 1 standard deny 172.16.30.0 255.255.255.0 (hitcnt=1) Oxb5abad25
access-1list bgp-in line 2 standard permit any4 (hitcnt=4) 0x59d08160

EIRE | S8 7] LAfE A ACL3R T E T distribute-listds 5 Ll “out’ R IZH A B

ZiERPHASA BGPE R

ZRERPXEFBCP. XTZHER  LEAFTEERSBRTEUBCPHEHRHE, MREZHCIE
BCGPHEMAERLEBRFENE , LRFWELLE R,

ASA-1/admin (config)# router bgp 100

%$BGP process cannot be created in non-system context
ERROR: Unable to create router process

First we Need to define it in system context.
ASA-1/admin (config) #changeto context system
ASA-1(config)# router bgp 100
ASA-1(config-router) #fexit

Now create bgp process in admin context.
ASA-1(config) #changeto context admin

ASA-1/admin (config)# router bgp 100
ASA-1/admin (config-router) #

IS F
BifeBGPABEX R

KEIHO179 LW TCPIER,

ASA-1(config)# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00001478 LISTEN 172.16.20.1:443 0.0.0.0:%
TCP 000035e8 LISTEN 203.0.113.1:179 0.0.0.0:%
TCP 00005cd8 ESTAB 203.0.113.1:44368 203.0.113.2:179

SSL 00006658 LISTEN 10.106.44.221:443 0.0.0.0:%



£ RBGP4BE-

ASA-1(config)# show bgp neighbors

BGP neighbor is 203.0.113.2, context single_vf, remote AS 200, external link >> eBGP
BGP version 4, remote router ID 203.0.113.2
BGP state = Established, up for 00:04:42
Last read 00:00:13, last write 00:00:17, hold time is 180, keepalive interval is
60 seconds
Neighbor sessions:
1 active, is not multisession capable (disabled)
Neighbor capabilities:
Route refresh: advertised and received (new)
Four-octets ASN Capability: advertised and received
Address family IPv4 Unicast: advertised and received
Multisession Capability:
Message statistics:
InQ depth is 0
OoutQ depth is 0

Sent Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 2 2
Keepalives: 5 5
Route Refresh: 0 0
Total: 8 8

Default minimum time between advertisement runs is 30 seconds

For address family: IPv4 Unicast
Session: 203.0.113.2
BGP table version 7, neighbor version 7/0

Output queue size : 0
Index 1
1 update-group member
Sent Rcvd
Prefix activity: -——— -———
Prefixes Current: 3 3 (Consumes 240 bytes)
Prefixes Total: 3 3
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 3
Used as multipath: n/a 0
Outbound Inbound
Local Policy Denied Prefixes: ----—-———- = ——————-
Bestpath from this peer: 3 n/a
Total: 3 0

Number of NLRIs in the update sent: max 3, min 0

Address tracking is enabled, the RIB does have a route to 203.0.113.2
Connections established 1; dropped 0

Last reset never

Transport (tcp) path-mtu-discovery is enabled

Graceful-Restart is disabled

BGP&H

ASA-1 B R



ASA-1(config)# show route bgp

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

Gateway of last resort is 10.106.44.1 to network 0.0.0.0

B 10.10.10.0 255.255.255.0 [20/0] via 203.0.113.2, 00:05:48
B 10.180.10.0 255.255.255.0 [20/0] via 203.0.113.2, 00:05:48
172.16.30.0 255.255.255.0 [20/0] via 203.0.113.2, 00:05:48

B
ASA-2 B &

ASA-2# show route bgp

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1l - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

Gateway of last resort is not set

B 10.106.44.0 255.255.255.0 [20/0] wvia 203.0.113.1, 00:36:32
B 172.16.20.0 255.255.255.0 [20/0] wvia 203.0.113.1, 00:36:32
B 192.168.10.0 255.255.255.0 [20/0] via 203.0.113.1, 00:36:32

EEFSTEASANEH , % Ashow route bgp <AS-No.>@ 1.

ASA-1(config)# show route bgp ?

exec mode commands/options:
100 Autonomous system number
| Output modifiers
<cr>

R EeBGPHHK4AFEE

ASA-1(config)# show route 172.16.30.0

Routing entry for 172.16.30.0 255.255.255.0

Known via "bgp 100", distance 20, metric 0

Tag 200, type external

Last update from 203.0.113.2 0:09:43 ago

Routing Descriptor Blocks:

* 203.0.113.2, from 203.0.113.2, 0:09:43 ago
Route metric is 0, traffic share count is 1
AS Hops l-——-—-———————— e > ASA HOP is one
Route tag 200
MPLS label: no label string provided

ASA-1(config)# show bgp cidr-only



BGP table version is 7, local router ID is 203.0.113.1

Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.10.10.0/24 203.0.113.2 0 0 200 1
*> 10.106.44.0/24 0.0.0.0 0 32768 i
*> 10.180.10.0/24 203.0.113.2 0 0 200 1
*> 172.16.20.0/24 0.0.0.0 0 32768 i
*> 172.16.30.0/24 203.0.113.2 0 0 200 1

GPH=E

ASA-1(config)# show bgp summary

BGP router identifier 203.0.113.1, local AS number 100

BGP table version is 7, main routing table version 7

6 network entries using 1200 bytes of memory

6 path entries using 480 bytes of memory

2/2 BGP path/bestpath attribute entries using 416 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of memory
BGP using 2120 total bytes of memory

BGP activity 6/0 prefixes, 6/0 paths, scan interval 60 secs

Neighbor \Y% AS MsgRcvd MsgSent ThblVer InQ OutQ Up/Down State/PfxRcd
203.0.113.2 4 200 16 17 7 0 0 00:14:19 3

ASA-1(config)# show route summary

IP routing table maximum-paths is 3

Route Source Networks Subnets Replicates Overhead Memory (bytes)
connected 0 8 0 704 2304

static 2 5 0 616 2016

ospf 1 0 0 0 0 0

Intra-area: 0 Inter-area: 0 External-1: 0 External-2: 0
NSSA External-1: 0 NSSA External-2: 0

bgp 100 0 3 0 264 864
External: 3 Internal: 0 Local: 0

internal 7 3176
Total 9 16 0 1584 8360

BUFIBGP4BEX R

ASA-1(config)# show bgp neighbors

BGP neighbor is 203.0.113.2, context single_vf, remote AS 100, intermnal link >> iBGP
BGP version 4, remote router ID 203.0.113.2
BGP state = Established, up for 00:02:19
Last read 00:00:13, last write 00:00:17, hold time is 180, keepalive interval is
60 seconds
Neighbor sessions:
1 active, is not multisession capable (disabled)
Neighbor capabilities:
Route refresh: advertised and received (new)
Four-octets ASN Capability: advertised and received
Address family IPv4 Unicast: advertised and received
Multisession Capability:
Message statistics:
InQ depth is 0



outQ depth is 0

Sent Rcvd
Opens: 1 1
Notifications: O 0
Updates: 2 2
Keepalives: 5 5
Route Refresh: 0 0
Total: 8 8

Default minimum time between advertisement runs is 30 seconds

For address family: IPv4 Unicast

Session: 203.0.113.2

BGP table version 7, neighbor version 7/0
Output queue size : 0

Index 1

1 update-group member

Sent Rcvd
Prefix activity: -—— —-———=
Prefixes Current: 3 3 (Consumes 240 bytes)
Prefixes Total: 3 3
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 3
Used as multipath: n/a 0
Outbound Inbound
Local Policy Denied Prefixes: -------- = —-—-———--
Bestpath from this peer: 3 n/a
Total: 3 0

Number of NLRIs in the update sent: max 3, min 0

Address tracking is enabled, the RIB does have a route to 203.0.113.2
Connections established 1; dropped 0

Last reset never

Transport (tcp) path-mtu-discovery is enabled

Graceful-Restart is disabled

¥ EBGPEHFHARFE

ASA-1(config)# show route 172.16.30.0

Routing entry for 172.16.30.0 255.255.255.0

Known via "bgp 100", distance 20, metric 0, type internal
Last update from 203.0.113.2 0:07:05 ago

Routing Descriptor Blocks:

* 203.0.113.2, from 203.0.113.2, 0:07:05 ago

Route metric is 0, traffic share count is 1

AS Hops 0 = ——mmmmmmmmmmmm >> ASA HOP is 0 as it's internal route
MPLS label: no label string provided

BGPEREEMTTLE

RINERT , BGPBEAMEREERE, XEENBCGPHIEIMTTLERLE N1 (FINE ) . Hit , 40
RBCPHEXBEREERE , £LEEEUBGPEZHRE , ZEFRTENBERE S D,

DTREENTTLEBRNRG

ASA-1(config) #show cap bgp detail



5: 06:30:19.789769 6c4l.6alf.25e3 alcf.5b5c.5060 0x0800 Length: 70
203.0.113.1.44368 > 203.0.113.2.179: S [tcp sum ok] 3733850223:3733850223(0)
win 32768 <mss 1460,nop,nop, timestamp 15488246 0> (DF) [tos 0xcO] [ttl 1] (id 62822)

6: 06:30:19.792286 alOcf.5b5c.5060 6c4l.6alf.25e3 0x0800 Length: 58
203.0.113.22.179 > 203.0.113.1.44368: S [tcp sum ok] 1053711883:1053711883(0)
ack 3733850224 win 16384 <mss 1360> [tos 0xcO0] [ttl 11 (id 44962)

7: 06:30:19.792302 6c4l.6alf.25e3 alcf.5b5c.5060 0x0800 Length: 54
203.0.113.1.44368 > 203.0.113.22.179: . [tcp sum ok] 3733850224:3733850224(0)
ack 1053711884 win 32768 (DF) [tos 0xc0] [ttl 1] (id 52918)

MREPEAREEEEN |, NEEH Abgp multihopi H A E X 4B EEE MIPIRL P TTLEK
HOPSH &£,

UTREZHERTHTTLEN RS ( EXHI4 , BGPAAER1BEHIIEE )

ASA-1(config) #show cap bgp detail

5: 13:10:04.059963 6c4l1.6alf.25e3 alcf.5b5c.5060 0x0800 Length: 70
203.0.113.1.63136 > 198.51.100.1.179: S [tcp sum ok] 979449598:979449598(0)
win 32768 <mss 1460,nop,nop, timestamp 8799571 0> (DF) [tos 0xcO0] (ttl 2, id 62012)

6: 13:10:04.060681 alOcf.5b5c.5060 6c4l.6alf.25e3 0x0800 Length: 70 198.51.100.1.179 >
203.0.113.1.63136: S [tcp sum ok] 0:0(0) ack 979449599 win 32768 <mss 1460,nop,nop,
timestamp 6839704 8799571> (DF) [tos Oxac] [ttl 1] (id 60372)

7: 13:10:04.060696 6c4l.6alf.25e3 alcf.5b5c.5060 0x0800 Length: 66
203.0.113.1.63136 >198.51.100.1.179: . [tcp sum ok] 979449599:979449599(0) ack 1
win 32768 <nop,nop, timestamp 8799571 6839704> (DF) [tos 0xcO0] (ttl 2, id 53699)

EREHETERE

ASA-1(config)# show asp table routing
route table timestamp: 66
in 255.255.255.255 255.255.255.255 identity
in 203.0.113.1 255.255.255.255 identity
in 203.0.113.254 255.255.255.255 via 10.13.14.4, outside
in 192.0.2.78 255.255.255.255 via 10.16.17.4, DMZ
in 192.168.0.1 255.255.255.255 identity
in 172.16.20.1 255.255.255.255 identity
in 10.106.44.190 255.255.255.255 identity
in 10.10.10.0 255.255.255.0 via 203.0.113.2, outside (resolved, timestamp: 66)
in 172.16.30.0 255.255.255.0 wvia 203.0.113.2, outside (resolved, timestamp: 64)
in 10.180.10.0 255.255.255.0 wvia 203.0.113.2, outside (resolved, timestamp: 65)
in 203.0.113.0 255.255.255.0 outside
in 172.16.10.0 255.255.255.0 via 10.13.14.4, outside
in 192.168.10.0 255.255.255.0 via 10.13.14.20, outside
in 192.168.20.0 255.255.255.0 via 10.16.17.4, DMZ
in 172.16.20.0 255.255.255.0 inside
in 10.106.44.0 255.255.255.0 management
192.168.0.0 255.255.0.0 DMZ

ASA BGPHIMGE R Thak

BGP support for nonstop forwarding
We added support for BGP Nonstop Forwarding.
We introduced the following new commands: bgp graceful-restart, neighbor ha-mode graceful-



restart

B HERR

HER , FEEBRAFMARIHEEE. REICMPRTCPE A1798EH#,

. NRBGPNEHAREEIERE , THRCHE EeBGPZH,
. WNRIEZIEYS , Nishow asp table socketds T 4l H F I TCPEEZEF W ML FESTABIRES .

ASA-1(config)# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00001478 LISTEN 172.16.20.1:443 0.0.0.0:%*

TCP 000035e8 LISTEN 203.0.113.1:179 0.0.0.0:%*

TCP 00005cd8 ESTAB 203.0.113.1:44368 203.0.113.2:179
SSL 00006658 LISTEN 10.106.44.221:443 0.0.0.0:%*
ZREFRE , BN EHRRBGP OPENEEH HES M,

Mo, lirne purce Destinghon frotocol Length denkibcston Irifo

B 0.335386 203.0,113.1 203.0.113,2 BzR lC.'-" I]}t:dEIEL: (55558] OPEH HESSEgE

@ Framz 8; 107 bytes on wire (856 bits), 107 bytes captured (B3 hits)
@ Echernet 11, src: cisco Af:25:e3 (Gc:dl:6a:1F:25:e3), pst: cisco_5c:S0:A0 (a0:of:5h:5c:50:60)
+ Lrternet Pratocol version £, Spsr 203.0.113.1 Q203.0.113.17, DsT! 203.0.113.2 €203.0.113.2%
# Transmission Commrol Protocol, Sro Porti A43658 (443880, DSt Port: bgp €1790, S=q:i 3970505808, ack: 2508095044, Len: 53
= Border Gateway Protocol - OPENW Message

Marker = FEFEFFEFFFFFFFEFIFFEFFEFFEfrarre

Length: 53

Tyie: OFEN Message (10

version; 4

My &= 100

Hald Time: 180

BeP Icertifier: 20#.0.113.1 {203.0.113.10

optionz]l Parametsars Length; 24

# optional raraveter: capakiloy
® optional Paraverer: Capalkility
& optional Parameter: Capabkility
m optional Paraseter: capabilicy

SHRE , BTN SEEEABGP UPDATEHR B R EFHIES.

17 D zcggza D 11 cal BEF 138 Cx??ﬂz (29196) UFDATE Massafge, UFDATE Massage
L 3 UPCATE Messags

M RFPame 1¥: 139 oyTes an wlre rille bits), 139 oyTes captured CLLiz bits)

B Ethermet II, Sre; Cisco_bo:50:60 Cad;of:hb:5c:50:600, Dst: CiscoAf:29:e3 (Hcc4l:6a:1F:25:e3)
M Ilpternet Frotocol wversdon 4, Src! 203.0.113.2 {203.0.113.2%, DsT: 203.0.113.1 (203, 0.113.17
© Transmission Control Protocol, Sec Port: bgp Q17%)1, Dst Port: 44368 (443680, Sagr 2H68959E125, ack: 36715678, Len: 8BS
H porder Gateway Protoco] - UPDATE Message

Marker: FEFFE-FRFsFrrrfrrrrrerrFeErFreree

—ength: &2

TypeE: URDATE Massags [2)

anfeas1bTe roures Tengoh: o byres

Total path atzribute length: 27 bytes

Path ATreibutes

=] T'H 4 byTes

[ AS_PaTH: 200 (5 byres)

HOMENT_HOP: 203,0,113.2 7 lytes)

E MULTI_E«TT_DI=C: O [T byLes)

datwork Taysr reachabiTity information: 12 oytes

L L0, A0, oS E

B iT2.16.30.0/24

B L. 180,10, bed

H Border Gateway Protoco] - UPDATE MEsSsage

$ASA-7-609001: Built local-host identity:203.0.113.1

$ASA-7-609001: Built local-host outside:203.0.113.2

$ASA-6-302013: Built outbound TCP connection 14 for outside:203.0.113.2/179
(203.0.113.2/179) to identity:203.0.113.1/43790 (203.0.113.1/43790)
%ASA-3-418018: neighbor 203.0.113.2 Up

WMREAMEETCPZREFAUEMAREABEXR , MRBEEBGP FSM L, MASAEHIEEH
RMRGE AL , HRIEZBRRBAIRES.

iz

XX FEAdebugis G2 Hl , BZ R B XDebugin THEERE S,


https://www.cisco.com/c/zh_cn/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

i Adebug ip bgps T LAXT 4B & < 3R A B% B R4 5 (8] AU AT B PR B BR

ASA-1(config)# debug ip bgp ?

exec mode commands/options:
A.B.C.D BGP neighbor address
events BGP events

in BGP Inbound information
ipv4d Address family
keepalives BGP keepalives
out BGP Outbound information
range BGP dynamic range
rib-filter Next hop route watch filter events
updates BGP updates

<cr>

# Adebug ip bgp events#s 5 LAXT 4B & < 3 48 5< [B] Bt 1T B FE HEBR o

BGP: 203.0.113.2 active went from Idle to Active

BGP: 203.0.113.2 open active, local address 203.0.113.1

BGP: ses global 203.0.113.2 (0x00007ffec085c590:0) act Adding topology IPv4 Unicast:base
BGP: ses global 203.0.113.2 (0x00007ffec085c590:0) act Send OPEN

BGP: 203.0.113.2 active went from Active to OpenSent

BGP: 203.0.113.2 active sending OPEN, version 4, my as: 100, holdtime 180 seconds,

ID cb007101

BGP: 203.0.113.2 active rcv message type 1, length (excl. header) 34

BGP: ses global 203.0.113.2 (0x00007ffec085c590:0) act Receive OPEN

BGP: 203.0.113.2 active rcv OPEN, version 4, holdtime 180 seconds

BGP: 203.0.113.2 active rcv OPEN w/ OPTION parameter len: 24

BGP: 203.0.113.2 active rcvd OPEN w/ optional parameter type 2 (Capability) len 6

BGP: 203.0.113.2 active OPEN has CAPABILITY code: 1, length 4

BGP: 203.0.113.2 active OPEN has MP_EXT CAP for afi/safi: 1/1

BGP: 203.0.113.2 active rcvd OPEN w/ optional parameter type 2 (Capability) len 2

BGP: 203.0.113.2 active OPEN has CAPABILITY code: 128, length 0

BGP: 203.0.113.2 active OPEN has ROUTE-REFRESH capability(old) for all address-families
BGP: 203.0.113.2 active rcvd OPEN w/ optional parameter type 2 (Capability) len 2

BGP: 203.0.113.2 active OPEN has CAPABILITY code: 2, length 0

BGP: 203.0.113.2 active OPEN has ROUTE-REFRESH capability(new) for all address-families
BGP: 203.0.113.2 active rcvd OPEN w/ optional parameter type 2 (Capability) len 6

BGP: 203.0.113.2 active OPEN has CAPABILITY code: 65, length 4

BGP: 203.0.113.2 active OPEN has 4-byte ASN CAP for: 200

BGP: 203.0.113.2 active rcvd OPEN w/ remote AS 200, 4-byte remote AS 200
BGP: 203.0.113.2 active went from OpenSent to OpenConfirm
BGP: 203.0.113.2 active went from OpenConfirm to Established

# Adebug ip bgp updatesn 75 LAXY B& H 5 A8 5% 8] B3 1T # PR HEBR

BGP: TX IPv4 Unicast Mem global 203.0.113.2 Changing state from DOWN to WAIT
(pending advertised bit allocation).

BGP: TX IPv4 Unicast Grp global 4 Created.

BGP: TX IPv4 Unicast Wkr global Cur Blocked (not in list).

BGP: TX IPv4 Unicast Wkr global Ref Blocked (not in list).

BGP: TX IPv4 Unicast Rpl global 1 Created.

BGP: TX IPv4 Unicast Rpl global 1 Net bitfield index 0 allocated.

BGP: TX IPv4 Unicast Mem global 1 203.0.113.2 Added to group (now has 1 members).
BGP: TX IPv4 Unicast Mem global 1 203.0.113.2 Staying in WAIT state
(current walker waiting for net prepend).

BGP: TX IPv4 Unicast Top global Start net prepend.

BGP: TX IPv4 Unicast Top global Inserting initial marker.

4
4
4
4
4
4

BGP: TX IPv4 Unicast Top global Done net prepend (0 attrs).
BGP: TX IPv4 Unicast Grp global 4 Starting refresh after prepend completion.



BGP: TX IPv4 Unicast Wkr global 4 Cur Start at marker 1.

BGP: TX IPv4 Unicast Grp global 4 Message limit changed from 100 to 1000 (used 0 + 0).

BGP: TX IPv4 Unicast Wkr global 4 Cur Unblocked

BGP: TX IPv4 Unicast Mem global 4 1 203.0.113.2 Changing state from WAIT to ACTIVE
(ready) .

BGP: TX IPv4 Unicast Mem global 4 1 203.0.113.2 No refresh required.

BGP: TX IPv4 Unicast Top global Collection done on marker 1 after 0 net(s).
BGP(0): 203.0.113.2 rcvd UPDATE w/ attr: nexthop 203.0.113.2, origin i, metric O,
merged path 200, AS_PATH

BGP(0): 203.0.113.2 rcvd 10.10.10.0/24

BGP(0): 203.0.113.2 rcvd 172.16.30.0/24

BGP(0): 203.0.113.2 rcvd 10.180.10.0/24--——----—-—-——————— > Routes rcvd from peer
BGP: TX IPv4 Unicast Net global 10.10.10.1/32 Changed.

BGP: TX IPv4 Unicast Net global 172.16.30.0/24 Changed.

BGP: TX IPv4 Unicast Net global 10.180.10.0/24 Changed.

BGP(0): Revise route installing 1 of 1 routes for 10.10.10.0 255.255.255.0 ->
203.0.113.2(global) to main IP table

BGP: TX IPv4 Unicast Net global 10.10.10.0/24 RIB done.

BGP(0): Revise route installing 1 of 1 routes for 172.16.30.0 255.255.255.0 ->
203.0.113.2(global) to main IP table

BGP: TX IPv4 Unicast Net global 172.16.30.0/24 RIB done.

BGP(0): Revise route installing 1 of 1 routes for 10.180.10.0 255.255.255.0 ->
203.0.113.2(global) to main IP table

BGP: TX IPv4 Unicast Net global 10.180.10.0/24 RIB done.

BGP: TX IPv4 Unicast Tab RIB walk done version 4, added 1 topologies.

BGP: TX IPv4 Unicast Tab Ready in READ-WRITE.

BGP: TX IPv4 Unicast Tab RIB walk done version 4, added 1 topologies.

BGP: TX IPv4 Unicast Tab All topologies are EOR ready.

BGP: TX IPv4 Unicast Tab RIB walk done version 4, added 1 topologies.

BGP: TX IPv4 Unicast Tab Executing.

BGP: TX IPv4 Unicast Wkr global 4 Cur Processing.

BGP: TX IPv4 Unicast Wkr global 4 Cur Reached marker with version 1.

BGP: TX IPv4 Unicast Top global Appending nets from attr 0x00007ffecc9b7b88.
BGP: TX IPv4 Unicast Wkr global 4 Cur Attr change from 0x0000000000000000 to
0x00007ffecc9b7b88.

BGP: TX IPv4 Unicast Wkr global 4 Cur Net 10.10.10.0/24 Skipped.

BGP: TX IPv4 Unicast Wkr global 4 Cur Net 172.16.30.0/24 Skipped.

BGP: TX IPv4 Unicast Wkr global 4 Cur Net 10.180.10.0/24 Skipped.

BGP: TX IPv4 Unicast Top global No attributes with modified nets.

BGP: TX IPv4 Unicast Top global Added tail marker with version 4.

BGP: TX IPv4 Unicast Wkr global 4 Cur Reached marker with version 4.

BGP: TX IPv4 Unicast Top global No attributes with modified nets.

BGP: TX IPv4 Unicast Wkr global 4 Cur Done (end of list), processed 1 attr(s),
0/3 net(s), 0 pos.

BGP: TX IPv4 Unicast Grp global 4 Checking EORs (0/1).

BGP: TX IPv4 Unicast Mem global 4 1 203.0.113.2 Send EOR.

BGP: TX IPv4 Unicast Grp global 4 Converged.

BGP: TX IPv4 Unicast Tab Processed 1 walker(s).

BGP: TX IPv4 Unicast Tab Generation completed.

BGP: TX IPv4 Unicast Top global Deleting first marker with version 1.

BGP: TX IPv4 Unicast Top global Collection reached marker 1 after 0 net(s).
BGP: TX IPv4 Unicast Top global First convergence done.

BGP: TX IPv4 Unicast Top global Deleting first marker with version 1.

BGP: TX IPv4 Unicast Top global Collection reached marker 1 after 0 net(s).
BGP: TX IPv4 Unicast Top global Collection done on marker 4 after 3 net(s).
BGP: TX IPv4 Unicast Top global Collection done on marker 4 after 0 net(s).
BGP: TX IPv4 Unicast Net global 192.168.10.0/24 Changed.

BGP: TX IPv4 Unicast Net global 172.16.20.0/24 Changed.

BGP: TX IPv4 Unicast Net global 10.106.44.0/24 Changed.

BGP(0) : nettable _walker 10.106.44.0/24 route sourced locally

BGP: topo global:IPv4 Unicast:base Remove_fwdroute for 10.106.44.0/24

BGP: TX IPv4 Unicast Net global 10.106.44.0/24 RIB done.

BGP(0): nettable walker 172.16.20.0/24 route sourced locally

BGP: topo global:IPv4 Unicast:base Remove_fwdroute for 172.16.20.0/24



BGP: TX IPv4 Unicast Net global 172.16.20.0/24 RIB done.

BGP(0): nettable walker 192.168.10.0/24 route sourced locally--------- > Routes
advertised

BGP: topo global:IPv4 Unicast:base Remove_fwdroute for 192.168.10.0/24

BGP: TX IPv4 Unicast Net global 192.168.10.0/24 RIB done.

BGP: TX IPv4 Unicast Tab RIB walk done version 8, added 1 topologies.

BGP: TX IPv4 Unicast Tab Executing.

BGP: TX IPv4 Unicast Wkr global 4 Cur Processing.

BGP: TX IPv4 Unicast Top global Appending nets from attr 0x00007ffecc9b7c70.
BGP: TX IPv4 Unicast Wkr global 4 Cur Attr change from 0x0000000000000000 to
0x00007ffecc9b7c70.

BGP: TX IPv4 Unicast Rpl global 4 1 Net 10.106.44.0/24 Set advertised bit (total 1).
BGP: TX IPv4 Unicast Wkr global 4 Cur Net 10.106.44.0/24 Formatted.

BGP: TX IPv4 Unicast Rpl global 4 1 Net 172.16.20.0/24 Set advertised bit (total 2).
BGP: TX IPv4 Unicast Wkr global 4 Cur Net 172.16.20.0/24 Formatted.

BGP: TX IPv4 Unicast Rpl global 4 1 Net 192.168.10.0/24 Set advertised bit (total 4).
BGP: TX IPv4 Unicast Wkr global 4 Cur Net 192.168.10.0/24 Formatted.

BGP: TX IPv4 Unicast Top global No attributes with modified nets.

BGP: TX IPv4 Unicast Top global Added tail marker with version 8.

BGP: TX IPv4 Unicast Wkr global 4 Cur Reached marker with version 8.

BGP: TX IPv4 Unicast Top global No attributes with modified nets.

BGP: TX IPv4 Unicast Wkr global 4 Cur Replicating.

BGP: TX IPv4 Unicast Wkr global 4 Cur Done (end of list), processed 1 attr(s),
4/4 net(s), 0 pos.

BGP: TX IPv4 Unicast Grp global 4 Start minimum advertisement timer (30 secs).
BGP: TX IPv4 Unicast Wkr global 4 Cur Blocked (minimum advertisement interval).
BGP: TX IPv4 Unicast Grp global 4 Converged.

BGP: TX IPv4 Unicast Tab Processed 1 walker(s).

BGP: TX IPv4 Unicast Tab Generation completed.

BGP: TX IPv4 Unicast Top global Deleting first marker with version 4.

BGP: TX IPv4 Unicast Top global Collection reached marker 4 after 0 net(s).
BGP: TX IPv4 Unicast Top global Collection done on marker 8 after 4 net(s).
BGP: TX IPv4 Unicast Top global Collection done on marker 8 after 0 net(s).
BGP: TX Member message pool under period (60 < 600).

BGP: TX IPv4 Unicast Tab RIB walk done version 8, added 1 topologies.

WA LAUT an B3 b Zh RERE AT S PR HERR

show asp table socket
show bgp neighbor

show bgp Summary
show route bgp
show bgp cidr-only

show route summary
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