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1. BEFENPSH M RIEAIBRELS
2. B mER" , REEREX,
3. B BRIy , AEEE,


//tools.cisco.com/Support/CLILookup/cltSearchAction.do

2} Edit AmyConnect Connection Profil: TE \
| [ Name: TEST | -
i [#-Adwvanced
| Aliases: | TEST |
, Authentication -
Method: @ AAA () Certificate ) Both —
AAA Server Group: LGcAL i ']
| | Use LOCAL if Server Group fails .
'I Clent Address Assignment
DHCP Servers: | |
l @ None ) DHCPLink ) DHCP Subnet
. Clent Address Pools:  test || select.. |-
Client 1Pv6 Address Poois: | || seect..
IPwi address pool is only supported for 551,
| Defauit Group Policy
Group Policy: | DfitGrpPolicy * | | Manage...
{Following field is an atiribute of the group polcy selected above.)
(] Enable 55L ¥PN dient protocol
[/ Enable IPsec(IKEv2) chent protocol
DHS Servers: | 10.40.3.10 I
WINS Servers: | i
Doman Name: | hk.intraxa | =
‘[ m ¢
| Find: | _ @ vext @ Previous
[ox ][ concdl |[ reo |
ﬁ—n‘_—_— e ——

4. ZEAAA Server Groupsf4a , #HAdd.
5. Z£AAA Server Group=FEH |, M AIRSEFHEMNBFR (Hln , NPS) .
6. MProtocol FHI%| & , %EFRADIUS,
7. Click
OK.
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AAA Eerver Groups
Senar Group Profooo ADcouning Mode  Feacenton Mode  Dead T Mo Failed Abespls
D) Add A&A Server Giroup e
AN Serer Crap: WFS |
| Prokeesl: AAmiis -
Fred G O [ Mateh Come Bocounrg Mode: () Sltaness @) Sngle
Serves b e Selecied B Feadnolon Medei & Demelion Thned
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8. £ Selected GroupZB By ServersH |, %EF ERIMAIAAA Server Group , RJg % HAdd.

9. EIRFBEBMIIPH U FERF |, i AIRSS2RIPH L,
10. 7EServer Secret KeyFEH | i AR,

M. RIEMSF[MFTARENWA , BNFRS RS HRIER O MRS F|/CHKEm O FZRARF AR

{H.
12. Click OK.
13. Click
OK.
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Message Table £
T
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[rea-pin-meth T o) vl B ey VoL Qe D
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jrat-code Erter et PASSOO0E
;nrl-;m-q'n-d: Mrw FIY Acoepaed
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[ i ey Eree your fie Maka Sl PN
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14. MAAA Server Group TR FIZR A |, EFRERIEH S TRP RN H (_ZIKWJ':F'?\JNPS ) o
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OK.
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[} Edit AnyConnect Connecticn Profile: TEST [

Fﬁﬁh‘ Mamg: TEST &
3] Advanced
Aliages: TEST
wuthentication
Method: & AAA () Certificate () Both
AAA Server Group: NPS v | manage..

I Use LOCAL if Server Group fais

Chent Address Assignment
DHCP Servers:

@ None () DHCPLRK (7 DHCP Subnet

Client Address Pools: test Select... [

Client IPv6 Address Pools: Select...

Default Group Palicy -

! Growp Policy: DHitGrpPalicy - Manage. ..

{Folawing fizld iz an attribute of the group policy sslected above.)
[¥] Enabile 551 VPH dient protocol

[¥] Enabile IPsec(IKEv 2) dient protocol

DMS Servers: 10.40.3. 10

WINS Servers:

Domain Mame: |

Ll 1L ¥

I

I | Fne: @ rext @ Previous

| (o] (o (i
|

CLI &l

aaa-server NPS protocol radius
aaa-server NPS (inside) host 10.105.130.51
key * k kK *k

tunnel-group TEST type remote-access
tunnel-group TEST general-attributes
address-pool test
authentication-server-group (inside) NPS
tunnel-group TEST webvpn-attributes
group-alias TEST enable

ip local pool test 192.168.1.1-192.168.1.10 mask 255.255.255.0
RIABERT , ASAERRINZBHNFE 5 B RIEMUPAP) B RRIFRE, XHFTERBASATEXRE
RADIUS REQUESTHE S BB XX KA ZEB, MKk , AXEBEEARADIUSHEZRHAME,

MRERBELEHTEAZBEE | MASAFEAMSCHAP-v2H A RIEXREKMZAHE, EXTE

T, BBAREASDMEE o R RBAAARS S E O ik FMicrosoft CHAPV2 & 1% 4E

o



tunnel-group TEST general-attributes
address-pool test
authentication-server-group (inside) NPS
password-management

X : test aaa-server authentication® R IRAXFEAPAP, REYAFBHSERATERER
HIBRIELH BV EERT |, ASAF FERAMSCHAP-v2, b4 | "R EB[ZEIPRBETINZRE
& H %ﬁllﬂﬁ}u(LDAP)iﬁo RADIUST iRt It IhEE. ZEEFBTEActive DirectoryH &I Hiat

, S E DR HRIR I,

Windows 2008BES58% , FFNPSHEIR

NPSHRS 88 A & B & % Hi= TEWindows 2008fRE 28 L. &N |, FAERTH>EE T ESESEEA
EB>SRMNABRS. ERMERBRSI[IHLENY., RENPSRESRARE , BERUATESE
, MERINPSELE N #EZ MBSk EASARRADIUS B3 IR UEIE K -

1. FFASARINANPSAR S 22 P HIRADIUSE Fim, 1E#FAdministrative Tools > Network Policy
Server, H#%# % HRADIUS Clients}fi%£#ZENew.

b wetwork Policy Se i
Sk Network Policy Server _Iﬂ_l P
File Acton  View Help

7 o) é"

rt

RADIUS Clients and Servers H‘
i W ZW  RADIUS chiers allow you lo specify the netwark sccess servers, that provide access to your
& Remote R#M . network.
=] Palides Lt =
- ':“""':':E"'r View v || Fiendy Mame | IP Address | Device Manufaciurer | NAF% i
g et Cisco Rowter  10.105.13063 RADIUS Standard Ena]:led @
| Heslth Polc Refrash
b Mebwork Acces —
B Accounting Heb
il Terplates Management
I
Ed
Uy [
2:31AM
4 | o)l | M (7002013
e Netwark Access Deviee | ]

|
MATEASALFRENRGFRF., it (IPRDNS ) MAZH4A,



FI|_ PATE [
Fle Acton |l|m Help St | | |
¥
es| 2ol ¥ Enable tris RADILS ciert a
v _—
[] RADIUS Chents and Servers I5 | Selact e epistivg emelate: E
7 RADIUS Clients = to your
ck i3 Remaote RADIUS Server Grou| | = —r
5 Pﬂ_lﬂ'H — Hame and Addrees =
| Connechon Request Palbides Friendiy name: =
" Metwork Policies
= Health Poldes |U:n::l:| Rourer @
% Ne‘h'lcll'hi Access Protection Addraes (IF or DMS):
Accounting
) Templotes e |10.105.130.69 Verfy.. |
— Shared Sacret
Select an existing Shared Secreds template:
INclne 3
To marusly type 2 d'taadaa::J"‘\\"ﬁck Manual. To automatically generate a shared
secret, dick Generate, You must corfigure the RADIUS dient with the same shared
= Manud * Generate
Sharad secret:
I'll'l
Confim ghared secret:
Ii--'l-- e
€«
o ] G @
K Cancel Lol
2 | i | I 12:02 AM
Kl | = i 7f20/2013

% & Advanced T+, MHREEMTHIIRS , LERADIUSH#E, Click

OK.




& NPS {Local) RADIUS Clients vew RADIUS Client x|

[ | RADIUS Chents and Servers

27 RADIUS Clierits S RADILE Gepngs  Advanced |
3| Remobe RADILS Server G f Vendor
=f Polici Tovan : £ .
B 5] Palies L Speciy RADIUS Standard for most RADIUS clients, or sskect the RADIUS client
[+ &, Wetwork Access Prokection e — R
B Accounting eCh e

[+ Wl Templstes Management

— Addiional Dptions
[T AcceszFeguest mezzages must contain the MeszageAuthenbicator sttibite

[ RADIUS client i MAF-capahie

[EEn] Cancel |

2. AVPNAF R EFAERERER, ERBERRBNARREERA AL ERBRADIUSE
InEYiERIE 2K A EIIERADIUSIRS 88, 7ENPS > Policies T , 4 %% tiConnection
Request Policies H 8125 B& . MType of network access server FhL 5k | %R

Unspecified.




B (-

test Properties

Palicy name- Jbest

— Palicy State
if enabled. MPS evaluates this pobicy while processing conneclion requests. i disabled, NP5 does not evalue thia policy.

[« Policy enabled

MNetwork connecion method

Select the hype of network access server that sends the connection request to NPS. You can select ether the network access server
typa or Vendaor epecfic, but nether is required. | your network access sarver iz an B02.1X authentbicating ewitch or wirelaes access pain
sedect Unspeciied.

= Type of network access server:

BHFRHEDTF, B Add. #AASARIPHIE{E R “B P i IPvA 3t 5 4o

Oy ———

File  Actio

T

&l el

Overview Conditions | Satiings |
Corfigure the condtions far thiz netwark policy.

I conditions match the connection request, NP3 uses this policy to autharize the connection request, | conditions do not match the

connection requast, NPS skips this policy and evaluates other policies, § additional policies are configured.

| | candeion B
id Client |Pvd Address 10.105.130.69

Condgion description:

The Client IF Address condition specifies the IF address of the RADIUS clent that forwanded the connection request ta NP5,

[ 7start




B H g B %W+, 7EForwarding Connection Request ( B &IEEER ) T , %&#&
Authentication, H{Ri%#¥Authenticate requests on this server#i%£#%4H, Click

test Properties y _

[F-T v

|8

E
€

i

File  Actio y
@ = | ; Overview | Condtions ~Settings |
NS (Local) Configure the settings for this network policy.
. RADILS I canditions and constraints match the connection request and the policy grants acoess, seitings are applied.
i RAD Settings:
ma Rem R ired Authentication
Faobides “:tq:;; = Specly whether connedtion requests are processed localy, are forwarded to remode
= Conr W Fe RADIUS sanvers for authentication, or are accepted without authentication.
| Metr - uthentcabion Methods
-] Heal i ng Conmacion
W, Network E:LW“::?IHEI * patherticste requests on this server
L Austhertication [ Feeward requests ko lhe falavann remale BADIUS serer gic up Fai stherticaban
Aespountin
= . |~. ol corfigured: d Mew._.
Specify a Realm Name
e " Accept users without validating credentials
=l ]
RADIUS Atinbubes
@ Standard

-] Vendor Specific

3. RINMLEREE , EiZRBEP A UEEARTWLER P H#HITHMARUE, Hla0 , TR MActive
Directory B FHERZH. REB TEEWIndowsEWAFF2HEMKRBETHITEHRIE, &
NPST , i&##Policies, %4 % tiNetwork Policy  SIZZ# KB . TR 2%$EGrant accessf ik
%4, MType of network access server FHI %]k | i£#ZFUnspecified.



&1_ PYstart
= Overview | Condtions | Constraints | Settings | s
t
——  Policy name: [test &
MBS | —
= o
' —Poloy Sate ed
JE F enabled, NPS evalustes this palicy while performing authorization. if d=abled, NPS does not evaluste this palicy. e
— =
=l P
ey ¥ Falicy ensbled i
L L If conditions and constraints of the network policy match the connection request. the policy can either grant access or deny
l,-_| A access. \What is scoess permission?
-
% Granl aocess. Granl socess f the connection request matches this policy.
{~ Deny access. Deny access if the connection request matches this policy.
™ lgnere user account dislin properties,
If the: connection reguest matches the conditions and constraints of this network pobcy and the policy grants access, perdform
authorization with netwark polcy only: do not evaluate the dislin properties of user accoums .
Metwork connection methed
Select the type of network access server that sends the connection reguest to NP 5. You can select sither the network acoess senver hype
or Vendor specific, but neither iz required. ¥ your network accese senver is an B02.1X authenticating switch or wirelese access point,
select Urespecified.
% Typa of network 2ccaes server:
| Unspecfied =l
" Wendor specific: o
0 - il [
12:11 AM
IIL—E ok | Cacdl | Aoy ?mm- 13

BHZRHIET <, 2 Add. I AASARIPHEtE{ER B FimIPv4tb it &, A ZEVPNA
F #9Active Directory i F 4R .




B H“4Y3R"(Constraints)i£ W+, %% Authentication Methods, #{Ri%H Unencrypted
authentication(PAP , SPAP)&i%&4E. Click
OK.
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frestproperis
"Overview | Condtions Constraints ISH'ImnsI
Configure the constraints for this network palicy,

o lgs| §

¥ all congtrmints are not matched by the connection request, network access iz denied.
i Corstraints:
i Constraints A
=Tp " ___ ow access onfy to those clents that authenticate with the specified methods. |
= E'_: Authentication Methods L _Ell
i 1% Idle Timeout EAP types are negatisted betwesn NPS and the ciient in the order in which they are @ |||
leted.
. Sezzion Timeoul
5 R ﬁ EAP Typas:
- P
B (5 Called Staton D T
. = ] - enne g
5 Day and time restrictions
-' NAS Port Type il s [ |
Add.. I Edit; Femte
Leas secure authentication methoda:
B Microsoft Encrypled Authertication version 2 (MS-CHAP«2)
¥ User can change pasaword after it has expired
W Microsoft Encrypled Authertication (MS-CHAP)
¥ Uszr can change pazzword Ster it has expired
™ Encrypted authertication (CHAP)
¥ Unencrypted authentication (PAP. SPAF)
[ Allow clients to connect without negatisting &n suthertication methad
[ Perform machine heath check any
i
b [
12:13 AM
Kl 0K | Cancad | oy rm:n 13

MNPS RADIUSHRSS 8815 % A SRR 1% ( W1E25 )
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£ ASA L g Adebug radius all,

ciscoasa# test aaa-server authentication NPS host 10.105.130.51 username vpnuser password

INFO: Attempting Authentication test to IP address <10.105.130.51>

radius mkreqg: 0x80000001
alloc_rip 0x787a6424

new request 0x80000001 --> 8
got user

(0x787a6424)
'vpnuser'

got password

add_req 0x787a6424 session 0x80000001 id 8
RADIUS_REQUEST

radius.c: rad_mkpkt

RADIUS packet decode (authentication request)

Raw packet data (length = 65).....

(timeout: 12 seconds)

01 08 00 41 c4 1b ab la e3 7e 6d 12 da 87 6f 7f | AL L.~

40 50 a8 36 01 09 76 70 6e 75 73 65 72 02 12 28 | @P.6..vpnuser.. (
c3 68 fb 88 ad 1d f2 <3 b9 9a a9 5a fa 6f 43 04 |  h.o........ Z.oC.
06 0a 69 82 de 05 06 00 00 00 00 3d 06 00 00 0O | P R =

05 |

Parsed packet data.....

Radius: Code = 1 (0x01)

Radius: Identifier = 8 (0x08)

Radius: Length = 65 (0x0041)

Radius: Vector: C41BABI1AE37E6D12DA876F7F4050A836

Radius: Type = 1 (0x01l) User-Name

Radius: Length = 9 (0x09)

Radius: Value (String) =

76 70 6e 75 73 65 72 | vpnuser

Radius: Type = 2 (0x02) User-Password

Radius: Length = 18 (0x12)

Radius: Value (String) =

28 c3 68 fb 88 ad 1d f2 c¢3 b9 9a a9 5a fa 6f 43 | (.heoooooe. Z.oC
Radius: Type = 4 (0x04) NAS-IP-Address

Radius: Length = 6 (0x06)

Radius: Value (IP Address) = 10.105.130.52 (0x0A6982DE)

Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x0

Radius: Type = 61 (0x3D) NAS-Port-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5

send pkt 10.105.130.51/1645
rip 0x787a6424 state 7 id 8
rad_vrfy () response message verified
rip 0x787a6424
chall_state "'
state 0x7
regauth:
cd 1b ab la e3 7e 6d 12 da 87 6f 7f 40 50 a8 36
info 0x787a655c
session_id 0x80000001
request_id 0x8
user 'vpnuser'
response '***!
app 0
reason 0
skey 'cisco'
sip 10.105.130.51



type 1

RADIUS packet decode (response)

Raw packet data (length = 78).....

02 08 00 4e e8 88 4b 76 20 b6 aa d3 0d
bf 9a 6¢c 4c 07 06 00 00 00 01 06 06 00
19 2e 9a 08 07 ad 00 00 01 37 00 01 02
2c bf 00 00 00 00 3c 84 0f 6e £f5 95 d3
le 3a 18 6f 05 81 00 00 00 00 00 00 00

Parsed packet data.....

Radius: Code = 2 (0x02)

Radius: Identifier = 8 (0x08)

Radius: Length = 78 (0x004E)

Radius: Vector: E8884B7620B6AAD30D2B9437BFI9A6CAC
Radius: Type = 7 (0x07) Framed-Protocol
Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x1

Radius: Type = 6 (0x06) Service-Type
Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x2

Radius: Type = 25 (0x19) Class

Radius: Length = 46 (0x2E)

Radius: Value (String) =

2b
00
00
40
03

94 37
00 02
0a 6a
01 cf

9a 08 07 ad 00 00 01 37 00 01 02 00 Oa 6a 2c bf
00 00 00 00 3c 84 Of 6e f5 95 d3 40 01 cf 1le 3a

18 6f 05 81 00 00 00 00 00 00 00 03
rad_procpkt: ACCEPT

RADIUS_ACCESS_ACCEPT: normal termination

RADIUS_DELETE

remove_req 0x787a6424 session 0x80000001 id 8

free_rip 0x787a6424
radius: send queue empty
INFO: Authentication Successful
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Log Name: Security
Source: Microsoft-Windows-Security-Auditing
Date: 2/10/2014 1:35:47 PM
Event ID: 6273
Task Category: Network Policy Server
Level: Information
Keywords: Audit Failure
User: N/A
Computer: win2k8.skp.com
Description:

Network Policy Server denied access to a user.

Contact the Network Policy Server administrator for more information.

User:
Security ID: SKP\vpnuser
Account Name: vpnuser
Account Domain: SKP
Fully Qualified Account Name: skp.com/Users/vpnuser

Client Machine:
Security ID: NULL SID
Account Name: -
Fully Qualified Account Name: -
0S-Version: -
Called Station Identifier: -
Calling Station Identifier: -

NAS:
NAS IPv4 Address: 10.105.130.69
NAS IPv6 Address: -
NAS Identifier: -
NAS Port-Type: Virtual
NAS Port: 0

RADIUS Client:
Client Friendly Name: vpn
Client IP Address: 10.105.130.69



Authentication Details:

Connection Request Policy Name: vpn

Network Policy Name: vpn

Authentication Provider: Windows

Authentication Server: win2k8.skp.com

Authentication Type: PAP

EAP Type: -

Account Session Identifier: -

Logging Results: Accounting information was written to the local log file.
Reason Code: 66

Reason: The user attempted to use an authentication method that is

not enabled on the matching network policy.
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