ASA_ LR CWSHi [a] A 3B Bk 5583 89 i B 48 BH 1

&
S
ot
ot

il
IR
=
[

St
punn}
M )
e,
il
clm

AXENBEERBENTLREASA)BRRESHRE LEEBREMERE(CWS) ( LABTHR
ScanSafe ) FIEFHFE N [\,

EFACWSHE! , ASAZERAMEATEHTTPMHTTPSEEM BICWSKIERS . EERAES AF. HEIE
REERAHAF , LEBSECWSITF LEYEBZ SRR EAFMNEZBEHRHF TG,

TR
R
ERRNATRIUTRE -

- BECLIN/ZBEENZ2RE EESR(ASDM)HICisco ASA
. BERIASAEH BRI EWebZ £

ERNAH
X REFHE B E T Cisco ASA,

AXHEPNEERRETREXRENEFNRZEFEEN, AXEFEANAERZHNERAR
(BN BE, NREEANREINE , BTRRLKEL THRAMEG STHEERIE,

) &% P



Inside Metwork ASA]L
192.168.1.0/24

m Internet

inside outside
192.168.1.1 10,1.1.1

Web Server
192.168.1.10

[A] &2

FEASA LB E Cisco CWSHTIE /Y H L[R]3 2 A #Web MR S5 82 T 2 BT ASATL HIAt, Hla0 , AT R
5E-WHRAIN NN ROIEE

host nanme ASA1l

|

<sni p>

interface G gabitEthernet0/0

nanei f outside

security-level 0O

ip address 10.1.1.1 255.255.255.0

|

interface G gabitEthernet0/1

nanei f inside

security-level 100

ip address 192.168.1.1 255.255.255.0

|

<sni p>

obj ect network inside-network

subnet 192.168.1.0 255.255.255.0

obj ect network web-server

host 192.168.1. 10

|

<sni p>

access-1ist outside_access_in permt tcp any host 192.168.1.10 eq www
access-1ist outside_access_in permt tcp any host 192.168.1.10 eq https
access-list http-traffic extended permt tcp any any eq ww
access-list https-traffic extended pernit tcp any any eq https
|

<sni p>

scansaf e general -options

server primary fqgdn proxyl93. scansafe.net port 8080
server backup fqdn proxyl363. scansafe.net port 8080
retry-count 5

license <license key>

|

<sni p>

obj ect network inside-network

nat (inside, outside) dynam c interface

obj ect network web-server

nat (inside,outside) static 10.1.1.10

|

access-group outside_access_in in interface outside
|

<sni p>

cl ass-nmap http-class

mat ch access-list http_traffic



cl ass-map https-class

mat ch access-list https_traffic

1

policy-map type inspect scansafe http-pmap
paraneters

http

policy-map type inspect scansafe https-prmap
paraneters

ht t ps

!

pol i cy-map outside-policy

cl ass http-class

i nspect scansafe http-pmap fail-cl ose

cl ass https-class

i nspect scansafe https-pmap fail-cl ose

1

service-policy outside-policy interface inside
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ASAl(confi g)# object-group network ScanSafe-bypass
ASAl(confi g- net wor k- obj ect - gr oup) # network-object host 192.168.1.10
ASAl(confi g- net wor k- obj ect - group) # exit
ASAl(config)# access-list http_traffic line 1 deny tcp

any object-group ScanSafe-bypass eq www
ASAl(config)# access-list https_traffic line 1 deny tcp

any object-group ScanSafe-bypass eq https
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host nane ASAl
!
interface G gabitEthernet0/0
namei f outside
security-level 0
ip address 10.1.1.1 255.255.255.0
!
interface G gabitEthernet0/1
namei f inside
security-level 100
ip address 192.168. 1.1 255.255.255.0



interface G gabitEthernet0/2
no nanei f
no security-1Ieve
no i p address
1
interface G gabitEthernet0/3
no narnei f
no security-1Ieve
no i p address
1
i nterface Managenent 0/ 0
managenent - onl y
no narnei f
no security-1Ieve
no i p address
1
obj ect network inside-network
subnet 192.168.1.0 255.255.255.0
obj ect network web-server
host 192.168.1. 10
object-group network ScanSafe-bypass
network-object host 192.168.1.10
1
access-1ist outside_access_in permt tcp any host 192.168.1.10 eq www
access-1ist outside_access_in permt tcp any host 192.168.1.10 eq https
access-list http traffic deny tcp any object-group ScanSafe-bypass eq www
access-list http-traffic extended permit tcp any any eq www
access-list https_traffic deny tcp any object-group ScanSafe-bypass eq https
access-list https-traffic extended permit tcp any any eq https
1
scansafe general-options
server primary fgdn proxyl93.scansafe.net port 8080
server backup fgdn proxyl363.scansafe.net port 8080
retry-count 5
license
!
pager lines 24 mtu outside 1500
ntu inside 1500
no asdm hi story enabl e
arp tineout 14400
1
obj ect network inside-network
nat (inside,outside) dynam c interface
object network web-server
nat (inside,outside) static 10.1.1.10
1
access-group outside_access_in in interface outside
1
route outside 0.0.0.0 0.0.0.0 10.1.1.254 1
ti meout xlate 3:00:00
ti meout pat-xlate 0:00: 30
ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0:05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout sip-provisional-nmedia 0:02:00 uauth 0:05:00 absol ute
ti meout tcp-proxy-reassenbly 0:01: 00
ti meout floating-conn 0:00: 00
1
class-map http-class
match access-list http_traffic
class-map https-class
match access-list https_traffic
1

policy-map type inspect scansafe



http-pmap
parameters
http
policy-map type inspect scansafe https-pmap
parameters
https
!
policy-map inside-policy
class http-class
inspect scansafe http-pmap fail-close
class https-class
inspect scansafe https-pmap fail-close
1

service-policy inside-policy interface inside
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http://www.cisco.com/en/US/prod/collateral/vpndevc/ps10142/ps11720/solution_overview_c07-721174.html
http://www.cisco.com/en/US/docs/security/asa/asa90/configuration/guide/protect_cloud_web_security.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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