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# DMZ ERE$EZR] Ethernet0/2 , #7127 DMZ , Z£ %K 3|7 50,

ZRBRREOBEEMN IP it AR

interface Ethernet0/0

nameif outside

security-level 0

ip address 198.51.100.100 255.255.255.0
1

interface Ethernet0/1

nameif inside

security-level 100

ip address 192.168.0.1 255.255.255.0
1

interface Ethernet0/2

nameif dmz

security-level 50

ip address 192.168.1.1 255.255.255.0
1

route outside 0.0.0.0 0.0.0.0 198.51.100.1

FEIt , BaLLER , ASA REPEOR IP #3Hi& R 192.168.0.1 , X2 AZPENHIBRIAMK, ASA
AEBEOBER IP #utIRELE ISP, FE—MNBRIAKH , BT —HREN ISP Mx, MRFEH
DHCP , R&4 Bz, DMZ EOFBREH IP #ikH 192.168.1.1 , iX 2 DMZ MER L = HLHBRIA
S

mEh
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DNS Server

192.168.0.53
e0/1: inside
(100)
Inside Host
192.168.0.125

Webserver
192.168.1.100

SBR1FGENATEE R R FEH G A Internet

FEARTRBIH , EAXNRNAT ( B NAUtONAT ) o BE , BLE NAT M, SUE R FREHN DMZ B
ERENEZDTNERN, RAXEEHNFERATA IP it , IAEEENEER I TEERMN LEH
AR, EAFH , BiRixEit | F2FRERE ASA SNEREOR P ik, RN IPEEERK
(TRERMT A DHCP ) , XRIREMINRRE R F E,

EREL NAT , FEEQE-—IMRTABFRHMEN RN —PKRT DMZ FRIMET R, XL
NRAWBINRP , BE—3ISnatf ] , XEFF RS BEOEEINBEAOR , ZAN
A BARS X L P w4 T v O 3 3k #5460 (PAT) o

EE N TR

object network inside-subnet

subnet 192.168.0.0 255.255.255.0

nat (inside,outside) dynamic interface
1

object network dmz-subnet

subnet 192.168.1.0 255.255.255.0

nat (dmz,outside) dynamic interface
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BEANEA DMZ #0 L EN T AUERBIBERF |, EREEECREE , LEBRKNAF TR
TCP %O 80 £ Web fREE5. EABIH | REWEMNRN TILERMAF AT LUEEE ISP 1214
WE—NIP it , R ERMNFENE —NIP ik, AHIFEA 198.51.100.101, FALEE , &
B LR A P e LAUE I 5 B TCP# 080 /#9198.51.100.1013K 5 [EIDMZ WebARSS88, ML AR
KNAT , ASAT LU WebfR388(192.168.1.100) L I TCP#% O 804 # AL T /A EFTCP#% 080 LAY
198.51.100.101, EFRESUEIEL : EXHRHANZNRE LEZRAN, A, EXE-AN
KRRFXRAFI ENEIRBINIP,

HEEMTAR

object network webserver-external-ip

host 198.51.100.101
|

object network webserver
host 192.168.1.100
nat (dmz,outside) static webserver-external-ip service tcp www www

THELE— T NAT RUEARF RS L

WMRE DMZ BRER IP 31k 192.168.1.100 FLEEAY EHLM TCP %0 80 (www) B EHE |, (BiZERE
EYEIASED  NEEEFERRNINBED LK TCP iwO 80 (www) , 1% IP bt 3R A
198.51.100.101,

XUFELFE..... REBTCPHmO80(Wwww)” , EWebRE X iR M80, FHE T HEIXL NAT MM
EARLEERNEN. Bk, I TIHX ’jﬁimﬁﬁeﬁ AR EREKE, IHEERLFERE

SHAEBENTE B AR TCPiw O 80(www) £ 237 $/198.51.100.101RYEREET |, &0 LU B #7IP e 31t 35 4R
79192.168.1.100 , B #rim O A SRR A TCPim 0 80(www) , H I H K% EIDMZ,

XHFEFCERZER, ETXK, BFERE ACL,
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- NEB ( ZEHAHIN 100 ) EHATLAERES DMZ ( Z2RF17 50 ) EHl.
- NER ( Z2EKHI 100 ) ENAILUEERIING (Z2%510 0) £
« DMZ ( 2% 517 50 ) ENALUEZZIAI (RE£EKHH 0) £

BR A6 UTRESLEIEL

« B (ZE2EKIN 0) ENEEZEEIAE (L2RFN 100 ) £,
« B (ZE2RIN 0) EHNFEEEEES DMZ ( Z2RAN 50 ) 41,
« DMZ ( 225510 50 ) ENTEZEZZIRNE ( ZE£%KH5 100 ) EH.

ASA 2RHEYFIEEMIELMNINZE DMZ MEWRE , Bt , REEFE 2 FPEE T NAT, BBk
MAFW© LR R Web fRFSE5. BREERABATHRE, £ 8.3 RMESHMANKBH , BAaFEH
ACL R EHHKIEBR IP MAREKEREH IP, XEWKE , BEXTATRE 192.168.1.100 HiRE

, FETAFRBHO 80 LAY 198.51.100.101 HiRE, AEREN , SEW2HE KX Rt AT L
ATIACL, Bl ACL F , EERNENAZIASEO LA A,

BhERESTUTRAR

access-1list outside_acl extended permit tcp any object webserver eq www
I

access-group outside_acl in interface outside

TEZIRITRA !
ARTFREBMNEM (#)5 ) RMEwO 80 £H Web BRS587 (192.168.1.100) X KPR R~EY EHlo

ESTIENR , LANEESERT any (0 ) XNREF. BTEFHAIRIP i iE 23K &RH9 R ik
RHAFHE , RtiEEEanys X , Any IP address,

M DMZ EREIAEBM E R AR RE M ERIE ? fla0 , DMZ ENFEEEEIIN R EBME P
ARS5ER. ASA M BERA AT REREIEANERSET | BFELERAEHEMM DMZ 2R EM RHY

s
TME ?

EARGH , BERTFME EE— IP it} 192.168.0.53 #9 DNS fR5588 , DMZ LW ENEET
[FiZ AR5 BR AT DNS R4, BRIRFTEM ACL 3PFHEMA T DMZ 0 |, BUE ASA AT A
ZEONRENBIMRNRIARLITN,

BhBRESTUTAR :

object network dns-server
host 192.168.0.53
|
access-1ist dmz_acl extended permit udp any object dns-server eq domain



access-1ist dmz_acl extended deny ip any object inside-subnet
access-1ist dmz_acl extended permit ip any any

!

access-group dmz_acl in interface dmz

S ATZREEIA UDP %0 53 £ DNS lRFEMEE , ACLEEEZ, MRRINAMBHRAZE
—RATEE , MFERERSMWBELEMDMZEHEIEERM L EH. ACLRER—1EE=Xdeny IP
any any., Atk , DMZ EHF[FTEFRIEEKM, REBMIAMER T LFMN DMZ EIATHRE , B0

R ACL BAZI DMZ 0 , Il DMZ #EOMWBRIAZETHAFETFIBEEN , KAEXALFEDO ACL #

HNARE,
S : FAPacket TracerThREM i Bt B

NERBERA , BEENH#TURZUABREAEGN. SFEENSZEZRFEASIGREN (FREXZ
WML ) o B2 , BT MMCLIMIRLIE R Hit —SIREASAN—L T B | E®EMApacket tracerill iz
B WA R B H X B 1T AT RERY

Packet Tracer W IL/ERER , BIE—RISHEURES , N ZEESEATZEOKRERES
, WA SRR U TELIRNESNRIES, BESEEIM XIENSZHTHIMLENRE
, Packet Tracer 21 ZRALE R, BRNBEVIEZEBRM N EN., SRR

Bl ANBEOR TCP HIEaMRim A 12345 £#Y IP #hik 192.168.0.125 Eikiw D 80 LMY IP
#3k 203.0.113.1

ciscoasa# packet-tracer input inside tcp 192.168.0.125 12345 203.0.113.1 80

Phase: 1

Type: ACCESS-LIST
Subtype:

ResuTt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2

Type: ROUTE-LOOKUP

Subtype: input

ResuTt: ALLOW

Config:

Additional Information:

in 0.0.0.0 0.0.0.0 outside

Phase: 3
Type: NAT
Subtype:
ResuTt: ALLOW
Config:
object network inside-subnet
nat (inside,outside) dynamic interface
Additional Information:
Dynamic translate 192.168.0.125/12345 to 198.51.100.100/12345



Phase: 4

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 5

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 1, packet dispatched to next module

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

RAZRRZREBI T AN , XEWE , ZBRESEI TEEFHRE NAT MACLREHEE
REFNBHEOEO, FIER , HIESRES 3 RATERN , ZMBRNEAEEERT AR
BHMN, E41 192.168.0.125 RIFE E S HE#RH 198.51.100.100,

WE , BITEAEMNEBRMIEREE Web IRFER. 151CME , Internet LY EH 0] SUB T E 2 B/ 2045
A E#9198.51.100.1013K 5 MWeb RS 85, A , U TS EKRS :

Bl A/ SO TCP BIEaMIRim A 12345 £#Y IP #hik 192.0.2.123 Fikixg 0 80 LAY IP ith
it 198.51.100.101,

ciscoasa# packet-tracer input outside tcp 192.0.2.123 12345 198.51.100.101 80



Phase: 1
Type: UN-NAT
Subtype: static
Result: ALLOW
Config:
object network webserver
nat (dmz,outside) static webserver-external-ip service tcp www www
Additional Information:
NAT divert to egress interface dmz
Untranslate 198.51.100.101/80 to 192.168.1.100/80

Phase: 2

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group outside_acl in interface outside

access-1list outside_acl extended permit tcp any object webserver eq www
Additional Information:

Phase: 3

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 4

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 5
Type: NAT
Subtype: rpf-check
Result: ALLOW
Config:
object network webserver
nat (dmz,outside) static webserver-external-ip service tcp www www
Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: FLOW-CREATION
Subtype:

ResuTlt: ALLOW



Config:
Additional Information:
New flow created with id 3, packet dispatched to next module

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: dmz
output-status: up
output-line-status: up
Action: allow

ZREHRBETRET L. ACLRER , BBEFERIEF , Internet ( S\EB ) WA/~ ATBAERA S
BRIPT5 B ZWebfRS5 87 o

56 UF
“58 4 & - £ Packet Tracer ZIRe M BB P B ERIETE,

HUEHEER

B 8& A< T At bt i@ # T E RN B E R,
2512

ELEASAHRITEANATHARA R —MIREENTES., NMREFERH IP it MmO 58 E RGP TRE
, AILVRIREMNEHI S ABRER P RA, 234A4 , HRAR ASA BLER{LLTF ASA 5510 #Y
L& :

ASA Version 9.1(1)

!

interface Ethernet0/0

nameif outside

security-level 0

ip address 198.51.100.100 255.255.255.0
!

interface Ethernet0/1

nameif inside

security-level 100

ip address 192.168.0.1 255.255.255.0
!

interface Ethernet0/2

nameif dmz

security-level 50

ip address 192.168.1.1 255.255.255.0
!
object network inside-subnet

subnet 192.168.0.0 255.255.255.0
object network dmz-subnet

subnet 192.168.1.0 255.255.255.0



object network webserver
host 192.168.1.100

object network webserver-external-ip
host 198.51.100.101

object network dns-server
host 192.168.0.53

access-1list outside_acl extended permit tcp any object webserver eq www
access-1list dmz_acl extended permit udp any object dns-server eq domain
access-1list dmz_acl extended deny ip any object inside-subnet
access-1list dmz_acl extended permit ip any any

|
object network inside-subnet

nat (inside,outside) dynamic interface

object network dmz-subnet

nat (dmz,outside) dynamic interface

object network webserver

nat (dmz,outside) static webserver-external-ip service tcp www www
access-group outside_acl in interface outside

access-group dmz_acl in interface dmz

|

route outside 0.0.0.0 0.0.0.0 198.51.100.1 1

f5lzn , 7£ ASA 5505 L |, EEOMEREMBIFTR ( AAEBMEREE Ethernet0/0, A EZBM & iEREE!
Ethernet0/1. DMZ i%#£%E| Ethernet0/2 ) :

ASA Version 9.1(1)
!
interface Ethernet0/0
description Connected to Outside Segment
switchport access vlan 2
!
interface Ethernet0/1
description Connected to Inside Segment
switchport access vlan 1
!
interface Ethernet0/2
description Connected to DMZ Segment
switchport access vlan 3
!
interface Vlan2
nameif outside
security-level 0
ip address 198.51.100.100 255.255.255.0
!
interface Vlanl
nameif inside
security-level 100
ip address 192.168.0.1 255.255.255.0
!
interface Vlan3
nameif dmz
security-level 50
ip address 192.168.1.1 255.255.255.0
|

object network inside-subnet



subnet 192.168.0.0 255.255.255.0
object network dmz-subnet
subnet 192.168.1.0 255.255.255.0
object network webserver
host 192.168.1.100
object network webserver-external-ip
host 198.51.100.101
object network dns-server
host 192.168.0.53

access-1list outside_acl extended permit tcp any object webserver eq www
access-1list dmz_acl extended permit udp any object dns-server eq domain
access-1list dmz_acl extended deny ip any object inside-subnet
access-1list dmz_acl extended permit ip any any

|
object network inside-subnet

nat (inside,outside) dynamic interface
object network dmz-subnet

nat (dmz,outside) dynamic interface
object network webserver

nat (dmz,outside) static webserver-external-ip service tcp www www
access-group outside_acl in interface outside
access-group dmz_acl in interface dmz

|

route outside 0.0.0.0 0.0.0.0 198.51.100.1 1
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