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FP PRIE B 42

ARSS R |18 IRER A

CP EHR

PPS |BRHETRR

ASAERARBATUBEN A TAHER 2 —

. PIMFEE = (M TS 4 #8:RFC 4601)
o IGMPRTEX(EBMAEREPIRFC 2236)

RNASAEN E EWAREBHMU(PIM)EBEEE , TAPIMBHERN R EIERN . £ASA 7.05R
REMZH , IGMPRTEN 2 —WABEEAT , HEEFZRARFNEF HREINIGMPHR &
#RE LR EER,

H B

BE , AREMIRERATAGEN

KIEF=>KEBABROEVNIMEZRZ. Fla , ZIEMIF/RZ IR RS AR IE 1T BT
( MEIGRPEOSPF ) FIM KL R o

Receiver =>1ZBABE RN ENHIZR ., R EBEERTHRLEXN REFRRNEBHEHIGMPINAT
BEFERENABANE.

B EHER/ASA => AR BAFE R/ REHEFTENMREZF R R M E MM RIMNEIRE.

ABIEADU=—NTHRRABEESHDNL. XERANRPIM (MU EXARE ) , BHEHEEREL
TFMOSPFHILAE,

Interneté BRI (IGMP)=>F Fix A TV KRB EHANABRNIRE,

PIM&ERE IR E

o ASAZFPIMBERERFMPIMIR @EX,
T EEREIAF B EPIM sparse-mode#IGMP stub-mode#i o

- EAPIMBREERN , IEERRESZNRECA(RP) ,, ReERIERSE. —REtHERE


http://tools.ietf.org/html/rfc4601
http://tools.ietf.org/html/rfc2236

, ABREEMNREWIERER ( FEERP)

HERFHAT -—NERLBE , HPASAE-MEO LRBAER K, MES—MEOLHA
PIM4B/Z :

+ Example operation of firewall in PIM demain with client directly connected to
firewall

1. Client sends IGMP Report
for group 224.1.2.3

2. Pix sends PIM join/prune
with the group to be joined

3. Router receives join/prune
and propagates the message to
the RP

Group Receiver Group Sender
- IGMP PIM |- =
e  —

[ 4. Traffic flows to the pix, and the pix forwards the stream to receiving segment |

PIMBEE X R BIE &

1.ERAEER (2REEER ),

<#root>
ASA(config)#

mul ticast-routing

2. EXPIMC [t

<#root>
ASA(config)#

pi mrp-address 172.18.123.3

JHEEHMNEO LATARBBIEIHA ([REASANLZLRBHELEAMABRBEINTIEE )

<tfroot>



access-1ist 105 extended pernmit ip any host 224.1.2.3
access-group 105 in interface outside

e —
PIMRERE X R
1. Sender starts streaming traffic to 3. PIM join to RP 10.1.1.1 for
Multicast Group 239.1.1.77 239.1.1.77

b e
- —

10.38.112.254

Gigl - Vlan900 Gig2 - Vlan38 \[

e 10.38.118.240 syl 10.38.112.240 . s EEAIEE
10.38.118.10 o 5. RP starts to stream the multicast
239.255.0.55 packets towards the destination

clients

2. PIM join to RP 10.1.1.1 for
239.1.1.77

Gig2
10.38.111.240

CSRv2

Gigl
10.36.118.240

1. IGMP Report to join 239.1.1.77

Receiver
10.36.118.10

FER , EPRIGMPEM ( LABETR ) MESHERNR (UAEZEBETR ) WEETRE , FitX
FX 75 SRIEBA AN A2 AT BAB L 1T o

BEFRIMER (LIPS E)
1. B PR ARIXH239.1.1.77THIGMPIR &
2. BHASEFPIMMIAEE RIX T NH239.1.1.77E B EARP(10.1.1.1),

3. ASAEIRP&RI%40239.1.1. 77HPIMAN A E B.o



ASA7TEshow mroutedn &% i £ & 'RPIM * G5B

<#root>
ciscoasa#

show nroute 239.1.1.77

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.1.1.77), 00:03:43/00:02:41, RP 10.1.1.1, flags: S
Incoming interface: outside
RPF nbr: 10.38.111.240
Immediate Outgoing interface Tist:
inside, Forward, 00:03:43/00:02:41

BR K AT RRSEERBIEMBIER , HIHASA L “show mfib’# H T & & REMRUR SR HIE
D

<tfroot>

ciscoasa#

show nfib 239.1.1.77

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count

(%,239.1.1.77) Flags: CK
Forwarding: 0/0/0/0, Other: 0/0/0
outside Flags: A
inside Flags: F NS

Pkts: 0/0

ERSFERITHEARAREEAREZH , RPRER*.GHKA |, JIRFZEEAED , Hia:

<{froot>

CRSv#



show i p nroute 239.1.1.77

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
- Local, P - Pruned, R - RP-bit set, F - Register flag,
- SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
- Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
- URD, I - Received Source Specific Host Report,
- Multicast Tunnel, z - MDT-data group sender,
Joined MDT-data group, y - Sending to MDT-data group,
- Received BGP C-Mroute, g - Sent BGP C-Mroute,
- Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,
- Received BGP S-A Route, g - Sent BGP S-A Route,
- RD & Vector, v - Vector, p - PIM Joins on route,
- VxLAN group
Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join
Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode

X <Oo0zZo<NacXHdr
I

(*, 239.1.1.77), 00:00:02/00:03:27, RP 10.1.1.1, flags: S
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tist:
GigabitEthernet2, Forward/Sparse-Dense, 00:00:02/00:03:27

—BRFSHFFREABRAERBIER , RPRSAE—MS |, KB | FHEERESTHEDRERS
AEAJRS , AFEFRE T HERETIASA:

<tfroot>
CRSv#

show i p nroute 239.1.1.77

(*, 239.1.1.77), 00:03:29/stopped, RP 10.1.1.1, flags: SF
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tist:
GigabitEthernet2, Forward/Sparse-Dense, 00:03:29/00:02:58

(10.38.118.10, 239.1.1.77), 00:00:07/00:02:52, flags: FT
Incoming interface: GigabitEthernetl, RPF nbr 0.0.0.0
Outgoing interface Tist:

GigabitEthernet2, Forward/Sparse-Dense, 00:00:07/00:03:22

AU THSHITRIL
- show mroutefi 5 ER“S , G’'% H
- show mfib@ H & REAXBIBEIiTEEs

- show connfi & & RS H B HiptH X< VTR



<#root>
ciscoasa#

show nroute 239.1.1.77

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.1.1.77), 00:06:22/00:02:50, RP 10.1.1.1, flags: S
Incoming interface: outside
RPF nbr: 10.38.111.240
Immediate Outgoing interface Tist:
inside, Forward, 00:06:22/00:02:50

(10.38.118.10, 239.1.1.77), 00:03:00/00:03:28, flags: ST
Incoming interface: outside
RPF nbr: 10.38.111.240
Immediate Outgoing interface Tist:
inside, Forward, 00:03:00/00:03:26

ciscoasa#

show nfib 239.1.1.77

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count

(*%,239.1.1.77) Flags: CK
Forwarding: 15/0/1271/0, Other: 0/0/0
outside Flags: A
inside Flags: F NS
Pkts: 0/15
(10.38.118.10,239.1.1.77) Flags: K
Forwarding: 7159/34/1349/360, Other: 0/0/0
outside Flags: A
inside Flags: F NS
Pkts: 7159/5

ciscoasa#
show conn all | i 239.1.1.77

UDP outside 10.38.118.10:58944 inside 239.1.1.77:5004, idle 0:00:00, bytes 10732896, flags -
UDP outside 10.38.118.10:58945 inside 239.1.1.77:5005, idle 0:00:01, bytes 2752, flags -

UDP outside 10.38.118.10:58944 NP Identity Ifc 239.1.1.77:5004, idle 0:00:00, bytes 0, flags -
UDP outside 10.38.118.10:58945 NP Identity Ifc 239.1.1.77:5005, idle 0:00:01, bytes 0, flags -

AR —BEPRXAAERESENA , EVRRIEIGMPERER.



MRIXRBEHB[AENE -, BAFFRAZEREBIER | WEXAR2ERPRIEIGMPEEHE
Bo

IGMPAR T #E 1R 1E

« EIGMPARTERT , ASARSEEE IR , £ AMEMBERAE /L RIGMPHRE ( BHN
IGMP“SIA" ) , AR ARERERER

- BHFRSEROENREIER , AEERNE LNEATIAREFEXEBERAERE.

« FHEFEIGMPATERN , EAPIMBREALRTELEANSZAR (ESHNARRELR
. ZEPIMHRENE ) .

LB BN IGMPR T #E A B EAYASARY R A IRE -

1. Client sends IGMP Report
for group 224.1.2.3

2. ASA forwards the IGMP
report to the outside

3. Router sends traffic destined
to 224.1.2.3 to the pix, where it
is passed to the client

. IGMP IGMP | =
S . I

Group Sender
| Sending traffic to 224.1.2.3 |

Group Receiver

IGMPAR T X B E

1.ERAEEH (2REERR ),

<#root>
ASA(config)#

mul ti cast-routing

2. 5B A EWIgmpiR A2 O £ | BEigmp forward-interface@© . FHFBMEOH KX EFR
o EATRAIF , ABBERF[EEEEINDED , MABRFEATZEO L,

<#root>

|
interface Ethernet0
nameif outside
security-level 0
ip address 172.16.1.1 255.255.255.0
no pim
|



interface Ethernetl
nameif inside
security-level 100

ip address 10.0.0.1 255.255.255.0

no pim

ignp forward interface outside

BEELHNEO LATEBRBESHA (NHASANRZRERBRIEL AMAERENTIEE ),

<{froot>

ASA(config)#

access-1ist 105 extended permt

ASA(config)#

access-group 105 in interface outside

ip any host 224.1.2.3

BE , FEigmpEAFEAGSEFEERESE , TRHRTAREAZSI ST

igmp forward interface <interface>

1

Interface FastEthernetd/1
nameif inside
security-level 100

ip address 10.0.0.1
255.255.255.0

igmp forward interface outside
l

Causes the firewall to forward |GMFP reports
received on the inside interface out the outside
interface. You would use this command if multicast
receivers were on the inside interface and the
multicast source was somewhere out the outside
interface

igmp join-group <group name>

!

Interface FastEthernet(
nameif inside
security-level 100

ip address 10.0.0.1
255.255.255.0

igmp join-group 224.1.2.3
!

igmp static-group <group name>

Tells the firewall that there are hosts behind the
inside interface that might want to receive the traffic
for the group. It will send IGMP reports out the
interface telling the LAN segment that the firewall
wishes to receive the stream. It will also add the
inside interface to the OIL list for the group. This
method is not recommended; If you need to cause
the firewall to add an interface to the OIL for an
mroute, use the static-group command below

!

Interface FastEthemet0/1
nameif inside

security-level 100

ip address 10.0.0.1
255.255.265.0

igmp static-group 224.1.2.3
!

Tells the firewall that there are hosts behind the
inside interface that might want to receive the traffic
for the group. [t will simply add the inside interface
to the OIL list for the group. This is useful for
simulating a multicast receiver behind the inside
interface.

Bidir PIM




REPIMAEE HZH(SPT). XERBE=4 :
1.5 — Bk MR (( EEIREF ) FARPREPIMEMEIEZ,
2. RPREIEPIM JOINSE 2 500 AR o

W FH BRI HERERPAIEPIMMAEEUMARPT,

XEWRBEASATLERS , G) , AHNRETSMASPT, FAIEAERESHELIRP. RE(*,G)FHE
, ASARARRFTEAEERE, MEREC,G), WERTRASAMKKZIPIMIMASIES, R Xk
R , ASAR B RAERES,

Bidir PIMEit &

1.ERAEERE (£REEER ).

<#root>
ASA(config)#

mul ti cast-routing

2. E Y PIM3TC A tth ik,

<#root>
ASA(config)#

pimrp-address 172.18.123.3 bidir

SEELHMNEO LATABRBESHA (NEASANZ LRI AMAERREINTIEE ).

<#root>

access-list 105 extended pernit ip any host 224.1.2.3
access-group 105 in interface outside

HEHERR 5 0%
iSRRI SENERENER

NTZETHENTMASALNAERREE , FEUTHRIHEIHER -

-MEHRIMNER, ABRES, BRANDLIVNE.
BEAIPHLE , UK YR O ML



AAE R IR ERASAE RN R E B,
- ASAT ST EMNE Eshowis S :

<#froot>

show nroute

show nfib

show pi m nei ghbor
show route

show t ech- support

BIEEOHR , STEBBERSIEASA , URBFEIRBETASAE R(CEERESNIPET
[E](TTL))o XA LA @5 show capture x detail & %)
-“RAIGMPHI/ZPIMBE SHIRBIEZ. =H :

<#root>
capture capl interface outside match ip any host 239.1.1.77
>>> This captures the multicast traffic itself
capture cappinl interface inside match pimany any
>>> This captures PIM Join/Prune messages
capture capignp interface inside match ignp any any

>>> This captures IGMP Report/Query messages

SREAESRAEIREZ (BHEE ) WIES | Hlin“show mroute”F“show mfib”,

BE SRR/ Bshowin THEASARB EFABHIEE. “show asp drop’ i B A FHREASAR
BEFBES. WA, “asp-drop” R BN HIESHIRT A THIRASAZEZNFERES , ARRE
ERBRI RO FEABRES.

B A showdn T i

show mroute S HIHERZMEAME REE , 510S show mroute TS IEE L, show mfibfi
EREMABENELERS, IEEXLBESITHSRMNEM (RTEFHF ) LEHEE .

<#root>
ciscoasa#
show nfib

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count



(*,224.1.2.3) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0
inside Flags: F
Pkts: 0/0
(192.168.1.100,224.1.2.3) Flags: K
Forwarding: 6749/18/1300/182, Other: 690/0/690
outside Flags: A
inside Flags: F
Pkts: 6619/8
(%,232.0.0.0/8) Flags: K
Forwarding: 0/0/0/0, Other: 0/0/0
ciscoasa#

clear mfib counters@ = ] A F/EBRITEES , XENXBREEER :

<#root>
ciscoasa#

clear nfib counters

6 IR EIR

REBIETHRZABRFN THRABNZFEEFMA. EAROFP , HIREDMZEO LT
23917 ATATHFIB A O BIES

<#root>
ciscoasa#

capture dnzcap interface dne

ciscoasa#
capture dnzcap match ip any host 239.17.17.17
ciscoasa#

show cap dnecap

324 packets captured

1: 17:13:30.976618 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
2: 17:13:30.976679 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
3: 17:13:30.996606 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
4: 17:13:30.996652 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
5: 17:13:31.016676 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
6: 17:13:31.016722 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172



show capture x detail B FHHEERTHESNTTIL , XFEER, EltmHs  BESNTTLR
1 ( HEASARZELERED , REARIABER TERRFIPEEINTIL) , BT HEHESEFTH
B

<#root>
ASA#
show cap capout detai

453 packets captured

1: 14:40:39.427147 c062.6baf.8dc3 0100.5e7f.02c3 0x8100 Length: 1362
802.1Q vlan#1007 PO 10.4.2.95.1806 > 239.255.2.195.5000: [udp sum ok] udp 1316 (DF) [ttl 1] (id

B SHRN THRPIMAMIGMPREHRIEEEH. LERETHNIEOSWEISRE10.0.0.28
IGMPEIES (IPHH2) :

<#root>

ciscoasa#

capture capin interface inside
ciscoasa#

capture capin match ignp any any
ciscoasa#

show cap capin

1 packets captured
1: 10:47:53.540346 802.1Q vlan#15 PO 10.0.0.2 > 224.1.2.3: ip-proto-2, length 8
ciscoasa#

EXERMNAUETCHIRNASPERHR , EFEREEFNABBETUREFHNRER (punt-

rate-limit):

<tfroot>
ASA#

show cap capasp det

12: 14:37:26.538332 c062.6baf.8dc3 0100.5e7f.02c3 0x8100 Length: 1362

802.1Q vlan#1007 PO 10.76.4.95.1806 > 239.255.2.195.5000: [udp sum ok] udp 1316 (DF) [tt1 1] (id
13: 14:37:26.538439 c062.6baf.8dc3 0100.5e7f.02c3 0x8100 Length: 1362

802.1Q vlan#1007 PO 10.76.4.95.1806 > 239.255.2.195.5000: [udp sum ok] udp 1316 (DF) [tt1 1] (id



ASA PIMB B AR AR E B R 51

TE$8 TASAIAEPIMREEER T 548 B R & 2 H,

T R &R

HBBES ARG LS BNERENONE, B, BEABAPHIIRIOTAMNLE.

— ]
|
inside \_J”/,/ﬂ'z.w.tz
Sender
i PIM Traffic is UDP, destined
outside B raffic is ' destined to
Receiver domain 224.1.2.3
@ 10.0.0.2

EXMERT , TEASARERZOEBHE  RERHERAIIRNHBED ENABRWSE, AT
BRI EASAATREAMVTE—NMNPFMF |, FHit L& iRis REFEWHERN , Tt SERERE
O4 K BIGMPHi &, RiEFHIPHiEE192.168.1.50,

KIFASAR BN ER S W BIGMPHR &

HEARBITR | IGMPHR & B U5 £ B F FAASALLE

BIE IR Mdebug igmphY i AT A TRIFASAR BRI I EBEIGMPIE &,
WIFASAR L /AR IEPIMIASE R

ASAETRIGMPI R & HERPIMIIAHE. , AEFEMEDORIEEIRP,

=
|
inside \_J"//: 2.16.1.2 -
Recelver N ) dP:Jr:‘Inain Traffc is UDP, desﬁn::l:ger
@ 10.0.0.2 AR Ireport PIM Join o

It % 3R B debug pim group 224.1.2.33# & RASAR I L EPIMIIAGE S, ABHRMEEF R
192.168.1.50,




IPv4 PIM: (*,224.1.2.3) 1/P processing

IPv4 PIM: (*,224.1.2.3) Periodic J/P scheduled in 50 secs

IPv4 PIM: (*,224.1.2.3) 1/P adding Join on outside

IPv4 PIM: (*,224.1.2.3) inside Processing timers

IPv4 PIM: Sending J/P message for neighbor 10.2.3.2 on outside for 1 groups
IPv4 PIM: [0] (192.168.1.50,224.1.2.3/32) MRIB update (a=0,f=0,t=1)

IPv4 PIM: [0] (192.168.1.50,224.1.2.3/32) outside MRIB update (f=20,c=20)
IPv4 PIM: [0] (192.168.1.50,224.1.2.3) Signal present on outside

IPv4 PIM: (192.168.1.50,224.1.2.3) Create entry

IPv4 PIM: [0] (192.168.1.50,224.1.2.3/32) outside MRIB modify NS

IPv4 PIM: Adding monitor for 192.168.1.50

WIFASABEIW I ZABR

ASATFIRESNERE O LA RE ( UZBFART )  RAEFEERINEERER,

172.16.1.2

inside —_—
gﬂu tside PIM sender

domain  Traffic is UDP, destined to

/‘5"@4-
-

Receiver
2241.2.3
@ 10.0.0.2 PIM Join

show mrouteFlshow mfibar AR BIE BRI A T RIUFASAZ WML X ABBIED.
EERPOUE —MEFERRRAER :

<ffroot>

ciscoasa#

show conn

59 1in use,

29089 most used

UDP outside:192.168.1.50/52075 inside:224.1.2.3/1234 flags -

B DT

w I [R) &R

REoRET

— R 5 53R ERASAL & AH X /Y [H] &

HTFHSRP , ASAT A M LR HZRAIEPIMEER




B EIER , ASATENEOREZEAPIMES, HEERASAT EBAESKIZPIMES , B
HASAZRE[RPAZEPIMEER |, t& BB M EA,

10.0.0.40 10.0.02

. e

[ |
"1  Firewall should 10.0.0. 1 —3
send PIM join

message but it |
router

does not |
10003 ——— Sender 172.16.1.2

debug piman & B i H & RASATS R FPIME B 23X B LT —BEBR 5T -

IPv4 PIM: Sending J/P to an invalid neighbor: outside 10.0.0.1

HRBHTEETASA , Lt MR, BERHKRAREENPIMEEANHSRPEENA
AR

HHERE@MHSRP IP 10.0.0. 1R T —Bkig%& :

<#root>
ciscoasa#
show run route

route outside 0.0.0.0 0.0.0.0 10.0.0.1 1

BR , PIMBEXRERBIZOYEEOIPHI 2 BFK , MARHSRP IP;

<#root>
ciscoasa#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
10.0.0.2 outside 01:18:27 00:01:25 1
10.0.0.3 outside 01:18:03 00:01:29 1 (DR)

BEXREAEE , BRI NG ALPIMBHERX TS EHSRP# It B S EBAHE SR 2 7
AR -
RALBHIZIARIEIMA/MEEEE ? REC 236218



http://www.cisco.com/en/US/tech/tk828/technologies_tech_note09186a0080094aab.shtml
http://www.cisco.com/en/US/tech/tk828/technologies_tech_note09186a0080094aab.shtml
http://www.cisco.com/en/US/tech/tk828/technologies_tech_note09186a0080094aab.shtml
http://www.cisco.com/en/US/tech/tk828/technologies_tech_note09186a0080094aab.shtml
http://www.cisco.com/en/US/tech/tk828/technologies_tech_note09186a0080094aab.shtml
http://www.ietf.org/rfc/rfc2362.txt?number=2362
http://www.ietf.org/rfc/rfc2362.txt?number=2362

“BHEBEMREEZNS, G). (.G)M(*,"RP)FEXKNENTRERPFBFREMAMEEEE. R
HRPF&EERPIMSBER , T RREMAMETHE, "

AT EBEB , BEASALAEXRERMN—NESmrouteR B, BREEBH/MNEHSFEON
Ptk (10.0.0.28£10.0.0.3 ) Z—. EXRHIF , LS AFASARMUEF172.16.1. 20 HIBERIES
RIEPIMGEE :

<tfroot>

ciscoasa(config)#

nroute 172.16.1.2 255.255.255. 255 10.0.0.3



SERILIRIER , AERBRGBEEASAWEREHRK , ASANPIMEERBEZEAXIZF10.0.0.348F-
ASALZEEIGMPIRE , EAETELANNE EisER M S

XNFULEE , ASANESSERERAVA B EWERZERIGMPIRE , BEEZAK T ZkE. FERF B L
, BRREREF , BERBERKRK,

Receiver sending lh
IGMP reports to

attempt and

receive multicast

data

.

sender

NTFLEE , ASAZZBHBRES , RAETRES WATENLANME Lik% AV isE R B ER.
EEASA CLI% H E R AR IR&E BRSSP EOMSE LAVIEERMER ( A'DR'RTR)

<#root>
ciscoasa#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.1.2 outside 01:18:27 00:01:25 N/A>
10.0.0.2 inside 01:18:03 00:01:29 1
(DR)

FINBERT |, Fmulticast-routingf TR MMEIE B AT , FIEASAZ O L#H S APIM, MRASAHA
HEO (FEFRWAENME ) EEHMPIMAE ( HMEHBZRASA ) |, HEHTIZMEHNDRME
BTHH—NBE , NEMIEDREHBZLEFRIGMPIRE ., BRAEREEZED LEAPIMIES KK
0O EFAno pimé$) , SEX pim dr-priority$# O S YFASAIR B N M ERHIDR.

HENIGMPEORSET , B IERIELIGMPIRSG

RIABERT , ASARR RO ERERS00NMHADES B (T ) . IRTEENRZAE. WRE
OAMEFIHERKEABR , ZRSALUBEIS00MNES A |, H BASAT LAZEE R B HBEZIES
Hy H Ath& AIGMPIR o

ERANXRERSBABMENREA |, ¥ & a5 show igmp interface interfacename” 7+ & #k 1% 3%
A8 “IGMP limit™{E E..

<#root>



ASA#
show i gnp interface inside

Hosting-DMZ is up, line protocol is up
Internet address is 10.11.27.13/24
ICGMP 1is enabled on interface
Current IGMP version is 2
ICGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:

IGWP limt is 500, currently active joins: 500

Cumulative IGMP activity: 7018 joins, 6219 leaves
ICGMP querying router is 10.11.27.13 (this system)

DEBUG - IGMP: Group X.X.X.X limit denied on outside

ASATCERE X232 x X X/SSLE N A B R E

et 3t SEE A TR E L FE(SSM) ASAS BT F X FFZ A&,

debug igmpir S H E R T EIR

ICGMP: Exclude report on inside ignored for SSM group 232.179.89.253

HTREBEZERE , ASSAEFHERES

FEXMERT , ASAEEO LBKRARTRE , BEFANERRTENRS. ASALEZEHRES , BXR
ClARBEREEEZLZ(RPFZEKE, RPFEMEZO L AAERERSH , EXEZZEAR TR
BERES , RMABRTREXRBA , #6Mip verify reverse-path interface® /8 A)o

HTFRPFEE , ¥EEO LKRFABRER , ASAARERAERAREZED LWAERRER
(ERESBNAERKER ). IRETEEBEFRESNES , WSERAHBED. XEESfEshow
asp drop ki i A AT 9 1T EEs

<#root>
ciscoasa(config)#

show asp drop

Frame drop:



Invalid UDP Length 2

No valid adjacency 36
No route to host 4469
Reverse-path verify failed 121012

—MNMETRARBRIET AMEEH, EARHF |, mroutedn = A THEXR B SN O LI EIR
172.16.1 2 ABREMNRPFRE :

<#root>
ciscoasa(config)#

nroute 172.16. 1.2 255.255. 255. 255 out si de

ASATEPIMED ¥ BHE AR B A & B PIM DA

&4 , PMBHREXNABRIBEBEMNEABRIEARIRP , AGTBEIHEZABRMRPREZERST, BR
, " ERSHERRRIBERE  KELABBZRTNEARSZHRSEMELVORE, KA
BRANAERFTHPIMMAFREREZABRNRIES (M AREUB —HRZEFRP) .

A/ REMREZAILUEZEESRPTAEMNASAED £, HASAKRIEYR RS EMBPIMANA B
, ASANME BRI KIEF P BE . MRRKBILES , WSEFPIMIMARKIES , H1Edebug
pimiVim B E R EE

NO RPF Neighbor to send J/P

MR ARR SRR N R IEF R — N Smroutesk B |, I§H R E A FENASAEED,
ASAH THEIEFREN(TTLMEFHBLIES
EXMERT , BTREESNTILAR , AFREAAN, XASHASAERNETHNEMREER

Eile

BE  ABBKESZVNIPTTLERAZECIINNARFRESIEER. B , RIABR TXEMEN
THBHRABRETSENEFEREBNE, I, RANBERT , BEN EFmNE ( FHANA
BEASBRANETE ) HIPKIBEEHRMNTTLRAIMRE R 1,

HTHEAERI , ASANCPUERRRE , HEREIREF

WMRXTFABRINIFTEIXEZGHRKIL , MASATELBESCPUERER K MABKRATRELIER
ETBER :

1. ASAZ %HRP,
2. ASARHABRINE — kW, XERFABLAESEASAZONMNTE—IPFMH,



3. ASARA BRI R /G — Bk HER, XEWREABERFSASAEONTE—IPFMF,

MRBE ERFFEER , W BT RITRES , ASABIBABYIRAERE, X2SBESRERERRARE
FBIZEEER. HEFEXERIBEEN , show asp dropitBEs L8N |, Zit$ES Epunt-rate-

limito
EREASARBFELFAE , TERA TSR

F1L . KEASARBHRP:

<tfroot>

show run pim
show pi m t unnel

<#root>
show i gnp group

<mcast_group_IP>

83%  REASAREBRE — Bk HER

<#root>
show nrout e

<mcast_group_IP>

A SRV T SRR E B LRI
— BRI , EASATRRP, & , ERIEFHEW G REEEETIASA
— ERIGMPRTT R RBPIM TABHE R,

BRBHAERN , ASAERLNEES

HERBRE — N BRIE S EIEASAR | ASAKIFEE 1Z45 E A BEZENXERNmroutesk B R K
Ee. SREERUEEREY , ~LEARREATRAKESF , ETRANEECEY (BEXR
FTE-¥H ), ABRRETHE , BIEETBZERRH),

X it E F W BIEEWASPEFE FEE 1 “(punt-rate-limit)Punt rate limit exceeded”, iX 2“show capture
asp"VHi i ( HPaspREASALBEMASPERHR , ATHREFNHRED ) , BUUERHT



UTREEFNSEHES

<#root>
ASA #
show capture asp

2 packets captured
1: 16:14:49.419091 10.
2: 16:14:49.919172 10.
2 packets shown

23.2.2.810 > 239.255.123.123.890: wudp 32 Drop-reason: (punt-rate-limit) Punt
23.2.2.810 > 239.255.123.123.890: wudp 32 Drop-reason: (punt-rate-limit) Punt

MR B RSP E RO CWABA R
REEIGMPRTTEA TZTHASAT QBRI AE. SE5PIMARERHANASAT I BRI,

&) &) Cisco Bug ID CSCeghfiE48235
—MNMEOEMIGMPEF &Pl HMED EWARRE.

XRIRENRAES , EERT HA

Symptom:
When a PIX or ASA firewall is configured for IGMP stub mode multicast reception and traffic from a mult

The problem is triggered when the firewall forwards the ICMP leave for the group towards the upstream d

Conditions:
The PIX or ASA must be configured for IGMP stub mode multicast. IGMP stub mode is a Tegacy multicast fo


https://tools.cisco.com/bugsearch/bug/CSCeg48235

Workarounds:
1) Use PIM multicast routing instead of IGMP stub mode.
2) Decrease multicast IGMP query timers so that the receivers are queried more frequently, so their IGM

BT HEGRIIRNLZEKE , ASAZFABRES

FFLAFERD , ASALERABEES (RERENZEXE )., B2, NXEEAREREE
SHER, EXMERT , BTHAHEORENHILHRIE  ASAREFZRES. BRAERAT
55 A 5 R PR A B TR

REXFERE , ABBETEEAASPEFRITEERFP no mcast output intrf(no-mcast-intrf)’ & F

o

BT 6 QERERSE  ASABEEFHABRTINELEHES (EFTREER)

FREME TSR EH SMNEERE , X2H Fpunt-rate-limitFf . EFaspEF i B MHIRLE
N

<ffroot>
ASA#

show asp drop

Frame drop:
Punt rate 1limit exceeded (punt-rate-limit) 1492520

ASA# show cap capasp det
12: 14:37:26.538332 c062.6baf.8dc3 0100.5e7f.02c3 0x8100 Length: 1362
802.1Q vlan#1007 PO 10.76.4.95.1806 > 239.255.2.195.5000: [udp sum ok] udp 1316 (DF) [tt1 1] (id

mfibsk B ERFATERERHITTHERM !

<#root>
ASA(config)#
show nfib 239.255.2.1195

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count



(*,239.255.2.195) Flags: C K
Forwarding: 4278/50/1341/521, Other: 0/0/0
Outside-1007 Flags: A
RDEQ-to-Corporate Flags: F NS
Pkts: 0/4278 <---- HERE

AEBABARER(G), BRE(S, G)

<#root>
ASA(config)#

show nroute 239.255.2.1195

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.255.2.195), 00:44:03/00:02:44, RP 10.1.135.10, flags: S
Incoming interface: Outside-1007
RPF nbr: 10.100.254.18
Immediate Outgoing interface Tist:
RDEQ-to-Corporate, Forward, 00:44:03/00:02:44

WAL RBE R |, SAASAHNBESARBEESNTILA 1, ASAHXEREG®RLTITHIRE (BN
CRLBADTTIL) , BERESRTHESEFXLERESD. Hit , TEEBEITRBASARXKIES KX
PIM(S , G)IIA (JREEMA ) o ASATEWREILLPIMMAZBIFEER(S , G)%B., HTFREE
(S, G), AFIEAEREFLMITHERSR , NS BURERH,

LEFER R T ERBREFESHTILART , AT THREARED RIEREERE X288

ASAERFZEFRBERMH , AEAMERESHRHTRERR (MARLERR ) , RELTURE
ASA , TIF 4 I EE,

HIB R EPIM ASSERTE EME &
MEFAIAMBRZFHEEANABRESHLIE—FN , NEABRT , HP—AFMERESFE=
HHRBES (AR EHRERLREERN ) . MRZTPIMIE B RN Z ek 7R W EE
A MEMAEZLAN EERASSERTHE S | LUEBRBANMLRZEILERIZTR.

BXIEENESZEER , BS R S5ASSERTHEMEXMIRFC 4601505 .

BiRER , ASAIREIH239.1.1.227THIGMP3RE , ERBETEMMBELPRBESFKINSEE , R
B 7 iZIRE -

IPv4 PIM: (*,239.1.1.227) Periodic J/P scheduled in 50 secs
IPv4 PIM: (*,239.1.1.227) 1/P adding Join on outside


http://tools.ietf.org/html/rfc4601#page-83
http://tools.ietf.org/html/rfc4601#page-83
http://tools.ietf.org/html/rfc4601#page-83
http://tools.ietf.org/html/rfc4601#page-83
http://tools.ietf.org/html/rfc4601#page-83

IPv4 PIM: (10.99.41.205,239.1.1.227)RPT J/P adding Prune on outside

IPv4 PIM: (10.99.41.253,239.1.1.227)RPT J/P adding Prune on outside

ICGMP: Received v2 Report on inside from 10.20.213.204 for 239.1.1.227

ICGMP: Updating EXCLUDE group timer for 239.1.1.227

IPv4 PIM: (10.99.41.253,239.1.1.227) Received [15/110] Assert from 10.20.13.2 on inside
IPv4 PIM: (10.99.41.253,239.1.1.227) Assert processing message wins

IPv4 PIM: (10.99.41.253,239.1.1.227) 1inside Update assert timer (winner 10.20.13.2)

HEEFMERNEILFEE , EPRANERQER2ERINGFE | R ABRRRSB[MENLANERA
REMENERABRE, ATS —MNERE , ASAHM S —MRZTTEELPIM Hellok U FIXS 75
, At e#MAETLANNEERHEZAC, XSHABRRETF—BRITE , RAEERERE
ASSERTHER XM, A THRZEE , EFE2EFEREFNTEBEERER , AREBAGIHER

o

ASAKIEPIMMA , EHFHFBES K NAKTMTIU , BEFLEZMA

1997 FMER1X 6295758991, ASARNERMEER , M49005% 8. HE/wiEREI73NE
Bne , REABRRETRER, 731SCREIZEXRNA1494BPIMIIAELR | ZHENHEMTUR
o TASGHFRIE X T1500PIMMIMAER. |, X & BH4900MEF ALBIES.

LRI B IRT7 R
1. \BRE4A900MEL/HERAEM

2.EAMTU 92168 EYEEOFMSVI



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



