A EASAR RS 2 BE M BL &
B =%

LB

E oM (REREE

LB EARE @RI B %ASA-4-733100E
R B 212 F %ASA-4-733101E
ERiEins H%ASA-4-7331024% 12 A
%10 F %ASA-4-733104 /58 %ASA-4-7331058]

&g

AN BRI S R B = A TBAH,
TR

B3R

AT EEABENER,

EAAL



AU BR T 45 T B B A M BE AR A

AXHEPNEEHRETREXRENEFNREZEFEN, AXEFEANMAERZHNERAR
(BN ) BE, MREHMNELTEIRES , BHRRETHEAARTHEBELE,

b B /=
B 515 /%\

RNHENERNBENT2IRE(ASA)NEL N N sEMEREE., RN B N IHEE
RRHETHSENTIE  NUEERGEIEABMEREMREZAIRG, THMELERE, Ak, &
R TFSTREMNMASRNSEITER , XFEATEN P —SiFMEHA,

BB A F TiE2178.02) RE S R AW EMASAR Xif. BARBIMENTREERTH
IDS/IPSEERTT R , ERASEIPST AT AR RER , FASARN R O REREFNNERT R,

BB 8  Th Be

RN IHEER =N EEAM -

1. 2N
2. BRI
3. FHE R

AT ST HEANBXLEAHFHET 1,
EXRBIRN ( REFIEE )
BRIAERT , EET8.02REBRANFATEASALE ARSI .

EXRFEHRNEZRATIMERMARMSAZARFESNER, XEKREERNRMQN £ KNS
THESMMATEMRE , BETSRA , TERABXEBMRIVEEERNES . R , ASAS
BERUTEHNEFRES

« ACLEH (acl-drop) — 7RI FIRIELEIE S,

- Bad Pkts(bad-packet-drop) — TR HE KN , BIEFFERFCIRERNLIFLAIR L,

« Conn Limit(conn-limit-drop) — #id Efl EX £ FEZERHIRVHESZ.

« DoSHifi(dos-drop) — 4 AR5 (DoS) K

o B IE(fw-drop) — EERMP A BRERE,

« ICMPX 5 (icmp-drop) — AIERICMPERIE S,

« Inspect(inspect-drop) — R A NIEL

« Interface(interface-drop) — EOKREEZEFZNWHIE S,

- P\ (HEEM ) — NE/ENRERE.

- SYNX i (syn-attack) — FEBHRXFERE , SIXEREHIFEHTCP SYNKEHFH [
UDP&iF,

BMNEHBE-ARATRIBMHBEMER. ASUMEBERENASPEFRREXEK , Bths
ZRFLERGASNRERE, FEMARHS IR EER, TRIIET - EREILNMEE
=, BARIIEMARERERE



B it X BR/ASPEHERE

ACL =8 ACL =9
invalid-tcp-hdr-length
invalid-ip-header

BiRaARTES
inspect-dns-pak-too-long
inspect-dns-id-not-matched

EEREIED HE PR

DOS =8 sp-security-failed
inspect-icmp-seq-num-not-matched
inspect-dns-pak-too-long

By K IEES inspect-dns-id-not-matched
sp-security-failed
ACL =8

ICMP £2 inspect-icmp-seg-num-not-matched

REED F# N 5| Ad R B N EFF
sp-security-failed

BEOES
no-route
tcp-3whs-failed
tcp-not-syn
sp-security-failed

B R ACL =3
inspect-icmp-seg-num-not-matched
inspect-dns-pak-too-long
inspect-dns-id-not-matched

SYN i %ASA-6-302014 syslogiy 4% IE R K H“SYNE AT




NTERHES  EXEHRENTLNEERENNRRANREXEEFNER, XERERENFE
ERERBARI , SEENE00WE3 0K, MRARINEAENSEHHBEBIRENEREE , ASARF
XEEHIN B

EXEHRNEAHNMTEENRE , HCREHANNRAMET | FEERRMBEER, FHRRA
REREARINABRNNFEHEYERH. Sl , WRFACLEFN FIIERFERE 400, B

ARIZ 600 , MASARITEACLER /G600 EFNHFESTHN FHHRE, MRUEBEXRTI0088
, MASALIZ KB o

E# , REERIIFFEMRL , EEENRBHEBEAPEE , HMARELEREARBRI). BRIBLNTF
ARI, fltn , ERI— N REIVEM E , ACLEFMARIIARZ600H |, MERKEE N800, FHIX
{E  ASATTEACLE20R AEFNBRESWE9HE , EH20¥ ABRI. MRKRITEEEIEY
800NMNES , N[iEFEE. HTHEMEAWIPBRI , ASALITEARIA1/308E, Rt , ELREH
I RBIF , 600FINEE1/308 /208, B2 , RN RIEBRIA10% , Btk , 0RARIFN1/30/)
F10,ASAER10MERBRI, Lo , BIUEEMNR |, £8.2(1) ZBINRAH , LT R EBEMTE

, 8.2(EAMERARIF1/60 , MAR1/30, FiEHAMRANRIEBRIEN 108,

MM B BRI AT , ASAXNAER RS B E%ASA-4-733100 , IEEEE R 2R3 HEERM. F
Hshow threat-detection ratefi S I AEBEEEMNREBEFI W FHEHH., HEHEBRANSBHEE
EREHERREEREI0NBRIFEATFINEHEL,

REBAEFPNREEREZRBEYUHWBRIFE B A LEEFNEEIHEITE, (TEEBRIFEHH T
o —BRERE , MAERRERER, BREEBRIFRER —IMNRLEAEK. “show threat-detection

rate’ P REEREZREFE L —IBRIFEFVHESHEITE., XHET , REBEEGR SR

, Atk , MR HFBRIZXERE , FEVNNSHIRIZFA. “show threat-detection rate” ¥ it 8] 7 A&
B, HtFEAXREE—1BRINES.

EXRFEHRNT & REERERBELERERERPLIEARRE T NXPMBELEH , EXBEHEN
AERESMEN , TURAFERSIIRENSH,

BREHEN ( NREH G BBFEMEINA )

EEXRHRANTE , SRBHWRNTATREERANRVEITES . ASAZIEXNZTCPERR
FRENIP, O, hil. ACLMRBRSHFNRIRSGITEE . SREMENNACLEIHEEERING
o

XFEH., WAMDEUXNR , BBHENSREZNREFENBENREMBRHBES, FHH
MEEH. XTACL , RIS RERGEN B BRARLTRZHIBI101MACE ( 2FEAFHNIEL ),

ERMAEXEERT , REARBERS B 2058, 1/0h6t, 80 atfM24/0at, REREIRASRAE
B, B RIBERA B 2 A LA B “number-of-rate” < B #HTIRE, EXFAEE , FSHE
B0, Fln , MR “humber-of-rate” i RE N2 , BFHFER200 5. 1/NEMS NP ERITER.
MR “number-of-rate” iR EHN1 , BFEFR200%. 1/ ERITER. TICREMFALER , BE
£ R207 $IRE,

BRTCPERE , BIMEN AT UREEANEZRHH ZTCPEBRFHNA108RS3R. TCPER
MGt HiE SRR BNl , E A 7l SR E N & AR SR A fR LA R 45 E PR EAR) MRE
(BRIER, TCPEBMNSREMLNSITESXEASA 8.0(4) R ESRAF AT,



Eidshow threat-detection statisticsFshow threat-detection statistics topas & & & & R B T 55
IHER. WINEEIR A TTIEFTASDMB A EHIHR LTI EF . SRRPRUVERNREAER
H%ASA-4-733104F1%ASA-4-733105 , UTCPEBLITEBM FIIMRER ( 9 8% ) B rfd
RXERZGARE,

EEXRRBRNREL , SREHRLNtBIARREHRES, BESREHRMVEITER , TRIEMER
YERFE LETRE .

B R

RAEEENATREE FNP RIS ENHEN/FRPSNmOERENTRREE. BRAER
TEABHERRN.

HEBHWRNETERRBRAUNRS , EXRBRAUCSLEL THERGHEMER . Hit , &
REENNEE BN 2B HAZRRER, FEHRRAR)MREIERBRI)IRE, WHIIEE
ANXBET , SREXREHRUNKFEL FOHREEREE , BEABRBRN & -
EWHENBRIPHURIBIERE |, AIURBRMABSRENABNESER. W, SR
KNREEBREN/FPRERZERNRE, BMERERACLER , BRI T A& PR
fo

4 RS R R B B T U PRI Wi, XS 1 B I 5 9 B A U 2h BE
It — Al A X 3 BT ASAREEN F 5.

LW NN B AT |, AR EE /B FRIPIEFE%ASA-4-733101, MRFILIhEERE
NBFBEE , WEABERNERETITE , R12FK%ASA-4-733102, MHiBrshunit , £ig%
%ASA-4-733103, show threat-detection scanning-threatfi & 7] T EE BN HE B EIRE.

BR 7
« BB ARIEASA 8.0()REBIRASRT M, ASA 1000VF & T2 I AL,
. NELEREXTZRRBEN,

o NEERNEBET RENEM. BN TERRIEZASAKSHRE,
- HBARRSSREENTCPEEZ AT IT N SYNR I HH H A

WS
AR ER

{8 FAthreat-detection basic-threatés £ /8 A E A &4

<#root>
ciscoasa(config)#

t hreat - det ecti on basic-threat



7] LLE A show run all threat-detectionfi S &= & ERIAER R,

<#root>
ciscoasa(config)#

show run all threat-detection

threat-detection rate dos-drop rate-interval 600 average-rate 100 burst-rate 400
threat-detection rate dos-drop rate-interval 3600 average-rate 80 burst-rate 320
threat-detection rate bad-packet-drop rate-interval 600 average-rate 100 burst-rate 400
threat-detection rate bad-packet-drop rate-interval 3600 average-rate 80 burst-rate 320
threat-detection rate acl-drop rate-interval 600 average-rate 400 burst-rate 800
threat-detection rate acl-drop rate-interval 3600 average-rate 320 burst-rate 640
threat-detection rate conn-limit-drop rate-interval 600 average-rate 100 burst-rate 400
threat-detection rate conn-limit-drop rate-interval 3600 average-rate 80 burst-rate 320
threat-detection rate icmp-drop rate-interval 600 average-rate 100 burst-rate 400
threat-detection rate icmp-drop rate-interval 3600 average-rate 80 burst-rate 320
threat-detection rate scanning-threat rate-interval 600 average-rate 5 burst-rate 10
threat-detection rate scanning-threat rate-interval 3600 average-rate 4 burst-rate 8
threat-detection rate syn-attack rate-interval 600 average-rate 100 burst-rate 200
threat-detection rate syn-attack rate-interval 3600 average-rate 80 burst-rate 160
threat-detection rate fw-drop rate-interval 600 average-rate 400 burst-rate 1600
threat-detection rate fw-drop rate-interval 3600 average-rate 320 burst-rate 1280
threat-detection rate inspect-drop rate-interval 600 average-rate 400 burst-rate 1600
threat-detection rate inspect-drop rate-interval 3600 average-rate 320 burst-rate 1280
threat-detection rate interface-drop rate-interval 600 average-rate 2000 burst-rate 8000
threat-detection rate interface-drop rate-interval 3600 average-rate 1600 burst-rate 6400

\

RATYEAXEEEVEBAREXLRR  QEHHENWEMSE D EFHE Ethreat-detection rated o

7

<#root>
ciscoasa(config)#

threat-detection rate acl-drop rate-interval 1200 average-rate 250 burst-rate 550

BIEMRANRZSTUENLINRERIERR (ERIDR1, ER2FERI ) , E£%ASA-4-733100
syslogf 5| A 7B W EEZEID,

FELE—NRElIH , XNHE120080 NACLERHE T 2501 E /W HE40W AS50NEZ/RET |, Bl
*‘J/ﬂ“?%ﬁ“ﬂ%\db ll_1\7331000

= R R

i Fthreat-detection statisticstn S A B A S REMREN ., MBRBHISEDRERBE , ZHDHE
FHFEEaJL-L-I_L:u EIJEREZRO

<ttroot>



ciscoasa(config)#

threat-detection statistics ?

configure mode commands/options:

access-1list Keyword to specify access-1list statistics
host Keyword to specify IP statistics

port Keyword to specify port statistics
protocol Keyword to specify protocol statistics
tcp-intercept Trace tcp intercept statistics

<cr>

EREEXY. wAO. HPNHRACLEITHEERENERBREE , B #HAnumber-of-rate < # =,

<#root>
ciscoasa(config)#

threat-detection statistics host nunber-of-rate 2

number-of-rate>< 8 =5 & 18 M| B & N AR R & EnNE R

EZHTCPEESITER |, i5# Athreat-detection statistics tcp-intercept@ £ o

<#root>
ciscoasa(config)#

threat-detection statistics tcp-intercept

ERETCPEEBRITHENAEER | B Arate-interval, average-ratefburst-rate>x ¥,

<#root>
ciscoasa(config)#

threat-detection statistics tcp-intercept rate-interval 45 burst-rate 400 average-rate 100

B R

EZAPEBEN |, &6 Athreat-detection scanning-threat®i

<tfroot>

ciscoasa(config)#



t hreat - det ecti on scanni ng-t hr eat

EREARREDORERR | F6EHERBRNFTANthreat-detection rate@i o

<#root>
ciscoasa(config)#

threat-detection rate scanning-threat rate-interval 1200 average-rate 250 burst-rate 550

EARATASABFABKEEIP , FfshunxBF 7% N ZElthreat-detection scanning-threatis %o

<#root>
ciscoasa(config)#

t hreat - det ecti on scanni ng-threat shun

XE BRI AT A G E 62 —NEF — /Dt etiE. EEEshuniViFEeatiE | FEH

threat-detection scanning-threat shun duration@z %

<#root>
ciscoasa(config)#

t hreat - detecti on scanni ng-threat shun duration 1000

EREEERT , BB IEASARTTELIP, At | iE Athreat-detection scanning-threat shun
exceptin 8 ZHI5

<#root>
ciscoasa(config)#

t hreat - detecti on scanni ng-threat shun except ip-address 10.1.1.1 255.255. 255. 255

ciscoasa(config)#

threat-detecti on scanni ng-threat shun except object-group no-shun



EXFMENNASARMERLNEE D, SRNAERBRVFZZELRESNRR , RN EMH4M
REIENFHHEREIHES . RBERBA T shunZhaERY RN = 88 X 3) MM AR AT LA VFAY R

B,

BEEASARMIRANSH , BIWRNNANFRNAREEEMRL. BER , BFERERRABHEN 2
M FHEEASANAEFR AR, EREERT , RFETHHRIEERBER R GRS R RELES
HEE (fl, ENEIUER) .

BEXEBRERNANEFEEABRINEZIFMEES |, Hi21Tshow memory app-cache threat-detection
[detail] &5

HENRE
XL 1R T — B — R, BT BRI R A SRR B AR 3 S5 4 A AT BASEER A IR 4,
WMBEEREDERHE K %ASA-4-7331008F

HE %ASA-4-733100 R G B EFRRENVISERMER , HFRHEE show threat-detection rate . fE A LLIE B
,ﬁﬁ$wm%pﬂ@iﬁ§ﬁ%ﬁ%ﬁ®o

ERCRABERREFNRENEFANE , EEALEMRREENASPERRR , ULEEEZFN
FIEHIES., Hlm , MRIZF TACL DropRih , FIHIRASPEFRIRHR adl-drop ;

<#root>
ciscoasa#

capture drop type asp-drop acl-drop

ciscoasa#

show capture drop

1 packet captured

1: 18:03:00.205189 10.10.10.10.60670 > 192.168.1.100.53: udp 34 Drop-reason:
(acl-drop) Flow is denied by configured rule

HHRE REFNHIEZRM10.10.10.10%192.168.1. 1001 UDP/53 % & &

R %ASA-4-733100 R ERHERD , B RRAMBABDENEBRER, XATASARBRREH SR
HYIRIPHN B #71P

HTEFABBONEELZASPEEFNRE , AL TR ERBENAIELEEERY. FISMERZE
SYNW MBI |, X LR K BETASAR R E



MREASPEFAHRFEINZARSEN/INERENTHRESR , FREFERPRFEFRNES
EE,

MREZEETREERE , N AIE TR E B ASAZEU;EHQFEEBEH:UILE:RﬁE%I T E IR :go XAREE
& EEig & EMACLHQOS,

FFSYNK T , ATLAEASAEACLEHIERE, LU TCPEER & R BFrIRSES |, BiX
AEER &S B XA Conn LimitE .

N TFHEBEEY , A IEASA LRACLHEIERE ., ERABBEEN sunfl UG AIZIEDT , L
VASATEE XS RIBR N EFME IR B G ENFTEHES.

BB E R B 218 % %ASA-4-7331018¢
%ASA-4-733101 L5 BAREN/ FRR MG E P, BXBEHRMBREENZESR  BEEE

show threat-detection scanning-threat.
EASAE O EHRERREEN/NEFNEREESEAEY THBREN SR,

UL )| UE’JH*ETIETﬁgﬂHH UIPA E/)leEULASAZAH—U CER$E e PR L 37 2 2 PR F R 2 AV IR R
o IXTH @?ﬁtﬁu%tE’JACLiﬁquso S sz BIERMME AR NEES , B RFASAKE
EXNNBEBRAEHERZRBREGEIPHAERES. EAREFER , EATLUERACLETCPES
RBEASALFHHEILERE.

MERN B A RIRIR , M Scanning Threat rate intervals RN EEA M EHRIENE,
LB T W & H B %ASA-4-7331024% 12 F &Y

%ASA-4-733102%5 H BB I E K IP#bit, BB show threat-detectionshun B8, SAEEF B
FIBANREENTESIR, BEEA sowsun BT, LEBASATZBITHAAEIPHTESIR
( XEFEXRE BN 2 AWK ) o

MRshun2EEREHEN — MW EEHR—DBRE, BR , REFIHLEBEENRERET LK
FRE ek, 3 TUJE:JACL*HQOS*%E)M X [ 4R R [H] 1&%??5&3'5 ERE ERFRIR.

Rt RGBT AV BRI IR , BFFIEERA clear threat-detection shun [IP_address] T8 o

=18 % %ASA-4-733104 /2, %ASA-4-7331058¢

%ASA-4-733104F1%ASA-4-7331055| H HEI ZTCPE B R P M I ATE XM EH.. BEXWEERM
%ﬁ?}ﬁ EE%%EE"JE%’#@EHEE\ , 'L%EE show threat-detection statistics top tcp-intercept .

<tfroot>

ciscoasa#

show t hreat -detection statistics top tcp-intercept

Top 10 protected servers under attack (sorted by average rate)



Monitoring window size: 30 mins Sampling interval: 30 secs

1 192.168.1.2:5000 inside 1249 9503 2249245 Last: 10.0.0.3 (0 secs ago)
2 192.168.1.3:5000 inside 10 10 6080 10.0.0.200 (0O secs ago)

3 192.168.1.4:5000 inside 2 6 560 10.0.0.200 (59 secs ago)

4 192.168.1.5:5000 inside 1 5 560 10.0.0.200 (59 secs ago)

5 192.168.1.6:5000 inside 1 4 560 10.0.0.200 (59 secs ago)

6 192.168.1.7:5000 inside 0 3 560 10.0.0.200 (59 secs ago)

7 192.168.1.8:5000 inside 0 2 560 10.0.0.200 (59 secs ago)

8 192.168.1.9:5000 inside 0 1 560 10.0.0.200 (59 secs ago)

9 192.168.1.10:5000 inside 0 0 550 10.0.0.200 (2 mins ago)

10 192.168.1.11:5000 inside 0 O 550 10.0.0.200 (5 mins ago)

3 S RER NS B R B E AT ASAEiEi_TCP?‘Eﬁﬁ’c?F B#rBRS 2. KR EEBAYERER S
, BRREMNNIREVERMBERERZSORF . A, REFHEIEREENRE , FERT
AEfm B B R b, X AT BUBETSACLMQoSKKH, XA AR ERBELFEIIFERELRER

I

MERNBNWRERIRIR , BNTCPEBRTNERFRBRNESENE , HEMA threa-detection statistics

: PPN
tcp-intercept A T3 o

Q0 1e] F 2 AR & B R
ENHAHRAE , FHMEESHAPIERER, AT AT NAME R LADEDHETR,
EXREM — ACLEF, B REMEIHE

EMRBRENELRRY SR - PHR. AREFENASPEFERR , A EIASARIE
HENBASPEFRREFNRE,

f5lzn , ACL Drop. FirewallflScanning B #8< & [Racl-dropEF W HIFEB SRR, THUATHTR
LA 2] B fih & 3 L6 By

1. EASAR SNEREZE O LRI —NACL , BBIAEF RIEFIASA(10.11.11.11) N &Y B #R AR5 2R AT PR
BTCPEHES :

access-1list outside_in extended Tine 1 deny tcp any host 10.11.11.11
access-1list outside_in extended permit ip any any
access-group outside_in in interface outside

2. MASASNERRY B i % (10.10.10.10) s A nmapY B #R AR S5 28 LY - Nim DI 1T TCP SYNHI#

nmap -sS -T5 -p1l-65535 -Pn 10.11.11.11

~ EE : T5EEnmapARREZETHE., BEREEPCHER , XMTRUME K LEERIA
EER, MEEXTER , REREEELEEENEPNERERER, HEFTARIFIBRIE
BERNON , EXRREMR N FIBAME B , TieHER N,



3. AR , KMEIACLEF. BrXEMBARKRM Y ERRE

%ASA-1-733100: [ Scanning] drop rate-1 exceeded. Current burst rate is 19 per second,
max configured rate is 10; Current average rate is 9 per second,
max configured rate is 5; Cumulative total count is 5538

%ASA-1-733100: [ ACL drop] drop rate-1 exceeded. Current burst rate is 19 per second,
max configured rate is 0; Current average rate is 2 per second,
max configured rate is 0; Cumulative total count is 1472

%ASA-1-733100: [ Firewall] drop rate-1 exceeded. Current burst rate is 18 per second,
max configured rate is 0; Current average rate is 2 per second,
max configured rate is 0; Cumulative total count is 1483

% e
/.

o

P EARTRAIF , ACLEF M XIEARIFIBRIBIRE N0 , it EATHL 268K B
JLEHE':-JKEEE §$§|J790E’JJ§I°

TQF fﬂlﬂ

SRR — TCPES
1. TEAER O EBIEBACL , LA RETIASA(10.11.11.11)NE B FrIRE BN FIETCPERIES :

access-1list outside_in extended line 1 permit tcp any host 10.11.11.11
access-group outside_in in interface outside

2. MRBIRSBFJRERLATEFE , HECEE T REHENEESZR , FHEASALEE —MER
ARPZ&E , UERIEREMNATEORRHE :

arp inside 10.11.11.11 dead.dead.dead

3. HFASALBIZ R 2 TCPE=& XA :

access-1list tcp extended permit tcp any any
class-map tcp
match access-1list tcp
policy-map global_policy
class tcp
set connection conn-max 2
service-policy global_policy global

MASANEBR & & (10.10.10.10) £ nmapXy B #R AR 55238 LAY &N Q@ 1TTCP SYNI3#

nmap -sS -T5 -p1-65535 -Pn 10.11.11.11

HER , BRI SREZ R NRSES

<#root>



ciscoasa(config)#

show t hreat-detection statistics top tcp-intercept

Top 10 protected servers under attack (sorted by average rate)
Monitoring window size: 30 mins SampTling interval: 30 secs

1 10.11.11.11:18589 outside 0 0 1 10.10.10.10 (36 secs ago)

2 10.11.11.11:47724 outside 0 0 1 10.10.10.10 (36 secs ago)

3 10.11.11.11:46126 outside 0 0 1 Last: 10.10.10.10 (6 secs ago)
4 10.11.11.11:3695 outside 0 0 1 Last: 10.10.10.10 (6 secs ago)

=¥ =D
1. TEAERZE O ERIEBACL , LA RETIASA10.11.11.11)NE B FRIRE B[N FIETCPEIES -

access-1list outside_in extended 1line 1 permit tcp any host 10.11.11.11
access-group outside_in in interface outside

N EE N T UABBRBDRVBEE FRREEP , BARVFREETASA.

2. MREMBRSHFXGFLATFE  RECEE T NHENEZESZE , FEASALRE—IMER
ARPZ&E , UERIEREMNATEORRLHE :

arp inside 10.11.11.11 dead.dead.dead

N HERRESEEEMNEETITARDY — 5.

3. MASASEBRY I % (10.10.10.10) £ FinmapXy B #r iR S5 88 LV BN s DIE1TTCP SYNHIH -

nmap -sS -T5 -p1-65535 -Pn 10.11.11.11

~ EE  T5EEnmap AR THE, BEREEPCHER , XMTRUMA K LERIA
EER, MBEEXMER , RERECEEEENENECEERERE, YHEFARIFIBRIER
BHOR , ERREBRNFHRAMELRE , TieEEREMM,

4. FER  RNBHHERY , BEREENIP , HBFAREE

%ASA-1-733100: [ Scanning] drop rate-1 exceeded. Current burst rate is 17 per second,
max configured rate is 10; Current average rate is 0 per second,
max configured rate is 5; Cumulative total count is 404
%ASA-4-733101: Host 10.10.10.10 is attacking. Current burst rate is 17 per second,
max configured rate is 10; Current average rate is 0 per second,
max configured rate is 5; Cumulative total count is 700
%ASA-4-733102: Threat-detection adds host 10.10.10.10 to shun Tist
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/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/protect_threat.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/protect_threat.html
/content/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H.html
/content/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H.html
https://www.cisco.com/c/zh_cn/td/docs/security/asa/syslog/b_syslog.html
https://www.cisco.com/c/zh_cn/td/docs/security/asa/syslog/b_syslog.html
https://www.cisco.com/c/zh_cn/td/docs/security/asa/syslog/b_syslog.html
https://www.cisco.com/c/zh_cn/support/index.html
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