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debug crypto isaknp 127
debug crypto ipsec 127

ASAEE
ABIRHASAR BRI W EARE ; TRANBESH.

interface G gabitEthernet0/0

namei f out si de

security-level O

i p address 10.48.67.14 255.255.254.0

crypto i psec transformset TRA esp-aes esp-sha-hmac

crypto i psec security-association lifetinme seconds 28800

crypto i psec security-association lifetime kil obytes 4608000

crypto dynam c-map DYN 10 set transformset TRA
crypto dynami c-map DYN 10 set reverse-route

crypto map MAP 65000 i psec-i saknp dynam ¢ DYN
crypto map MAP interface outside
crypto i saknp enabl e outside

crypto i sakmp policy 10
aut henti cation pre-share
encryption aes
hash sha
group 2

lifetine 86400

usernane cisco password cisco
usernane cisco attributes
vpn-franed-i p-address 192.168. 1. 100 255. 255. 255.0

tunnel -group EZ type renote-access

tunnel -group EZ general -attributes
defaul t - group-policy EZ

tunnel -group EZ ipsec-attributes
pre-shared-key *****

group-policy EZ interna

group-policy EZ attributes

passwor d- st or age enabl e

dns-server val ue 192.168.1.99

vpn-tunnel - protocol ikevl

split-tunnel -policy tunnelal

split-tunnel -network-1ist value split

def aul t - domai n val ue jyoungt a-| abdomai n. ci sco. com
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MEFimERAMT,

M EEAMT, IRV IR SEEA T EER N BITEER.
MXBEE
BEOLBATISAKMP , HEELEX T —MNERFRAIEH A ITE AT R

crypto i saknp enable

out si de

crypto isaknp policy
10

aut hentication pre-
share

encryption aes

hash sha

group 2

lifetine 86400

E5namrtEfBEaFE

tunnel -group EZ type
r enot e- access

tunnel -group EZ
general -attributes
def aul t - group-policy

EZ
tunnel -group EZ i psec-
attributes

pr e-shared-key cisco




HEAM2, BREEZE :

— ERH R

- Diffie-Hellman(DH)

— 95 751D

-auth

— P& tth ik R (NAT) R U 1 2R

KIEAM2,




MEFimERAMS,

=AM 3.8 TANATZF B (NAT-T)HY o TLTE , MimALE/ AMENE,

BaE15MERXAUTH) F B RA - &k,




ERA P EI,




M Fub, WukFEut T
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usernanme ci sco
password ci sco
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E R mode-configiEKo
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BTN,

AXEE -
BEE . EXMERT | BRAN AR S EAFNIP,

usernane ci sco
attributes
vpn-framed-ip-
address 192.168.1.100
255.255.255.0
group-policy EZ

i nternal

group-policy EZ
attributes
passwor d- st or age
enabl edns-server val ue
192.168. 1. 129
vpn-tunnel - prot oco

i kevl

split-tunnel -policy
tunnel al
split-tunnel - net wor k-
list value split default-
domai n val ue

j youngt a-

| abdommai n. ci sco. com
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ERQVT,

BHIEQM1,
MXBEE

crypto dynam c- map
DYN 10 set transform
set TRA

FIEQM2,
MXBEE :

tunnel -group EZ

type remote-access !
(tunnel type ra = tunnel
type remote-access)
crypto ipsec transform
set TRA esp-aes esp-
sha-hmac

crypto ipsec security-
associ ation lifetime
seconds 28800

crypto ipsec security-
association lifetinme

ki | obyt es 4608000
crypto dynamic-map




DYN 10 set transform-
set TRA

crypto map MAP 65000
i psec-i saknp dynanic
DYN

crypto map NAP
interface outside

IEQM2,







ERQV3,

REQM3, BTEAENMHEEZESHESI(SPl), AENARINBSEE.
MXBEE

crypto ipsec transform
set TRA esp-aes esp-
sha- hmac

crypto ipsec security-
association lifetine
seconds 28800

crypto ipsec security-
association lifetine
ki | obytes 4608000
crypto dynam c- map
DYN 10 set transform
set TRA

crypto dynam c- map

DYN 10 set reverse-
route










2B R TE R . WX o D A N A o
NTEEE R , AFF mXEZAXBERENNERRE —&ER. IRTFHET , ENZKEEZVPN

BRIE L UE

ISAKMP

sh cry isa sa det@p S HIRE 7 :

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA 1

1 I KE Peer: 10.48.66.23

Type : user Role : responder

Rekey : no State : AM ACTI VE

Encrypt : aes Hash : SHA

Auth : preshared Lifetinme: 86400

Li feti me Renmai ning: 86387

AM ACTI VE - aggressive node is active



IPsec

B FinternetiE &5 2 (ICMP) A Tt 2 F2E , Btk R B —NMPsec SAL T EARS. 12
ICMP, #3XE , SPHESRHAMNENETRE. KRt , XRE2MBREHEREZREHNE—FRE

o

sh crypto ipsec satp B R -

interface: outside
Crypto map tag: DYN, seq num 10, local addr: 10.48.67.14

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote ident (addr/mask/prot/port): (192.168.1.100/255. 255. 255. 255/ 0/0)
current _peer: 10.48.66.23, usernane: cisco

dynam c all ocated peer ip: 192.168.1.100

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5

#pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 5, #pkts conp failed: 0, #pkts deconp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragnments created: O
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#send errors: 0, #recv errors: O

| ocal crypto endpt.: 10.48.67.14/0, renote crypto endpt.: 10.48.66.23/0
path mu 1500, ipsec overhead 74, nmedia mu 1500

current outbound spi: C4B9A77C

current inbound spi : EA2B6B15

i nbound esp sas:

spi : OxEA2B6B15 (3928714005)

transform esp-aes esp-sha-hmac no conpression
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 425984, crypto-map: DYN

sa timng: remaining key lifetime (sec): 28714
IV size: 16 bytes

replay detection support: Y

Anti replay bitnmap:

0x00000000 0x0000003F

out bound esp sas:

spi: OxC4B9A77C (3300501372)

transform esp-aes esp-sha-hmac no conpression
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 425984, crypto-map: DYN

sa timng: remaining key lifetime (sec): 28714
IV size: 16 bytes

replay detection support: Y

Anti replay bitnmap:

0x00000000 0x00000001

HXRER
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