£ASDM 6.3 E B x4~ L Bl iE 1P 1048 A

ASDM fii&

Cisco ASARFRSVPHIE S BIAITH
[ ana

i PE HEBR

HXER

fifr

ANERERHTEEZNAENZTSIREASA)UMEERR T RLEIPERNIPHEEZHN RFIEE,

EREH
ER
YRR ETRENER,

{F BV 4H ¢F
AXEPHEERET U TR FE AR

ETHAHIRAS 3R EBIRAM Cisco ASA
 ETHARAC IR EBRAN BREENL L EEE

AW ESBRETRESREREhWIREHEN . AT ERNAEREBNEEAR

(B ) BE. MELEANLEING  FRRECE T RIS S BTN,

p 1|

BRMHAENESZEER , 5 %E Cisco BRETRAE,

HRER



/c/zh_cn/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

BENMNPREEMIE —NMPHRX , EFEE—MEIFR. “GH'FER (BEHNIPER ) #H—
EREATHEENRHEINE , EASHELEEHRIFTEXLINE, HHR , IPATSENRAR, &
ENBFRIBANAE, IPETNEARTEN , FRAUNEEE. —HZMNEH.

IPIEIR —fhZ XK , MRBATIPANZERNVIPEEZETASA , e EXMERNIREN
EEHEANE, FHit , WEHE TS RN MERI, B TFCisco ASARER I ALHELR 2R
%, BBRIAMBRT , EaZFECBHAIPATIZERNBIES, LERTREBFTEHERY , H#HE
SE .

106012| 10. 110. 1. 34| | XX. YY. ZZ. ZZ| | | P10. 110. 1. 34XX. YY. Z2Z. ZZ, | P*"

BR , EMSURELIETE Cisco ASANEERZERRF , LABTERELIPETNIPHIES
, BNMIRWF I ATEES KM, MCisco ASABHFRRAS8.2.27F 48 |, Bl AT BN IPIETBUAL "B
ThRe. B MLIhAE , ARG L B R4S E PR TR 2 dE & 7 BUEE Cisco ASA.

RANBRT , kD CER , ARLREBPEATUATIPEIHNKE., BELRESIERASAR
THEEBEE , SURKRIEENIPED , ARATHEIEL.

. EIMH| T4 R(EOOL)RIPIETNO — LLIETE REFMAEGRDIINAKRE , BFRICIEDIIRAER,

. TRENOP)HIPET1 — it FREFBRNEKETE,

- BRI RS R IR(RTRALT)SRIPEI20 — WATUB AP H#IEHBRLERFEETNAE , IEREST
=R EIZEEES

ANER R S AT R B A ST RS PSR ThAE R B 2.
X8 ERRAX AT EASONESES , IEAGAERIE (NBREEMEF ).
ASDM Bl

EFASDM |, &AL E R E BAX EBIPETIZENOPHIPHIEEHNRE,

IPR kP HIOptionsFRANEEE, —HZMNEW , IEFRNEKELZE, BR |, IPHRALAZ
2/u AV A, MRBFIAETIV VT RI2CAVEE , NINOPEIUR AEREBER" , EE32(LiL
S EXIFFERI,

1. # BlConfiguration > Firewall > Objects > Inspect Maps > IP-Options , /5 &% f7Add,
Configuration = Firewall > Objects > Inspect Maps = 1P-Options |
Configure IP-Options maps,
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B% Add IP-Options Inspect Map

Mame: [{testmap ]

Descripkion: i

Parameter‘s ..............................................................................................

[ ] Allow packets with the End of Cptions Lisk (EQOLY option

Clear the opticn walue From the packets

Aflow packets with the Mo Operation (MOPS optiore

[ ] Clear the aption value from the packets

[ ] Allow packets with the Router Alert (RTRALT) option
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Configure [P-Opkions maps.
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B& Edit Service Policy Rule

[ ] select all inspection rules
[ ] CTIGEE
[ ] DCERPC Configure. .
DMS Zonfigure... DMS Inspect Map: migrated _dns_)
ESMTP Configure. ..
FTF Configure. ..
[]aTP Configure,
H.323 H.225 Configure. .,
H.323 RAS Configure. ..
[ JHTTP iZonfigure,
[ 1M
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[]1Ls
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B% Select IP-Options Inspect Map

() Use the default IP-Options inspection map

E.'|E.'E|I an IP-Options inspect map far fine control over inspeckion
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B8 Edit Service Policy Rule

| Traffic Classification | Default Inspections | Rule Actions

Pratocol Inspection | Connection Settings | QoS5 | NetFlow |

[ ] Select all inspection rules

[] CTIQRE

[ ] DiCERPC Configure, .

DS Configure. .. DMS Inspect Map: migrated_dns_r
ESMTP Configure. ..

FTP Configure. ..

[]aTP Configure. .

H.323 H.225 Configure. ..

H.323 RAS Configure. .

[ ]HTTP Configure,.

[ 1cmp

[ ] 1P Errar

[]1Ls

[]1m Configure..,
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[ ] rrap Configure, .,

[ ] mMaCP Configure, .
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Cisco ASA

ci scoasa(confi g)#policy-map type inspect ip-options
t est map

ci scoasa(confi g- pmap) #par aneters

ci scoasa(confi g- pmap-p) #nop action al |l ow

ci scoasa(confi g- pmap- p) #exi t

ci scoasa(config)#policy-map gl obal _policy

ci scoasa(confi g- pmap) #cl ass i nspecti on_defaul t

ci scoasa(confi g- pmap-c) #i nspect ip-options testmap

ci scoasa(confi g- pnap- p) #exi t

ci scoasa(config)#wite nenory
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B Edit Service Policy Rule

Following services will match the defaulk inspeckion traffic:
Service Protocal Port

ckigbe kcp 2745

dns udp 53

ftp kep 21

gkp udp 2123, 3386

h3z3 - h225 kcp 1720

h323 - ras udp 1716 - 1719

hkkp kcp a0

iin:mp icrmp

lils kcp 349

Bl

mgcp udp 2427, ZFET

nethios udp 137 - 138

radius-acck udp 1646

FpC udp 111

tsh kcp 514

rksp tcp =04

sip kcp =060
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