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permit ip 10.153.0.0 0.0.255.255 host 10.158.9.1
permit ip 10.154.0.0 0.0.255.255 10.158.10.0 0.0.0.255
permit 0 any host 10.159.1.22

deny ip 10.155.10.0 0.0.0.255 10.159.2.0 0.0.0.255 log
permit TCP any host 10.160.0.1 eg 80 log

permit TCP any host 10.160.0.2 eqg 23 log

permit TCP any host 10.160.0.3 range 20 30

permit 6 any host HOSTNAME1

permit UDP any host HOSTNAME2 neq 53

deny 17 any host HOSTNAME3 1t 137 log

deny 17 any host HOSTNAME4 gt 138

deny ICMP any 10.161.0.0 0.0.255.255 log

permit TCP any host HOSTNAME5 neqg 80
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192.168.26.51/24

Server 2
10.1.1.3/24

£0/0 - DMZ
g_ 192.168.26.13

2.

Server 1 E0A-Inside  ASA

10.1.1.2124 1T2.06.1.1/24

X WEESPFERANIPHIULS EEInternet L ES

RFC 1918 #biit,

B ExE R VPN(IPsec)

ASDM HR

WAT RIS RUABLEIZZT5 R VPN :

@

Clsco VPN
Chant

R, XL REXNKERFRERL

1. MHome & O Ai&EWizards > VPN Wizards > IPsec(IKEv1)Remote Access VPN Wizard,

% Cisco ASDM B4 For ASA - 192.168.26,13

Fle View Tools | Wizards ||'Window Help Lesok:
@) Home| o o __ tertvp Wiard... | € pack £ Forveerd | D rep|
= [ enwead: ] Pl Sketoshe VPN Wizard...
g P High & silsbabty ard Scalabiity Wizard. ., ArwCanmect YRR Wizard, .
B " e Unified Commurnication Wizard... Chentless S5 VPN Wizard. ..
:E',_I Packet Capturs Wizard. .. |, P}n{lk}.’vl}ﬂnﬂ# Amm 'f'PH Wizard,, I : |E
Ielll || General | ucense | W1 Irkerface | 1P Addresime
dinz 152, 168,26, 13/24
: ault.domain.invalid
Hosk Kame , cisooasa.def; : lireside 10, 1.1.1124
ASA Version: . 8.4(3) Dﬂ'fﬁe'-'ﬂﬂ" 0d 2h 20m 375 oukside 172.16.1.1/24
ASOM Yerson: BALT) Device Type:  ASA 5510 kast noip address
Firesall Mode: Rowted Carkext Mode: Single
Totd Flash: 64 MB Tatdl Memary: 256 MB
Sedect an interface to view input and output

2. RIFEFZEEIFEVPN Tunnel Interface(4x51# J3Outside) , H ¥ 4Ri% F Enable inbound IPsec
sessions to bypass interface access lists35 8 f £ % 4E.



VPN W T Y
VPN Wizard iPsec IKEv]l Remaote Access Wizard (Step 1 of ..}

b calis from remote usars such as telecommisters is called remobe access tunnel,
This wzard creates basic bunned configurstions thst vou can edt |ater using the 500,

VPN Remole Accoss

Local Remple

Eemobe Accass %:!E;” lelrt_‘; ? i

Lise this wizard to configure new nes [Psac (IKEY1) remobe access WEN tunnels, & tunned established

VBN Tunnel Interface: L

authorization sccess fisks skl apply to the traffic,

- Enable inbound IPsec sessions bo bypass nberface access lists. Group policy and per-user

Mk = Firet | Cn!l'lté__l HE-'b |-

I-
i

3. #%&$ZVPN Client TypefE Cisco VPN Client, Release 3.x®RE B4, # 7 Next.
fia ¥PN Wizard e T

VPN Wirarnd Remobe Aocess Clent [Step 2 of ..}

WP cliant For thes tunnel,

VPN Client Type:

or other Easy WPN Remote product

" Microsoft Windows dient using LZTP over IPsec

soecify tre POP subhenbication pentecsl, 1F & protoced & pa

specified on the remote disnt, do not specfy it

I Chenit vl serd e aroup rigme asUsermamesabrneinroos

.ZI'|||*----I|g|-:-_' ALt CAGICE 15 LHED) \iCh ENes 0f Hory Ehen Defaubrac

pre—shared kay a=d ppp authenticabion as as0 modfed

I rae - B car @ sciarys T msciarve: [T e8P0

X|

Remote sccess users of various types can open VPN tunnels bo this ASA, Selack the bvpe of

Specily i Bha cient will send tunns! group neme & - ysermaeiidunnsroup

w0

< Back m& -'r----l Cancel | Hebl

4. 1%3%“Authentication Method” 12 ft“Authentication”E 8. HAFERAN S HRIFSHEZETMHE




B4, AN RN FIEEFBREA R, L ERANTR L ZB4ARcisco123 , LA FEHH
RYBRE A & FrECisco-Tunnel, 2 Next.

f® ¥PN Wizard

T —
PR %]

e

ep Jol ..}

VPN Wizard ¥PHN Client Authentication Method and Tunnel Group Name (St

The ASA allows vou to group remote access tunnel tsers based om common connection paramebers

and dient attributes configured in the subsequent screens. Configure suthentication method and
tunmel group For this remote conmection. Use the same bunned group name for the device and the
remote chenk,

:.m.ﬂ'ututlmr{u&nd

¥ Pre-shared key
' Pre-Shared Key:  foscol 23

| Cestificabe
Certificate Signing Algorithay  res-sig
Certificate Mame: | ;l

™ Chalenge response authentication (CRACK)

~Tunne! Group -
Tunnel Group Name: F:is:m-‘!unnal

« Back, %é}l Firtet | Cancel | Help |

5 AR RFEMAAMAFBREENZREAFP#HTEMRIL , E2FEFEANIE AAA BRSE4A
NIZRAFH#HTEHRRIE, i , RITEREAAAARSESRAHR TSR, ¥ EHAAA Server
Group Name= B¢ 5518 BINew A B Z #THIAAA Server Group Name,




= ¥PN Wizard I x|
VPN Wizand Client Authentication (Step 4 of ...}

Ta authenticabe remote users wsing local device user databass, select the First option below.
You can creabe usar accounks in the nexk step.

To use external &84 servers instead, select the second option. You can select an ecdsting AR
server group or crpate a new one using the Mew bukton below,

T manage all ather AA4 settings, go bo Configurakion > Device Management > Lisers/AAS in
tre maim A50M window.

™ Aughenticate using the [ocal user database

| & Acthenticate using an AAA server oroup |

AAL Server Group Marmes: |

{Ba:k.J Nat > | it | Cancel | Hels |
LY

6. ERENMENZRPRHUBSR[ABNH. FORIEHIN, BS[/PiE, FOBKHNMBRSHEE
H, RELTRE,



E: MNew Authentication Server Group

Creake a new-aul:heﬁl:r;atinn_ser'-.f_er_grcnup containing one authentication server,
To add mare servers to the group or change other AAA server sethings, go ko
Configuration = Dewvice Managemenk = L.I5ar.¢;,l'.ﬁ.;!'..|:_'. = A Server Groups,
ServeraEroup Mame; AC55
Authentication Protocol: RaDILS E
Server IP Address: 192,168.26.51
Inketface: dmz -
Server Secret Key: i
iZonfirm Server Secret Key: e

“ Q. " Cancel Help

legs

7. B Next.




= ¥PH Wizard A E T x|
VPN Wizard Client Authentication {Step 4 of ..}

Ta authenticabe remobes ussrs wsing local devics user dababase, select the First option befow.
You can creabe user accounks in the ek step.

To use external &84 sevvers instead, select the second option. You can select an ecdsting Ak
server group or crpate a new one using the Mew button bedow.

Tor manage all ather AAA settings, go bo Configuration > Device Management = Lisers/AAS in
tre maim S50 window,

(™ Aughenticate using the local user database

i+ Authenticabe using an ARR server group

A4S Server Group Mame: |mf:‘:“-5

< Back g:— r'.=..-.-.| f.'an:dl H-ehl

8. EN—ANEHAIZRE VPN B IEHITEENISIBA TN At ith, #ENewlA 82
Y 2 i b 41k 5t
B vPNWizard B

VPN Wizand Address Pool  {Step 5 of 10)

Enter & ponl of local addresses to be used For assigning dynamic 1P addresces bo remote Ve
clients,

Turnel Group Mame ! Cisco-Tunnel

Pool Mame: . EI @ |

~Pool Settrgs
| Range Start Address:

Range End Address:

Subret Mask:

*:Bﬂ:k] Met > | Firtet | Cancel | Helg |




9. £Add IP PoolE A F |, R AFR, EIRIPHIE, SRIPH UM FMAEE, Click

g Add IP Pool x|
Mame: Sarmple-Pool
Starting IP Address: |10.2.2.1 ]

Ending IP Address; |10.2.2,254

Subnet Mask: 255,255,255, 0 -

OK q% I

10. NTHIZIRFPIEEBER , RRETT—F" WRHIBBEREESROT 6l Sample-

Pool,
5 ¥PN Wizard 2

. oo x
DR

VPN Wizard Address Pool  {Step 5 of 10)

Cancel | Help

Enter & pool of local addresses ko be used For assigning dynamic [P addresses o remote YEN
clients.

Turnel Group Mame ; Eisco-Tunnel

e ] e |

-Pool Settirgs
Range Start Address: 10.2,2.1
Fange End Address: 10.2,2.754
Subrek Mask: 255,255,255.0

:Ba:k] Mexk = | Finesh | Cancel | Help |

11. &% : $&7E DNS M WINS RS 8E R AR FHEHEESIZE VPN FFima BIARA,




& ¥PN Wizard T x|

VPN Wizard Attributes Pushed to Chent (Optional} {Step 6 of 10}

Attributes vou configure Below are pushed bo the WPN client when the: chent connects o the
ASA. IF you do not want an attribute pushed ko the dient, leave the corresponding Fisld Bank.

Tunrnel Group: tb_cn-Tl.rrd]
Primary DNS Server:
Sacondary DS Server!
Primary WING Server:
Secondary WINS Server!
Diefaul Daimsiy Nafes; CiSmo, Com
<Back | Mext> | fie | Cancel | Helo |

12. EEMLAIBENIME ( WMRE ) NEIEFE VPN AP AFF . HEExempt Networks F 12
HEOBMNERBROMEE , £ENext. MBEFHIIREZE |, MFATFERE VPN AFiEE
ASA HEANNIBME, BEUEREN LEADEIRRE, 2EBEXN & FTARSREF a0 EAT
EXHRFOBERETNE , HEITFTUBER AWM IZBEREENEA Internet B K
#BiGE,. WMRK EASEIREE , WIKEZE VPN FHF B ATE BT EL fEE % 5 2
ASA, XTRESBRENTRMLGERFERAR , BEABRTENEE,



& ¥PN Wizard %]

VPN Wirard IPser Settings (Dptional) (Step 7 of 10)

Metwork Address Translabion (NAT) is Used to hide the inbernal nebveork From oukside usars, You can
gk exceplions bo NAT ta expase the entire of part of the inbernal netwark bo authenticated remote
users probected by YN,

To exposs the entire netwark behind Bhe most secure interface to remote VPN users without AT,
leave the Exempt Networks Fledd blank.

Inkesface: |rrsi:k: ;l

Exempt Metworks: [10.1.1.0/24

[ Enable spit tunneling b et remote users have smultaneous encryphed acoesss ba the resources
defined above, and unencrypted access bo the intermet,

[T Enable Perfect Forwarding Sacrecy (FFS)

< Back IW il | ancel | Help |

13. LB A E REBERITRENLE, MRENEEREFE , iHE L Finisho

|ﬁ L] w::ard e T ﬂ

VPN Wuard Summary (Step & of 10}
Yo have oreated a Remobe Access YPH bunnel with the Following attribubes:

VPN Tunnel Inkerfacs: outside
1Psec suthentication uses pre-shared key: decol 23
Tunnel Group Mame:  CiEco-Tunnel
Crefault Group Palkicy; Cisco-Tunne|
User authertication using authenticacion server group: ACSS
Mew acthentication server groups) authentication servers: A&CSE | 192.168.26.51
Pool of TP addresses For ¥PN clients! Sample-Pool
{10.2.2.1 - 10.2.2.254)
Primary DMS: 10,1,1.254
Crefaudt Domain Name: cisco.com
Irternal network elements exposed to remote VPN users without NAT:

Perfect Fn:rrmrd Secrecy (PEI): disabled

< Back ek = Fmp\‘,,. !
i Y




fE FCLIELRASA

UTFRCLIEE :

ASA B EHNZTERE

ASA# sh run

ASA Version 8.4(3)

!

!--- Specify the hostname for the Security Appliance.
hostname ciscoasa enable password y.tvDXf6yFbMTAJD
encrypted passwd 2KFQnbNIdI.2KYOU encrypted names ! [---
Configure the outside and inside interfaces. interface
Ethernet0/0 nameif dmz security-level 50 ip address
192.168.26.13 255.255.255.0 ! interface Ethernet(0/1
nameif inside security-level 100 ip address 10.1.1.1
255.255.255.0 ! interface Ethernet0/2 nameif outside
security-level 0 ip address 172.16.1.1 255.255.255.0 !
!--- Output is suppressed. boot system disk0:/asa843-
k8.bin ftp mode passive object network
NETWORK_OBJ_10.1.1.0_24 subnet 10.1.1.0 255.255.255.0
object network NETWORK_OBJ_10.2.2.0_24 subnet 10.2.2.0
255.255.255.0 access-1list OUTIN extended permit icmp any
any !--- This is the Access-List whose name will be sent
by !--- RADIUS Server (ACS) in the Filter-ID attribute.
access-list new extended permit ip any host 10.1.1.2
access-list new extended deny ip any any

pager lines 24

logging enable

logging asdm informational

mtu inside 1500

mtu outside 1500

mtu dmz 1500

ip local pool Sample-Pool 10.2.2.1-10.2.2.254 mask
255.255.255.0

no failover
icmp unreachable rate-limit 1 burst-size 1

!--- Specify the location of the ASDM image for ASA !---
to fetch the image for ASDM access. asdm image
disk0O:/asdm-647.bin no asdm history enable arp timeout
14400 !--- Specify the NAT from internal network to the
Sample-Pool. nat (inside,outside) source static
NETWORK_OBJ_10.1.1.0_24 NETWORK_OBJ_10.1.1.0_24
destination static NETWORK_OBJ_10.2.2.0_24
NETWORK_OBJ_10.2.2.0_24 no-proxy-arp route-lookup
access-group OUTIN in interface outside !--- Create the
AAA server group "ACS5" and specify the protocol as
RADIUS. !--- Specify the ACS 5.x server as a member of
the "ACS5" group and provide the !--- location and key.
aaa-server ACS5 protocol radius

aaa-server ACS5 (dmz) host 192.168.26.51

timeout 5

key *kkkk

aaa authentication http console LOCAL
http server enable 2003
http 0.0.0.0 0.0.0.0 inside




!--- PHASE 2 CONFIGURATION ---!

hashing types for Phase 2 are defined here.

!--- all the permutations of the
crypto ipsec ikevl transform-set
aes-256 esp-md5-hmac

crypto ipsec
esp-sha-hmac
crypto ipsec
esp-sha-hmac
crypto ipsec
esp-md5-hmac
crypto ipsec ikevl transform-set
aes-192 esp-md5-hmac

crypto ipsec ikevl transform-set
esp-md5-hmac

crypto ipsec ikevl transform-set

ikevl transform-set

ikevl transform-set

ikevl transform-set

aes-256 esp-sha-hmac

crypto ipsec ikevl transform-set
esp-sha-hmac

crypto ipsec ikevl transform-set
aes-192 esp-sha-hmac

crypto ipsec ikevl transform-set
esp-md5-hmac

!--- Defines a dynamic crypto map with

specified transform-sets created

specifying all the

transform-sets.

!--- The encryption &

We are using

PHASE 2 parameters.

ESP-AES-256-MD5 esp-

ESP-DES-SHA esp-des

ESP-3DES-SHA esp-3des

ESP-DES-MD5 esp-des

ESP-AES-192-MD5 esp-

ESP-3DES-MD5 esp-3des

ESP-AES-256-SHA esp-

ESP-AES-128-SHA esp-aes

ESP-AES-192-SHA esp-

ESP-AES-128-MD5 esp-aes

| ———

the
earlier. We are

crypto dynamic-

map SYSTEM DEFAULT CRYPTO MAP 65535 set ikevl transform-

set

ESP-AES-128-SHA ESP-AES-128-MD5
ESP-AES-192-SHA ESP-AES-192-MD5 ESP-AES-256-SHA ESP-AES-

256-MD5 ESP-3DES-SHA

ESP-3DES-MD5 ESP-DES-SHA ESP-DES-MD5

!--—- Binds the dynamic map to the IPsec/ISAKMP process.
crypto map outside_map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT_ CRYPTO_MAP

!--- Specifies the interface to be used with
settings defined in this configuration.

outside_map interface outside

!--- PHASE 1 CONFIGURATION ---!

uses ISAKMP policies defined with all the permutation

-- of the 5 ISAKMP parameters.
commands here define the
that are used.

crypto ikevl policy 10
authentication crack
encryption aes-256
hash sha

group 2

lifetime 86400

crypto ikevl policy 20
authentication rsa-sig
encryption aes-256
hash sha

group 2

lifetime 86400

| ———

the
crypto map

!--- This configuration

I —

The configuration
! -—— Phase 1 policy parameters
crypto ikevl enable outside




crypto ikevl policy 30
authentication pre-share
encryption aes-256

hash sha

group 2

lifetime 86400

crypto ikevl policy 40
authentication crack
encryption aes-192
hash sha

group 2

lifetime 86400

crypto ikevl policy 50
authentication rsa-sig
encryption aes-192
hash sha

group 2

lifetime 86400

crypto ikevl policy 60
authentication pre-share
encryption aes-192

hash sha

group 2

lifetime 86400

crypto ikevl policy 70
authentication crack
encryption aes

hash sha

group 2

lifetime 86400

crypto ikevl policy 80
authentication rsa-sig
encryption aes

hash sha

group 2

lifetime 86400

crypto ikevl policy 90
authentication pre-share
encryption aes

hash sha

group 2

lifetime 86400

crypto ikevl policy 100
authentication crack
encryption 3des

hash sha

group 2

lifetime 86400

crypto ikevl policy 110
authentication rsa-sig
encryption 3des

hash sha

group 2

lifetime 86400

crypto ikevl policy 120




authentication pre-share
encryption 3des

hash sha

group 2

lifetime 86400

crypto ikevl policy 130
authentication crack
encryption des

hash sha

group 2

lifetime 86400

crypto ikevl policy 140
authentication rsa-sig
encryption des

hash sha

group 2

lifetime 86400

crypto ikevl policy 150
authentication pre-share
encryption des

hash sha

group 2

lifetime 86400

webvpn

group-policy Cisco-Tunnel internal

group-policy Cisco-Tunnel attributes
vpn-tunnel-protocol ikevl

default-domain value cisco.com

username admin password CAOTKv3uhDhHIw3A encrypted
privilege 15

!--- Associate the vpnclient pool to the tunnel group
using the address pool. !--- Associate the AAA server
group (ACS5) with the tunnel group. tunnel-group Cisco-
Tunnel type remote-access tunnel-group Cisco-Tunnel
general-attributes

address-pool Sample-Pool

authentication-server-group ACS5

default-group-policy Cisco-Tunnel

!--- Enter the pre-shared-key to configure the
authentication method. tunnel-group Cisco-Tunnel ipsec-
attributes

ikevl pre-shared-key *****

prompt hostname context
Cryptochecksum:e0725ca9ccc28afd88ded9eeld36b7822d
: end

ASA#

REAFAABPH TR ACL Bl ACS

&1 LURfCisco Secure ACS 5x EI T R G RIFIREBENMBENRNR , REFESBELRNE
B | ZEE AN R RS AN A RER D ki,

EARBIF | IPsec VPN Fciscof ST EHRIE , H HERADIUSIRE SBE LS RE LA T H
KiFE5IR, AP “cisco’ RBEIIR 10.1.1.2 BRSSEs |, IELHMAEH R, ERIEACL , HSH




User/GroupfJDownloadable ACLEZ} % o

EEXERLLACS 5 xHEBERADIUSE iR , HTRUTHE :

1. % ¥ Network Resources > Network Devices and AAA Clients , Af5 % diCreate LA 7
RADIUSR S 2 BB FEE AR NASAR NS B .

e ooy My WaTkspace Ihl&lwcn'k Resowces = Mmgmmtm]
» Metwork Device Grougs
Location Filter: | =] matehir | ] [Gi] -
Device Type
SIS w . - ] [~ Hame « [P Address  Descripfion HDG Location MOG Desica Type
Drefault Metwark Device : m ko datato display
Extarnal Proxy Garvars
Create Diiplicaie 1 Edil | Dialeta | Fite Operations | Export l

——

2. M AASAKI AR th B R B FR(RPl —asa , EAHIF) , RSTEIP addressFER i A
192.168.26.13, &3 & FRADIUSEEELH A HRIEET 7 1%&FRADIUS , HEHEH4A
" Er R Acisco123, # &“Submit’,

etwind Rasousess » Melwieh Dirdoss and A58 Ceenl « Creats |

Hame fearrigia-asa
Dastriphon |
Mriveork Desvice Groups
[Ll.ll:all-:r F‘JlLUtdII:F'\-: Sebect |
[DEwce Tyne r-“J.lLW-".'E Tvpes Sebect |
R [ ]
o gingle P Addmess T IFRange(sh By Wask 7 P Rangeis) v TACACEs T
Shared Secret |
i T7RTTECRE] ekl
r Singhe Connet| Device

" Legacy TRCACE+ Single Connact Suppon
© TACACE+ Corail Coomnigfiand Sngle Conngot Syppart

w RADIES B
Bhaned Becrel [esesssss | Show
Cohport[1700
I™ Enable Kewtinn
Fey Encryphion Key
ez g Autrenlic alor Code k:-er.l
KaympitFormad © ASCE ™ HEMADECIMEL

= Aunuied e

i‘-lﬁ.ﬂ cancel |
3. ASAE IR INEIRADIUS AR S5 25 (ACS) BIE .




peteork ﬁg_saun:’res = Network Devices and AAA Clents

Filter: | | matchif | | ‘@o|~

| | Name a [P Address Description MOG Location  KDG:Device Type
L | sample-aza 192168.26.13/32 All Locations All Device Types
Create | Duplicate | Edit | Defete | File Operations | Export |

4. 1% Users and Identity Stores > Internal Identity Stores > Users , Af5 &£ FiCreate , SAMETE
ACSH) A1t B #E FE P I 2 A F A 1TVPN & 3 50 1k,

# oy Wy Workspace

[Users unildl:fﬂ:yﬁn'u:? e =ity Slores = Uzars |

Intes il Users

Filter: | | Matchif: | =l Gio | -

T Balus Lser Name «  ldantity Group Description

© Mo data o display

@i [uphcate | E it | Dieleds I Chamga Passwond I File Cperations I = J
3 o

5. 8 A PP &cisco, ERZEE A Rinternal Users , G5 AR (EFIH Hcisco123), ik

@ , AJ5 % diSubmit,

Fﬂrlmm\-ﬂm&r- Wierrl kREnily Srores w Lo Cheall I

feneral
Pt

[tz ftas: | Enated =] @
Cestiiphon: |

I ety Group: |4 Groupe

Selacl |

Patssnnd infnnmation
Passwond sl
s Conlain 4 - 31 characlers

Fasawand Type |irtamal Usars

Salacl I

Pacsswarnd |--l"ll-|-l!

Conimn Passweord [emmnnnes

I Change passwind on nesd l0gie

TEET Trlarmanon
Treere are no addiianal identy stirbutes defivesd for user records

Sum | Cangal I

(Evaiady Prsisinadal o bdd ialadii
Paaswnid miist
s Conlan 4 - 32 chamchars

Enable Passwoed: |

C:oplimn
Paszsmnd

6. E R Ih 812 A Fciscoo



=] matchif. | = [Go|~

[T Stalus Lser Hame |dentity Group Description
I Lo tisco Al Groups

_Create | _bupieate | _Edt | _seista | | _Ghange password | | _File Operations | _Export |

7. ERIE T TEACL , Ei%E#FPolicy Elements > Authorization and Permissions > Named
Permnssnon Objects > Downloadable ACLs ?’U‘iECreateo

T Name - Description
: Mo data to display

|| ® Name  [sample-DACL
|| Description |

{pemmitip any host10.1.1.2
ey | any and

9 = Reguingd Nielgs

9. E'.EZIJJ@J!_I'FQACL Sample-DACL.



Frlicy - L o * Harsed Cigactn = D ALLE

L I i Conirol Lists: MHFH?WEWW G |
Fiter. | =l Matchiif | =] | +
I Hzrng = [Degcnplion

I Sampk-Decl

Craats | gicate | | Eait | sz | Fila Operalons | Espoit | EEd | '-'-E'Lll“l_"?l'"l ] )

10. EEEVPNE M IRIER 5 R K |, iBikFAccess Policies > Access Services > Service
Selection Rules , F#E B MNRESFSRADIUSTHIYL, EAREH , #M15RADIUSEH
, F B BRIAM 17 % ERADIUSTE R,

[Aroess Poldes » Eoress Seropen + Sercs Seeclion Ruies |

™ Eingle resutl selection. ™ Ruke based resuli sateckion

Sardnn Sk Policy

Filer: | Etatus =] Wakchif [Equals =] [Erabled =] ikt | Go | -

[ Salur  HName i Hw— Hit Count
Protoenl S

s N 5] Buing ~meich Radass Defaul Hebweirk Accsas | 0

7 s 1.=_ng mealih Tt acs Dafau R Dienmis Admin i}

= [ Defwt o rules deined or no enatded ke matches.  Demwdccess i
Ciwat, |~ Dupkests =] Eai | st | LT cuslomizs | Hit Count

1. EBLZBRI0PBENHRIERS. EXFF , EARIARNE TR, E2“RIFNIMCET
, AERIER L FPAP/ASCIPHI“ ft ¥FMS-CHAPV2”, B ifi“iR3T”,




ok i mpn S
vo = B

t "Diefautt Metwork Access" |
SERE R e

| ¥ Pracess Host Laokup
| | [Authentication Protocols
b I allow PAPIASCI

b T allow CHAR

L Y | WS- CHAP]

b ¥ Allgw MS-CHAPYZ

> [ Allow EAP-MDS
» ¥ allowEAP-TLS
b I Allow LEAP
b W alicw PEAP

b ¥ Allow EAP-FAST

[ Preferred EAP pratocol

12. B HRBRSHN FH"80  ABRCEFNBASENSOR. EXHH , RNXA TR
ARG E



B Access Policies

E] i

13. B AR > M > RUARSHE > B, ARLEEEL

Fitsr [t 2l waknit [Emmiz =) [Enabks =] [ESaiEin] les| =

PCE Loeaiion Tiene And sl Buihorizstioen Profies

™ Stals  Name HitCaunt

Ho dala o dsplay

= [ Defl I'r rules defned or no ersbled rue makches.  Pemil Access

14. f$System:UserName M\ “Available" 5l 8 Z|“Selected” 3 , A S5 H &5“OK”,



Mozilla Firefox

L 12
Customize Conditions

[Avaiable; |
ACS Host Mame [ MOG: Location
Authentication Methaod soysterllserMame A
Authentication Status = | Identity Group =
Cormpound Condition < o
Dievice Filter S S
Device IP Address
Dievice Part Filter ]l W
Eap Authentication Method e e
Eap Tunnel Building Method L4 B
End Station Filter | - -

oKk | Gancel |

15. B Create LABI ZFHL NI,
Em: Acraas Tervicws 3 Deisus Metermd Arcess 3 Authoricsion E

Standard Poscy, Excsptnn Pulity

Filter [ Status =] woenw [Eguss =] [Enemes =] [EEEERE| G0 ]~

Comitions Pesuis
MOeG Location  SystermcUserams  idendty Groop AuthorizsSon Profies
Mo data o display

T Eals Name Hil Caur

| = I Dol If iy rules defres or no enabied e makhes Pemmil Access o

Dlpicits -l Eikl J Dimlada | | e 40 | |

Custrze | HR Count |

Bawn Chargaes | Discard Charspas |

16. BafRiE R “System:UserName ( R& : AFE ) "SUNERE , NTRIIRPIERE
equals , AfE%H A &cisco.




Cisco Secure ACS - Mozilla

Firefox

: W
4| 192.168.26.51

g

General

Conditions

hitkps: {192 168,.26.51 facsadmin Poloy InputActon, 4o

I NDG:Location: -AN'

Mame: |Hula-2 Status: IEr‘rahInn:I '-'] ]

@ The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use in policy miles.

W gysternUserMame: | equals

_—":iﬁtn|'j'

I identity Group: [-aN

Resulls
Authaorization Profiles:

gelect | Deseiect |

=

ou may select multiple authonzation profiles. Aliributes

defined in muttipla proflies will use the walue from the first

profile defined,

ClK,I Cancel I

17. Bk,



Cisco Secure ACS - Mozilla Firefox

= z R =
1 192.168.26.51 | https1/{192:1608.26.51 facsadming Pelicy Inprfction, 4o

e

. e L e L

General

Name: [Rule-2 Status: IEr‘rahInn:I '-'l !

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use in policy miles.

Conditions

™ NDG:Lotation:  |FANY

F E'fEIEImIUSEI'NﬂrT‘IBIJE'NUEIS jl:iﬁ:lﬂ
™ Identity Group: [-AN

Resiulls

Authiorization Profiles:

‘ou may select multiple authonzation profiles. Atinbutes
- | defined in muttipla proflles will use the value from the first
profile definad,

]

'Halaﬁ' 1 pesetent |

m::| Cancel | Help |

18. Bt Create LA S 2 #7 Y RN BB M 1



Cisco Secure ACS - Mozilla Firefos
e e el —

e -
.-

[ }102.168.26.51 | Hetps: /100 168.25.51 (scsdminatimarkAcceosl Plrpuk Action, da

Fllbar 1*1 Match i I *i G I -

o ——— _Dasr:mmm .
T Demstcess
™ PamnitAccess

puplicae | Edn | Detena | 2| Pags] 1ier4 ) )
0K | Cancel

19. ATRNELE X IRt B . ARHIPEH T Sample-Profile,

Cixco Secure ACS - Morills Firefox

- — T

& - —= —— em ™

[ 1192,168.26)51 | Herps: |192; 168,26.51 [acsadminhietwaorkas cassl PInputhction, da

General | Common Tasks | RADIUS Amnbutes |

[ Mame:  [sample-Profie] |
Description: |

& = Ragquirad felds

submit | Cancel |

20. %32 Common TasksiEI+ , F MDownloadable ACL Name T Hz53&k F %% Statico M
value T 1% R PiERF | ZHIDACL ( =~ —DACL ) o




Cisco Secure ACS - Mozilla Firefos
- —— < R ——— . - e

[ 1192,168.26,51  Hetps: |{192; 168,26.51 lacsadminhatwaorkAz cassl Plnpubhction, da
Tt [ o

[ General [ Comumon Tasks ]| RADILS Afributes | =
|:T:nlnidibli ACL Mame E Stalic ""I = valye [ Eimnli-DHﬁ_ j
Filter-iD ACL: [Motinuse =]
Proey ACL: EHutm Lizg 'I
Woice VLAN
Permizsion ta Join; E Mot in Lize 'rI
WLAN
YLAM IDfame: INl:ltm- Lize *I
Reauthemtication
Reauthentication Timer EHl:lth'l Llza "'I
Mainilain Connectivity duning
Reauthentication:
005
Inpud Policy Map: E Matin Lise ""I
DUt Folicy pag [Nn[iﬂ LIgie ""I
02 1% -REY
LinkBec Security Policy F Mot i Lse ""l
URL Redirect i
When 3 URL 1= defined for Rediract an ACL must also be definad |
URL for Redirect ENntm Lise r| |
[ = | ﬂ
submit | Cancel |

21. B &H“Submit”,

Cisco Secure ACS - Morills Firefox

i =

[ 1192,168.26,51  Hetpss {192 168,26.51 [acsadminhiatwork Az cassl PInpubAotion, da
o [ = -2

| ¥

| General | Common Tasks | RADILS Attributes |
ACLS
Downloadable ACL Name: [Static =] @ Value [ Bample-DACL =]
Filler-ID ACL: [NotinUse =]
Prowy ACL: [Motinize =]

Woice VLAN

Permizeion ta Join; E Mot in Lize "'I
WLAN

YLAK IDfdame: Ehll:ltm- Lize *I
Reauthemtication

Reauthentication Timer: iHnt'm Lsa ""'I
Maintain Connectvity during

Reauthentication:

005

Inpast Pioficy Map: E Mot in Use "'I
Ciulput Policy Mag [Hl:lt'm Lse ""'I

802 1%-REV
LinkSet Security Policy F Mot in Use 'l
URL Redirect i

When a URL i3 defined for Rediract an ACL must also be defined

URL for Redirect !Hutm Use 'I J
-
Huﬂ Il Cancel

22. #{R 1% H Sample-Profile (¥7 & B A BAX EL B X 4F) 5 W E I E , REHEEHOK,




Cisco Secure ACS - Mozilla Firefox

Craste | Oupiicate | Eot | Detete | ol el Page| 1ot gl
| Ok ] Cancel _Haip |

23. ERIEFOEN ROBEEXHEERNEENHFRPERE , RTAE,

Cisco Secure ACS - Mozilla Firefosx

L1 192.168.20.51 | https1){192:166,

26.51 !'.-_1.'".n-.iru||I'|,|'F‘;,-!Il'.y'[r||_'r'.|!|'~'l.':-'.n:i'! fael

]

General

Mame: ||'-‘tu|9-1 Status: IEnanlm:l '-'I i

The Customize button in the lower dght area of the pollcy rules screen controls which
policy conditions and results are avallable here for use in policy niles.

Conditions

I NDGLocation: -AN
W Systerm:UsarMName: | Bquals -_n:iﬁ:n
™ Identity Group: -ANY:

Resulls
Authaorization Profiles:

| Sample-proie &

may select multiple authonzation profiles. Atdrbutes
7 | defined in muttipla proflles will use the value from the first
profile defined,

[ select | Deselert |

Cancel | Help | :

24, WAEFTH N (FN-2) 2 & 5 F System:UserName equals cisco conditions #1Sample-Profile
ERERBIZEM, [ifiSave Changes. SR IIBIEMMI2,




Arcery Prlcieg » Sccewy Gardcen = Detmd Nebamr Accars = Adhongson

St Policy] Extoption Pokcy
Fitar | Slates =] matcn it [Eouate =] [Ercbied 7] T FEim | oo | =
r S Hame i ot Hit Gt

HOG:Locabon  Sysfermclsertiame |dendty Groop  Auirorzation Proflles

i I L Rulga -ANF anuaks tisco -ANY ranpia-F il o

- | =] B norukss definad oF mo anablad ule matchss Feemi Aroess 4]

Craatn_, v Ecpticate (=] Eon | Dene | | weew |00 ] Gunimips | Fatcoent ||

S Changgs || Diacard Ghanges |

REATHMNT T, ACL Bl ACS

STERAENRAPHE THACLEEACSHERIEZLRI12 , ARMITXESRIUEZNLELACSH
NAEE A F#ACL,

EARRBIFR | IPsec VPNA F“cisco” & T Sample-Group.

Sample-Group A FPcisco Zhi#t 1T B 1®iE , RADIUSE RS BRL 2 RELXXEA T FRNE, AP
“cisco” RBETAM 10.1.1.2 RS5ES , ELHMAIBHR, ERIE ACL , HSHERTHRF/HENA T
5 ACL 245,

1. &88mEed  BTHAPNSHE > S604E , AREhlBUMIERME,

> 0 iy Workspace : '.Isalsaﬂd Idardfty Stores » kdanty Groups I

# k) Nebwork Resources Wentity Groups

ﬂ"u“ T WL 5 Fitter; | =] maten i | | _"'i -

—

» |niernal [dentlty Stores
Uizars
Hosts [ All Groups Identity Sroup Root
» External identity Stores
LOAF
Actve Directory
REA SecurlD Token Servers
RADILE Identity Sanears
Cerfificate Aulharities
Cerfificate Authentication Profila
Identity Store Seauences

[~ MHame « Descripfion

CF%EJ Cuplic aie I = it ] [plata I File Operations ] Export I
2. REEE(RHIA) , AR HRK,




|Sample-Groug]
Description: |

= Parent ]A.II Groups
& = Raquired fislds

3. £ User Identity Stores > Internal Identity Stores > Users , Af5i& 2 F Fcisco. #HEitL
EE&UH:R%F‘ HYA R H 17

' Fil g | vl Watth ...-l ...E.";J -
.. F  Buks Lissr Hatwes: & Idaniiy Geoup Descripion

g ltits

Description:
& |dentity Gooup: Al Groups

Liser information
There are no addifional identity atricutes defined for uzer records

g s oL e L
= e ot S D i S

CreationModification Information
Date Creatad: Wed Fab 15 16:32:25 18T 2012
Diate Modified: Wed Feb 15 16:32:25 1T 2012
Date Enabled: Wed Feb 15 16:32.25 13T 2012

¢ = Retjuired figlls

5. iR F 62 H A (BlSample-Group) , RJE & HHE",



Creco Secure ACS - Mozilla Firefos s x|

e Ty T T T T P - AL T R e ) B ¢ i T SR L0 =
I 192,168, 26,51  hifps (192, 166.26.51 iy [ier LS P U Taon, 24 I

Ideniny Groups
Filter: | =] matchir | = G ~
Hatme = Descriptan
= = all Groups Identity Group Root
R

Create | Dupiicate | |  File Operations | Expon |

g; F Cancel | Haip

6. & #H“Submit’,
Uzers and ldentiy Stores = Irternal Identity Stores = Lsers = Edit "cizoa"

General
Marme: cisco Etatus:lEnahled _"_I a
Crescription:
ldentity Group: 1A Groups:Sample-Group Salect l

User Information
There are no-additional identity atiributes defined far user records

CreationModification Information
Date Created; Wed Feb 15 16:32:25 15T 2012
Date Modified;: Wed Feb 15 16:32:25 |ST 2012
Date Enabled: YWed Feh 15 16:32:25 15T 2012
o = Reguirad fielda

auh iancel

7. i£#Access Policies > Access Services > Default Network Access > Authorization , A5 £



Create ABIZFH MM,

Policies = Aocess Seviosd = Deimdl Felwadb Ancess = Authorizaion|

Standand Palicy] Cacoidion Pl

Fikar | Staus Ewaune [Euas =] [Eraeied =] JERETER] [Bol] =
. Conditiorss P
f F- Slm NaMR  botscaon SysesiUdaresme  [dentlyOreus  AuorratonProfiss oo

:| Hio data 5o display

= [ Defyn Wit npl s dalinead 0 no enabibed nile iabcies. Pt Abieas 1]

_Edi || owies | |0 ] weee e | Customizs | Hit Count

ure ACS - Mozilla Firefosx
El s e A Lo o,

o e g = e

{75 192.168.26.51 | hitps:/192:168,26.51 acsadnniPelicy InputAction, 3o

Name: |Rule-1 Status: | Enabled | @

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and resuits are avallable here for use in policy rules.

Conditions
™ NDGLocation:  [ANY
™ gystem UsarName: |-ANY

| ' Identity Group: in z-l | 'B%r:t |

Authorization Profiles:

o may select multiple authorization profiles. Atinbutes
defined (n muripla profiles will use the yvalue from the frst
profile defined,

geleet | Deseiet |

m;[ Cancel | Help |

9. % Sample-Group, A 5 £ 10K,




co Secure ACS - Mozilla Firefos

-

= - - = T e - - 2 . - g -
{192,168, 26.51  hetps: {192, 168.25,51 | scsadminhe btk Dase Gr o pd PN ACHon, dofcontes i ats, sxtemaiiss=dentity Croup=1dent iyGroup=str .~

L x T S .

Fittar: [ =] matenir | T R

Hatmie a  Descriptan
Al Growps Idantity Group Root

= Samplg-Grouo

_Create | _Oupicate | _Eot | _Detete | | _Fike Operations | _Esport |

T e | _Hesp |

10. £ BB X4 (Authorization Profiles)&f 7 , 2 k%,



Cisco Secure ACS - Mozilla Firefosx

= . T
1 192.168.26.51 | https1 /192168, 26.51 facsadminPelicy InputActon, &0

]

- e

General

Name: [Rule-1 Status: IEr‘rahInn:I '-'l e

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use in policy miles.

Conditions
™ NDGLocation:  [ANY:
™ System UsarName: [-ANY

¥ identity Group: [In EIlAIr Groups:Sample-Group | Select |
Resulls
Eﬁ.l.rthmizaﬁun Profiles: |

‘ouw may select multiple authonzation profiles. Atinbutes
5 | defined in muttiple proflies will use the walue from the first
profile defined,

s

getegt, | Deselect |

ok | cancel | Help |
11. B HCreate LA SI 2 HTHY RN ELE o




Cisco Secure ACS - Mozilla Firefos

.....

- IEE E‘El 3l Ir'J:l:u 11192, 168, 26,51 facsadmingdNe work A cess L PInput Action da

F||aer Mateh if ﬁ __l -

i Dasr:mmm
T Demstcess
™ PamnitAccess

puplicate | Eoit | Daietn | Bl Page[ 1o ]
ok | cancel _tieip |

12. ARNEE XA RHB#. Sample-Profile 2 2 R 51 F 8 A 8 & #ro

Cisco Secure .n.| 5 - ‘I| |II |I|r#!J-|

General | Common Tasks | RADIUS Amnbutes |

[ Mame:  [sample-Profie] |
Description: |

& = Ragquirad felds

submit | Cancel |

13. 1%3ZCommon Tasksi& W+ , #MDownloadable ACL Name T #1513k % #EStatico M
Value T 1155 RERF I ZHDACL ( "l — DACL ) o



Cisco Secure ACS - Mozilla Firefos

e = L T

[ 1192,168.26,51  Hetps: |{192; 168,26.51 lacsadminhatwaorkAz cassl Plnpubhction, da
Tt [ o

| General [ Common Tasks | RADILS Attributes T
Elnidibli ACL Mame E Stalic ""I = valye [ Eifﬂﬂ"-Dﬁﬁ_ j

Fiter-iD ACL: [Matimuse =]

Proey ACL: EHutm Lizg 'I

Woice VLAN

Permizsion ta Join; EHl:I‘tH'l Lize 'rI

WLAN

YLAM IDfame: INl:ltm- Lize *I

Reauthemtication

Reauthertication Timer: EHntim Lza '| [

Maintain Connectivity curing ’

Reauthentication:

005

Inpud Policy Map: E Mot in Use ""I
Ciufput Policy Mag [Nn[iﬂ Lse ""I

802, 18-REV
UnkSec SeturtyPalicy  [NotinUse =]
URL Redirect i

When a URL ks defined for Redimact an ACL must slso be defined

LURL for Redirect EHutm Lse 'I J
-

ey

submit | Cancel |

14. B &“Submit”,

Cisco Secure ACS - Morills Firefox

= L T v ET Ty —PrT T

[ 1192,168.26,51  Hetpss {192 168,26.51 [acsadminhiatwork Az cassl PInpubAotion, da
o [ = -2

| ¥

| General | Common Tasks | RADILS Attributes |
ACLS
Downloadable ACL Name: [Static =] @ Value [ Bample-DACL =]
Filler-ID ACL: [NotinUse =]
Prowy ACL: [Motinize =]

Woice VLAN

Permizeion ta Join; E Mot in Lize "'I
WLAN

YLAK IDfdame: Ehll:ltm- Lize *I
Reauthemtication

Reauthentication Timer: iHnt'm Lsa ""'I
Maintain Connectvity during

Reauthentication:

005

Inpast Pioficy Map: E Mot in Use "'I
Ciulput Policy Mag [Hl:lt'm Lse ""'I

802 1%-REV
LinkSet Security Policy F Mot in Use 'l
URL Redirect i

When a URL i3 defined for Rediract an ACL must also be defined

URL for Redirect !Hutm Use 'I J
-
Huﬂ Il Cancel

15. R A RN RNRERXHROEEXH , AEEERE.




Cisco Secure ACS - Mozills Firefos

= T TS

[ 11192.168.26.51 . hietps: |19, 168.25.51 lacsadmin{NatworkAcoassl Ploput Action, da
LS g

Filter. [ vri Match if | .-'rl 0o | -

I Hame a  Descrighion
T Datwcess
T PamitAccess

create | Oupiicate | _Edit | Deiese | S rane[ 1ot [o] ]
o] oot —
16. Click

OK.



Cisco Secure ACS - Mozilla Firefox
il Dl o Ea ke il vt

AN PO NP ATy, &

{_192.168.26.51 | https:/{192.168.26.51 /2

General
Name: [Rule-1

Status: |£nahl9u -'l ]

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use in policy rules

Conditions
™ NDG:Lotation:  |ANY
I gystern UsarMame: |-ﬁ-”“f-
 identityGroup:  [in

Resulls
Authorization Profiles:

T —

ﬂlﬂ.ll Groups:Sample-Group

Selact I

‘o may select multiple authonzation profiles. Atnbutes
| defined in muttiple proflles will use the walue from the first
| profile defined,

i
| i
#l

[ select | Deselect |

Help

@ Cancel |

17. BIEREFE8ERule-1 , ¥ Identity Group Sample-Group/ER &4 , ¥ Sample-ProfilefE Sy
# R, K iSave Changes.

|recais Polcas o Accets Dareort n Dot Patei Atcids o Bultermaion |

Standard Prlicy] Eroesion Pulky
Hilwork Access Autherlzation Policy |

=| Waknit | Eguals = war E BT |ﬂ e

| Fier | Etatus =| | Enabied

: CondMioms

|

! L raes - Bl || Rk
T= [ ]

Ryls-1 A s i Al Dirdaps Bl a-Dindup

Hit Gount
Lil1]
Fisthorization Profles

S - P e ] |

=
| creata._ =] Duprca

L] 1T ) Pl definedd 07 oD @A ARk nile AnElceeg

i) oowte | - | wowin | |
w Diszan Charges |
NAR R AN A FRACLE MACS

STRAENAFHET TRACLEEACSHI RIZLTR12 ,
ACSH M 4&ig % ABELE AT FEACL,

Permnil ALigEs o

Cusiomizn Hit Cound

P Al =

1TIXE LB L ECisco Secure




FEARRHIF , RADIUSE Fifk(ASA)E T M &R % 4HVPN-Gateways. K BASAR A F“cisco”®
VPNE R RIEE R IIHITEMRI , # HERADIUSIRESB[EZSIREXET THENIHRIR, B
F“cisco” R#E15 A 10.1.1.2 BRS5 8% , IELHAMATEIHR. BRI ACL , S HEATAF/LANT

T# ACL ¥ 5,

1. 1% ¥ Network Resources > Network Device Groups > Device Type , fAJ5 % tiCreate SA 8| 2 #

P12 4

» s My Warespace |nrm-ma:mm # etwark Device Groups » Device Type |
k& | Network Device Groups
: Lc-:a::mm g Figer. [ =] matehir | =]
Matwork Devicas and 888 Chants I~ Hame &« Dwscription
Dielaull Wetwark Cisace

[ 8| Dwvice Types Al £

i Preoey Bistvers £l1 Charvive Type Diewice Types
* g Users and derdy S0m@s
» B Falicy Elamants

# [ g Access Policies

» 2 Maonitosing and Reporis

» ‘ﬂ"' Eypabam Asfrinistration

: | i | taie | Fiis Dperations |  Espod |

2. REMERRA S FR(FFIPRHVPN-Gateways) , AL HRK.

Metvwork Resources = Metwork Device Groups's Device Type = Creste

Device Group - General

e Mame: YR M-Gateways
Description:
= Farent Al Device Types

& = Regulred figlds

ath Cancel i

Select I

3. £ Network Resources > Network Devices and AAA Clients , fA/5i%# 2 B 81 Z#IRADIUS
Client Sample-asa, % HEditiA ERILRADIUSE Flik(asa)iI M EIRZ AR R B 7.

| Deaces ared ARA Chartz |

Wl Durates
Fillesr, | =] Machif =l __| i
¥ Hamn & IFAddess Desripion HOG Localion  HDG:Dedcs Type
[F i |
Gopate | Dupbesin || Edi || Detete | | Fée Opeoions | Espod |

R

WWH{I"flf'II =] par pege

T L e I

4. #EH“Device Type ( IR&E KB ) "ZiB Y “Select (EE ) "



5. IEFFOIEHN MK RZABEIVPNMX) , AfF % EHOK,

|Device Type JAil Desice Types

P Address
& Singla P Address  © IF Rangeds) By Mask  © IP Rangeis)

& P 1 9L16R.I613

& = Required figlds

Cicco Secure ACS - Moczilla Firefox
L1982 166.26.51 | hirps: (192, 166,255 1 acsadmind e bvwarkDae Groupl PInputAction. da

T

Fitter [ = waten i | I R

LETT «  Descriptian
i wall Device Typas All Device Types
& MEN-Galewave |

_Croats | _Oupiicats | €t | _Doters | | _Five operatons | _Expont |

] o Y

6. B #H“Submit’,



@ Name:  [sample-asa

Description: |
Network Device Groups
|Location {All Locations
[Device Type Al Device Types VPN-Gateways
IP Address Authentication Options

»TACACS+
bRADIUS

 Single IP Address ¢ IP Range(s) ByMask  IP Range(s)

% IP: [192.166.26.13

@ = Reguired fields.

7. HIEREIER > BERS > RARBHE > BN, ARLHEE

Fiter. [Staus Elmacnt [Equale =) [Enaviea =] | Gliisilie | (6o | =

Londbons
" NOG Lotaton  EystamcUserbama Idendly Group Authpemation Profles

¥no rules defined of ng enadiad ke malthas,

8. FINDG : R&ZERBN WA E 2 BRI EE T2 , RELHHBRE"



Mozilla Firefox
i =

[ 1102.158.26.51  https://192:168,26.51  acsadmingPolicylnputiction, do

Customize Conditions

valanle. |Se|ected: |
O - MDG Location ;l

evice Filter Systerm:Useriame

Device P Address =] i
DE"."'EE Finr't Fll‘ter { ............................... h
Eap Authentication Method — 7 e
Eap Tunnel Building Method
End Station Filter Q
Praotocal 2] J I
Time-And Date
UseCase = S _
Lot hdﬁr\-l::\.inn Sothoe e s te :I ;I
:EIH*;I Cancel |
9. HiiCreate A BIZFTHIN
ATt Policiss » Aoc st Seracet w Dein Maveed Accasd w Auaindrralion
Standand Pelicy] Exzeption Policy
. Meiwerk Accass Authorizsion Poicy
Fiber: | States Zlmatcnit [Equals =] [Enabied =] CEiardiie | (Ga| -
Caitalil i s Rissids
[ Salus NEmE o Giociion SvaleUsemiams  Manity Oroup MOG:DavkaType  Aulhoszation Proies oo
| = e Wm0 rukes defingd or rey Bnablad ik malhas T o
Creats_, )= coplicats_ =] Eai | cwtew | 0 [ oweew || [ custernze | Hicoun

give changes | Ciacard changes |

10. BRIEFNDG:Device TypeBHEEME , AN THIIXRFIER in, BHER,



Name: [Rule-1 Status: |Er‘rahlnn:| '-'l s

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use in policy miles.

Conditions

M NDGLotation:  |-ANY

r Efslsm:Usarh.lama:J-ﬁ-""f-

I™ identity Group: AN

W NDGDevice Type: |in :“ Sale
Resulis

aithorization Profiles:

fow iy salect muliple autharzation profles. Alrbules
| defined in muttiple profiles will use the walue fram the first
profile defined.

]

gelect | Desaiect |

I:nK,| Cancel | Help |
1. R ZH S ENRERFHAVPNR X | RFEHOK,




ACS - Mozilla Firefos |

ks = dabi g - - - - o
[ 1192.168.26.51 © Hetpss |{192; 168,26.51 facsadminghie tworkDenr e G cupt PInplt Action, dofcontestDat s, exteen sl ke =Device Type=Device Tpe==trng
e ® T e s

FI maehit [ =] _Gaw

Hame < Descriptian
& = Al Device Typas All Device Typas

(o YEN-Galevias

Create | Dupiicate | Eoit | Detete | | File operations | Expont |

| Cancel | _tiet |

12. BH&ERE,



Cisco Secure ACS - Mozilla

Firefox

§ | i92.068.26.51 | hittps:192:168,26.51 facsadmingPolieyInputhctan, do

=

Mame: ||‘—‘Eu|9-1 Status: |Enahlnn:| '-'l 2

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use in policy riles.

Conditions

™ NDG:Lotation:  [-ANY

I gystern UsarMame: |-J"-N"f-

™ I1dentity Group: AN

W NDGDevice Type: | In Al Device Types VPN-Gateways Select |

Resulis
aithorization Profiles:

U may seledl muliple authonzation profiles. Attibules
| defined in multiple profiles will use the walue fram the first
profile defined.

S

Sglpct Dasalat |

B
B
F

ClK,I Cancel |

13. Bt Create A S 2 # Y RN BLE X




Cisco Secure ACS - Mozilla Firefos

F||aer I__i Mateh if ﬁ __l -

T Kame a Dasr:mmm

T Demstcess
™ PamnitAccess

puplicate | Eoit | Daietn | Bl Page[ 1o ]
ok | cancel _tieip |

14. R ENE B XHR#EBFF. Sample-Profile 2 4< /R 45l o 8 F B9 & #o

LEECO SEcure ﬂl =

‘I| |II afF |r#!J-|

General | Common Tasks | RADIUS Amnbutes |

[ Mame:  [sample-Profie] |
Description: |

& = Ragquirad felds

submit | Cancel |

15. %3 Common Tasksi& I+ , F# MDownloadable ACL Namefy T #1513k 1% 1% Statice M
value T i 5l & F ik %5 81 2 # DACL (Sample-DACL).



Cisco Secure ACS - Mozilla Firefos

e = L T

[ 1192,168.26,51  Hetps: |{192; 168,26.51 lacsadminhatwaorkAz cassl Plnpubhction, da
Tt [ o

[ Geners! [ Cormimon Tasks ] RADILS Atrbtes |

| Downloadable ACL Name: E Stalic ""'I 5 value [ Eil'r'lrJli-Dﬁlﬂi_

=

FIErD ACL: [Notmuse =]
Braay ACL: [Normuee 3]
Woice VLAN

Permizzion to Join: m
WLAN

VLAM ID¥Name: m
Reauthentication

Reaulherticaion Timer  [Notin Use =]
Mainilain Connectivity duning

Reauthertication:

QoS

Inpud Policy Map: E Mot in Use ""I
Ciufput Policy Mag [Nn[iﬂ Lse ""I

H02.1H-REY
LinkSec Security Policy F Mot i Llse ""'I
UFL Feddirect

When a URL ks defined for Redimact an ACL must slso be defined

LURL for Redirect EHutm Lse 'I

ey

submit | Cancel |

16. B d5“Submit’s

Cisco Secure ACS - Morills Firefox

= L T v ET Ty —PrT T

[ 1192,168.26,51  Hetpss {192 168,26.51 [acsadminhiatwork Az cassl PInpubAotion, da
o [ = -2

| General | Common Tasks | RADILS Attributes |
ACLS

Downloadable ACL Name: E Stadic ""I o value [ Sample-DuCL

Fitier-1ID ACL: ENDTIIILISE ""'I
Proey AL FHutlese 'I

Woice VLAN

Permizeion ta Join; E Mot in Lize "'I
WLAN

YLAK IDfdame: Ehll:ltm- Lize *I
Reauthemtication

Reauthentication Timer: iHnt'm Lsa ""'I
Maintain Connectvity during

Reauthentication:

005

Inpast Pioficy Map: E Mot in Use "'I
Ciulput Policy Mag [Hl:lt'm Lse ""'I

802 1X-REY
LinkBet Securily Policy F Mot in Lise 'l
URL Resfirect

When a URL i3 defined for Rediract an ACL must also be defined

URL for Redirect !Hutm Use 'I
Huﬂ Il Cancel

| ¥

17. R RFMRN ROIREX M , AREHRRE,



Mozilka Firedoos

Lisco Serure ALS -

A e —— -

kAcassLR

<

[ 1192.168.26.51  Hips: |192; 165,26.51 | aceadmin et Inputiction. do
T

E]

Filter -| Match i|=_| - [T | -
[T Wame a  Desciplion

T Dermaccess

I Fill=1d

=

Parmit Access

Create | Oupiicate | Edit | Delete | i N T I S
i gk || Cancel E Hal
18. Click
OK.

Cisco Secure ACS - Mozilla Firefox

¥ | G 192.168.26.50 | https: 102068,

- i! . g T =¥ T  Fh IR - we s
26.51 faccadminPolicy InputActon, 5o

Ganeral
Name: [Rule-1 Status: |Enabled =] @

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avaliable here for LUse In policy rules.

Conditions

™ NDG:Location:  |-ANY

™ systarUsarName: [FANY

™ identityGroup: ~ |-ANY

P MDG:Device Type: | in =]l Device Types VPN -Gateways | Selext |

Results
Bithorization Profiles:

ou may select mutiple authorization profiles. Attiibutes

¥ | defined in multiple profiles will use the valus from the first
profile defined,

=

| select | Deselect |

19. K iFRule-12 LAVPN-Gateways #£ 3 NDG:Device TypetEN &4 , Sample-ProfiletER 4 R 6l
E#®., KfSave Changes.




Rivadd Pt o & i L il P LR i iy

Stanadard Policy] Excepdion Policy

Mtk Rooacss At ralinn Prlicy
Filler: | EZatus =| Machit | Equals =] [Enabied =] B | G =
r Sl LLE] i HE Coum
m |
i *®  MDBLscamon Bysternidzamams | Idarnkhy Gr MG Dz TVRE Sthnrzsdon Profles e
| 5 C 5] Fude-1 AR AR BN in A Dieedce Trpes VPRLGaeways  Samgla-Peoofie 4||
= I Delag ni rules defnad o ra @natiad ruke matchas Parmilt AZcass ]
ek, |'| Dupliale '| Ed | | K | | Cuslomis HiA Caurnd
Eawa Chﬁs || Dscard Changas

HEAFAERE IETF RADIUS B E

EEAF#TEHRIENMRADIUSIRZ SR FTHABELZLREZ LUENHRFIRNER  BRE
IETF RADIUSTHEERIDE M ( BHEHRS11) :

filter-id=acl_name

T514H FA PP cisco Tt T B P IRIE , RADIUSIRS SR a N B EERSIRE LB B RTE
ACLEH® (#1) . AP “cisco’aJ LG M ASAMEABR10.1.1. 2 RF 2NN FIBIRE. ERREACL , &
2 FFilter-ld ACLEF % -

BIETRE , & HnewACLEEE N EASAFHITIHIE :

access-list new extended deny ip any host 10.1.1.2
access-list new extended permit ip any any

XESHRABEUATRERUNT2E, BE#TUTEE:

. 7£ Network Configuration F5F AAA & FimBlE N EAHEF — RADIUS i
. F£Access-ServiceFFN 4 R 2 5 T % F EBRADIUS(IETF)Filter-1d By IR A EL B 345
RADIUS B SERNSMNAFNEEXHM ACS KIEZEIERH AAA B,

STRANENEHFPHA FEHACLEEEACSHZR1EGCH10E12 , RAETHRNAMN A FHACLEE
ACSHTTR1EG , HEAT HFIRITIXL DS TR ILTECisco Secure ACSH it EFilter-1do

EFIETF RADIUSEMRBEEN NAERNEEXHF—#F , BRITUTIR



1. 1% Policy Elements > Authorization and Permissions > Network Access > Authorization

Profiles , A f5 % 7 Create LA £l 2 7 A0 A il & 324

F;I'E?Ehnm = Authartzation ard Penmissions » Nefwork Access » Autharization Proties |

.5' f-:_‘m‘,‘;" .5|:|.= - ww“ %]
Fifler: | w | maich i | *-'l a I -
I Name = Dascription

I Permit Access

T  Sample-Profie

- Cip e ate I | [aléds I _|_| Page 1 of1 _]_I
2. ARINEE SR BB R, Filter-Id R 9 88 2 W72 4 Rl R I 130 1Y R A B B 3244 & #5o

Policy Elements = Authorization and Permissions = Network Access = Autborizalion Profiles = Create

! | | General | Commarn Tasks | RADIUS Attributes |

|
| # Name:  [Filter-Id
| Diescription:

| = Héfifu]‘ad fialds
|

aubmit | Cancel |

3. B FHCommon Tasksi& W+ , H MFilter-ID ACLEY #1513k ik iEStatico EE"FERFHMAL
ByREH , REREHERK



Downloadable ACL Mame| |Nntlrll.lsa rl

Fiter-1D ACL: ISHIIII: !'I © Value |new
Prosy ACL [Motinuse =]
Woice VLAN

Permission (o Join; I Motin Use -vI
WLAMN

WLAN IDVMame; | HNotinUsa !I
Reauthentication

Reauthentication Timer: Iﬂutirl Use 'FI
Maintaln Connectivity dunng

Reauthentication:

o0s

Input Policy Map: | MotinUsa Pl
Output Policy Map: I HotinUsa "'I

B02.1%-REV
LinkSec Security Palicy |Hut inUse -]
URL Redirect

WWhen a URL is defined for Redirect an ACL must also be defined
URL for Redirect [Notinuse =]
URL Redirect ACL: [Fotinuse <]

& = Requited fields

4. #%3$#Access Policies > Access Services > Default Network Access > Authorization , ARG £ &
Create A S| 2 FH N,

¥ Dmtad etk fcoess » Authoripsion |

..........

= S

Filfer [ S2slus =] wannit [Eouss =] [Eneciea 7] [ESSEER] 60| -

oo Resuts
T e NS e Byl | arity i Adbiortesion Prclies. o

Mo data o dsplay

Wy njlee dafived 07 nDanabied ndle manies.

5. B{REH“H 134" (Identity Group)S5iL W EIEE , A58 EH%E#E"(Select).



Cisco Secure ACS - Mozilla Firefox

= —F T

; AT
6.51 | https: /192166,

26.51 [acsadminyPeficyInpuchoton, Do

S

[ j192.168.2

General
Name: |Rule-1 Status: | Enabled | @

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and resuits are avallable here for use in policy rules.

Conditions
M NDGLocation:  |AN¥

] E:mam:UsatNama:J-ﬂ”‘f-

M identity Group: I =1l | BEHE? |

Resulls
Futhorization Profiles:

‘ou mnay select multiple authorization profiles. Atiibutes
defined in mutipla proflles will use the value from the first
profile defined.

Galect | Desaect |

DK,I Cancel |

6. 1% ¥ Sample-Group, A5 £ 10K,




Cisco Secure ACS - Muozilla Firefos

- —— P . g - g

{192,188, 26,51 © hetps: {1192, 168.26,51 | scsadminhetwrkDare Grpupd PINpE Acion, dofcontextiat s, sxtemaiFiss=dentty Sroug=1dent iyGoup=str g ©

W x T e +

Filtar: | =] maten it [ 5 G~

Hatmie a  Descripton
" Al Growps Idantsty Group Root

[ Sample-Groun |

Create | Duplicate | Edit | Detete | Fiie Operations | Esport |

7. A & S 47 (Authorization Profiles) &84 1 2 th %%,

T




Cisco Secure ACS - Mozilla Firefox

6.51 | https: /{192 166,

s -
26.51 [acsadminyPolicy Irpatcton do

S

[ 1921882

General
Name: |[Rule-1 Ststus: | Enabled =] @
The Customize button in the lower right area of the policy rules screen controls which
policy conditions and resuits are avallable here for use n policy rules.
Conditions
M NDGLocation:  |ANY
™ systern Usariamae: [-ANY
W |dentity Group: [In E"AH Groups Sample-Group Salect I
Resulls
Authorization Profiles:

‘ou may select muliple authorization profiles. Atinbutes
defined in mutipla proflles will use the value from the first
profile defined.

I [ElE 18

| : '.5 lect Beseler)
- T

m;| Cancel | Help |
8. EFZ A I BN RNE BT IEREID , REEHEE,




fuction,da

T PamitAccese
™ Sampls-Profile

Filter: | =] Makchir. | -
T Name a  Descripiion
" Dembccess

Sl Araas[ Torn ]

Create | _Dupiicats | Edit | Detete |

g ceen

9. Click
OK.




Cisco Secure ACS - M

ozilla Firefox

= ; x W ;
[ 192.168.26.51 | https: /1192:168,26.51 /acsadminfPolicy InpatAction,

e i

40

Name: [Rule-1 Status: | Enabled | @

The Customize button in the lower right area of the pollcy rules screen controls which
policy conditions and resuits are avallable here for use n policy rules

Conditions

I NDGLocation:  |ANY¥

I gystem UsarName: [-ANY

W |dentity Group: in ﬂ_lﬁll Groups Sample-Group Salect [l

Resulls
Authorization Profiles:

_‘.

‘ou may select muliple authorization profiles. Atinbutes
defined in muttipla proflles will use the value from the first
profile defined.

IE S

Select | Deselest |

_ﬂ% Cancel | Help

10. RIFRBEEMERuUle-1 , TS HARERAENZEHFFiter-IdIENE R, mFiSave
Changes.




A paitd PolcHE = Sicict Sasvici s Dalmd Phlwork Acoias = Baillrdalieh

Stanard Pofcy| Crcemion Policy
Filler | Eaatug =| Maich it [Eauals =] [Enabled =] \aar FIRk | o | =
Conditions Hesuts
| Lo | WD Location . j o | HitCount
Lt O & Rt s TEIETTEERTESmn I |
= Dl ¥ no rules defined or o enabled nie makches Ferme Aroess o
et |=| Dug « =] Edn | uis | o | Cusorizs | HRGount |

Bave fhanpes | Discans changes |

Cisco VPN E /- in& B

£ A Cisco VPNZE P imiE#E ZICisco ASA , AR IEASAR B E R IEE

BRAUTSR -

1. kB FF 3k > B > Cisco Systems VPN &8 > VPN &%,
2. B & New LLUB 3 Create New VPN Connection Entry & M,

# status: Disconnected | ¥PN Client - Version 5.0.07.0410

o

Connection Entries  Status Certificates Log Options Help

= | = - ﬁ
Conhect |mipt M iy Delete

Connection Entras it‘mtiﬁcatﬂ |Ln-_q |

lll.i.lll
CIsSCO

Connection Ertry  / Host Trareport
4| | ]
| Not connected, | .
_Jnunut | 1P | Transfer |
3. EEFEFEMNFMEE : #A Connection Entry WEFEHEE, 7£ Host R A ASA B4




B IP ik, % AASAREE K VPNESE LA B FR(Cisco-Tunnel) I Z B (X ZZ4H —
cisco123), Click

# WYPMClient | Create New ¥YPN Connection Entry

Enhnechnn Entrl_,i; S ample-Connection
e ciliai]ue
escnptior:
CISCO
Host: {172.16.1.1
Authentication | Tranzport | Backup Servers | Dial-lp |
f*" Group Authentication ™ Mutual Group Suthentication
M ame: Cizco-Tunnel
PaEmﬂ[d! HEEXHAINY

HEXHEXEX

Canfirm:Fazzward:

™ Certificate Authentization

N ame: ;I

[ Send B4 Certficate Chain

Erase |User Passtond ‘ Cancel

Save.

4. BEEGFRANERE  RAEE VPN BFIEE OB %3 Connecto

# status: Disconnected | ¥PM Client - Yersion 50.07.0410

Connection Entres Stabus Cerbibcates Log  Ootions  Halp
'|.I‘ -: R 3
e =T [ |=Fa - A -llllllll
Euﬁ@ﬂ. M | rripet b cachi [ialste CISCO
Conneaction Entiies | Cettificates I Log |
Cannection Entry Hast Transpoit
Sample-Connection 172.16.1.1 IPSec/UDP |
‘| | 2
| Mot connected, |

R

5. HEVRRET , % A Bciscof O tcisco123 ( MASAFEE ) #ITHHRIE , AFESE
OKLUE B fEM LK,



# ¥PN Client | User Authentication for "Sample-Connection™

The server has requested the following information ta complete the wzer
authentication,

lllllllll
CIs5Co

Lzemanme: |cizco

HEHEENEE

Fazzword:

H] I Cancel

6. RINEMIEREG , £ Status X% Fi%k$R Statistics LR IERRERFHAFE R .

# status: Connected | ¥PM Client - Yersion 5.0.07.0410

o 3K i
Eox : F. 2 T
- kifications...
Connect [elete CISCO
Connection Entries Reset Stats
Connection E nty Host Tranzport

B

ERAR S AT EIAR BT EFEIZT.
T EHERERF (XREMAS

Sample-Connection 172.16.1.1 IPSec/UDP

) (OIT) F#FHE L show @S, A OIT JEEX show ar i

Ay 4o

£ R Crypto 8%

- show crypto isakmp sa - £ RN E& EWATE 4851 IKE £2XE (SA).

ciscoasa# sh

IKEvl SAs:

Active SA:
Rekey SA:
Total IKE SA:

1 IKE Peer:

Type
Rekey
ciscoasa#

crypto isakmp sa

(A tunnel will report 1 Active and 1 Rekey SA during rekey)

P o

172.16.1.50

: user Role : responder
: no State : AM_ACTIVE

- show crypto ipsec sa - &R 8] SA FANIEE,

ciscoasa# sh

crypto ipsec sa

interface: outside
Crypto map tag: SYSTEM_ DEFAULT_CRYPTO_MAP, seqg num: 65535, local addr:

172.16.1.1
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.2.2.1/255.255.255.255/0/0)



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

current_peer: 172.16.1.50, username: cisco
dynamic allocated peer ip: 10.2.2.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 0

#pkts decaps: 333, #pkts decrypt: 333, #pkts verify: 333

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: O

#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly:
0

#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.16.1.50/0
path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: 9A06E834

current inbound spi : FA372121

inbound esp sas:
spi: O0xFA372121 (4197916961)
transform: esp-aes esp-sha-hmac no compression
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 16384, crypto-map: SYSTEM_DEFAULT_ CRYPTO_MAP
sa timing: remaining key lifetime (sec): 28678
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
OXFFFFFFFF OXFFFFFFFF
outbound esp sas:
spi: O0x9A06E834 (2584143924)
transform: esp-aes esp-sha-hmac no compression

in use settings ={RA, Tunnel, }
slot: 0, conn_id: 16384, crypto-map: SYSTEM_DEFAULT CRYPTO_MAP
sa timing: remaining key lifetime (sec): 28678
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

ERTHRPAANT FE ACL

ISUF AP Cisco WA T ACL, ACLMCSACS T &,

ciscoasa# sh access-list
access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300

access-1list OUTIN; 1 elements; name hash: 0x683c318c

access-list OUTIN line 1 extended permit icmp any any (hitcnt=1) 0x2ba5809c

access-list #ACSACL#-IP-Sample-DACL-4£f3b9117; 2 elements; name hash: 0x3c878038
(dynamic)

access-list #ACSACL#-IP-Sample-DACL-4£f3b9117 line 1 extended permit ip any host
10.1.1.2 (hitcnt=0) 0x5e896ac3

access-list #ACSACL#-IP-Sample-DACL-4£f3b9117 line 2 extended deny ip any any
(hitcnt=130) 0x19b3b8f5

Filter-ld ACL

[011] Filter-Id 2 Bz A F Group - Sample-Group , F EAKN AP 2RIBASAHRELHACL ( # ) #1T
H;IL‘-\O



ciscoasa# sh access-list

access-list

access-list
access-list
access-list
access-list

cached ACL log flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300

OUTIN; 1 elements; name hash: 0x683c318c

OUTIN line 1 extended permit icmp any any (hitcnt=1) 0x2ba5809c
new; 2 elements; name hash: 0xa39433d3

new line 1 extended permit ip any host 10.1.1.2 (hitcnt=4)

0x58a3eal2

access-list

new line 2 extended deny ip any any (hitcnt=27) 0x61£918cd

B B B PR

MO RENEETHTNEEH THEDR, WAREIERHET debug Fi R Hl

X BXRiZiEHIEIPsec VPNHEHIRWIEAEE |, ESREELNL2LFZIE A IPsec VPN E
R R B =&,

BERESXE

BEBR iR R A

, FRRERITEISERABHSA, £ PIX WEREXT , £RANATHT

. clear [crypto] ipsec sa — Ml ERJE BN IPsec SA. <#ZF crypto BT %E,
- clear [crypto] isakmp sa — MIERTEZIIKE SA. X< crypto A&k,

i 230 Sk

SHWUMBEF (SREMAL ) (OIT) LHELE show H%, £ OT TEEX show HHH

HE 24

EXE : EFEAdebug@ T2 Hl , BSH B Xdebug T EEF L.

- debug crypto ipsec 7 — & R 2/ ERAY IPsecth i
- debug crypto isakmp 7 — & R~ 15 BRRIISAKMP 7 o

HXER

. Cisco ASA 5500 R B BN RS RETER

. Cisco ASA 5500 RIBEN R LIREDRDSE

. Cisco BEENZL IR R EEER

. IPsec W E/IKE thiZIER

. Cisco VPN BEF IR &ER

- BBRSWRBERE

- IEREH#E (RFC)

- BARFZFERH - Cisco Systems
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