ASA 8.x/ASDM 6.x:fEFIASDMZEIR B vh R B vh =
VPN R INFT VPN E44E B

ASDM B &
PR R R L B
I A VPNE B

IKE Initiator unable to find policy:Intf test ext , J& : 172.16.1.103 , H& : 10.1.4.251
HXEE

1Lk

ANHEREHEXEREENZT2IRZ EEIR(ASDM)FHTVPNXY 475 1 E A 5 L3 RVPNE
ENEHTHEEERNER. EUATHRTD , FEMITUTRE

. InternetfRFIRME(ISP) EENR , HEA T —HFNLAHIPTEE,

- MK K SEE BRI

- R EAEVPNRANRZFIRIEETRALEIPHUFIRE.
fé{%{fﬁiﬁiﬁ,ﬁﬂiﬁ,@VPNEIEE@EEEHIVEIET%‘O AR MAEL2L VPNEL B A FE VPN &4k
SENTE,

KRR
ER

Cisco BB THUTER :

- ASAYL S F) 35 S VPNEL E 7RI
{ERRYAH
AXHPHERETUTREMBEEIRAE



/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/100678-l2l-asa5505-config.html

- BRIEENZ2IRE5500RF , HHRARAS. 2R ESRA
- BRI BENZ2REEER  KEREF6IRESMAE

AN
BX AN EMES , WSH Cisco HARETAN,
ELRES

U R EE RVPNEHQASATIBQASAZ Bl THEIEE . RIRBQASAE TR M B EH#R1T , ISPHRAIH
IPEREER , BEFrEREHFMIFAEERETE,

LR BB E R A TIP3

. HIBEBQASAZEBIPH#b 1t — 200.200.200.200
- ¥TRIBQASASBRIPHE1E — 209.165.201.2
AR HAAESINFHER. ATHHFRRBRMER , RitnE BRI RREFE,

ASDM i @E

AP EMHE < FEHAASDMEXHQASA L VPN EHAE BN TS EZNER,

O 28 T 45 i O S HF

XANREFMENSE , RAEFT2TRAEVPNEE , 3 B AFEAFTHVPNITZE4EXER L
B RE R B XU,

1. ¥ 3| Configuration > Site-to-Site VPN > Connection Profiles , #/51EConnection Profiles[X i3
FRiAdd,

Configuration = Site-tn-%ite Y84 = Connegtion Profiles
i el ast
Enalols inteifares For [Psec Si0ess,

Inberface Alow Booess
pursde

dvz [
e []

oiFRtisn Profiles

Cornection pofle dertifies the pesr of & sk=to-ske connection. Tt spedfies shat data baffic s bo be enomapbed, bow e daba Brafiflc B bo be enoryphed, and ottes parameteis.
& fod & Edt| [ Colekn

Tlarm riterfacs Local Mstvairk R s Bk E bl Grouf Polcy

200.200,200.200 oksde | rdideneteorkzs £ 5z, 160, 25,0024 B

FHHT FF R IIPSectt = Bvh miE R EX B O,

2. BBAREMFT |, RENEIPHU, AREZHASRY NEWIEFHAES, FREINEA
VPNHEIWTESH , EXNEXREEERIN, Click
OK.
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#& Add IPsec Site-to-Site Connection Profile

i m Fear 1P Address: Skakic EEEI'E!.IE-E.EEII.E
|- Mchvanced T
Connection Mame: [] Same &5 1P Address | 209.165.201.2
Interface: outside R
[IKE Authenbication
Pre-ghared Key: _in [TTIT]
Identiby Certificate: dis MNone - b Manage
Protected Nebwarks
Local Metwork: .ins:a:la--na-tmﬂc,l‘zﬂ

M

Remobe Mebwork: | 192.165.25.0)24

Enoryohion Algarithms
IKE Propesal:  |pre-share-des-sha, pre-share-3des sha | [ tanage... |

IPsec Proposal:  ['5-256-MDS, ESP-3DES-SHA, ESP-3DES-MOS, ESP-DES-SH#, ESP-DES-HMDS

.. Find: [ @ Nest @ Proviou

T

3. HEBR'RET , R MEBRHRE ", B LER AT+, AEXTRFTEHENCLIEE
FHFIES, MRDENHKFA/DNTIAMZRFRE , WETCRITHHEEX . HERBE
BE , B/, XATERRRITREMRRE NI, %5 0K BHTIERZE B XY 82

o

#& Add IPsec Site-to-Site Connection Profile

~Biast . émrit',u (2]
= fvcheanced ;
Perfect Forward Secrecy: (%) Disable ) Ensble

Crypto Map Enbry
Tunnel group

HAT-T: Enablz

Reverse Foute Injection: || Enable

Securiby Ascockation Lifetine

Time: |B (|0 10 bhimm:ss

Trafic Yolume: iﬂEDBIIIJ EBybes
Gratic Crypbo Map Entry Parametsrs

Connection Type: Ebldre:tinnd ]

CA Certificabe: I_N:ne - |

IKE Megatistion Made: (5 Main () Sogresive

| Find: 8= @ e

[ ok ][ coeel |[ her |

X B3 0EMBER AR KRIRAVINFRE . 6 AL RTEEER B X 28, SRR SUER
IPth ik 25X BQASA,




REIAEVPNER

AINFNSENE - ERBEANETEE, TENFNEFAEERBUREEREXXH  BAE
EHETRENSE, BERBURKE  FENTUTHR

1. BIE#BRER
2. IR ILA INZ R G

I MmBRIEA

# 3| Configuration > Site-to-Site VPN > Advanced > Tunnel groups , AJE ¥ T AddLA IR B EH

—_—

VPN FEBMHRREA, B EH M ARZEZH FR , RFEHOK,
AE  BRMAZTZEHASVPNN S —iwEE,

@& add IPsec Site-to-site Tunnel Group

Narme: |209.165.201.2

1KE Suthenbcation
Pre-shared Key: (sssasass |

Ideniity Certificate: :-_Enne -- :| | Manage. .,

Send Certicate Thain;

IKE Pesr 1D Waldation: |Required w |

IKE Keepalhe
(%) Disable kespalives

_ Monitor keepalives

{3 Headend wil rever inttiate keepafive montoring

Ceefault Group Poficy

Gepup Palicy: |DfItEr|:-Pd|n:,r '-'j Manizge. ..
IPsec Protocol; [+] Enabled
| (w4 | l Cancel J [ Help J

AR EEWFERY  SEORERXNMAZRAN , MUBAZENSENIPBL, RE5
DRIEFERIIERE , FREAEFAEH. EENFERPRNEMNEMAZSHRIES AN , &
HEL L RR -



& Warning r>_(|

ASDM rceived messages below when one or more of the commands befow were sent o the A58, [CF]
fi\"l., means success, [ERROR] means Faikore, [TMFO] means information and [WARNING] means warming

[WaRNING ] Bunnel-group Mew-525-YPN bype ipsec-l2]
L2L tunnelgroups that have mames whidh are not an TP
address may only be used iF the bunnel authentication
rethod is Digkal Certificates andjior The peear &
configured to use Agoressive Mode

[OK] tumnekgroup Mew-525-YPN psec-atbrbutes
tunniel-group Mew-5254Ph ipsec-atiribubes

[OK] pre-shared-kay #®ketdsnes

[OK] isakmp keepalve threshold 10 retry 2

SREBIE INEBR S

A] LAY BB DA DN 3R AR 5 DA BRI B X S5 B
BRI THER

1. ¥ % Configuration > Site-to-Site VPN > Advanced > Crypto Maps , #A /243 Fit 3 #Y HN 25 BR &t
&% @ Edit
Confiauration  Ste-to:Sete VP = Advanced > Cromte Mags
® i - EEd[ Mookt + & 3 B M- Q Fd B Disgram
Ig, £t |
13 e oM. Dastinstion Sare - | Adtinn
I intesfac @; Echt Traffic Selection. ..

Transloimn S8 Faer PFS  MAT-T Enabled Rosvwes s Pucashe Ensa bl

= | L

RGN E REdit IPSec Rule®&E O,
2. £ Tunnel Policy(Basic)i£ I+ #IPeer Settings ( W EM&AIZE ) X H , £ Peer of Peer to
Added ( ERMHNEERIPHbIE ) FERPIEEFNEH, RiEREHM,



& Fdit IPzec Rule

Tunne! 'P:-:h:w {Crypto Map) - Buasic :rmn-l!:ﬂ.F&;:}r.i';'ryp{w:* Maﬁj"- advanced | Traffic Ecié:ti::nﬁ_

Interface:  outside Policy Type:  static Friority: |1
Transfaorm Sets
[Fep.gFeq 702
Transform Set bo Be Added: ESP-SES-123-5HA
|ESP-AES-128-MDS v

Peer Settings - Optional for Dynemic Crvpto Map Ertdes

The Connection Ty is applicable to static bunned policies anby, Uni-directional connection byvpe policies are used
For Léd-Eo-LAN redundancy. Tunnel policies of the ‘Criginate Only" connection byps may spedby up ko 10

redundant peers,
Conmackion Trpe: badirectional e
TP Address of Pesr to Be Added: 200. 200,200,200

|209.165.201.2 |

| Enable Perfact Forwarding Secrecy

| ok [ comcel |[ mep |

3. BEUENF P , RFETHENREFTHNEFFE, Click
OK.




& Fdit IPzec Rule

Intefface: outside Polcy Twpe: ctatic Prioriby: 1 |

Transform Seks

Transform Set bo Be Added: [ESP-AES- | 28-5HA

!ESF‘-IIEE-] 2a-MDiS W
i

Peer Setlings - Optional for Dynamic Crypba Map Entries

The Conmaction Type is applicable to skatic tunniel polides only, Uni-directional conmection type poficies are used
Fior Lak-oo-LAM redundancy. Tunned polides of the 'Originate Only® connection type may specify up to 10

redundant pesrs.
Connection Type: bidiractional v |
TP Address of Pesr to Be Added. 200,200, 200.200

209.165.201.2

Wi LI

(eoeoe |

[ ] Enabla Parfiact Forwarding Secracy

| ok ][ canced |[ hep ]
AE  ERHAMERF PN EREET , SHMBRFRKNERREX LI EIE
ASDME [ A il Bx.

4. MEMEZNFAEEREFTFTE, IRFEBUXLYE | FHREREEL LT+,




f& Edit IPzec Rule

Ackion: () Pratect ) Do nok Protect

it0anaes =
Destinstion |192.166.25.0/24 E
B

Saurce: 10.10.10.0§24

Sarvice: EIFI

Degcription:

5. # % Configuration > Site-to-Site VPN > Advanced > Crypto Mapst& & LA & & 1& S i hn 22 Bk &1
o BR , ERTNACH , XEERTALE, BhApplyla , ¥ % Configuration > Site-to-
Site VPN > Advanced > Tunnel groups3% , UG RBFEXBKNPRESH, MRZ2 , WA
E*E%HZ‘Z‘J‘EEEE %Iﬁ:_o

> Cryptu Maps

@ add » ek~ [l Dstete + & X Bz - Q Find B Disgram

Traffic Selection
TypecPriontby Transfiorm Set Peer PFS MAT-T Enabled Revesrce Rouke B
# Source D hination Servace ALlion

= intarface: cuttide

[ asei —

[#] Enable dirki-replay window size: |64

(o) ()

iF

ERALR D ATEIAE BRER ERIZTT.

o HREERER (XBEEMAF ) (OIT) ZFFE L show @i 5. FA OIT AIEEFE X show fHH
H 8 2 4o

- FRETTUEERETENMNNEHNZ S XS : show crypto ipsec sa peer <peer IP
address>

B PR B B

{52 A AN 88 20 W] BR R B HUER

IKE Initiator unable to find policy:Intf test_ext , & : 172.16.1.103 , B#Y : 10.1.4.251

Z VPN FEMVPNEFBRERNASAR , BEHE R ERLEIR.


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/docs/security/asa/asa82/command/reference/s2.html#wp1400436
//www.cisco.com/en/US/docs/security/asa/asa82/command/reference/s2.html#wp1400436

BREER .

XARREBHAERTHEESRAEBNER, RN FEE , BHEARMERE D INZSH
E. B, FARGEAREAPNEENIPHIE , MARE M.

HXER

- RBAASAR ¥ R 33 R (L2L)VPN
- BB VPNEE

- ASARRZEFER

- BARZFHHH - Cisco Systems
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