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class-map i nspection_default
mat ch defaul t-inspection-traffic
policy-map type inspect dns preset_dns_map
par anet er s
nmessage- | ength maxi mum 512
policy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect rsh
nspect rtsp
nspect esntp
nspect sql net
nspect ski nny
nspect sunrpc
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nspect netbi os
nspect tftp
service-policy global _policy globa
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ASA(config)# policy-map gl obal _policy
ASA(config-pmap)# class inspection_default
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ASA2(confi g- pmap) # exit

ASA2(confi g)#servi ce-policy global _policy global

EARGIF , BEABE O ARRELEREFHNAE HTTP &E# (%0 80 LAY TCP #iEH ) #F
FIHEN FEHIT HTTP B E,


/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/82018-pix-asa-enable-ftp.html
/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/82018-pix-asa-enable-ftp.html

ASA( confi g) #cl ass- map out si de-cl ass

ASA( confi g- cmap) #mat ch port tcp eq ww

ASA( confi g) #pol i cy-map out si de-ci sco-policy

ASA( conf i g- pmap) #cl ass out si de-cl ass

ASA( conf i g- pmap- c) #i nspect http
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= pdd Service Policy Rule Wizard - Service Policy

Bdding & new service policy rule requires three steps:

Seep 1: Configure a service policy.

Step 21 Configure the traffic clesdfication criteria for e service policy rule,
Step 3t Configure actions on the traffic dassified by the ssrwice policy rule.

Create & Servios Poboy and Apply To:

Only one service policy can be configured per inberface or at global level. If a service policy already exists, then wou can add a new
rule irto the existing service policy, Otherwise, vou can create & new service policy,

(%) Interface: outside - (create new sesvice poboy) |

Policy Mame; |outside-csco-bolicy |
Descriphbion:
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3. MAdd Service Policy Rule Wizard - Traffic Classification Criteria® 0 , IREHHRERX A,
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¥ Add Service Policy Rule Wizard - Traffic Classification Criteria

-!3‘- Create a new traffic dass:  outade-dass

Cescription (opkionsal):

Traffic Match Criteris
[] oefaul Irepection Traffic

[] source and Destination IF Address (uses ACL)

[] Tunnel Group

FCF or LDP Destination Ford
[JRTF Range

[] 1P DiffSery CodePonts (DSCF)
[]1F Frecedance
L

7 Use an edsting traffic class:

) Use class-defaul as the traffic dass,

IF braffic dos< not match a existing braffic class, then kowil match the dass-defaudt traffic class, Class-defaulk can be used in cakch all
sibation.
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Protocol: () TCE | () UDP

Service: @

To specify pork range for the service, use nnn-nnn Format,
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Source Ports
default (1-65535)
default (1-65535)
default {1-65535)
default (1-65535)
default (1-65535)
default (1-85535)
default (1-65535)
default (1-65535)
default (1-65535)
default {1-65535)
default (1-65535)
default (1-65535)
|default (1-65535)
default {1-65535)
default {1-65535)
default (1-65535)
default (1-65535)
default {1-65535)
default (1-65535)
default (1-65535)

Destinabion Ports
Z540
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To specify pork range For the service, wse nnn-nnn Foemat
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Priotoool Inspection | Intrusion Prevention | Cannection Settings | Qo5 || NetFlow

(] cTIoee |
] DCERPC

Clowus

1 ESMTP
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[IH.323H.225
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[ IcKP Error
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[ ] 1P-ptions
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[ <Back |[ Finish | [ Cancel | [ Help |
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B Select HTTP Inspect Map

(#) Use the default HTTP inspection maps

() Select an HTTP inspect map for fine control over inspection

l|| Zancel | | Help
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Priotocol Inspection | Inbrusion Prevention | Connection Sattinos | QoS | MetFlow
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