ésﬁpj 8.3(x) : EMHNFME 5 BB MY E BN E
N

ASA 83 FiLiE
ASA 8.3 R ESMAKEE

AR TFUOMREMEA 8.3(1) REAWERNBENZLIRE (ASA) MEAT=I TABRENER
o NEIHEEN , EIRHEEERTBRSKL,

ES R PIX/ASA : FABBEMEE=-ANANNENEE RS (ERATZET 8.2 RUBIRAREGN B
BEENRZLIEE (ASA) LHWHEEIRE ) .

EREH
ER
AR EEABEHER,

{5 FA B9 45 4
AHAMESLER 8.3(1) AN ER BENZ£IRE (ASA) N E,

AXHEPNEERRETREXRENEFNRFZCIEN, AXEFEANAAERZRAGRAR
(BN ) BE, MREREEXINE LRE , FARGECAETAGTIEL THABESE,

A
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BXRXEANWFEAES , FSHAEREARRE RN,

EF

ANEB 7 AR < WA ES B A ST PR Th BB RV A5 Bo

A BEERAXRANHPEANGSHNEMES  EEANTERTIRBUEMRER).
M

ARIAEEA LM EIRE

R : 10.1.1.0ME EEHNBRINMXIEEEEARZEA, £ RouterB LiFIN T #EM RouterA B BRIARE
%, A ABE—NEB ASA AEBEOMNERIAEH.

Routerh
10165 200 22427
9

10.1.1.0024

10.2.1.0124
network
3
} RouterB
10.3.1.0524
network

10.1.1.5/24
workstation

AR WEEPERNIPHEILST R EInternet ERN AT SEMH, XEut RERXRENERERAN
RFC 1918 it

ASA 8.3 Bl B
RMHEERUTEE,

WMEM Cisco i& & H3K 18 write terminal s PHEE , WTSEAGSHEERESF (XREMAF
) B RBERFEMEF RS E,

. RouterA Fi &
. RouterB Fit &
- ASA 83 RESHRANEE

RouterA & B

RouterA#show running-config
Building configuration...
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Current configuration : 1151 bytes
!

version 12.4

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

!

hostname RouterA

!

boot-start-marker

boot-end-marker

!

enable password cisco

!

memory-size iomem 25

no network-clock-participate slot 1
no network-clock-participate wic
no network-clock-participate wic
no network-clock-participate wic
no network-clock-participate aim

PR O NP O

no network-clock-participate aim
no aaa new-model

ip subnet-zero

ip cef

1

1

1

!

ip audit po max-events 100

no ftp-server write-enable

no crypto isakmp enable

interface FastEthernet0/0

ip address 10.1.1.2 255.255.255.0
duplex auto

speed auto

!

interface FastEthernet0/1

ip address 10.2.1.1 255.255.255.0
duplex auto

speed auto

!

interface IDS-Sensorl/0

no ip address

shutdown

hold-queue 60 out

!

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.1.1
ip route 10.3.1.0 255.255.255.0 10.1.1.3
no ip http server

no ip http secure-server
1




1

control-plane

!

1

!

line con 0

line 33
no activation-character
no exec

transport preferred none
transport input all
transport output all
line aux 0

line vty 0 4
password ww

login

!

1

end

RouterA#

RouterB & &

RouterB#show running-config
Building configuration...

Current configuration : 1132 bytes
!

version 12.4

no service pad

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

!

hostname RouterB

!

boot-start-marker

boot-end-marker

1

1

no network-clock-participate slot 1
no network-clock-participate wic
no network-clock-participate wic
no network-clock-participate wic
no network-clock-participate aim

P O NP O

no network-clock-participate aim
no aaa new-model

ip subnet-zero

ip cef

1

1

1

!

ip audit po max-events 100

no ip domain lookup

no ftp-server write-enable
1

no crypto isakmp enable




1

1

!
interface FastEthernet0/0
ip address 10.1.1.3 255.255.255.0
duplex auto
speed auto
no cdp enable

!
interface FastEthernet0/1
ip address 10.3.1.1 255.255.255.0
duplex auto
speed auto

!

interface IDS-Sensorl/0
no ip address

shutdown
hold-queue 60 out

!

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.1.2
no ip http server
no ip http secure-server
1

1

1

1

!

control-plane

!

1

!

line con 0

stopbits 1

line 33

no activation-character
no exec

transport preferred none
transport input all
transport output all

line aux 0

line vty 0 4

password cisco

login

!

1

end

RouterB#

ASA83 REMBRANEER
AE  ERARTEEER,

ASA 8.3(1) ETE R

ASA#show run
Saved

ASA Version 8.3(1)
1




hostname ASA
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
names
!
interface Ethernet0
nameif outside
security-level 0
ip address 10.165.200.225 255.255.255.224
!
interface Ethernetl
nameif inside
security-level 100
ip address 10.1.1.1 255.255.255.0

boot system disk0:/asa831-k8.bin

ftp mode passive

!--—- Output Suppressed !--- Creates an object called
OBJ_GENERIC_ALL. !--- Any host IP not already matching
another configured !--- object will get PAT to the
outside interface IP !--- on the ASA (or 10.165.200.226)

for internet bound traffic. object network
OBJ_GENERIC_ALL

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) source dynamic OBJ_GENERIC_ALL
interface

!--—- Output Suppressed !--- Define a default route to
the ISP router. route outside 0.0.0.0 0.0.0.0
10.165.200.226 1

!--- Define a route to the INTERNAL router with network
10.2.1.0. route inside 10.2.1.0 255.255.255.0 10.1.1.2 1

!--- Define a route to the INTERNAL router with network
10.3.1.0. route inside 10.3.1.0 255.255.255.0 10.1.1.3 1

end

X BXTEASASILEENATHIPATHIFMAESR |, FSEAEXNATHEE,

BXWATE PIX/ASA LEEBiHEFIERNFMEE |, F5 PIX/ASA 7.x : £ nat, global, static
) access-list i SHTHOETEM (LK) .

Wi

SR A HUATHREENRIETE,

PR
Ao RENEETHTFRNEE
3 B BERRPIX/ASATEBEMFMESR |, B HHERIBEPIXFASAREEHE,

AT FEHEER
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iy /30 Sk

NOHHBERER ([EEMAS ) (OIT) XEFFEL show 8. A OIT J&EEX show S H
HE 2o

AR : EEMdebugis T2 Bl . BZ R B XRDebugi THEERE R,

- debug icmp traced — EREKE EHHWICMPHERZRBEEPIX. FEERIN access-list T ,
BB ED AW ICMP , SUIEETTIE debug w .
- logging buffer debugging - Show connections being being and denied to hosts the the
PIX.2EEFH#E PIX BEZEHR+ , £/ show log TR AEERH,
BXRIARE B FTERNFARFS , FSHIRE PIX Syslog.

HXER

. Cisco BEENZ2 I8 R EEER

- Cisco ASA 5500 RIIE BN RLIRE
.- WRFRE (RFC)

- BARFZFHH A - Cisco Systems
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