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CiscoASA

ASA Version 8.2(1)
!
hostname CiscoASA
domain-name example.com
enable password <removed>
passwd <removed>
names
!
interface Ethernet0/0
speed 100
duplex full
nameif outside
security-level 0
ip address 209.165.201.2 255.255.255.2438
1
interface Ethernet0/1
nameif inside
security-level 100
ip address 10.224.9.5 255.255.255.0
1
interface Ethernet0/2
shutdown
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no nameif

no security-level

no ip address

1

!
interface Management0/0

nameif management

security-level 100

ip address 10.224.14.10 255.255.255.0

!
boot system disk0:/asa822-k8.bin
ftp mode passive

I -—-Output Suppressed ! access-list test extended
permit ip 10.224.228.0 255.255.255.128 any access-1list
test extended permit ip 10.224.52.0 255.255.255.128 any
access-1list 100 extended permit ip 10.224.228.0
255.255.255.128 any access-1list 100 extended permit ip
10.224.52.0 255.255.255.128 any access-1list
inside_access_out extended permit ip any 10.224.228.0

255.255.255.1 ! !---Output Suppressed global (outside) 1
interface nat (inside) 0 access-list test nat (inside) 1
10.224.10.0 255.255.255.0 ! !---Output Suppressed route

inside 10.0.0.0 255.0.0.0 10.224.9.1 1 route outside
0.0.0.0 255.255.255.255 209.165.201.1 1 timeout xlate
3:00:00 timeout conn 1:00:00 half-closed 0:10:00 udp
0:02:00 icmp 0:00:02 timeout sunrpc 0:10:00 h323 0:05:00
h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00 timeout sip
0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00 timeout sip-provisional-media 0:02:00
uauth 0:05:00 absolute timeout tcp-proxy-reassembly
0:01:00 dynamic-access-policy-record DfltAccessPolicy !
! ---Output Suppressed http server idle-timeout 40 http
10.224.3.0 255.255.255.0 management http 0.0.0.0 0.0.0.0
inside ! snmp-server enable traps snmp authentication
linkup linkdown coldstart ! !/--- To preserve and resume
stateful (TCP) tunneled IPsec LAN-to-LAN traffic within
the timeout period after the tunnel drops and recovers.
sysopt connection preserve-vpn-flows

service resetoutside

!
crypto ipsec transform-set ESP-AES-256-MD5 esp-aes-256
esp-md5-hmac
crypto ipsec transform-set testSET esp-3des esp-md5-hmac
crypto map mapl 5 match address 100
crypto map mapl 5 set peer 209.165.200.10
crypto map mapl 5 set transform-set testSET
crypto map mapl interface outside
crypto isakmp enable outside

crypto isakmp policy 5

authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400

crypto isakmp policy 10

authentication pre-share

encryption des

hash sha

group 2

lifetime 86400

! ---Output Suppressed ! telnet timeout 5 ssh timeout 5
console timeout 0 threat-detection basic-threat threat-
detection statistics access-list ! !---Output Suppressed
! tunnel-group 209.165.200.10 type ipsec-121 tunnel-




group 209.165.200.10 ipsec-attributes pre-shared-key *

! ---Output Suppressed class-map inspection_default match
default-inspection-traffic ! policy-map type inspect dns
preset_dns_map parameters message-length maximum 512
policy-map global_policy class inspection_default
inspect dns preset_dns_map inspect ftp inspect h323 h225
inspect h323 ras inspect rsh inspect rtsp inspect esmtp
inspect sglnet inspect skinny inspect sunrpc inspect
xdmcp inspect sip inspect netbios inspect tftp !
service-policy global_policy global prompt hostname
state Cryptochecksum:5c228e7131cl169f913ac8198ecfB8427e
end
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CiscoASA (config) #sysopt connection preserve-vpn-flows

AEANTRTERLREES !

CiscoASA (config) #show run all sysopt

no sysopt connection timewait

sysopt connection tcpmss 1380

sysopt connection tcpmss minimum 0

sysopt connection permit-vpn

sysopt connection reclassify-vpn

sysopt connection preserve-vpn-flows

no sysopt nodnsalias inbound

no sysopt nodnsalias outbound

no sysopt radius ignore-secret
sysopt noproxyarp outside

{EFHASDME‘J‘ B AT EREE AL IhEE

Configuration > Remote Access VPN > Network(Client)Access > Advanced > IPsec > System
Options.

KRG, P LBEEFMEY BRI (NEM)FHRERZVPNTE .

B

ERAER S AT EIARBREER EREIZT.

MOHEMERBER (NEEMAF ) (OIT) XEHEL show H. FEA OIT AIEEX show HH

24

- show asp table vpn-context detail — £ RINEZ LB ENVPNLETXAR , XAIse BB T &5

BREBE, AT 2B FKXIPSechaERIIAER , show asp table vpn-contextin &Y i tH =4l o
-lﬁ /I¢|_,\ , B @%ﬁiﬂg PRESERVE*ZRILI\O

CiscoASA (config) #show asp table vpn-context

VPN CTX=0x0005FF54, Ptr=0x6DE62DA0, DECR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,
gc=0

VPN CTX=0x0005B234, Ptr=0x6DE635E0, ENCR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,
gc=0
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CiscoASA (config) #crypto isakmp policy 50 lifetime 0
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