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Deliver Configuration to Router

Deliver defta commands to the router's running canfig.

Previewy commands that will be delivered to the router's running configuration.

ctypto ipsec transform-zet myset esp-mda-hmac esp-des |
made tunnel

exit

ctypto map SDM_CMAP_1 1 ipsec-isakmp

description Tunnel to209 165,201 .2

zet transform-zet myset

=gt peer 209465201 2

match address 101

exit

interface FastEthernetl

o eeoede e

W

The differences between the running configuration and the startup configuration are lost whenever
the router is turned off.

<Iv iSave running config. to router's startup confio !

Thiz operation can take several minuies.
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ciscoasa(config) #show run
Saved

ASA Version 8.0(3)
1

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names
1




interface Ethernet0/0

nameif outside

security-level 0

ip address 209.165.201.2 255.255.255.224
!

interface Ethernet0/1

nameif inside

security-level 100

ip address 192.168.100.1 255.255.255.0
!

interface Ethernet0/2

shutdown

no nameif

no security-level

no ip address

!

interface Ethernet0/3

shutdown

no nameif

no security-level

no ip address

!

interface Management0/0

shutdown

no nameif

no security-level

no ip address

!
passwd 2KFQnbNIdI.2KYOU encrypted

ftp mode passive

!-—-- Output suppressed access-list nonat extended permit
ip 192.168.100.0 255.255.255.0 192.168.200.0
255.255.255.0

no pager
mtu outside 1500

mtu inside 1500

icmp unreachable rate-limit 1 burst-size 1

asdm image disk0:/asdm-613.bin

no asdm history enable

arp timeout 14400

!'l--- Define the nat-translation for Internet users
global (outside) 1 interface

nat (inside) 1 192.168.100.0 255.255.255.0

!

!'l--- Define the nat-exemption policy for VPN traffic
nat (inside) 0 access-list nonat

!

route outside 0.0.0.0 0.0.0.0 209.165.201.1 1

!

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00

timeout uauth 0:05:00 absolute
dynamic-access-policy-record DfltAccessPolicy

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup
linkdown coldstart

'l --- Configure the IPsec transform-set crypto ipsec




transform-set myset esp-des esp-md5-hmac
!
| I-—- Configure the dynamic crypto map crypto dynamic-
map mymap 1 set transform-set myset
crypto dynamic-map mymap 1 set reverse-route
crypto map dyn-map 10 IPSec-isakmp dynamic mymap
crypto map dyn-map interface outside
| I-—- Configure the phase I ISAKMP policy crypto isakmp
policy 10
authentication pre-share
encryption des
hash md5
group 2
lifetime 86400
!
!/ --- Configure the default L2L tunnel group parameters
tunnel-group DefaultL2LGroup IPSec-attributes
pre-shared-key *
!
class-map inspection_default
match default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
!
service-policy global_policy global
prompt hostname context
Cryptochecksum:d41d8cd98£00b204e9800998ecf8427e
: end
ciscoasa(config) #

CCP7£VPN-Router L 8|22 It L&,

VPN B 2%

VPN-Router#show run

Building configuration...

!

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

1

hostname VPN-Router




1
!
username cisco privilege 15 secret 5
$1SUQxMSWvwDZbfDhK3wS26C9xYns/
username testl2 privilege 15 secret 5
$1SLCOUSex3tp4hM8CYD.HISRDEQO1
1
I/ -—— Qutput suppressed no aaa new-model ip subnet-zero
! ip cef ! crypto isakmp enable outside
1
crypto isakmp policy 1
encrypt 3des
authentication pre-share
group 2
!
crypto isakmp policy 2
hash md5
authentication pre-share
group 2
!
!
crypto isakmp key ciscol23 address 209.165.201.2
1
!
crypto ipsec transform-set myset esp-des esp-md5-hmac
1
!
crypto map SDM CMAP 1 1 IPSec-isakmp
description Tunnel to0209.165.201.2
set peer 209.165.201.2
set transform-set myset
match address 101
1
1
!
interface BRIO
no ip address
shutdown
!
interface DotllRadio0
no ip address
shutdown
speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0
12.0 18.0 24.0 36.0 48.0 54.0
station-role root
!
interface DotllRadiol
no ip address
shutdown
speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0
48.0 54.0
station-role root
!
interface FastEthernetO
ip address 192.168.200.1 255.255.255.0
duplex auto
speed auto
!
interface FastEthernetl
ip address dhcp
duplex auto
speed auto
crypto map SDM_CMAP_1
1




interface FastEthernet2

no ip address

shutdown

!

interface FastEthernet3

no ip address

shutdown

!

interface FastEthernet4

no ip address

shutdown

!

interface FastEthernet5

no ip address

shutdown

!

interface FastEtherneté6

no ip address

shutdown

!

interface FastEthernet?7

no ip address

shutdown

!

interface FastEthernet8

no ip address

shutdown

!

interface FastEthernet9

no ip address

shutdown

!

interface Vlanl

no ip address

!

ip classless

ip route 0.0.0.0 0.0.0.0 209.165.200.1
!

'/ -—— Qutput suppressed ! ip http server ip http
authentication local ip http secure-server ! access-list
100 permit ip 0.0.0.0 255.255.255.0 0.0.0.0
255.255.255.0
access-list 101 remark CCP_ACL Category=4
access-list 101 remark IPSEC Rule
access-list 101 permit ip 192.168.200.0 0.0.0.255
192.168.100.0 0.0.0.255

!

1

1

!
control-plane

!

!

line con 0

line aux 0

line vty 0 4

privilege level 15

login local

transport input telnet ssh

line vty 5 15

privilege level 15

login local

transport input telnet ssh
1




no scheduler allocate
end

Wi

ERAARED ARIARERSERZT

HTRHBERERF ((REMAS, ) (OIT) XFELE show &%, fERA OIT JEEX show s w5
aef: 0o g

. BIICCPRIIIRRES I
ﬁﬂASA CLIBFRRERES
BYBHECLIKBEES K

BN CCPYIFFRIES ¥

(il

o

. ”’“}"“iEﬁlPsecl‘i%iEE’ﬂb"ﬁ

"'_‘_"'- Wi Aenfige I.ﬂ'-ﬂ-w 1 ,'-.' o] Cigca Coanfiguration Professienal Iltlllﬁl::!ﬂlll
SR o Ty i e Wil Lt e Torraly 2
: rarradnL || = = o

Eelmttm baBlordne
Fiei P Fids 1 nawides B3N e

= ¥ Enpapayisaon Pas bat
SETAP R Cwup blsgedpr

= 7 Cw i el Ao P gt
Ed BILWT T Cerfarh
I e i aend Fnae P adeh
| Y by ¥ e I o
4 IEE A,
j 1
| ) atan urwad St
- “wa o P g ovory 10 20 o

Trrncaimd s’ Pl Sochjubiiten’ Paiians i 9 o Paclai [ N | ST

?"“ B E&| ISAKMP SARPIRZS


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

T Lheon Loy a o Prefey sl

Y
s
(L

£ Nk o e BRI
K Taors A B Dt M
= o L O D L

BEZASA CLIBIEBEE R
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ciscoasa#show crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 209.165.200.12

Type : L2L Role : responder
Rekey : no State : MM ACTIVE
ciscoasa#

EE : MERole to be responder , ERRILBEEN ZE AN TS —ix , HlE2VPN-Router,
- BRI FI ERIPSEC SAHS K,

ciscoasaffshow crypto ipsec sa
interface: outside
Crypto map tag: mymap, seq num: 1, local addr: 209.165.201.2

local ident (addr/mask/prot/port): (192.168.100.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.200.0/255.255.255.0/0/0)
current_peer: 209.165.200.12

#ipkts encaps: 29, #pkts encrypt: 29, #pkts digest: 29

#ipkts decaps: 29, #pkts decrypt: 29, #pkts verify: 29

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 29, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 209.165.201.2, remote crypto endpt.: 209.165.200.12



path mtu 1500, IPSec overhead 58, media mtu 1500
current outbound spi: E7B37960

inbound esp sas:
spi: 0xABB49C64 (2880740452)
transform: esp-des esp-md5-hmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 4096, crypto-map: mymap
sa timing: remaining key lifetime (kB/sec): (4274997/3498)
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: O0xE7B37960 (3887298912)
transform: esp-des esp-md5-hmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 4096, crypto-map: mymap
sa timing: remaining key lifetime (kB/sec): (4274997/3498)
IV size: 8 bytes
replay detection support: Y

Ed CLIK®ERRES

- BWAUF S I/ BISAKMP SARVIRZS.

VPN-Router#show crypto isakmp sa
dst src state conn-id slot status
209.165.201.2 209.165.200.12 QM _ IDLE 1 0 ACTIVE

- R FI BRIPSEC SANS L,

VPN-Router#show crypto ipsec sa

interface: FastEthernetl
Crypto map tag: SDM_CMAP_1, local addr 209.165.200.12

protected vrf: (none)
local ident (addr/mask/prot/port): (192.168.200.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.100.0/255.255.255.0/0/0)
current_peer 209.165.201.2 port 500

PERMIT, flags={origin_is_acl,}

#ipkts encaps: 39, #pkts encrypt: 39, #pkts digest: 39

#ipkts decaps: 39, #pkts decrypt: 39, #pkts verify: 39

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 6, #recv errors 0

local crypto endpt.: 209.165.200.12, remote crypto endpt.: 209.165.201.2
path mtu 1500, ip mtu 1500
current outbound spi: 0xABB49C64(2880740452)

inbound esp sas:
spi: 0xE7B37960(3887298912)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
conn id: 2001, flow_id: C18XX MBRD:1, crypto map: SDM_CMAP_1
sa timing: remaining key lifetime (k/sec): (4481818/3375)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:



inbound pcp sas:

outbound esp sas:

spi: OxABB49C64(2880740452)
transform: esp-des esp-md5-hmac ,

in use settings ={Tunnel, }

conn id: 2002, flow_id: C18XX_MBRD:2, crypto map:

sa timing: remaining key lifetime (k/sec):

IV size: 8 bytes

replay detection support: Y

Status: ACTIVE
outbound ah sas:

outbound pcp sas:

B P B B

REo RENE BT A THEERTHRED R,

- R MBEE,

ciscoasaf#fclear crypto ipsec sa
ciscoasatficlear crypto isakmp sa

VPN-Router#clear crypto

- £ Adebugar T HEBRVPNEEERIE, % : MIREAER , SMEMEHIASARIFRE |, X
FIEWEMAdebugin . HBRAKEERN , B AMEERBRE

RE M ER HARAYIZ AT,

isakmp

REFARBRESHIER TEAREGS,

ciscoasaffidebug crypto engine
ciscoasaffidebug crypto isakmp
ciscoasajf{debug crypto IPSec

ciscoasa#t

VPN-Routerijdebug crypto
Crypto Engine debugging
VPN-Routerijdebug crypto
Crypto ISARMP debugging
VPN-Routerijdebug crypto

engine
is on
isakmp
is on
ipsec

Crypto IPSEC debugging is on

VPN-Routeri#

FXdebugin THHAEE ,

2

2 54 7 #& 165 A debugds A F¥debug crypto isakmp, CESHE

. IPsec HEI/IKE A ZIER

. Cisco ASAR S R EZIRERGE M T

. BE A IPSec VPN #HEHBRR RS E

- #RFf# (REC)

SDM_CMAP_1
(4481818/3371)
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