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ASA(confi g)#class-map tcp_bypass
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ASA(confi g)#class-map tcp_bypass
ASA(confi g- cmap) #match access-list tcp_bypass

tcp_bypasseARBIPFERNHRIZIRNEN . BXEEEXRENFMER  BSHERFR
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ASA( confi g- cmap) #policy-map tcp_bypass_policy

4. EREMHNEEEN TEAclassin© , LU 2 01 KBRS (tep_bypass)Fr B B 7R B BR 5
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tcp_bypass:

ASA( conf i g- cmap) #policy-map tcp_bypass_policy
ASA(confi g- pmap) #class tcp_bypass

5. Ti:é@ﬂj‘!ﬁiﬂ:{iﬁﬁset connection advanced-options tcp-state-bypassin S /8 A TCPIR A &
BEIhEE, W SES2(N)MRAEIA. ATNKEMHGEEERNFRLEEERN , MR :



//www.cisco.com/en/US/docs/security/asa/asa82/command/reference/c1.html#wp2131322
//www.cisco.com/en/US/docs/security/asa/asa82/command/reference/m.html#wp2028893
//www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/mpf.html#wpxref87994
//www.cisco.com/en/US/docs/security/asa/asa82/command/reference/p.html#wp1879322
//www.cisco.com/en/US/docs/security/asa/asa82/command/reference/c1.html#wp2131029
//www.cisco.com/en/US/docs/security/asa/asa82/command/reference/s1.html#wp1428242

ASA( conf i g- cmap) #policy-map tcp_bypass_policy
ASA(confi g- pmap) #class tcp_bypass
ASA(confi g- pmap- c) #set connection advanced-options tcp-state-bypass

6. {8 Fservice-policy policymap name [ global | interface intf] @+ , SAMEEFEZE O S B A5E
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ASA( conf i g- pmap- c) #service-policy tcp_bypass_policy outside
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! -—— Configure the access 1list to specify the TCP traffic !--- that needs to by-pass inspection
to improve the performance. ASA(confi g)#access-list tcp_bypass extended permit tcp 10.1.1.0
255.255.255.224 any

! -—— Configure the class map and specify the match parameter for the !--- class map to match the
interesting traffic. ASA(confi g)#class-map tcp_bypass

ASA(confi g-cmap) #description "TCP traffic that bypasses stateful firewall"
ASA(confi g- cmap) #match access-list tcp_bypass

! -—— Configure the policy map and specify the class map !--- inside this policy map for the
class map. ASA(confi g- cnap)#policy-map tcp_bypass_policy

ASA(confi g- pmap) #class tcp_bypass

!I--- Use the set connection advanced-options tcp-state-bypass !--- command in order to enable
TCP state bypass feature

ASA(confi g- pmap-c) #set connection advanced-options tcp-state-bypass

!--- Use the service-policy policymap_name [ global | interface intf ] !--- conmand in gl obal
configuration nbde in order to activate a policy map !--- globally on all interfaces or on a
targeted interface

ASA(confi g- pmap- c) #service-policy tcp_bypass_policy outside

ASA(confi g- pmap-c) #static (inside,outside) 192.168.1.224 10.1.1.0 netmask
255.255.255.224
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interface_nane to dest_address: no matchi ng session
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host nane(confi g) #no logging message 313004
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