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TARE LRSETARES  MEREBYRANTIERHBEERTLTX , ESHIAUTERZ—
 REBED#R, EE A no failover active 5+ F3h 58 HFF P IR E 1R B B — N R TEE
F preempt SRR T HEDRE , XSBEENETTANZE T LNREORAB TR
EHRE.
- HEANE ARG SN, ERPREZE , 8NHEYRABEE T LS T ETREIRS,

RENRICNEREBED

HWENRN PN —NIF N RS S0, 2RERERS . BERMTARRD




H—ANEAEGMANFEE A TENRS ( HLEOHNREDRA DL TEHRS ) 8, 515
BRaEEPEARRURBETEE , MAESISEANETEEESHBEERMT 4,

- RN R TEN SIS, BBEINTELEARIUETEE.
HEFFH , REBREMNIRE LWL LIREFIEH] A Z 7R H E “Begi nni ng configuration
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BELRANDTLEEREFNINEFRE , EENEENRE LR ANG S TREKRINEERS
- EERESHINED , BOERERNPHE—RR LINITHS. EFBURTEEN K/, T8
FE/LDHELD ®,

EEWEENETE  BEXEETETATEY. ZERSEERERTFENGE , BEKETRA
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, ZE AU EHEEEANT. FalxBF5hkat—EEASRERENMERERE.

AR NSRS RLARENEIRETNEM—AREFBBIMERITHR , TENEEREEIMR
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EE2MARFEFHRS
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CHNFEBEBRLETXHHANGS , DT UTMNSEDRA 1 £E AT EIRSHETEHEN
FEtI#RA 1 EH LA TRARSHE T,

FAIEEEMXHasES., EdR. B, mkdir, mdirF)H L2845, BXEERBRA. T2EH

show, debug., mode, firewall # failover lan unit &%

AEERTHTEFNNENET LAABTRSBEETES, TRHATIREERSH , XEE
HAREER,

A LAGE A write standby @ , LEMBRS MREASHWER, X TERA/EARATAMERE
, write standby @ ST A FFR :

- MRERSEHITZEFH A write standby 5 , WZLREF LN REEBNFERZE L TXH
BEEHALEANEET, XTRELTEARBINZL L TXNEREESS ., BLAERETRA
1 FEZHRBNET LN RERITZEFRMATS. EX : IRNFER LBELTEHRS
WZLER , Mwrite standby f T 2LX LB X EERAENIERE, FRHEENREZ LEA
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- MRBEZE ETXHHA write standby %, IRFRLE L TYHNEBRL2EANE ST, &
HRELTENZL ETXFRAGTS , BiZE TRt FiENRS.
T PEHNINEE RN , EHNGST2REINE, XEGTRXRAMBETHINEE. BEERA
N EFEFNTSRERNT , BESHITEIN R T LA write memory B copy running-
config startup-config B+, W FEHENELE T , AFERERTFEINZEE T LHRNRE,

IR R 2R
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- ASA 5505 HENZ 2 RETN X HFERSHWHETR,
. ASA 5505 BER TR R T X BB R,

. 37E ASA 5505 BSEENZ£18% £B A Easy VPN Remote B , BT El B B L1 #,
- ZETMERXTAEZE VPN BEY#R,

T Thee

% E TR T I FLLTIhEE -
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L et
Clod

E0 ENO.1 172.16.1.3
Bl 121623

Saandby C1.
Active C1 Aetive C2
Stardiby C2
. Failover Intorface
P 2 - insids 10.0.0,0724
’ 192 1681 0
_EO.) \ o e s g - Secondary ASA
192 188 1.1 (Acihve) + EDZ . :
192 168 1.2 | Standiny 152 168.2 1 [Actins)
WLAN 2 192.168.2.2 [Starsdby VLAMN 2 B 4
WiLAMN 4
C1 = Contesd 1
‘ ‘ G2 = Conlext 2
Chusil vy A% Customar B's
At e Hobooroae

AT BMAEAUARMEEREREETRA/TAMEDR, REET LAN WHETH®RY | &
M| SHBI IR LRI BRI R  REHBRFIENETERFREBEITEE.

AR BRIEWEETRZFNEBIRE 2 RERT AL, MARERX AN B4 B #E %

REo
AL ETEMTER :

- FEEREE
- BB B TEE

FRERER
ERATHR, RS EDREIREBTREBEELT

1. ABANBEED (BHEX ). B2 1P it ( BHERX ) INEBEOREIDINZA P it
f (MREREE ). & Pt AELFENRARINZS2RE L, EXASTET IP it
W FR—FHF, BUANEN L TXHWAITEEZOtut, £ changeto context a7
E LTz a#Ti#. HSRREPFENA hostname/context(config-if)# , E & context 2
B ETXHEH. EEABAIEERXNT , BLTRMASTNLETXHNEE IP i, F&: MR
EAEANRSHEYRED , B2ARSHERERTGE P, ERESTHRT , €A
failover interface ip@ P EL B & A MRS HET#ED,

host nane/ cont ext (confi g-if)#ip address active_addr netmask standby standby_ addr



ERGIF |, EEASAHcontext T IAZIZOBEE ST :
ASA/ cont ext 1(confi g) #ip address 172.16.1.1 255.255.255.0
standby 172.16.1.2

¥t F Context2 :
ASA/ cont ext 2(confi g) #ip address 192.168.2.1 255.255.255.0
standby 192.168.2.2

EREPFAEERT , X TNERED , EZOEEEXTASN M EOM AL S, EFEHK
AIEEXT e REEEX T ALT .

ERGHRAOZERFEEEARNHEDNRSE., (MR PIXZLEE ) BRAET LAN BHFEY
o

host nane(confi g) #failover lan enable

MZETEENTESTT

host nane(confi g) #failover lan unit primary

B ESMEREER

host nane(confi g) #failover lan interface if name phy if

EAREIR  BATEAZEOLAR 3 FEAET LAN EETRED,

ASA(confi g)#failover lan interface LANFailover ethernet3

if_name Z¥3T phy_if SHIEENEO S EEEEN. phy ifSHAIURYEiIROET (W0
Ethernet1 ) S E T8I 7O ( WEthernet0/2.3 ) . FEASA 55058 BN Z 218 %E L

, phy_ifi§EVLAN, WEORTATEMEMAR (B LUEERES RS HEE ) Rk
) o EEBMEIREERNEINZA IP bk

host nane(confi g) #failover interface ip if name ip_addr mask standby ip addr

NFARE, FATRF 10.1.0.1 BERECRZEORIES) IP it |, 10.1.0.2 BEEZA IP #hit

o
ASA(confi g) #failover interface ip LANFailover
10.1.0.1 255.255.255.0 standby 10.1.0.2

ZH IP kA SSES) IP it FRE—FMAF, BFRFERHNZA IP it FREBBE, £X
ARERAT | BEIREERR P #hikfl MAC it RAE R, 530 IP it bR AFEES T
, MR IP it iR B FHBh & 7T,

wEE TN

BLEE TLANBYER/ERBEIHRET , FR5|SHBNRZ LUAR SRR HREER, XATFHBETS
FESRHTEEANETERARERETEE.

ERATESR , LEEENRENREES S| SHEIET

1. (R PIXZ2ikE ) ERAET LAN NEETIHR,

host nane(confi g) #failover lan enable

2. EXHETHRED, FEASEEETHRNRE  EERRFRETREONED,

host nane(confi g) #failover lan interface if name phy if



ASA(config)#failover |lan interface LANFail over ethernet3

if_name 83T phy_if ZHIEENEO P EZBER M. phy ifSHAIZYEBIHOBM (W0
Ethernet1 ) S CRIBIZM 73O ( WEthernet0/2.3 ) » FEASA 55058 BN L8 %& £

, phy_ifi§ EVLAN, X HFE V)R EEes 2 EOESI MZ A IP bk

host nane(confi g) #failover interface ip if name ip_addr mask standby ip addr

ASA(confi g) #failover interface ip LANFailover 10.1.0.1
255.255.255.0 standby 10.1.0.2

AR AEEHEYREOR  @MALTSEEZTREFLBANGTSESEE. &4 IP it
HMGTES) IP it FRE—FM S, BFRTERZ At +MED, BHZEQ,

host nane(confi g) #interfacephy if
host nane(confi g-i f)#no shutdown

3. R ETEENHBI AT

host nane(confi g) #failover lan unit secondary

& WHSRRAER , BARNEAT | BRIECHZAERE , BNEVLEENHBE T,
4. BRWET®R,

host nane(confi g) #failover

ERRAMEYRZE , BHEARETAEPNEERZERAL T, #HITRERSH , &3
& T4 A [ E R H & Beginning configuration replication:Sending to mate and End
Configuration Replication to mate, X : §E£E /& L x Hifailoversn® , REERMBNER
tRHZmS. EHBNEE LR failover MR 2ZE , HEBREFFLIMNETERZRNE R
, HRACRBAEA. TEASA LBREZT, EEEERE , HHESHRIENEFRE,
MR , AEEHRZRESE  FARERIHANENRE,

5. BETRETHEFZE , BRAUTHSUANEEREFRRNST

host nanme(confi g) #copy running-config startup-config

6. MRBE , WAMHSTES T LA T EHRSOEMRERAERE 2T TR EHRS,
BRHHEIRAERDE T EENEDRS , BETBL T EHRENTEZARHAUTSH

TV .
host nane#no failover active group group_id

group_id ZHIEEEEHBI £ T LT NESRSHE,

[mi

AXHEEAUATERE

FASA - Context1Bl B

ASA/ cont ext 1( conf i g) #show running-config
. Saved

ASA Version 7.2(3)




!
host nane context1
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names
!
interface inside_contextl
namnei f inside
security-level 100
!--- Configure the active and standby IP's for the
logical inside !--- interface of the contextl. ip
address 192.168.1.1 255.255.255.0 standby 192.168.1.2
!
interface outside_contextl
namei f out si de
security-level O
!--- Configure the active and standby IP's for the
logical outside !--- interface of the contextl. ip
address 172.16.1.1 255.255.255.0 standby 172.16.1.2
!
passwd 2KFQhbNI dI . 2KYQU encrypt ed
access-list 100 extended permt tcp any host 172.16.1.1
eq www
pager lines 24
ntu inside 1500
ntu outsi de 1500
monitor-interface inside
monitor-interface outside
icnp unreachable rate-limt 1 burst-size 1
asdm i mage flash:/asdm 522. bin
no asdm hi story enabl e
arp timeout 14400
static (inside,outside) 172.16.1.1 192.168.1.5 net mask
255. 255. 255. 255
access-group 100 in interface outside
route outside 0.0.0.0 0.0.0.0 172.16.1.3 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
icnp 0:00: 02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1: 00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p- di sconnect 0:02: 00
ti meout uauth 0:05:00 absol ute
no snnp-server | ocation
no snnp-server contact
telnet tineout 5
ssh timeout 5
!
cl ass-map i nspection_defaul t
mat ch defaul t-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
paraneters
message- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225




nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

service-policy global _policy globa
Cr ypt ochecksum 00000000000000000000000000000000
end

FASA - Context2fii &

ASA/ cont ext 2( conf i g) #show running-config
Saved

ASA Version 7.2(3)

]
host nane cont ext 2
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
!
interface inside_context?2

namei f inside

security-level 100

!--- Configure the active and standby IP's for the
logical inside !--- interface of the context2. ip
address 192.168.2.1 255.255.255.0 standby 192.168.2.2
]
i nterface outside_context?2

narei f outsi de

security-level 0O

!--- Configure the active and standby IP's for the
logical outside !--- interface of the context2. ip
address 172.16.2.1 255.255.255.0 standby 172.16.2.2
]
passwd 2KFOnbNI dI . 2KYQU encr ypt ed
access-list 100 extended pernmit tcp any host 172.16.2.1
eq www
pager lines 24
nmu inside 1500
nmu outside 1500
monitor-interface inside
monitor-interface outside
icnp unreachable rate-limt 1 burst-size 1
asdm i mage fl ash:/asdm 522. bin
no asdm hi story enabl e
arp timeout 14400
static (inside,outside) 172.16.2.1 192.168.2.5 net mask
255. 255. 255. 255
access-group 100 in interface outside
route outside 0.0.0.0 0.0.0.0 172.16.2.3 1
ti meout x|l ate 3:00: 00




ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
no snnp-server | ocation
no snnp-server contact
telnet tineout 5
ssh timeout 5
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
1
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdnctp

service-policy global _policy globa
Cr ypt ochecksum 00000000000000000000000000000000
end

FASA

ASA(confi g) #show running-config
Saved

ASA Version 7.2(3) <systenpr
!

!-—-- Use the firewall transparent command !--- in
gl obal configuration node in order to !--- set the
firewall node to transparent node.

firewall transparent

host nane ASA

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
no nac-address auto

]
interface EthernetO
]
interface EthernetO0.1
vlan 2

!

interface EthernetO.2
vlan 4




1

interface Ethernetl

1

interface Ethernetl.1

vlan 3

!

interface Ethernetl.2

vlan 5

!

!--- Configure "no shutdown" in the stateful failover

interface as well as !--- LAN Failover interface of both

Primary and secondary ASA/PIX. interface Ethernet2

description STATE Failover Interface

1

interface Ethernet3

description LAN Failover Interface

1

interface Ethernet4

shut down

!

interface Ethernet5

shut down

!

cl ass default
limt-resource All 0
limt-resource ASDM 5
limt-resource SSH 5
limt-resource Telnet 5

ftp node passive
pager lines 24
failover
failover lan unit primary
! --— Command to assign the interface for LAN based
failover failover lan interface LANFailover Ethernet3
!--- Configure the Authentication/Encryption key
failover key ****%*
failover link stateful Ethernet2
!--- Configure the active and standby IP's for the LAN
based failover failover interface ip LANFailover
10.1.0.1 255.255.255.0 standby 10.1.0.2
failover interface ip stateful 10.0.0.1 255.255.255.0
standby 10.0.0.2
failover group 1
failover group 2

secondary
no asdm hi story enabl e
arp timeout 14400
consol e tineout O

adm n-context adm n
context admn
config-url flash:/admn.cfg

context contextl
all ocate-interface Ethernet0.1 inside_contextl
all ocate-interface Ethernetl.1 outside_contextl
config-url flash:/contextl.cfg
join-failover-group 1

context context?2




all ocate-interface Ethernet0.2 inside_context2
all ocate-interface Ethernetl.2 outside_context2
config-url flash:/context2.cfg

join-fail over-group 2

pronpt host nane cont ext
Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e
end

HBIASA

ASA#show running-config

failover

failover lan unit secondary

failover lan interface LANFail over Ethernet3

failover key **xx**

failover interface i p LANFail over 10.1.0.1 255.255.255.0
standby 10.1.0.2

WU

{5 F show failover #8%

R ER S48 show failover in P, 8N Bt L |, #EEH show failover a5 KiE i BT IR

Ao

FASA

ASA(confi g-subi f) #show failover

Fai | over On

Cabl e status: N A - LAN-based fail over enabl ed

Fai |l over unit Primary

Fai | over LAN Interface: LANFailover Ethernet3 (up)
Unit Poll frequency 15 seconds, hol dtime 45 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 4 of 250 maxi mum

Version: Qurs 7.2(3), Mate 7.2(3)

Goup 1 last failover at: 06:12:45 UTC Jan 17 2009
Goup 2 last failover at: 06:12:43 UTC Jan 17 2009

Thi s host: Primary
Goup 1 State: Active
Active time: 359610 (sec)
G oup 2 State: St andby Ready
Active tinme: 3165 (sec)

contextl Interface inside (192.168.1.1): Nornal
contextl Interface outside (172.16.1.1): Nornal
context2 Interface inside (192.168.2.2): Nornal
context2 Interface outside (172.16.2.2): Nornal

O her host: Secondary

Goup 1 State: St andby Ready
Active time: 0 (sec)

G oup 2 State: Active

Active time: 3900 (sec)



contextl Interface inside (192.168.1.2):
contextl Interface outside (172.16.1.2):
context2 Interface inside (192.168.2.1):
context2 Interface outside (172.16.2.1):

Stateful Failover Logical Update Statistics

Link : stateful Ethernet2 (up)

St at ef ul Obj xm t xerr rcv

Gener al 48044 48040

sys cnd 48042 48040

up tine 0

RPC servi ces 0

TCP conn 0

UDP conn 0

ARP t bl 2
0

0
0
0
0
0
0
0
Xl at e_Ti neout 0

O O oo oo

Logi cal Update Queue Information

Cur Max Tot al
Recv Q 0 1 72081
Xmt Q 0 1 48044

HBIASA

ASA( confi g) #show failover

Fai | over On

Cabl e status: N A - LAN-based fail over enabl ed

Fai | over unit Secondary

Fai | over LAN Interface: LANFail over Ethernet3 (up)
Unit Poll frequency 15 seconds, hol dtine 45 seconds

Interface Poll frequency 5 seconds, holdtine 25 seconds

Interface Policy 1

Monitored Interfaces 4 of 250 maxi mum

Version: Qurs 7.2(3), Mate 7.2(3)

Goup 1 last failover at: 06:12:46 UTC Jan 17 2009
Goup 2 last failover at: 06:12:41 UTC Jan 17 2009

Thi s host: Secondary

Goup 1 State: St andby Ready
Active tine: 0 (sec)

Group 2 State: Active
Active tine: 3975 (sec)

contextl Interface inside (192.168.
contextl Interface outside (172.16.
context2 Interface inside (192.168.
context2 Interface outside (172.16.
O her host: Primary
Goup 1 State: Active
Active tine: 359685 (sec)
Group 2 State: St andby Ready
Active tine: 3165 (sec)

contextl Interface inside (192.168.
contextl Interface outside (172.16.
context2 Interface inside (192.168.
context2 Interface outside (172.16.

Stateful Failover Logical Update Statistics
Link : stateful Ethernet2 (up)
Stateful Obj xm t xerr rcv

NN e

NN e

2):
2):
1):
.1):

1):
1):
2):
.2):

Nor mal
Nor mal
Nor mal
Nor mal

err

el eoleolNeolNolNoll l

Nor mal
Nor mal
Nor mal
Nor mal

Nor mal
Nor mal
Nor mal
Nor mal

rerr



Gener al 940 0 942 2
sys cnd 940 0 940 2
up tine 0 0 0 0
RPC servi ces 0 0 0 0
TCP conn 0 0 0 0
UDP conn 0 0 0 0
ARP t bl 0 0 2 0
Xl at e_Ti neout 0 0 0 0
Logi cal Update Queue Information
Cur Max Tot al
Recv Q 0 1 1419
Xmt Q 0 1 940
{# A show failover state & THRIFRZS.
FASA
ASA(confi g) #show failover state
State Last Failure Reason Dat e/ Ti ne
This host - Primry
Goup 1 Active None
G oup 2 St andby Ready None
O her host - Secondary
Goup 1 St andby Ready None
G oup 2 Active None
====Configuration State===
Sync Done
====Conmuni cati on State===
Mac set
BT
ASA(confi g) #show failover state
State Last Failure Reason Dat e/ Ti ne
This host - Secondary
Goup 1 St andby Ready None
Group 2 Active None
O her host - Primry
Goup 1 Active None
Group 2 St andby Ready None
====Configuration State===
Sync Done - STANDBY
====Conmuni cati on State===
Mac set
EERIEHEHRE TH IP bk |, F6E A show failover interface 5%
FEHT

ASA(confi g) #show failover interface
interface stateful Ethernet2
System | P Address: 10.0.0.1
My | P Address : 10.0.0.1
O her 1P Address : 10.0.0.2
interface LANFail over Ethernet3
System | P Address: 10.1.0.1 255.255.255.0

255.255.255.0



My | P Address : 10. 1.
G her |IP Address : 10.1.

oo
N -

HWEE T

ASA(confi g) #show failover interface
interface LANFail over Ethernet3
System | P Address: 10.1.0.

[EEN

255.255.255.0

My | P Address :10.1.0.2
O her IP Address : 10.1.0.1
interface stateful Ethernet2
System | P Address: 10.0.0.1 255.255.255.0

My | P Address : 10.0.
QG her IP Address : 10.0.

EEZEHNEN

FECERLEMNEONRKRS . B2 L TXEXT , BE2BEERER TH A show nonitor-
interface EZ L TFXHEXT |, iBE L TXHAM A show nonitor-interface

oo
=N

AE  EREBEEOLBRAETRRKE  BELBEEMER T Amonitor-interface® T

monitor-interface <if name>

FASA

ASA/ cont ext 1( confi g) #show monitor-interface
This host: Secondary - Active
Interface inside (192.168.1.1): Nornal
Interface outside (172.16.1.1): Nornal
O her host: Secondary - Standby Ready
Interface inside (192.168.1.2): Nornal
Interface outside (172.16.1.2): Nornal

HEIASA

ASA/ cont ext 1( confi g) #show monitor-interface
This host: Secondary - Standby Ready
Interface inside (192.168.1.2): Nornal
Interface outside (172.16.1.2): Nornal
O her host: Secondary - Active
Interface inside (192.168.1.1): Nornal
Interface outside (172.16.1.1): Nornal

X MRARWMABELRIPHE |, Wshow failover iS4 ER0.0.0.0/ER Pt , HEAXNIEOKN
BEMAETESES, BYUTAMERIEE —MRETR IP it AEHREETE, EREETRLD
TERSHFMAER , FSHshow failover,

£ RETERPHHEDRE S

EEERCTRETHRENRGT , FRAANTHS !

host nanme(confi g) #show running-config failover
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HERMENHEDRGR. E2LTXEXTETHETL , FERSERTZERPE A show
runni ng-config failover A show running-config all failover @ f AR RiZ1TE B AR E
T, BR/AREURINENT S

F R 46 2h RE 354

BN R ELRIBE , BRAA TSR

1. WA EARBRHEVRARTRBMBBELFTPEIERE |, flin , EFEEO LNEN2E
RIEX Mo

2. ERUTSHT ﬁ%ﬂﬂﬁﬁiinmﬁﬁﬁatﬂﬁ NTER/ERBEDR , FEREDRAMRE
MiRE LA TGRS , ZRERASEERTIMED

host nane(confi g) #no failover active group group_id

. ERAFTPER —AFNZBEES — N,

IR NIRRT |, 5% Ashow failoverds £ LA B HFE LIRSS

5. %E , IEAUTH SN ZE TR HERAREZENRS : ¥ TFEH/EAWETR
, BEBEYBRAMENRE LWMAUTGS , ZRENRASTEEZZVNED

host nane(confi g) #failover active group group_id

A W

5l e AT 42
EERFGERETTNESET , FRWALTRTZ—
BFEREVRAEEFLTEARSHETNRERITEZRAFRMAN TS T

host nane#failover active group group_id

g&  ERERAEEPLA T EIRESNETHNREHTZEPRALUT SRS

host nane#no failover active group group_id

ERGETRALG TR , JITERSSBAAEREIRATHEDIRE

host nane#failover active

FRSEISR
EESAREIHR , FRAUTHS -

host nane(confi g) #no failover

MREED/ZAX LEAREDR , WM R THESNZARSHRERE , BEREHEFH L
o Bl ERERFRFEANRTARN X, Wi/\inﬁ‘ﬁﬂ'éﬁ!lé‘%ﬁ‘ium;o EEZARTENED
RE ( BEERAREDROERT ) 2 5 SR ) 55




MREFS LSRN EZRAHETR | LB N ETEEN TR , HEVRASTEBNETER
SEHRES , B — B4 T5EZIRS. no failover S AIERSEH TP A

/% K L
AT RERRENED EHREDRAREFREAREORS , FRAUTH S -

host nane(confi g) #failover reset group group_id

NRFHEETMENEHERS , EATLEIENEDER ; REEGNEANAFRIENZH

RS, ERHERFHEERFHRES (BIRHFARER ) hik, BEEA preempt i HEEA
HEIRABN. NREA preempt n HEBAHMDRA SR NERES , HEYEETRHEE
BET , NZHERARENFHRE.

S PR HE R
REMEPRE | FARLREDTREREHE, FBHQEAUTEE -
1. MR AL E

2. FEER
3. SNMP

BEIRRGEHE

Z2RFRERERN 2 NEHREBRERNAERSHE , UAREFENRE, FEEEXLE
HE , FZM Cisco 2 RZF AT ICERBEMRLEBTHEHE  WEABSICENEFEEXREGHEHE
YR o

AR BT BEVREEXEA  RRTFEQD , £RR5 HE411001M411002E 8. X2
IERERES

FE¥ wEED interface name FELX T SN HERERS

MRBFENRNH— N E AT EBEZNNE — N ETEE , WEERATHENRER. FE 2
TR RESI N HE B B TR & Ao

( EEH T ) F£#0 interface_name LEX T 5K F BT HRES

RBEEIEEZONMERTERET,
HBlEE

EEEFRIRAEL , B A debug fover . BXIFMEER , HSH Cisco B2 EERRSE 7.2
R

AR AT RRAHECPURERHRIE TERER  RteoaFEXMRS M. Bt , REHE
X ERBHRBERES Cisco RARZIFARBITHEHFRSERE , F NEM debug fover

A
AP P o
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SNMP

B REBHETRE SNMP RS AERMB , BEE SNMP RE UG SNMP FEBER X E] SNMP &
By, EXRZEBEEIHN , HF Cisco REBE MIB 4ixE SNMP BB, BXxi#FAER | #
2 Cisco Z2REMESE 7.2 liRHH snmp-server M A EIEFRB B

B PR E 3 4 0 Bt (]

EiEEHEYRE TR ANRENE | BESREEER T A H failover polltime %

failover polltine unit nsec [tine] hello

B+ , failover holdtime unit msec [tinme] hello

AXEMEL  BSREBEDRLHEE,
B HEURHERBERN,

BIRHEHE

Fai | over nmessage decryption failure. Please nmake sure both units have the
sanme failover shared key and crypto license or systemis not out of nenory

tEERREERZAREERN ., EEHFRLAZ , FRERAEIRESR  AREFTHRER
o

HXER

. Cisco ASA 5500 RIIEBENRZLIRE

. Cisco PIX B R ik 84

- BB AR BRSEIR (FWSM) HE R E

- FWSM #U B Y1 ¥R 8 B HE BR

. Cisco Secure PIX Bf A 1 # B ] ¥ ) T 4[R2
- BARZEFHH - Cisco Systems
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