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ASACLI BB

ASACLI BB

ciscoasaffshow run
Saved

ASA Version 8.0(4)

!
hostname ciscoasa
domain-name cisco.com

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
names

!

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.66.79.86 255.255.255.224

!

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.238.26.129 255.255.255.2438

!

interface Management0/0

shutdown

no nameif

no security-level

no ip address

!

I-—-—- Write regular expression (regex) to match the FTP
site you want !--- to access. NOTE: The regular
expression written below must match !--- the response
220 received from the server. This can be different !---
than the URL entered into the browser. For example, !---
FTP Response: 220 glu0l103c.austin.hp.com

regex FTP_SITEl " ([0-9A-Za-z])*[Hh] [PP]\.[Cc] [0O0O] [Mm]"
regex FTP_SITE2 "([0-9A-Za-z])* CISCO SYSTEMS ([0-9A-Za-
Z] )*Il

!--- NOTE: The regular expression will be checked
against every line !--- in the Response 220 statement
(which means if the FTP server !--- responds with
multiple lines, the connection will be denied if !---
there is no match on any one line).

boot system disk0:/asa804-k8.bin
ftp mode passive

pager lines 24

logging enable

logging timestamp

logging buffered debugging

mtu outside 1500

mtu inside 1500




no failover

icmp unreachable rate-limit 1 burst-size 1
asdm image diskO:/asdm-61557.bin

no asdm history enable

arp timeout 14400

global (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0
route outside 0.0.0.0 0.0.0.0 10.66.79.65 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uauth 0:05:00
absolute

dynamic-access-policy-record DfltAccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 inside

http 0.0.0.0 0.0.0.0 outside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup
linkdown coldstart

telnet timeout 5

ssh scopy enable

ssh timeout 5

console timeout 0

management-access inside

threat-detection basic-threat
threat-detection statistics access-list

no threat-detection statistics tcp-intercept

class-map type regex match-any FTP_SITES
match regex FTP_SITEl
match regex FTP_SITE2

! Class map created in order to match the server names !
of FTP sites to be blocked by regex. class-map type
inspect ftp match-all FTP_class_map

match not server regex class FTP_SITES

! Write an FTP inspect class map and match based on
server !--- names, user name, FTP commands, and SO on.
Note that this !--- example allows the sites specified
with the regex command !--- since it uses the match not
command. If you need to block !--- specific FTP sites,
use the match command without the not option.

class-map inspection_default

match default-inspection-traffic
policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512

policy-map type inspect ftp FTP_INSPECT_ POLICY




parameters
class FTP_class_map
reset log

such as drop, reset,

FTP_INSPECT_POLICY

!--- followed by the name of policy.

! Policy map created in order to define the actions !---
or log. policy-map global_policy
class inspection_default inspect dns preset_dns_map
inspect h323 h225 inspect h323 ras inspect netbios
inspect rsh inspect rtsp inspect skinny inspect esmtp
inspect sglnet inspect sunrpc inspect tftp inspect sip
inspect xdmcp inspect icmp inspect ftp strict

!--- The FTP inspection 1is specified with strict option

global_policy global prompt hostname context
Cryptochecksum:40cefbl1189e8c9492ed7129¢c7577c477

service-policy

: end
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Use this section to confirm that your configuration works properly.

B TREERER ({REMAF, ) (OIT) XFEL show 5. A OIT AIEEX show iR

aef: 0o g

- show running-config REGEX —& RELE T W EM KR T,

ciscoasaf#fshow running-configregex
regex FTP_SITEL
regex FTP_SITE2
- show running-config class—map —& REt &

ciscoasa#tshow running-config class-map

".*hp\.com.*"

class-map type regex match-any FTP_SITES
match regex FTP_SITEL
match regex FTP_SITE2

"[Ccl[Ii]l[Ss][Cc]l[Oo]\.[Cc][O0] [Mm]"

T HYSEHREY

class-map type inspect ftp match-all FTP_Block_Site

match not server regex class FTP_SITES
class-map inspection_default
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match default-inspection-traffic
1

. éhow running-config K Bg B 51 K & Inspect http —E REEHTTPHRIERELE T B9 R EEBLET,

ciscoasaf#fshow running-config policy-map type inspect ftp
!
policy-map type inspect ftp FTP_INSPECT_POLICY
parameters

mask-banner

mask-syst-reply

class FTP_Block_Site

reset log

. S.how running-config MRS — & RATE RS A B E , UARRIARBERFEE,

ciscoasa#tshow running-config policy-map
!
policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512
policy-map type inspect ftp FTP_INSPECT_POLICY
parameters

mask-banner

mask-syst-reply

class FTP_Block_Site

reset log
policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

inspect ftp strict FTP_INSPECT POLICY
1

- show running-config service-policy—E& R H a1 THRS KB E B,
ciscoasaf#fshow running-config service-policy
service-policy global_policy global

Troubleshoot

ARER 5 REWE B AT T E & T HEHERR,
& 56 Fpolicy@s > Bshow service 1 7 WiEH N 5| ZR EHRE RN EBMLAREEZF M.

ciscoasa#show service-policy

Global policy:
Service-policy: global_policy
Class-map: inspection_default
Inspect: dns preset_dns_map, packet 0, drop 0, reset-drop 0
Inspect: h323 h225 _default_h323_map, packet 0, drop 0, reset-drop O



Inspect: h323 ras _default_h323_map, packet 0, drop 0, reset-drop 0
Inspect: netbios, packet 0, drop 0, reset-drop 0

Inspect: rsh, packet 0, drop 0, reset-drop 0

Inspect: rtsp, packet 0, drop 0, reset-drop 0

Inspect: skinny , packet 0, drop 0, reset-drop 0

Inspect: esmtp _default_esmtp_map, packet 0, drop 0, reset-drop 0
Inspect: sglnet, packet 0, drop 0, reset-drop 0

Inspect: sunrpc, packet 0, drop 0, reset-drop 0

Inspect: tftp, packet 0, drop 0, reset-drop 0

Inspect: sip , packet 0, drop 0, reset-drop 0

Inspect: xdmcp, packet 0, drop 0, reset-drop 0

Inspect: ftp strict FTP_INSPECT POLICY, packet 40, drop 0, reset-drop 2

Related Information
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- Cisco Adaptive Security Device Manager (ASDM)
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