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Prerequisites

Requirements

There are no specific requirements for this document.

Components Used

AXEFHESET Cisco BERNZEIRE (ASA) A 8.x RE SR,

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.
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Conventions

BXRXHEANBFERES , 55 Cisco HFARERAN,

Configure
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Network Diagram
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AXHEEAATEE

BREBF 1

ci scoasa#show runni ng-config
Saved

ASA Version 8.0(2)
!
host nane ci scoasa
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

!
interface Ethernet0/0

namei f dne

security-level 50

ip address 10.77.241.111 255. 255. 255. 192

!

interface EthernetO/1

namei f out si de

security-level O

I--- Specify a VPDN group for the PPPoE client pppoe
client vpdn group CHN

l--- "ip address pppoe [setroute]" !--- The setroute
option sets the default routes when the PPPoOE client has
I--- not yet established a connection. \Wen you use the
setroute option, you !--- cannot use a statically
defined route in the configuration. !--- PPPOE is not
supported in conjunction with DHCP because with PPPoE !-
-- the | P address is assigned by PPP. The setroute

option causes a default !--- route to be created if no
default route exists. !--- Enter the ip address pppoe
command in order to enable the !--- PPPoE client from

interface configuration node

i p address pppoe
!
interface Ethernet0/2
namei f inside
security-level 100
i p address 10.10.10.1 255. 255.255.0

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nterface Management 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

!

passwd 2KFQhbNI dI . 2KYQU encr ypt ed

boot system di skO:/asa802-k8. bin

ftp node passive

access-list 100 extended permt ip any any
access-list inside_natO_outbound extended pernmit ip
10. 10. 10. 0 255. 255.255.0 10

20.10. 0 255.255.255.0 inactive

pager lines 24




nmu dnz 1500

I--- The maxi mumtransm ssion unit (MIU) size is
automatically set to 1492 bytes, !--- which is the
correct value to allow PPPoE transnission within an
Et hernet frame. mtu outside 1492

nmu inside 1500

l--- Qutput suppressed. global (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0
I--- The NAT statenents above are for ASA version 8.2

and earlier. !--- For ASA versions 8.3 and later the NAT
statenents are nodified as follows. object network
obj _any

subnet 0.0.0.0 0.0.0.0
nat (inside,outside) dynanmic interface

l--- Qutput suppressed. telnet tinmeout 5 ssh tineout 5
console tinmeout O !--- Define the VPDN group to be used
for PPPoE. vpdn group CHN request dial out pppoe

I--- Associate the user name assigned by your ISP to the
VPDN group. vpdn group CHN | ocal nane ci sco

I--- If your ISP requires authentication, select an

aut hentication protocol. vpdn group CHN ppp

aut henti cati on pap

l--- Create a user nane and password for the PPPoE
connection. vpdn usernane CiSCO password *******xxx

threat-detection basic-threat
threat-detection statistics access-1list
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdnctp

|
service-policy global _policy globa
usernane ciscol23 password fflRPGDSQIh9YLQ encrypted
privilege 15
pronpt host nane cont ext
Crypt ochecksum 3cf 813b751f e78474df b1d61bb88a133
end
ci scoasa#




ASDM K i
EETHSRURESBENRSIRE —EIRAH PPPoE &/ ik :

Note: Ef# ASDM A& & ASA , S 21F ASDM # 1T HTTPS A8,

1. U5/ ASA L83 ASDM : fTFFRISEER , ARA/F% A https://[<ASDM_ASA_IP_ADDRESS>, HH
ASDM_ASA_IP_ADRESS J B E#{T ASDM 15 E#Y ASA 2 0#) IP #tbit, Note: #a{RAZAERI
RERRHENAX SSL EREXRMNEMES. MANAFENOTHENZER, ASA RRLE
O S T8 ASDM MAREF. RGN ARF IR ITEY , EF%E Java MEFF

&1T.

&3, Cisco ASDM 6.1 iy

Cisco ASDM 6.1(3) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage vour Cisco Security Appliances.

Cisco ASDM runs as either a local application or Java Web Start.

When you run Cisco ASDM as a local application, it connects to your Security Appliance from
vour desktop via SSL. Running Cisco ASDM as an application has these advantages:

& You can invoke ASDM from desktop shortcuts. No browser is required.

» One deskiop shoricut allows you to connect to multiple Secunty Appliances.

[\,&- I Install ASDM Launcher and RBun ASDM I

ou can run Cisco ASDM as Java Web Start that is dynamically downloaded froam the devica
o which you connect.

& Click Run ASDM to run Cisco ASDM,

* Click Run Startup Wizard to run Startup Wizard.Startup Wizard walks you through,
step by step, the initial configuration of your security appliance.

[ Run ASDM ] [ Run Startup Wizard |

2. B & Download ASDM Launcher and Start ASDM LA T#; ASDM N ARRFHNLZEREF.

3. T8 ASDM B ERFE , TRIERAETHNL R , LELZRIZERHHIZ1T Cisco ASDM F38
EF.

4. AR http - ST EENZEON IP it , URAFBEMNOS (WMREBEBE ) . REF
cisco123 A TRF&H#EH cisco123 O T,
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B% Cisco ASDM Launcher ¥1.5{30)

Gisco ASOM Launcher

vl
CISCO

Device IP Address [ Mame: (10.77.241.111

Isername: ciscol 23

Passward: '-‘-"-'f'-‘-"-'-'frt'-'rfr|

[ ] Run in Dema Mode

Close |

O &6

5. 1% ## Config

§% Cisco ASDM 6.1 for ASA - 10.77.241.111

uration > Device Setup > Interfaces

, RHE RAEED |, RiF#E T Edit,

Fie View Took Wizards Window Help Lock For: | & .l
@t—bme|cf’ amn|Dmiwrg|QsamGw Qaad:l,qj | ‘D Hep cisco
Device Setup o ) . os | =
@ Startup Wizard X =
= Senur .
Foro Interface Name  Enabled 07 [P acdress EA.H::“:BIM-;
+3+ Static Routes B0 10.77.241.111 25525525 -Eﬂ
OSPF -m——- Q=18
f:': E"'“;RP nside 100 10.10.10.1 255.255.29
- Multicast ﬂm x
(3 Praxy ARPs Managamentd/0
Deervice MarmeFasswond

Systermn Time

£

DErﬂJb traffic batween two or more interfaces which are configured with same security
[ | Enabie traffic between tewo or more hosts connected 1o the ame interface

| appy || Resst |
clscolzd 1S e (B 5/11/09 2:04:42 AM UT

s |

6. £ Interface Name FEF , i A outside ,

RIGik & Enable Interface Ei%&4E.

7. 1€ IP Address Xig A % 7 Use PPPoE #i%1%4,

8. M AHBZH,
MSCHAP ) %% 3240,

PPPoE AF&MOT , ARELHENKN PPP B KUK (PAP, CHAP =



X

§® Edit Interface

General | advanced

Hardware Port:  Ethernsti)l [ Configure Hardware Properties... |

Interface Name: _;:uEIdE
Sacurity Leval: o |

[:]Dadh:ata this interface to management only

|w] Enable Interface
IF Address
(D use Static P () Obtain Address via DHCP
Group Name: CHN

FPPOE Lisarname: | Cisco
PFPOE Password: |(seses
Confirm Fassword: _iiinq{

PRP Authentication: (@) PaP  (JCHAP () MSCHAP

[ ] Store username and password in local flash | IP Address and Route Settings... |

| o [ cace |[ Hew |

9. i Advanced ETI+ , HEIE MTU K/HNREIREN 1492, Note: R AEHE T (MTU) K
NEBEFIEERN 1492 T, XRIEWE , UAGTFEAMMA DT PPPOE 1£ i,



#% Edit Interface

Mac Address Cloning

Active Mac Addr... |

Enter MAC addresses for the active and standby interfaces in hexadecimal format (for
example 0123.4567 80948}

Standby Mac Add. ..

Ok

Cancel | ] Help

10. REEOKRELE,

M. R ANEERREER , ARET Apply.




I® Cisco ASDM 6.1 for ASA - 10.77.241.111

Fie View Tool Wikaid: Wndow Hep Look For: | |l||rl|l1
@hbma O%Mm[‘jhmm:lrg Gs;ua @mﬂm £ Back 3 "?H&bi cisco
LR 3 Device Se e fare: =
.-_i*E-lar Wizard
Sacurity
t Efﬁ Interface Name | Erabled ey IPAddess | Submetbask  MTU R
als Static Boutes EttwerretlyT drriz Yeg S 10.77.241.111  255.255.255... 1500 Mo -
+
#i oy OSPF (Ethernsi/1 Litsics 0| (FPFoE) | (PPFOE)
i Erenmilie  fede 7o W I SRaEss0 150N
5 Mot Ethwerrsatl/3 Mo Mo
) Provy ARPs Mansge men iyl T 0]
i Device Mame,Password
Sysham Tirme
< >
& - [ Enable traffic between two or more interfaces which are configured with same seourity k...
L [ Eruble traffic betwoen two or more hotts cornectid o the same inberface
&Ffewall
— [ sy | Reset
chcolZd 1S =1 (B 571108 2:00:22 AM LUTE

Veri

Use this section to confirm that your configuration works properly.

woREBRER (XBREMAL ) (OIT) ZHFEL show 5. FA OIT AIEEX show ap S5
H 5 47 o

- show ip address outside pppoe — fEA L ar S AR R X 8] PPPoE B FIHEEE S
- show vpdn session [I2tp|pppoe] [id sess_id|f§ B B|RZ|window] — FEA Lk HLEE PPPoE
2FIRE.
THNRGIE RS RAENERRE

host nane#show vpdn
Tunnel id 0, 1 active sessions
time since change 65862 secs
Renpte Internet Address 10.0.0.1
Local Internet Address 199.99.99.3
6 packets sent, 6 received, 84 bytes sent, 0 received
Rermote Internet Address is 10.0.0.1
Session state is SESSI ON_UP
Ti me since event change 65865 secs, interface outside
PPP interface id is 1
6 packets sent, 6 received, 84 bytes sent, 0 received

host nane#show vpdn session
PPPoE Session Information (Total tunnel s=1 sessions=1)
Rermote Internet Address is 10.0.0.1
Session state is SESSI ON_UP
Ti me since event change 65887 secs, interface outside
PPP interface idis 1
6 packets sent, 6 received, 84 bytes sent, 0 received
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host name#show vpdn t unnel
PPPoE Tunnel Information (Total tunnel s=1 sessions=1)
Tunnel id 0, 1 active sessions

time since change 65901 secs

Renote Internet Address 10.0.0.1

Local Internet Address 199.99.99.3

6 packets sent, 6 received, 84 bytes sent, 0 received
host nane#

EMREE

R T MNEE P MIERFTE vpdn group a5, i5E S BEEER A clear configure vpdn group @

AL .
ie)

host nanme( confi g) #cl ear configure vpdn group

R T MIBRFFE vpdn username T % . i5fEA clear configure vpdn username fi % :

host nane(confi g) #cl ear configure vpdn usernane

Note: iX a5 S XI5ES) PPPoE & A E s,

Troubleshoot

BB BR T

R HBREER ([XEFMAF, ) (OIT) XFFHL show i H. A OIT JEEX show trw
HE Do

Note: £/ debug ti 5281 , FSHAEX Debug T THEEEFE,

- hostname# [no] debug pppoe {event|$&i%|packet} — A Lt a S LAX PPPoE & Fim/3 A&
R,

T MR R /32

L5 2

LR AE A IPH#bEX.x.x.X 255.255.255.240 pppoe setrouteip SR} , IPibit E#ib o B , (ER FRE
BHIERIZ2 , ERERTIEEREN28, NHAKKREXH R 2

fRIRTT R
XREWTH, FREDZEFMERE —EBPPPoefkN;ASAKIZIFEHRE 32,

Related Information
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