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X PIXBRA 6.2 2700 NTP X1, E55 PIX6.2 : & E IPSec B3ER NTP Fi & R4l
. BA{E1E Cisco PIX Bp ki EELE NTP,
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BT SEREGIEZE VPN BEE

1. 37T BEEE H B A https:// <Inside_IP_Address_of ASA> LLifi[a] ASA £# ASDM, HHHRX
ERTEBRRHENAX SSLUEBPERMNERNES. MIANAFENOTERNZE, ASA ERIE

BEOLAWTH ASDM MNARF. WRHRNARFMRIALITEN , EFE Java NMEF
RIZ1T,

Cisco SvsTEMS

S Cisco ASDN 5.

Cisco AS0DM 5.0 provides an intuitive graphical user intarface that makes it easy to set up,
configure and manage your Cisco Securty Appliances,

Cisco ASDM runs as either & local applicabion or a Java Applet.

When you run Cisco ASDM a5 a local application, i connects ba vour Security Appliance from
your deskbap via SSL, Bunning Cisco ASDM ac an application has thess sdvantages:

« Upgrades of the local application are parformed autormatically,
+ Tou can invoke ASDM fromn desktop shortcuts, Mo browser is required.
« One desktop shortcut allows you to connect to mudiipde Secunty Appliances,

Download ASOM Launch«and Start ASOM

ou can run Cisco AS0DM as a Java applet that is dynamically downloaded fromn the device to
which you connect,

Fun ASDM as a Java Applet

Copyright & 2005 Cisco Systems, Inc. All rights reserved.

2. B Download ASDM Launcher and Start ASDM LA T ASDM M AREFHNLZERERF.

3. T# ASDM BaiEF 2B , TR RAIIETNISR | MELZEIZE 4 H121T Cisco ASDM B
HERF,

4 AR http - SEBVEON IP it , URAFENOS (NREEE) . WRAIGEH
RIAZEERAFRENOS,



#% Cisco ASDM Launcher ¥1.2(1)

i Cisco ASDM Launcher RN

=101 %]

CiscoSysTems

Cevice IP Address:

Lsernarme:

Fassword:

Close

M

Mote; A50M does NOT zave pazswords locally.

5. ASDM BRI A FiE#EE| ASA 5 , 51217 VPN @5,
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S, J = Skakup 'Wizard
Hisiwne il alion [ ] ) il

Dot el ol
Generad | License |

Bt Mare Pis515- T4 CIsEa CDm

P Version T4} Device Uptime:  Sd 20k 24m 265
ASDM Version: 5.4} Device Type PIK 515
Firewall Mode  Rouind Conbet Mode:  Simgie
Tolad Flagh 1il ME Tokal Marmory, B MR
W S mlus

IKE Tumnals: 0 IFSac Tunnels: O
System Resources Status

= gl LR Usape (pessens

Mg =gy Wi Feady Udage (Wh

Latest ASDM Syslon Mecsages

yRlag Lheabied

Device oonfguraton loaded successilly

6. &% Site-to-Site IPsec VPN BiEZRE,

-
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& o ?

Refrearm Save ey s
Il T e SEtus

iMerface | 1P Add s s sk Lir Limk l.'furltn!ktu::l
yricide 17222116324 @Qup @Qup 3
foutsios 1010101024 @up ©Qup D
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55 WP Wizard . kT |
VPN Wizard WP Tunnel Type (Step ¥ of ..

Lise this wizand 1o configura new sie-to-Site VPN binngls ar new rémole access
WPH tunnels. A tunnel betaaen bwo devices ks called a site-to-gite lunmnel and |
bidiractional. & tunnel esiablished by calls from remaobe wsers such as
telecormanubers i called remole access unnal,

Thig wizard erealas bagic nnel corfiguraions halvou can edil Isler using the

ASOIM.
WPHM Tunnel Type: REREEITN
"':""""T' - Remade
* Site-to-5ite %ﬁ,_ﬁﬂ,@
VPN Remete Access
Lncal ¥ e R
" Remots ALLEZE h et yif
Pl }ﬂ:&
WPH Tunnel Intarface:  [outside =]

Eack | Newe | Finin | cancer]  Hew |
]

7. EEEENEENIAE IP i, MAECEANSHRIEEE  EARGTPRMAEZESA,
B5 VPN Wiz ard : .
VEN Wizard Femote Sie Pear (Step 2 of 7}

Enter the IP addrass and the kifmal group of e peer davice far \is site-bo-sibe
wnnel. Then select the aufhenbcation method: 8 password shared by both sies or
A cedtificale issued by a Cedificals Aufnority

Peer @ Adoness; |1|:|.:-u.1u 1

Tunnied Geoup Name:  [10.20.20.1

Aulfeenticabon

¥ Pra-ghared Key

Pre-shared Key: EEZIEE

™ Cenifitabs
Cedificate Signing Algorshm: I 354 *l

Trusipoint Mame: | =]

<Back | Negs | fircn | cancer|  Hei |
it

8. EEEAT IKEWEMY , BN E 1 MR . SEEMERER KL ZHEER.




BE PN Wiz ard :
VEN Wizard IKE Policy {Step 3 of 7}

Salact the encrption algarhm, auihentication algashm, and Difie-Hellman group
for the devicas 0 ugs to negoltiste an bntemed Key Exchange (IKE) secunty
associa®on betwean tham. Configueations on both sides of the connaclion must

rrabth exatiy,
Encryplion; |nEE-256 =]
AmhenSieation:  |SHA =]

OH Group: |_ "'I

-Bm:kl h[?n | Fir | L‘:m:elJ Harn_]

9. BEEHMRT IPsec WEM , hEN“EE 2 iR, XEBEMEREmATTH
BB PN Wizard _ _ .
VPN Wizard IPSac Encrypion and Authedication  (Step 4 of 1)

Selact the encnption and suthenticalion algosithms for this IPSec VPN himnael,
Configurations on both siles of the connecson must match exacthy.

Encryplion; |nEE-256 =]

Authentication: IEH"'- ﬂ

<Back | Nwt= | fircn | cancer|  Hei |
b

10. EER AT EBEREY VPN BB EN. ELSRP |, I5E ASA1 B E,



§& WPN Wizard

_ - x|
YEN Wizard Local Hosts and Netwarks - (Step 5 of 7}
An IPSac tunned prodects dala exchanged by selected hosts and nebeorks a the
loeal and rermote ites. You Idenlify hosts and networks for the |ocal sie an fhis
screan and for ibe ramote 582 on the next screen,
Hositetsork 1 Be Added Sebecled HostsMedsorks:
i+ 1P Address " Mame T~ Graup 172220004
Interface;  [mside ] |
IP address: i1 712210 5 |
Mask: jz55.255 2550 =]
<Back | Npat= | finien | cancer|  Hein |
4T
1. B EPRE MY IZ 2w A EHLF P L&,
& VPN Wizard — = |
YEN Wizard Hemote Hosts and Networks [Step 6 af 7)
Enber fhe hosis and nobwarks 3 fhe remaole sibe of the FEec connéction,
Hositetsork 1o Be Addaed Sebacled HostaMetsorks:
I+ 1P Address " Mame i~ Group 172.16.1.004
Interface;  [oulside ] | S
IP address I1?11E-1.D 5 |
Mask: jz55. 2552550 =]
< Back | Nefs | finien | cancer|  Hew |
12. W EFRERTESY VPN S EXHEN. FARERE K MELBRZELER  FLH
Finisho



55 ¥PN Wizard k¥ x|
YEN Wizard l Summary (Step ¥ of 7]

ou b crigated @ Sibe-30-Sile VEH funnel wilh i follcwing afribubas:

WP Tunnel Inferface: oulside
Fear P Address: 102002001
Tunned Group Name: 10020.20.1
PSxac aufienbication wses pre-shaned ki
clscol 23
IE Falicy Encrpian Faudibentication f DHGroup: AES- 256 SHA T Group 3
FSec ESP Encrplion f ESP Aulherticabion: AES-256 / SHA
Traffic Now io be probacled by this tunnsl.
(local 172221 0024
frarmeoted 172.16.1.0024

«Back | 1464 |1=|ﬁ|m| cancel |  Heln |

NTP ASDM Ei (B

k=
1BJT

RIUATHE , LAMEFE Cisco BRLiEZ LB NTP :



B Cisco ASDM 5.2 for PIX - 1

File  Optionz Toolz Wizardzs  F

E{“P Irnterface

Interfaces

Ethernetd
| @% Ethernett

Security Policy Ethernet?

: Etherrnet3
@5 Ethernetd
AT Ethernets
{

G

“Fr

1. #£ ASDM E T Hik#F Configuration ( MIEFTR ) :
2. BI1Ei%4$% Properties > Device Management > NTP , SUETFF ASDM # NTP BLE T ( 1nE

T
Fg AAL Selup
-l anti-Spootiog

#-15 arp Conflyure NTP seevers and detine suthertication keys and values,

........................................................................................ T O )
+-{i3 Certificate

F Address terface Freferredy Key Mumber Trusted | Beid
L-ﬁ' Device Access
':i--ﬁ[ﬁeweh::eﬂ.dmrstratun PR

-] Bsener

-l Boat Imagenonfic
F-- 28 CL Prommpt

; Clock

{2 Console

Frt? Device

-l FTF Mode




3. B ADD #BERI0 NTP RS2 , HEH T ADD B EE RNFEOFIRHMERMYE , W IP
ik, EOBH ( RIHAZ ) URATEARINZBESNZAE (MRBEBRAT) -
RE , B OKo

8 Add NTP Server Configuration

............................................................

L 172,221 161 ] Preferred

.
cauthertication ey

L a ................................................. = -

Hey Walue: akR

Reenter Key Malue:

o
R

1 NI ASAT RN EEOBH , I ASA2 IR/ OB, FM : ASA M NTP RS2
Y ntp authentication key Ri#[E. CLI F#y ASA1 F ASA2 A KIEEMHEEN TR
I ASAl#ntp authentication-key 1 nd5 cisco ntp trusted-key 1 ntp server 172.22.1.161 key 1

source inside ASA2#ntp authentication-key 1 nmd5 cisco ntp trusted-key 1 ntp server
172.22.1.161 key 1 source outside

4. I17£ % & Enable NTP Authentication £i%4E , A5 £ o Apply , BIAT K NTP BLEES.



El - z-ja' Startp Wizard
2 b gl AsA Setup
Wievinces Anti-Spoofing
i :'|_ [~ E ARP CI:IFI!IQ.I"E‘ MTP zeryers and define aulherticalion kE'g'S‘. ard walues,
i . prT—
Security Palicy =) Cient Updste
. % B3 Cerificate P Sddress rterfnce Preferred?  Key Number Trusted
&?% #fFf Device Access e ra oo geet |
NAT =t ﬁ_ T — 172,221 161 insicle i . _m
@ Bsiwar
% % Boot Image/Contiz
Gt B3 cu Promat
g chock
T ConEoke
"3_:5 U‘J Dierdize
Roiding =5 FT7 odde
- B |CMP Rules
éa{::; 2 panagement Aco
okl Obects
-l Pezsand
E;!J Lﬁ Secure Copy
Properties IEESMTP |
I e T Enatie NTP Authentication >
£ U=ar Accounts
5= History Mefrics
w1y 1P audi
=& Lowging v d Apely ] [ Reset
L ikl ¥

ASA1 CLI B¢k

ASA1

ASA#show run : Saved ASA Version 7.1(1) ! hostname ASAl
domai n- name defaul t.domain.invalid enabl e password
8Ry2Yj I yt 7TRRXU24 encrypted nanmes ! interface EthernetO
nanei f outside security-level 0 ip address 10.10.10.1
255.255.255.0 !--- Configure the outside interface.
interface Ethernetl nameif inside security-level 100 ip
address 172.22.1.163 255.255.255.0 !--- Configure the
inside interface. ! !-- Qutput suppressed ! passwd
2KFnbNI dI . 2KYQU encrypted ftp nbde passive dns server-
group Defaul t DNS donai n-nane default. domain.invalid
access-list inside_nat0O_outbound extended permit ip
172.22.1.0 255.255.255.0 172 .16.1.0 255.255.255.0 !---
This access list (inside_natO_outbound) is used !---
with the nat zero command. This prevents traffic which
I--- matches the access |list from undergoi ng network
address translation (NAT). !--- The traffic specified by
this ACL is traffic that is to be encrypted and !---
sent across the VPN tunnel. This ACL is intentionally !-
-- the sane as (outside_cryptonmap_20). !--- Two separate
access lists should always be used in this
configuration. access-list outside_cryptonmap_20 extended
permit ip 172.22.1.0 255.255.255.0 172 .16.1.0

255.255.255.0 !--- This access |ist
(outside_cryptomap_20) is used !--- with the crypto map
outside_map !--- to determ ne which traffic should be
encrypted and sent !--- across the tunnel. !--- This ACL

is intentionally the same as (inside_natO_outbound). !--
- Two separate access lists should always be used in
this configuration. pager lines 24 ntu inside 1500 ntu
out si de 1500 no failover asdmimage flash:/asdm 511. bin




l--- Enter this conmmand to specify the |ocation of the
ASDM i mage. asdm history enable arp tinmeout 14400 nat
(inside) 0 access-list inside_natO_outbound !--- NAT O
prevents NAT for networks specified in !--- the ACL

i nsi de_nat 0_out bound. route outside 0.0.0.0 0.0.0.0
10.10.10.2 1 timeout xlate 3:00:00 timeout conn 1:00: 00
hal f-cl osed 0: 10: 00 udp 0:02:00 icnp 0:00: 02 tinmeout
sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_media 0:02: 00
ti meout uauth 0:05:00 absolute http server enable !---
Enter this command in order to enable the HTTPS server
l--- for ASDM http 172.22.1.1 255. 255. 255. 255 inside !-
-- ldentify the I P addresses fromwhich the security

appliance !--- accepts HITPS connections. no snnp-server
| ocation no snnp-server contact !--- PHASE 2

CONFI GURATION ---! !--- The encryption types for Phase 2
are defined here. crypto ipsec transform set ESP-AES-
256- SHA esp- aes- 256 esp-sha-hmac !--- Define the
transformset for Phase 2. crypto map outside_map 20

mat ch address outside_cryptonap_20 !--- Define which
traffic should be sent to the I Psec peer. crypto map
outside_map 20 set peer 10.20.20.1 !--- Sets the |Psec
peer crypto map outside_nap 20 set transform set ESP-
AES- 256-SHA ! --- Sets the I Psec transformset "ESP-AES-
256-SHA" !--- to be used with the crypto map entry
"outside_nap". crypto map outside_nap interface outside
l--- Specifies the interface to be used with !--- the
settings defined in this configuration. !--- PHASE 1
CONFI GURATION ---! !--- This configuration uses isaknp
policy 10. !'--- Policy 65535 is included in the config
by default. !--- The configuration commands here define
the Phase !--- 1 policy paraneters that are used. isaknp

enabl e outside isaknp policy 10 authentication pre-share
i saknp policy 10 encryption aes-256 isaknmp policy 10
hash sha isaknp policy 10 group 5 isakmp policy 10
lifetine 86400 isaknp policy 65535 authentication pre-
share i saknp policy 65535 encryption 3des isaknp policy
65535 hash sha i saknp policy 65535 group 2 isaknp policy
65535 lifetine 86400 tunnel -group 10.20.20.1 type ipsec-
2 '--- In order to create and nanage the database of
connection-specific !--- records for ipsec-|2l—+Psec
(LAN-to-LAN) tunnels, use the command !--- tunnel -group
in global configuration node. !--- For L2L connections
the nanme of the tunnel group MJUST be the IP !--- address
of the | Psec peer. tunnel-group 10.20.20.1 ipsec-
attributes pre-shared-key * !--- Enter the pre-shared-
key in order to configure the !--- authentication

nmet hod. telnet timeout 5 ssh timeout 5 console tinmeout 0
I class-map inspection_default match defaul t-inspection-
traffic ! ! policy-map gl obal _policy class

i nspection_default inspect dns maxi num|ength 512

i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp inspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy global
I--- Define the NTP server autentication-key, Trusted-key
I--- and the NTP server address for configuring NTP. ntp
aut hentication-key 1 nd5 * ntp trusted-key 1 !--- The
NTP server source is to be mentioned as inside for ASAl
ntp server 172.22.1.161 key 1 source inside

Crypt ochecksum ce7210254f 4a0bd263a9072a4ccb7cf7 : end

MM E R E Cisco XIFHKX |, ZMPUBLE R TR ASABEN NTP FF RN LZR
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W{AF Cisco BHiENEZ£18% (ASA) BELE N 5 Network Time Protocol (NTP) AR 88 [E 25 B 44,

How to configure a Gised Adaptive Security
Appliance (ASA) I6 symchronize it's dock
with & Network Time P otocol (NTP) Server.

Prani MNagaraan

ASA2 CLI &

ASA2

ASA Version 7.1(1)
!
host nane ASA2
donai n- nane defaul t. domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
!
interface EthernetO
narei f outside
security-level 0O
i p address 10.20.20.1 255. 255. 255.0
!
interface Ethernetl
nanei f inside
security-level 100
ip address 172.16.1.1 255.255.255.0
!
passwd 2KFQnbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS
domai n- nane defaul t. donain.invalid

access-list inside_natO_outbound extended pernmit ip
172.16. 1.0 255.255.255.0 172

.22.1.0 255.255.255.0

I--- Note that this ACL is a nmirror of the

i nside_nat0_outbound !--- ACL on ASAl. access-Iist

out si de_cryptomap_20 extended permt ip 172.16.1.0
255.255.255.0 172 .22.1.0 255.255.255.0 !--- Note that
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this ACL is a mirror of the outside_cryptomap_20 !---
ACL on ASAl. pager lines 24 ntu inside 1500 mtu outside
1500 no fail over asdmimage flash:/asdm 511. bin no asdm
history enable arp tinmeout 14400 nat (inside) O access-
list inside_natO_outbound tinmeout xlate 3:00:00 tinmeout
conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp

0: 00: 02 tinmeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00
nmgcp 0: 05: 00 tinmeout ngcp-pat 0:05:00 sip 0:30:00
sip_nedia 0:02: 00 timeout uauth 0:05:00 absolute http
server enable http 0.0.0.0 0.0.0.0 inside no snnp-server
| ocation no snnp-server contact crypto ipsec transform
set ESP- AES- 256- SHA esp- aes- 256 esp-sha-hnac crypto nap
out side_map 20 match address outside_cryptomap_20 crypto
map outside_map 20 set peer 10.10.10.1 crypto nap
outside_map 20 set transform set ESP-AES-256-SHA crypto
map outside_map interface outside i saknp enabl e outside
i saknmp policy 10 authentication pre-share isaknp policy
10 encryption aes-256 isaknmp policy 10 hash sha isaknp
policy 10 group 5 isaknp policy 10 lifetime 86400

tunnel -group 10.10.10.1 type ipsec-12l tunnel-group

10. 10.10.1 ipsec-attributes pre-shared-key * tel net
timeout 5 ssh timeout 5 console tinmeout 0 ! class-map

i nspection_default match default-inspection-traffic ! !
pol i cy-map gl obal _policy class inspection_default

i nspect dns maxi mum | ength 512 inspect ftp i nspect h323
h225 inspect h323 ras inspect netbios inspect rsh

i nspect rtsp inspect skinny inspect esntp inspect sql net
i nspect sunrpc inspect tftp inspect sip inspect xdncp !

service-policy global _policy global !--- Define the NTP
server autentication-key, Trusted-key !--- and the NTP
server address for configuring NTP. ntp authentication-
key 1 md5 * ntp trusted-key 1 !--- The NTP server source

is to be nmentioned as outside for ASA2. ntp server
172.22.1.161 key 1 source outside

Crypt ochecksum d5e2ee898f 5e8bd28e6f 027aeed7f 41b : end
ASA#

Wi

TS RHENEETHEDEBAECHNEERE T EEET.

DORHEREFTE (REMAFT ) XFHEL show i % , EALTETUESERN show 7 H
B 2 AT

. show ntp status - &7~ NTP Bf4H{S B, AsAl#show ntp status O ock i s synchroni zed, stratum 2,
reference is 172.22.1.161 nonminal freq is 99.9984 Hz, actual freq is 99.9983 Hz, precision
is 2**6 reference tine is ccf22b77.f7a6e7b6 (13:28:23.967 UTC Tue Dec 16 2008) cl ock offset
is 34.8049 nmsec, root delay is 4.78 nmsec root dispersion is 60.23 nmsec, peer dispersion is
25.41 nsec

. show ntp associations [detail] - & RELE B P & BT B fRSZ B8 < Bk ASAl#show ntp associ ati ons
detail 172.22.1.161 configured, authenticated, our_master, sane, valid, stratum1 ref ID
.LOCL., tine ccf2287d.3668b946 (13:15:41.212 UTC Tue Dec 16 2008) our node client, peer node
server, our poll intvl 64, peer poll intvl 64 root delay 0.00 nsec, root disp 0.03, reach 7
sync di st 23.087 delay 4.52 nmsec, offset 9.7649 nsec, dispersion 20.80 precision 2**19,
version 3 org time ccf22896.flad4fca3d (13:16:06.943 UTC Tue Dec 16 2008) rcv tinme
ccf22896. ef b94b28 (13: 16: 06. 936 UTC Tue Dec 16 2008) xnt time ccf22896. ee5691dc
(13:16:06.931 UTC Tue Dec 16 2008) filtdelay = 4.52 4.68 4.61 0.00 0.00 0.00 0.00 0.00
filtoffset = 9.76 7.09 3.85 0.00 0.00 0.00 0.00 0.00 filterror = 15.63 16.60 17.58 14904.3
14904. 3 14904. 3 14904. 3 14904. 3
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4 £33
A A0S BT T X B 47 MR RR
W HEBRIE T

DORHEREFTE (XREMAFT ) XEFREL show i % , EALTETUEER show 7 H
i a1

XX . E&H debug i H 2l , BZ A X Debug s THEEEFEE.

. debug ntp validity - & R NTP X E{Eaf s EFME, AT 24T AR debug i

NTP: packet from 172.22.1.161 failed validity tests 10 Authentication failed
- debug ntp packet - R NTP HIEBEL . HEEREBRFSEBMMABIAT , 7£ ASA L REFE
NTP xmit ZU3E 2 , METE NTP rcv Bi3E 2. Asal# NTP: xnit packet to 172.22.1.161:

|l eap 0, node 3, version 3, stratum 2, ppoll 64
rtdel 012b (4.562), rtdsp Ocb6 (49.652), refid acl60lal (172.22.1.161)
ref ccf22916.f1211384 (13:18:14.941 UTC Tue Dec 16 2008)
org ccf22916.f426232d (13:18:14.953 UTC Tue Dec 16 2008)
rec ccf22916.f1211384 (13:18:14.941 UTC Tue Dec 16 2008)
xmt ccf22956. f 08ee8b4 (13:19:18. 939 UTC Tue Dec 16 2008)
NTP: rcv packet from 172.22.1.161 to 172.22.1.163 on inside
|l eap 0, node 4, version 3, stratum 1, ppoll 64
rtdel 0000 (0.000), rtdsp 0002 (0.031), refid 4c4f434c (76.79.67.76)
ref ccf2293d. 366a4808 (13:18:53.212 UTC Tue Dec 16 2008)
org ccf22956. f 08ee8b4 (13:19:18.939 UTC Tue Dec 16 2008)
rec ccf22956.f52e480e (13:19:18.957 UTC Tue Dec 16 2008)
xmt ccf22956. f 5688c29 (13:19:18. 958 UTC Tue Dec 16 2008)
i np ccf22956. f 982bcd9 (13:19:18.974 UTC Tue Dec 16 2008)
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