ASA 8.x : & FWindowsHJAnyConnect SSL
VPN CACEREFELE

B =%

44

Cisco ASA L&
BWEFBEM
AIE , 2 TR (AAAELE
FLi& LDAP fR% 88
EEIFH
ZEIB CAIEH
JEff ASA HEREFHIUED
AnyConnect VPN B &
B2 1P st
BlEERSE A F4H A
EH BIRIEE
UEPPCFERAI (N RIFEH OCSP )
FLiE OCSP
BLE OCSP Responder iF 43
BECAD OCSP
BLE OCSP M
Cisco AnyConnect Client fi &
~ %} Cisco Anyconnect VPN % /i - Windows
J83) Cisco AnyConnect VPN & i - Windows
iR
= 2 AR ]
% A - LDAP BR&t 50 DAP

FEHEFIRE
ASAFLE
#23 . L4 memberOf B
ASAELE
ffif3% B - ASA CLI BiLiE



AAA F LDAP HEEHERR

T2 - EDAPHIE )

I EHEBRINIF B 2/ OCSP

B D - £ MS % iF LDAP ¥R
LDAP &2

AR RERMAE Windows SRR T |, 1E Cisco BIERM L L8 % (ASA) L& Xt AnyConnect VPN iZf2 14
TR EMN G, HPERBREEF (CAC) #H1THHRIE,

ANEEEEBHENZSIREEEER(ASDM), Cisco AnyConnect VPNZ = ifs #lMicrosoft Active
Directory (AD)/BRE% B 5 R (LDAP)#I Cisco ASAREL &,

AEFPHEEEA Microsoft AD/LDAP fRS5eR. AXHHIESTLR TOCSP, LDAPE MRS Mz
7 B R B (DAP)E &R M.

FORFAF
=R

EHKT #ECisco ASA, Cisco AnyConnect® i, Microsoft AD/LDAPFI A B At i iE(PKI) B B T
BERTBRE, BREBEADARA. AFPEMURK LDAP RGBT 7 I8 4 AD/LDAP &
WERAEEZBNMEEXR,

EdEL: PR

BNHEPNEEETUTREMBEH4RAE
« BUSCisco 5500 R 5 TS E MK &4 T B (ASA)ZIiz 1T S A4 KR A<8.0(x) Fl
« ASARI8.x Cisco Adaptive Security Device Manager (ASDM) 6.xhR
&M F Windows B Cisco AnyConnect VPN & F i

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHZNERAR
(BN ) BE, MREEANREXINEG  FRARLKELTHRMEG THBERN,



Cisco ASA Bt &

AE 2 BIEEST ASDM BLE Cisco ASA B, HHNE T A TEEMEA SSL AnyConnect iE#%
VPN A EIRREFM BN SR, CACIEEATEMORIE , HHIUERFHNAF ETHEBM(UPN)EM
1B F£ fE active directory 1 LU TR,

HEEEEM

« KIEEATCEAREERNS , flEE0. DNS, NTP, ¥BH. i&&iAE. ASDM FEIZ, /&
EMEBRERACHBIXLERE,

BREFAER , FSRAZIELLRR,

« AERHE RIS NER VPN GRIALSENEE, flW , JEEHCACHFIREVPNEEE
, MEFEMITOCSPRE, LDAPBREI MBI 15 IR KEE(DAP)KE, DoD FEMIT OCSP KE
, BERRZELFEE OCSP thal TIF,

- BEERHNETHHSRTIEANSHRINEE |, thIhEE AT UERRITNE £,

« ASDM #1 AnyConnect/SSL VPN FREEAMEED LWMERK D, BWNEREE—MEQO L
K im O LAM@E AT LA Ti5 1R, N | f$i% 0 445 AT ASDM , m¥F 443 FiF AC/SSL VPN, &
8.x. lRZAF , ASDM URL iARIBE X 4EZ1t, EFEHhttps://<ip_addresss : <port>/admin. htmlo

- FREHR ASA EHINRAZ DK 8.0.2.19 , F BAFEE ASDM 6.0.2,

« AnyConnect/CAC ¥ Vista X#.

- BXREZRMEMEN LDAP MBI RERF R , HSRHFE A,
- BXWMAEMSHRELDAPH R , HSHMZED,

- BXATHAERENNARFROSIR , FZRMEXER

AE , 81X, ITR(AAA)ELE

BERBA R (CAC) FEHETIEBM AN (CA) RS EFHMI B S ALWCARSEFH T
BRI, WEPBIANZENEZFRIER. BREGRIEN , B AT IE S FMicrosoft Active
DirectorySt B2 4 B FiAE MU (LDAP)FI R, EPFEf(DoD)EEFEA A EEBFR(UPN)EHE#HTT
B, XRIEBNEAEZABH(SAN)IBDH —F 5. UPN =X EDI/PI A5EE
1234567890@mil B3, XLHEBE SR T WA ASA BT LDAP RS S ( BTFER ) XEE
AAA fRF R, BXIET LDAP MR H#ITHEHMEE , ESRMF A,

BiiE LDAP BR% 28
EERAT SR :

1. %3 Remote Access VPN > AAA Setup > AAA Server Group,


//www.cisco.com/univercd/cc/td/doc/product/multisec/index.htm

2. 7 AAA FRSSERARF , B Add 3.
3. MAMRSERABN , HikiF LDAP thil k%, HSHE 1,
4. EFMEARNIRSRP , B Add. BRFEIENRSI|/EN —KRPLALTREE TR

5. EimE AAA RZEBREOH | MITUTER, BSHA 2
EE MBS EERE TLDAP/AD |, iFi%1EEnable LDAP over SSLi%&T,

a. E$E LDAP Frabf 0., AEBIE R EOR,

b. S AMRSBRHY IP Hedt,

c. M A Server Port, BRIARY LDAP im0 =2 389,

d. i%#% Server Type,

e. i A Base DN, 5@ AD/LDAP B i BiX LE,

-1

B Add AAA Server Group

Configure an 8484 server group. The Accounting Mode attribute is only applicable
for RADIUS and TACACS+ protocols,

Server Group:

Protocal;

Reactivation Mode: (%) Depletion {3 Timed

f. 7£ Scope IR T , EFEHME R, XEURT Base DN, 5@ AD/LDAP B R FR#H
B,

g. & Naming Attribute # , # A userPrincipalName, iX2 AD/LDAP lR&2+H A TFAFE
I 1o



h. £ Login DN # , i A 5 DN,

AR BREEFR/EREEAFPXNKRNAK R RBRILDAPL IR B EN RN R

o

i. 7 Login Password A , IABEE G OS,
j. RE LDAP EMEMERIAIRE none,

’-2

A SlAnASeeTai e e

Server Group: ab-LDap

Interface Mame: autside
Server Mame or IP Address; [172.18.120.160

Timeout: 10 seconds

LDAP Parameters
[ ] Enable LDWP owver 550
Server Pork: 329
Server Type: -- Detect Automatically fUse Generic Type -- W
Base DN: CM=llsers, DC=ggsgseclab, DiC=org
Scope: ione level beneath the Base DN
Maming Attribute(s): |userPrincipalManme
Login D Irninistrator, Ch=Users, DiC=ggsgseclab, DC=org
Login Password: TIITIIIL

LDAP attribute Map: | -- Mone --

[ ] 3850 MDS authentication



AR MR E P E A LTSRN I 2 ABAD/LDAPI R A 1T R Ao

k. & OK,

6. 1£# OKo
EIBEIFH

EE ASA LZEIED , FERTRNTR, 8%, REFEN CAES ( BIEBVEFHBHEHM
). HX , EOEEN CA Bid ASA , HIRELFHIE+. DoD PKI ERA LA TIES : Root CA2,
Class 3 Root, ASA ZidFrEAHK CA## Intermediate., ASA ID iE$HH1 OCSPiEH, {ER , IRk
BAEA OCSP , T FE %% OCSP if#,

AR BEENREPOCERR MR GRIE S MR iEMHR 8 B IEBRIYH, SSLIEH
BIZBEM B ASA HATIZRE IR, TFH ME SAN IEH,

EE AT ENESTLREDoD CASE, AIEAEA Internet Explorer £ Microsoft Certificate
Store FEFIEH., DoD Rit 7 —MAEXXH , SALLENERE CARNNETENH. B
KiFMEER , B PKIPOC,

S¥Z : DoD CA2FI3E B LN M AZASAILEBHASA IDMCAF HIEB NN A SR RIEFTEN
ME—CA. HHIFFETE CA #{LT CA2 M Class 3Root 82T , RERMMT CA2 # Class
3 Root , Xt E] CA £#B4F 5 N AT1E CA.

£ R E 4R
ERRATSR :

1. % #F Remote Access VPN > Certificate Management > Identity Certificate > Add,
2. %% Add a new id certificate , RFIEFZHEAXTIETEZ L New,

3. £ Add Key Pair EOH , i AZ4AE T DOD1024, £ HEEIRHALUNIIFER. ESHE
3o

A3



&= Add Key Pair

Mame: () Use default key pair name
(=1 Enter new key pair name:; DDD-1D24|

Size: 1024 W

4. IEEZHAB KD,
5. iR 8 Usage WERIAIZE General Purpose,

6. 2.5 Generate Now,

B : DoDIRCA 2fEF2048{U 4. R4 —MEA2048 U BRAXN KB |, LAERE
BEALCA, TR LERSRUFINE =B,
TR CA P
BEXHRATEIR
1. % #F Remote Access VPN > Certificate Management > CA Certificate > Add,
2. £+ Install from File , 73X %5 2B RIiE
3. 1%&#& Install Certificate,

B4 . ZRIBIEPH



B= Install Certificate

Retry Period: H | minukes

Retry Count; {Use 0 ko indicate unlimited retrigs)

| More Cplions. .. |

Install Certificake | | Zancel

4. NMHBUTER, FZHE 5.

A5



ﬁ‘ CA Certificate Installation

i cerkificate installed successiully,

AR NERENESMEBEESR1ZI3, DoD PKIERF U T EIMIRAIES : 1RCA
2. 283 Root, CA## Intermediate. ASA IDFIOCSP Server, S1RFfEMH OCSP , T
ZE OCSP iEH,

Bl6 : RERIUEFH

Lcoe For
Remnte Araens WPRL . o1 0 5 Comfiguratinn > Resante Aeaaens WPH v Cectificate Maonagesent ¥ TA Certificates
R L R Sl S N S I NI B O SRR

| & BB hostoon ko Cherk) domss

VR Chendess 38 VP Dotece 1 e N 2 e e 0 e LB S o B e R e £
Y 34 G=hn | 1szu=d T leauzd 3 Eniiy Dde  Lhays :l aed

E B A Sooue Do bool Maizge 1 ol Mk i a2 CPual A2 CFELL e LS:0Z; 10Ut Sgnabae o

T Er v eebAcat- Fon-geneet 1 Dol o 453 0 gk 2ty [momm 371 61 ANS = neb o, rom L T -0 REHIE EEERd PO I0EE - |

i B ':=|I.I'i.-=.-.- Ly pul e I [ui=2oC KTC Rl Ca 2, comPRI, C2EES3UTE  Sigwehee m
Py Idznkizy Cortcakzs 1 |

'EEE Joze Jigrer : : | b gt b
-l Locd Ceetfcazs suhzied | :

E - ML | el TWercing : : Famfe-n
|- B CHCP Server
R ST

?;’-E--“r: Abezined

! |

-.gﬁi‘a-.gw Sy |

A ASA AREHHIUED
1. % Remote Access VPN > Certificate Management > Identity Certificate > Add,
2. % Add a new id certificates

3. 1%#% DoD-1024 Z4A%t. BESHE 7,



B7 : BFMEBSH

File to Import From:

key Pair;

Certificate Subject DM

B Add Identity Certificate

¢ Import the identity certificate From a file:

Dectyption Passphrase:

(%) Add a new identity certificate:

DoD-1024 vl | show.. | | New.. |

[ ] Generate self-signed certificate

[ fdd Certificate ] | Cancel | [ Help ]

4. #%| Certificate subject DN & , ## & Select,

5. 1£ Certificate Subject DN B0 , MIARRNER. BXRHl , HSHE 8.

E8 : 4m%#EDN

B2 Certificate Subject DM

Dl Atkribute to be Added

aktribute Walue

Carrmon Marme (CH) - asasi
Cepartment (0L PKI

Aktribuke: -- Select Attribute -+ | Department {00 Dol

Walue;

Company Mame (2 U,5. Government
ooy (C) B




6. £# OK,

AE  BBEARESMNETEDNMREAREFEENIREZ N R, PKIPOC &8 HEHL
FERUWMEE,

7. %3¥% Add certificate,
8. £ Browse , AR ERFHERWE RNE, BHSHRE 9,
B9 : iEPiEsR

=3 Identity Certificate Request

To complete the enrollment process, please save the PKCS10 enrollment
request (CSR) and send it ko the CA,

You will then need to install the certificate that is returned from the Ca by

9. £/ Wordpad #T7F X4+ , FEREHFMMHXHEF |, FRiEL PKIPOC, EZHE 10,
B10 : SEMER

B ASA-8.0 - WordPad
File Edit Yew Insert Format Help

=E &2 A B B

HIIBLATCE/ wIBAD AmMOAwDAYDVOODEWVhcZE4NDEUNBIGCSge3 Ih3DOEJARYF YR
OD AT ZEwDOYIJEo ZThweNAQEBBQADgYOANTGI Ao GEATqhuFdN 12 G733 GCHe Q4 ETEY
skELghwrraRNeB9iFInLylOJYal3 Al cededpe IUF 7 JUHYO IxS3v0OELY 1VAVN /54
+Z0DET+wclU+alZ SyetTniGrppogxNYSU+4 ) 6pguui8sRk1+TEEVRInJ+E3EKe 1
pHzEixT7GecFRASIsVvevAgRBAAGOND AuBgkghkiGOwDBCO4x ITAENA=GAL UdDwOE
AulFoDAQBgNVHREECTAHggVheZ E4ND ANBgkahkiG9wlB AQOF AADEgOEmEE xS nV Ty
QOF P TUEalhnVaEf OBhup £+ Y0 Fn9Xt8 T3 Ga 5 1H/ e+ XBZ oy L zNSthuZFVr Sml 7o T9
Jw3l+iHEv57zE1ulH3 ATKN+Hr ud vaggBr gQBEMCD IpnyCRpOEZpnZ QaX/ cDOxkgpve
EgfJHe+2 x3eVgvixyRIRET 1¥FN3ResrSTy==




10. A CABEE ALK ENESR 2 /5 , B1EE Remote Access VPN > Certificate Management > ID
Certificate > Install, HFSEA 11,

11 SABBIEP

B Add IP Pool

Mame: (CAC-LISERS |

Skarting IP Address: 5192. 163.1.1 !

......................................................

......................................................

Ending IP Address: 5192. 165.1,254 i

Subnet Mask:

Ik, ][ iZancel ][ Help J

11. 7£ Install certificate B O |, XK EiZ ID iEH , Hik#R Install Certificate. BXRHI , BESH
12,

12 : ZRESMIEH



= Install Identity certificate

Identity Cerkificate

l Install Cettificate j | iZancel | | Help |

AR BUSHIDIEBREER , MREMARNVIEBNZEAX, X, SHI RMA SE
U ERT , ASA EE R APHEBMNEZAXN S AZFR ASA . BXEAEE , FSH
SHASAEER,

AR BESAVE , LREEREFENEFF.

AnyConnect VPN Bt &

£ ASDM # , EFHH AR TATEE VPN S8, F—1AXREM SSLVPN @&, ZTESZT
/A, ERTAABVPNEENAF, B-HAARFIRESMET, FAEERERAFIS
o

AR ARG ETRACEFinRELAF

1. M Cisco Mk L F&E P , FFEZEITEN L,
2. B Web R E2R15F ASA , RE T EHE i,

AEE ;a0 | https://asa.test.com. ARIEREEHAE-FH %, F AC BEFIHKALZEEEF IR
TEWE , FREMNNARFEYES AC EF RN,

B2 1P thutsth
MREEREAMSE (1 DHCP ) |, MR ER L,



//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html#wp1058415
https://asa.test.com

1. % #F Remote Access VPN > Network (Client) Access > Address Assignment > Address
Pools,

2. B Add.

3.7 Add IP Pool EOH |, A IP AR FR, 1R IP thut FLER IP bt | HEFE—NFRE
B, HZHRAE 13

B13 : APt

B Add IP Pool

R :
Mame: (CAC-LISERS
Starking IP Address: 5192. 165.1.1 :
Ending IP Address: 5192. 165.1,254 :

Subnet Mask:

Ik ][ iCancel ][ Help ]

4. i%# OK,

5. 1% Remote Access VPN > Network (Client) Access > Address Assignment > Assignment
Policy,

6. IEFEHM IP Mt P E S E, RIEEERARNIHU i, FSHA 14,
B14 : IPH#it 9 B 5 £
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7. B Applyo
A ESERERIPEE
¢H SR B

ER  MRTECIEMRES , A LERARIANNRNELRE,

\/l

1. #%#% Remote Access VPN -> Network (Client) Access -> Group Policies,
2. B Add , A/F1%E$E Internal Group Policy,

3. EAMAMARESD , FRABMX THREER S XAE, BHSHE 15,
B15 @ AN HNA BB SR K



& fdd Inmternal Group Policy

Natie: AC-LISERS
L T 13311 e Y i A e Y I Y I i I P Y VY T
- kv anced Banresr: [] Irhesit
Address Pocls: [] Inhent  [CAC-USERS Sedect... |

e ]

More Dipkions

Turneding Protocats; [ ] Inhent [ Clentless 550 WM [+ G50 VER Chenf  [[] IPsec [ JL2TP{IPssc

Fikar: I¥] [rtherit
HAC Palcy: I] Intherit
Access Halrs: I Irthierit

Simubanesus Logns: [&] Inherit
Restict access B VLAN; [&] Inherit
Maximum Connect Time: [#] Inherit

Ide Timeous: [#] Inherit

R T ER BT

a. £ General &3+ £ , #%# SSL VPN Client in the Tunneling Protocols i£I1 , BRIEEAE
FE MM ( &0 Clientless SSL )

b. 7 Servers 0/ , BUHIER Inherit E3%4E , i A DNS H WINS RS E3H9 IP ot
. MBER , A DHCPSEHE,

c. 7£ Servers ZpHH , BUH%E S Default Domain B H inherit Ei%4E |, H AT YNEH B

o

d. £ General &I+ £ |, BUE %k Address Pool #3% F# Inherit Ei&4E |, HHEL£—
SN, MREFERARE— IP it 2 & 5% |, BRE Inherit WEINRS |, H
FEINENER#

e. A HME EETFHEEREMIARE.

AR BRRAZEERREFIRREBARELRAF, —fAZ2M Cisco.com £
THAC BEF R, F-MAFZERERAPSEHMITEEN , HASA AP THREFR
ﬁo ﬁﬁﬁ“ﬁﬁﬁﬁ—ﬁﬁﬁo

4. Rf5 , i%£$F Advanced > SSL VPN Client > Login Settings. 5 HE 16,

B16 : 8 h0 A ER4E SR g



& Edit Internal Group Policy: &C-USERS

General | arker successfuly lnpging i, user can hawe the chaice bo downinad the chenk softwaes, or go ko clentess S50 YRR
AR portal page. The follawing settings decides what wil happen.
= dehe snesd | T Inheri
Split Tunneling e
[E Browser Procy | poet Login Setting
=55 VRN Ment - - e e -
(%) b net prompt user to choose

Ky FLegeneration |

| Frompl ussr Lo chocse
Dead Peer Detecth Q i

- Cughomzation
H-TPsexc Client
Defaul Post Login Selection
{130 ba Clisntess 55 YPY portal
(¥ Dowvirinad 551 Y91 Chent
£ >

Eccoies ot el ]

a. BUHE A Inherit E3i%4E,
b. RS ENIFEME R Post Login Setting.
c. IR ERMIREM M Default Post Login Selection,

d. %&# OK,

BREARENERIRE

AR MRFEGEHRA , WA AERARANRNEA,

1. %&#E Remote Access VPN > Network (Client) Access > SSL VPN Connection Profile,
2. 1%£1% Enable Cisco AnyConnect Client......o

3. BI& I — X EAE , RIS would you Tike to designate an SVC image?

4. 1&# Yes,

5. MREFEME , HiF8T Browse Flash IR ZMR K, WRFFEBRE , B1%E$F Upload , Hi
VR ITEYN EOXH, BSHEB 17, XA BAMCisco.com T E ; HWindows, MACH]
Linux3Z 4,



B17 : RHSSL VPNZE F i ik {5

@ Add SSL ¥PN Client Image

Flash SWiC Image:

Upload. ..

. AR5 /3 A Allow Access, Require Client Cert , #RIEEZE/Z A Enable DTLS., #SHE
18,

®18 : BAWIRA

I Cisco ASDM 6.0 for ASA - 172,106,120, 234

Fie Mew Tods Wizards Window  Heb Lok Far B ; diaile
L] ] i
5 e o [ [
ll—hnc&%ﬂnrﬁgudmi_:lhiuﬂmng | sove Qb Acfres Qmack 0 )i D hen] l CISCO
Hul_uul.u Aceess ... Sl KW Conliguration > Hemols A WP > Melroik [Clent] Access > 5L YPH Connection Profibes mi|
TR T —— : ‘
cocdfElL LTS Al The securiby applance automaticely deploys the Cisco AnyConner: ¥#H Clent o legary 550 WP Client bo remote:
¥ =L YRR Connedtion Prof | users wpan cannechiar, The nikisl clent denloyment requires end-usess admnisrative nghts, The Cisco Ay Cornsct
B IPsec Cornection Prafiles | WPN Clert supparts the HTTPS[TCR (550 and Datagram Trersport Layes Securty (OTLS) bunnebrg aptians,
ﬁj Grois Palicis
i I}' Cymamic Aocess Poldes
" | " ] z T t et SErtings,
- B Pickivess hisgrinert E (Mote clent-related parameters, such as clant images and chent prafilas, can be found at Cien 05,
| B assionment Polcy
«-{[B) fddress Pacls Acogss Tnberfaces
it 9 Acvarced [l = [ Ersbie Cico AayCornect VPN client S5 WPH Clerk e interfaces selachad in he Eabls ek
: E riemjﬂ SSLYON Aocess , L. 00 5T ITIEC L ar h-gﬂl:\l LIEnt SCCEES O EINLErTECEs SSE I e L
_ g Connechion Proffes: . i) Erterfacs Wllerar fuemss Reguite Cherk Certiicase Ensble [TLS
' Para i
&) Dawioe EEILD
2 _—
Acpace Porl: 443 DTLS Part: (443
g:;gamate horess VR ;
ick here to Agsan Cortficste b [ntarface,
wgm-m-ﬁtawm _
o 1| Conrection Frofies
i.ﬁ 1 Device Manzgeerment |
" ] - . ] - ] = Apoke ] l Riezek | {
Configuration chanies saved succassfuly, oS00 15 E ﬁ E 10{23007 2:09M3 AMUTC

7. B Applyo

8. Rfg , BIE—MEZH B X H/FEELH, 132 Remote Access VPN > Network (Client) Access
> SSL VPN Connection Profile,



9. £ Connection Profiles % & , 8 Add.

B19 : ANINIEREEL B X

B nddd 550 VPH Connection Profile

Defaudt Group Policy

H-hdvanced e
Authenbcabon
Method: 1A (&) Certificate () Bath
oo QAL i Sevver Groon Fadls
Clent Address Assigment
DHCP Servers:
Cliert: Address Pools:

Group Policy:

S5L ¥PN Chent: Probocol: [+] Enatled

=
o
5
o
=1
o

b

a. REZAwE.
b. £ & RIE 5 E LR Certificate,
c. &R Z Hl QI Y 4H K RE,
d. ®4R/3 A SSL VPN Client,
e. HAE IR & BRINIRA
10. #RJ5 , 1%4¥ Advanced > Authorization, &S & 20,

®20 : #N



= Fdit S51 VPN Connection Profile: AC-USERS

. Basic | Defaudt Ackhorization Server Group :
S-Advanced | Server Group: | AD-LDAP v
i aeneral i
v Cliert Addressing Lsers musk gxist in the suthorization datsbase ba conneck
¢ authentication
o | Intarface-specific Authorization Sarver Graups
Fo AnooUnting i
LS5 WPN | % Add Gl ot | ook
| Interface Server Group

; ser Mams '.I'Lwng ........................................
' 3 Use the enfire DN & the wsernams

(#) Specify individual DM Fiekds a5 the u=ername

Primary D Fisld: PN {Ukssr's Principal Rames) |

a. EF 2 HGIE# AD-LDAP 4,

b. & H Users must exist...to connect,

c. ERHFFEAP , 7HINEFBRMNEFEIEE UPN H None.
1. EFEF B SSL VPN,
12. £ Connection Aliases ¥ F , MITA TS E :

B21 : EERE




= Fdit $51 VPN Connection Profile: AC-USERS

 Basic | Portal Page Customization:  DFRCustomization v [ Manage...
= Advanced | T e T S
' Ganeral | CSD Altermate Group Poicy:  DFtGrpPolicy v [ Manage... |
Clientt Addressng | : :
Luthentication [ ] Enable Hve display of Radius Rejact-Message on the login screen when authenticabion i rejected
- futhorization
Accounting | Connection Alisses

5L 4PN | add 3 pelete

| plias Enabied

Garoup LEL:
& Add [

|_n|_ e C U O L Enahl-ed g G s

| oo || ceeel 1] Heb

a. 1%&# Add,
b. IABEFERANARSE,
c. BiRi%& s Enabled, EFSHE 21,

13. Click OK.

ER  BEiSave , UREERFENEFHR,

UEPBPEEHN (2R FFEM OCSP )

1. % #E Remote Access VPN > Advanced > Certificate to SSL VPN Connection Profile Maps,
BESHAE 22,

a. £ Certificate to Connection Profile Maps Zf4 # , i%&# Add.

b. £ Map 5w , B[R B EHMEH DefaultCertificateMap Bl & , SREFTE— NG
(WREFERBRFAT IPsec) »

c. MMML K RREFRIN

d. ERRGHAT , SRE — Not Mapped —., ESHE 22,



B22 : N 0AE P B

B% Add Certificate Matching Rule

Configure a certificate matching rule and assaciate it with a connection profile. The
rule priority uniquely identifies the certificate matching rule and assigns a prioriky
to khe rule with lower values having greater priority. Rules that are not mapped
will be ignored.

............................................................................ 7

Map: DefaultCertificateMap

Prioritsy:

Mapped ko Connection Profile: -- Mok Mapped --

B e e e e e e e e e e e e e e e e e e e e e e e e e e 1

e. Click OK.
2. EIKEpER L2 T Add,
3. £ Add certificate Matching Rule Criterion B A& |, #I{TU TSR -

B123 : iE PEEH I SR



Choose a digital certificate

Identification

The Web site you want ko view requests
g ! identification. Please choose a certificate.

- el R R uip RN oD CLASS 3 EMAIL CA-10
| MCGEINTY MY, 11, DOD JITC CA-15

| POOLE. JUSTIMN.ALLE.., DD CLASS 3 CA-10

| MCGINTY, JIMMY .11, DoD JITC EMAIL CA-15

l More Info... ] ['u'iew CertiFicate...]

]I Cancel ]

a. fR & Field FIRYERIA{E Subject.

b. fRE Component FIHIERIAE Whole Field,

c. ¥ Operator %1228 Does Not Equals

d. 1 Value 3% , AW ANANEIT,

e. B OK, Ai5¥ & Apply. BX Tl , ESHE 23,

BtiE OCSP

OCSP WELE AIRE2BFTARRE , IXBURT OCSP Responder N, BXFHMESR , ESHMERN
& F At

Bl & OCSP Responder iEH

1. M OCSP Responder 3REX B & K HIE



2. MATHRL IR , 9 OSCP IRFBRLHIUEH,

EE  BIRFIOCSPIEBEFE R1%$FE T Do not check certificates for revocation.

BLiE CA LAfEA OCSP
1. % #E Remote Access VPN> Certificate Management > CA Certificates,
2. RHE R OCSP , LEEREEEMFEM OCSP # CA,
3. B Edit,
4. BREH Check certificate for revocation,
5. £ Revocation Methods % & , %t OCSP. EZHE 24,

OCSPHHERE

& Edit Options for Ch Certificate

Reviocabion Check | CRL Retrieval Policy | CRL Retrieval Method | OCSP Rules || Advanced

{3 Do ot check certificates For revocation

(%) Check certificates For revocation

Revocation Methods

Specify the methods used For revacation checking and ther arder. IF both methods are selected, the second
method will be used onby if the first one refurns error.

IcRL st | R

[] Eonsider certificate valid & revocation information cannat be retrieved

boooe 3 ccal f[ Hep

6. MBEEEF/™IKHN OCSP RE , FHRMEBUHEHEH Consider Certificate valid...cannot be
retrieved,

AR BE/REEHAOCSPHIENFTBCARRS 8.



BLE OCSP MM
AR ETERXESTRZE , FHINCQBIEHA R KRR H B EBEOCSPIEALRR.

SEE  EEBOCSPEMER , ASATREEEDNS AFIPTRIZ R, WK ZEEMNETHEIA ASA
¥ B .mil 355,

1. % #% Remote Access VPN> Certificate Management > CA Certificates 2,
2. RHEE/R OCSP , LEREREEMR OCSP #y CA,

3. &% Edit.

4. B OCSP Rule &I+,

5. B Add,

6. £ Add OCSP Rule EOH , T TH R, FZSHE 25,

B25 : A HNOCSPALNY

g Add OCSP Rule

Cerkificate Map: | DefaulbCertificateMap

Zertificate: [cn=0C5P, ou=AMHS, o=Army, c=us|:[cn=0C5P, ou=AaMHS...

a. ¥ Certificate Map &I A |, %1% DefaultCertificateMap 2% 2 8 £ 2 Y BR &Y,
b. 7£ Certificate JET A , i%#F OCSP responder,
c. ER5IERE , EHRA10,

d. £ URL &3 | %A IP #i3t = OCSP Responder WEH B, MBEAEHSE |, FH
RETE ASA HELE T DNS RS 5.

e. Click OK.

f. B Applyo



Cisco AnyConnect Client fit &

#8932 $E Cisco AnyConnect VPN & ixRHIEL & o

fRi% -EHPCH B %% Cisco AnyConnect VPNE Fix M B4R ARERF. 2l ActivCard Gold
F ActivClients

EE  AERERXNYIBACEF IR EFEAgroup-urlFiE. ZEHF AC BFiRE , BB E3
IPSec &Fim— 1830 AC RARF.

AR REAELAHITEN ERRDoDIEFEE. KE PKIPOC , BUEREGE /442 X 4,

T &k Cisco Anyconnect VPN & i - Windows

1. 383 Internet Explorer 5315 ASA #9 Web &1iF, it R : https:/FA &R0, i
, https://172.18.120.225,

2. ERERTHENERIES, FSHE 26,
B26 : EFIEFAYIES



Choose a digital certificate

Identification

The Web site you want ko view requests
g ! identification. Please choose a certificate.

- el R R uip RN oD CLASS 3 EMAIL CA-10
| MCGEINTY MY, 11, DOD JITC CA-15

| POOLE. JUSTIMN.ALLE.., DD CLASS 3 CA-10

| MCGINTY, JIMMY .11, DoD JITC EMAIL CA-15

l More Info... ] ['u'iew CertiFicate...]

]I Cancel ]

3. HHIERE , MAOT,

®27 : #H APIN



ActivCard Gold - Enter PIN

Enter FIN code:

Lancel

4. %R Yes AEZZL2ER,

5. tH¥ SSL Login WA S , i%£# Login, FAFFIRIEIPHITER, BESHE 28,
B28 : SSL&*

§ 551 VPH Service - Microsoft Internet Explorer prowvided by Cisco Systemns ., Inc. | E
Bz - EdE - mew o Faeodoes - Took o Help W
@ Back = s - Search Favortas ¢ =i ‘j_ -»i'

A ] htbpes: (1172, 18,120, 2851+ 050 0EHogan. him| W E'}c..:. 1y Tt el

il ggi ven service

CI5Co




6. AnyConnect FF#a T8 & Fik. B2 HE 29,

B29 : Z&KAnyConnect

F Installation - Microsoft Internet Lxplerer provided by Cisco Systems, Inc.

7. EBREFRNMENIIER. HSEE 30, AnyConnect $4E% %, ASA BIER AR KA R
EFim , SIESIR ASA EERE,

B30 : iFH

Bl EdE - Wew  Favodbes  Took  Help
K osck = 5 - iwl i H s Sl @8 -0 ] - LI R
addreas | 4] hbtps: (1172, 18120, 285/CAOHE fstc 1 Jindes, it M Ele s ® #
wtlsi)n ci A L TP Oh
cISco isco AnyConnec _ i
; Using Active® for Installation
i t% weblLaunch | S
I Sedurily Warning
Sttempting to launch Activex, which is digitally
Elﬁ";r“ f - signed by Cisco Zystemns, In order 1o proparly usa
1 Lidvitirerth | the Achivel confrel, be sure to click "Yes™ on the
i - AckiveX | Fecurity pop-up.
| | =
|
|
|
;E . . [I-IEIp] | Cancel ]
#] Doening page hitps: {172, 18, 120,255/ CACHEstef | fbinaries| oo bim. . S W mreamer
>{



Request Authentication

Identification required. Please select certificate to be
used for authentication.

POOLE, JUSTIN.ALLEN, 1241379293 iFrom browser keyskore)
POOLE, JUSTIM. ALLEM, 1241879298 (From browser keystare)
POCILE, JUSTIM.ALLEM. 1241879293 (From browser keystore)

JBzh Cisco AnyConnect VPN & F i - Windows

MEN PC LEB“F B >“FrEREF">“Cisco”>“AnyConnect VPN & F ",
EE . BxHEAnyConnectZE P iRl E X HELE , TS RMRE,
FEER

1. Bl AC B0, FZ5HE 34,

B34 : HVPNEE



#2 Cisco AnyConnect ¥PN Client

€9 Statistics % .-“J-.I:uznut|

Connect to: T2 18120225

[ S R o !

E Select g

YPM session ended.

2. MR AC REHHRITIEE , HEFEMENEN.

3. YHIERE , WmAAQS, BSHBE 35,



&35 : #APIN

ActivCard Gold - Enter PIN

Q Enter PIM code: T

L= LK, J [ Cancel

BaEiZiEH
EREEENENEN,
R R EAIED , HikE Connect LEI VPN, EFZS A 36,

®36 : iF#E



=2 Cisco AnyConnect YPN Client

Cornection | € Statistics| =% About

Connect to:

LIzername:

Faszword:

Please enter your username and password,



AR HTEEERLS , RETFER AR BNED,

AR  BXAEAnyConnect® P IR E X EE |, 55 HMRE,

B A - LDAP BRESFI DAP

£ ASAIPIX BRZA 7.1(x) MBS IRAH , 5IA T — R4 FR/E LDAP BUSTHIThEE, XI5 K HY ThAEIR
fit Cisco Bt 5 LDAP NR/EBHZ B RST , At THEE X LDAP £, NTF CAC HHRIESETE

, ZVRE A XN IER I RIEES KRS, MUT ) LDAP MHMH ARG, EIE K MREE
AD/LDAP lr&F 2B+ {TEN , AREEZEEANR. EASA8xXHMH4H , 5| A T 37 FIKE
(DAP)IhEE, DAP AJ44 CAC , LATEEZ/ AD AU R HIEREE, ACLEE,

F R FERZREHRNER AKReActive Directory -2 1F/4E4E 15 1]
AR B AD B msNPAllowDailin BR51El Cisco &1 cVPN3000-Tunneling- Protocol,
- ADEME : TRUE =R1F ; FALSE =354
. BRUEME : 1=FALSE. 4 (IPSec)520 (4 IPSEC + 16 WebVPN) = TRUE,
X F ALLOW 18R , #ATELTRRSY
« TRUE =20
T DENY AR , #ATATIRES .
 FALSE =1
EE  BRTRUEMFALSEZIBAE., BXFMAEE , BSRAEENABRSEUAEHTREE
ZBRAFPER,
as B RIRE
1. 1 Active Directory fRS5 288+ , # & Start > Run,
2. 7 Open XAMEH , @A dsamsc , RiFHETE Ok. XARBNER B FZEEEFE,

3. 1£ Active Directory BB H & , FE TS , BT Active Directory Users and
Computers,

4. BHMESRFESE,

5. MRENAFGIEOU , ERFAOUNEEMBAF ; MIRE R XHXRFSE TRAERS
, BRI ZNXHRUEEMEAS. BZHE A1,

BA1 : Active DirectoryE 224l &


//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/extsvr.html
//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/extsvr.html

'Tﬁ labrat - [Console Root' Active Direcbory Users and Computers [Ciscojask-Zk3Jabrat.com]\Jabrat.com’y =IL]

) Fle  Acion Wew  Favoites  Window  Help |=|£|5|
«= BE 8| FRB R adabvas
7 Console Root Iame | Tups i Cescription
£3 Irkarmat Information Services (I E Clark Kent e
=1 Active Dirattory Users and Comp ﬂ Ertiarn Hurd Liger
(23 saved Quarks 3 Pater Rarkar User
=179 labeat.com
#-{_J BuHn
#- 1 Computess

<] Doman Contralers
#- [ ForeigrSecuityrincipals
#- 0 LostandFound
#- | NTDS Quotas
#-_ Program Data
- [ Svstem
[ usars
A o
3 Certfication Authority (Local
# (i) Ceroficate Temolztes
- B2 Active Directory Schema [Clscaja
= I Routing and Remote Aooess
= I Routing and Remote Aooess

4 | Al | ¥

6. N ERBEBHNAF,,
BHEAFEMETFH Dial-in M+ , 38 Allow =% Deny, HZHE A2,
BA2 : AFEM



Clark Xent Properties Kl E3

Em'imnrﬂentl Sessions | Alemote control | Teminal Services F’rﬂlilel EEII'-1+i
Genersl | Address | Accound | Profile | Tefephones | Oiganization |
Published Cettiicates | Member0f ~ Diakin | Obiect | Secuiy |

Flemote Access Pemizsion [Ehaln o VPN
@ {Abow access

© Deny access

s

-
Caliback Oplions

{=" Mo Callback
" Set by Caler [Routing and Remote Access Serice only]

(™~ #bwaps Callback o

-
~

7. Rig ¥ OKo
ASA Bl &
1. 7£ ASDM & | i£3# Remote Access VPN> AAA Setup > LDAP Attribute Map.

2. B Add.

3. £ Add LDAP Attribute Map BEH , UITA TSR, HSHE A3,



BA3 : NINLDAPE 1t ik gt

= Ldd LDAP fntribute Map

Mo ;m'-'r-:FnI'..-l.r.I.'ln
Mep Mlame | Map balas |
Customar Mame Cison Mama
Customer Mame:
msMPEkEDln
A
| ok || cCence e |

a. BN XAEF AL,

b. £ Map Name &I+ , £ Customer Name M AIE 4 A msNPAllowDialin,
c. £ Map Name &I+~ , M Cisco Name THLIET A 1%E$F Tunneling-Protocols,
d. 7 Add,

e. i%£#¥ Map Value i T+,

f. & Add,

g. £ Add Attribute LDAP Map Value & O , £ Customer Name MXAMEFE A
TRUE , #7£ Cisco Value XAHEHE A 20,

h. £ Add,

i. £ Customer Name X Z&EF 4 A FALSE , 3 7£ Cisco Value XA&EFEA 1, HSH
A4,



#% Edit LDAP Attributes Map Yalue

Custarmer Mamea:
| Cushomer Yalue Cisen Vake '
TRLUE Al
Cushomer Walue;

S [ ssremoe |

| |

j- Click OK.
k. Click OK.
l. B2F Apply.
m. EELRWE A5,

EA5 : LDAPE RS B

8% Cisco ASDM 6.0 for ASA - 172.18.120.225

Fle wew Took ‘wiards Window  Help Loak For: Ih |||
e oo - ' ' ¥

f’l].}h.rrle 6ff Configurason [ - Montorng Qm@,m:miamw; it ?l—mp g cISCO

Wﬁtﬂ:ﬂ V. ag & ® | Configuration > Remole Access VPN > 404 Setup > LDAP Altnbute Map O

- EBi Metvaork (Clent) fAccess s
+ Cliznitless 551 VPN Access

i= AR Satun add and configere attribute map ussd by LDAP server,
: & AAL Server Groups

% LR fitrbute Map

Mame Attribiite MFap Manme
i Loca Users
5 & Secure Deskiop Manoger 1 msiPloeDialn mshPAllowDialn=TunrelngFratocols
< 3

AAR

Reset

g




4. 1%£$# Remote Access VPN> AAA Setup > AAA Server Groups. EZ B A6

BA6 : AAARRS B84

2 Cisco ASDM 6.0 for ASA - 172.18.120.225 EEX
Fle “ew Took ‘Wizards ‘Window Help Lok For :

bR L - : vt
@ﬂ:nﬁ & contiguraon| [ ) Monitorng | o] save ((RrRefresn | (Y Backe | ot "'é") Help CISCO
Aemote Access V... @ § Configuration > Remote Access VPH » Add Setup > Adh Server Groups O

=4 tmrkflent}ncess - i 2
L nes — 1| AAh Server Groups
- [l Clientless 55 VPN Access 1"

o gl AR Setup Server Broup Protocal Accounting Mode Rieactivation M
i i Ah, Server Groupe

|LCukP Depletion
| % LDAP Atzrbute Map LOCAL LOCAL I
o Loca Users
"._-u ﬁfp:n:url: Deskiop Manager ¥ 80 e e D] *}

4 i [

Servars In the Sedacted Group

@EEMEBSHLLP e Sereer Name or IP Address Intarface Timeaut Ad

PR
TR RS 172.16,120,160 | i

= A I Resst
-

__________________________________

Device configuraon baded... tisto 15 & Ed (& 7izior 1se07 P UTC

5. B H BEREIIRSESH, 1E Selected Group FHY Servers | &R IRSSES IP bt HEHN A
, Rj5 8 & Edit.

6. 7£ Edit AAA Server & O #Y LDAP Attribute Map XAHER | W T HISE# iR B 022/
LDAP B IR, BSRE A7,

BA7 : 7NINLDAPJE 14 ik 5t



B EAAASE R

Server Group: ap-LDAaP

Interface Mame: autside
Server Name or IP Address: (172.18.120.160

Timeouk: 10 seconds
LDAP Parameters
[ ] Enable LDAP over 551

server Pork: 389
Server Type: -- Detect AutomaticallyUse Generic Type --
Base DM: ZMN=|lsers, DiC=ggsgseclab, DC=org

Scope; ione level beneath the Base DR

7. Click OK.

AR BN TFLDAPE |, LURIELDAPHEN B MG REERE T, BRBEH LR
ws, BSHME Co

FR2 . FRAAKR FH AVFHELIGRIFYActive DirectorySE i
ARBIE A LDAP J& 1 memberOf BREF E Tunneling Protocol B , MERIENZHHARA



NEMREER , BAEZATRME
- #3X ALLOW R , EANAEA , R CIE —MEEH [ ASA VPN AP RMEIFHAF,
- % DENY 18R , ERIEE , N2 E—NHAFFIE ASA B RMEIFHAS,
- WRIE LDAP EEHFFREZARTEZIEWEA DN, FS K% D, MR DN fHiR , BRENHF

TEEEEZET,

EE EEE , EURAEP | ASARBEREImemberOfE M E — N FRE, BRIUIENA
UTFIRTNR, HE , EEMAAA—NMIKFH , BN AD 2EEEFTRKEFTR. BLEL
BE  FESxHHPFEM DAP REFZME,

EE BRAPRELASEL —NEMAN -2 , H{EmemberOfff L XIXEIASA, R
TRVERE , BENEISTE FALSE IE4 %4, NMRIEHBZHIEER , HREBUTHK
TN

CN=Backup Operators » CN=Builtin » DC=ggsgseclab » DC=org

IR DAPALFASAEmemberOfEEFERTZNA , ANARTEEARN, BSH DAP B

AN
Ao

~

BR 5%
- AD B*ME :
- memberOf CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org
- memberOf CN=TelnetClients , Cn=users , DC=labrat, Dc=com
- CiscolE 118 : 1 = FALSE , 20 = TRUE ,
XNTF ALLOW 18R , BATLATRRET :
+ memberOf CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org= 20
X T DENY 5% , #ATATBRES :

+ memberOf CN=TelnetClients,CN=Users,DC=ggsgseclab,DC=org = 1

AR ERRAMRAF , B—CiscoB R T RFMIELIERE. HX Cisco BENFAFEE
, B RERENTRSSRAEHTELREA R

Ee) B FIRIE

1. 1£ Active Directory fR$588+ , #£ 5 Start > Run,


//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/extsvr.html

2. 7 Open XAEH |, A dsamsc , RIFHE T Ok, XARENED B REBEHE,

3. 1 Active Directory BEE#ZHI & , iR HMS , BIF Active Directory Users and

Computers, EZRE A8,
B A8 : Active Directory4i

II 5 Active Direcbory Users and Compulers
| <) Be action Yew Window Help

émemm;xﬂcamta Lars 23 objects

les @AM s XFPB(@ 0TS

- Computers
+ & Domsin Coffrofers

[ 3d Cort Publshar:
* ForsgnSanmiyPrinapak
T _,_aqlmu L CERTSVC_DOOM_ACCESS

= i Enesfudinins
DnslipdateProey
Euaerusin Autening
Crprasin Codnpiters
T Domain Controliars
Domain Guests
Domain Users
Enterprise Adming
Group Pedey Crasker Ovarers
| ST

HelpSetvioasiGroup

[E5_WPG
] wse_cIScoa-acs
1 nwem_ClSCOMAN-23
FHRAS and 145 Servers

1] J

Ler

Lismy

Sacurity Golp ...
Securiky Group ...

ey
Lisar

Sacnity Goup ...
Sacurity Group ...

Secuniy Group ...
SECURY GO ..
Security Groug ...
Sy GeoUD ..
Secunily GIoup ...
Security Group ...
ey oUW ...
Sy GO ...
Securily Groug ..
Secunily GIeup ...
Sacunilty GIoup ...

w22} Saved Cueres Hame | Type | Description
=y ﬁ;’:;‘“ ] Administrator User Budlt-in accouni For adrsnistering the co...
* Ly

Mambers of this group are permétted to ...

DNS Administrabors Group
NS chents whi are permitted to pesfor...
Designated sdnirstrstors of e domain
Al veow kalsbichs shd servers pamed bo th.. .
&b domain contraliers in the domain

&8 domatn guests

Al comen ysers

Designated sdminkirators of the enterp..,
Fambsars in thes group can madify group ...
Builk-in account for guest socess to the ...
Group for the Help and Suppart Cantar
[I5 ‘Worker Process Group

Btk acoount for anonyinus Scress ..
Busil-in account For Internet Information.
Sarvers in this group can access remobs ...
Designated admirestrastons of the schama
This is & vendor's sccount For the Help a...

4. BEMSERFESE,
5. 6% Users XX , H#i%EF New > Group.
6. AR, HlE : ASAUsers,
7. Click OK.
8. i Users XK , RN GIZAVE,
9. 3% Members I+ , RfFHE & Add.
10. BAERIMKAFH Name , A8 & Ok,

ASA &

1. £ ASDM & , #%3#¥ Remote Access VPN> AAA Setup > LDAP Attribute Map,

2. B Add.




3. 7 Add LDAP Attribute Map B , HITUTH R, ESHE A3,
a. B BWNAEF Ao
b. £ Map Name i&W =5 , 7 Customer Name X AE ¢ F 4 A memberOf,
c. £ Map Name &I+ , M Cisco Name T &I #i%$F Tunneling-Protocols,
d. % Add.
e. B Map Value i I+,
f. & Add,

g. £ Add Attribute LDAP Map Value O , 7 Customer Name X AREHE A
CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org , ##£ Cisco Value XAEHE A
20,

h. £ Add,

i. #£ Customer Name X ZAEHE A
CN=TelnetClients,CN=Users,DC=ggsgseclab,DC=org , #}7E Cisco Value X ZA4E F 5
A1, BSHE A4,

j- Click OK.
k. Click OK.
. B Apply.
m. BEEZERWE A9,

A9 LDAP & M &Y



& Cisco ASDM 6.0 for ASA - 172.18.120.225 CE X

Fle Wew Took ‘weards ‘Window Help Look For
sl el = e
v | o confiuaion| | Morkorng |, ] swve (R oo Qﬁ_#__,_; oo cisco
=L I S 4 Conbguration > Remote Access VPR > Al Selup > LDAP Altnbube I-!np O
,;I;I i Metmrkfclent} ACCEss A
Clizntless 550 PN Sccess
AAR Setug add and configure atbribute map ussd by LOAR server,
} ﬁ BAL Server Groups

: % DAE suiute s Nang Attribute Map Name [:
H Loca Ussrs ;
# 3h Secure Desktop Manager % memberof  [membarCf=Tunnalng-Protocols
' &ﬁ;nm&atm E
Y Frewal

b b o

| ﬁﬁmntm WP

:@g&a{o—ﬁmwu i

[ peviceanagemere
- o= T
Corfiguration changes sav... clsco 15 [ B [ 7eior 214:47 P UTC

4. %% Remote Access VPN> AAA Setup > AAA Server Groups.

5. R HERBHRSEEH, £ Selected Group F Y Servers |, %&FERSF 2R IP thutHEH A
, RfE 8 & Edit,

0= Edit LDP Anteibute Map

Marie! imnrrbrr':lf

| rap Mames  Man ek

Cuskomer Mams Customer to Jeco Ma:- ‘JELE
menberof =k

6. £ Edit AAA Server B O H A LDAP Attribute Map XAESH , N TH KL LR B0 EMN
LDAP & 4R 5T,



7. Click OK.

=W 1ﬁ7(£/)”|J1i\:E‘J‘$T3?LDAPﬂﬁt BRIFLDAPHEMB MRS BB ER THF. BXBEHE
Brin s, BSHMR Co

Z=3 : L memberOfiE MY 31 7 i 8] 5K B

A RG{ER DAP & %/ memberOf B, £ 8.x MRAZHI , ASA fEEE — 1 memberOf B 1
o TE 8X NRAMEF RAH , ASA ATEEF A memberOf & 14,

o 53X ALLOW 1BR , ERINEDA , I=2HE—NH ( IS4 4E ) HF ASA VPN B PR IE
A,

« X DENY 8 , EAIAEA , N2 IR —MHAFHF ASA AR AMEFAR.
- BRE LDAP EERTFREZARTEZ EWHHN DN, FSHEMZ D, MR DN iR , BEPH
TEIERET.
ASA ELiE

1. £ ASDM H , #%#F Remote Access VPN> Network (Client) Access > Dynamic Access
Policies,

2. B Add,
3. £ Add Dynamic Access Policy A , ITIA R EEE -
a. £ Name X A4E b % A & K,
b. 7 Priority 345 , A 1 HEKXTF 0 HEAMEF,
c. 1€ Selection Criteria 7 , &5 Add,
d. 7£ Add AAA Attribute A , 1%£$% LDAP,
e. 1£ attribute ID 5 % , A memberOf,

f. 7 value B8 H , & = @A AD A&, HNESIANENMEERIR, FSHR
A10.

A10 AAA & R ET



B Add AAA Aftribute [ X

A08 Attribute Type: |LDAP

Atkribute ID: memberof

Value: = % | _ASAlsers|

g. Click OK.
h. 7 Access Policy Attributes 5/ , #%# Continue. EZFE A11,

A11 ANINZH A KB



B Edit Dhynamic Access Policy

Polcy Mamme: CRCUSERS
Cescdntion!  |(Muld-Group Membership Check Priority: |1
'E‘ja-l\.ﬁn l—-rrm ‘.- ................

Defire the 05 and sndpoint stbdoutes used to select this sccess poloy. A police 15 used vihen & user's authorizeton actnbutes mabch B 000 sttibute otere
Delow and every endooint afbdbune has been satisfied. These atrbutes ran be oreabed using the tables brlow andjor by espanding the Advanced option o
Spaciy Lha hogical e pines sion text,

User has ANY of e Following aa strbutes vales. . W and the Followng endpoint atrbutss ane satisfed

AAk AtThbe  Cperabonfalun Frvint 0 Name0parathn Vol A
dap.membarOfF = _AS AU |
(VAT Sar R S R
Delets L2 is
. [ Logical Op.
< i ¥

Advanced

o

Arress Poboy Sttrbbes

Corfioure soosss policy attrbutes For this policy: Attnbubes veles soecfed here &l ovemids thess waluss obtained from the G085 system.

Artion: (€ Continue ) Terminate

Specify the essage Hat wil be displetyed vihen Ehis reoord i @ebacted,

Ucer Messags:

[ e -4 caneat - f el

4. 17 ASDM & , %42 Remote Access VPN> Network (Client) Access > Dynamic Access
Policies,

5. #%&4% Default Access Policy , Fi%# Edit.
6. BRIANRVERIIZR A Terminate, FSHE A12,
A12 IREBTH SRR

#= Edit Dynamic Access Policy

Palicy Name: DfldcoessPaolcy

Casoription:
furess Polcy Athributes

Canfigure access policy attribuzes for this policy. Attributes values specfied hers will averride thoss waues obzained from the aa, siestem.

| Acton ENH.mrk.ﬂ.EL Fiters  Wsh-Type ACL Filers | Functiond | Part Forwisrding Lisks | URL Lists | Access Mathod

Action: (T3 Conkire (53 Terminate




7. Click OK.

AEE  MRXREFETerminate , BT EH AEAA |, B HERIAE R Continues

i B - ASA CLI B¢ &

ASA 5510

<#root>
ciscoasa#
show runni ng-config

: Saved

ASA Version 8.0(2)
!
hostname asa80

domain-name army.mil

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address x.x.x.x 255.255.255.128

!

interface GigabitEthernet0/1

nameif inside

security-level 100

no ip address

!

boot system disk0:/asa802-k8.bin

ftp mode passive

dns server-group DefaultDNS

domain-name army.mil

pager lines 24
Togging console debugging
mtu outside 1500

——————————————— VPN PooT---==mmmm e e e e
ip Tocal pool CAC-USERS 192.168.1.1-192.168.1.254 mask 255.255.255.0

no failover

icmp unreachable rate-1limit 1 burst-size 1
asdm image disk0:/asdm-602.bin

no asdm history enable

arp timeout 14400

access-group out in interface outside

route outside 0.0.0.0 0.0.0.0 172.18.120.129 1
timeout xlate 3:00:00




timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat
0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect
0:02:00

timeout uauth 0:05:00 absolute

—————————————————————————— LDAP Maps & DAP-----———— e~
Tdap attribute-map memberOf

map-name memberOf Tunneling-Protocols
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map-value memberOf CN=_ASAUsers,CN=Users,DC=ggsgseclab,DC=org 20
Tdap attribute-map msNPATTowDialin

map-name msNPATTowDialin Tunneling-Protocols

map-value msNPATTowDialin FALSE 1

map-value msNPATlowDialin TRUE 20

dynamic-access-policy-record CAC-USERS

description "Multi-Group Membership Check"

priority 1

dynamic-access-policy-record DfTtAccessPolicy

action terminate

aaa-server AD-LDAP protocol Tdap

aaa-server AD-LDAP (outside) host 172.18.120.160
Tdap-base-dn CN=Users,DC=ggsgseclab,DC=org

Tdap-scope onelevel

Tdap-naming-attribute userPrincipalName

Tdap-Togin-password *

Tdap-Togin-dn CN=Administrator,CN=Users,DC=ggsgseclab,DC=org

aaa authentication http console LOCAL

http server enable 445

http 0.0.0.0 0.0.0.0 outside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication Tinkup linkdown coldstart

———————————————— CA TrustpointS----—-———-——————- e~
crypto ca trustpoint ASDM_TrustPoint0

revocation-check ocsp

enrollment terminal

keypair DoD-1024

match certificate DefaultCertificateMap override ocsp trustpoint
ASDM_TrustPoint5 10 url http://ocsp.disa.mil

cr1l configure

crypto ca trustpoint ASDM_TrustPointl

revocation-check ocsp

enrollment terminal

fgdn asa80

subject-name CN=asa80,0U=PKI,0OU=DoD,0=U.S. Government,C=US
keypair DoD-1024

match certificate DefaultCertificateMap override ocsp trustpoint
ASDM_TrustPoint5 10 url http://ocsp.disa.mil

no client-types

cr1l configure

crypto ca trustpoint ASDM_TrustPoint2

revocation-check ocsp




enrolTment terminal
keypair DoD-2048

match certificate DefaultCertificateMap override ocsp trustpoint

ASDM_TrustPoint5 10 url http://ocsp.disa.mil
no client-types

cr1l configure

crypto ca trustpoint ASDM_TrustPoint3
revocation-check ocsp none

enrollment terminal

cr1l configure

crypto ca certificate map DefaultCertificateMap 10

subject-name ne
———————————————————— CA Certificates (Partial
crypto ca certificate chain ASDM_TrustPoint0
certificate ca 37

3082044c 30820334 a0030201 02020137 300d0609
05050030

60310b30 09060355 04061302 55533118 30160603
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344
55040b13

03504b49 311b3019 06035504 03131244 6f44204a
crypto ca certificate chain ASDM_TrustPointl
certificate 319e

30820411 3082037a a0030201 02020231 9e300d06
01050500

305c310b 30090603 55040613 02555331 18301606
532e2047

61766572 6e6d656e 74310c30 0a060355 040b1303
0355040b

crypto ca certificate chain ASDM_TrustPoint2
certificate ca 37

3082044c 30820334 a0030201 02020137 300d0609
05050030

60310b30 09060355 04061302 55533118 30160603
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344
55040b13

£766e045 f15ddb43 9549d1e9 alea6814 b64bcece
6fc20a76

crypto ca certificate chain ASDM_TrustPoint3
certificate ca 05

30820370 30820258 a0030201 02020105 300d0609
05050030

5b310b30 09060355 04061302 55533118 30160603
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344
55040b13

03504b49 31163014 06035504 03130d44 6442052
301el70d

30343132 31333135 30303130 5al170d32 39313230
305b310b

30090603 55040613 02555331 18301606 0355040a
61766572

6e6d656e 74310c30 0a060355 040b1303 4464431
1303504b

49311630 14060355 0403130d 446f4420 526f6f74
crypto ca certificate chain ASDM_TrustPoint4
certificate ca 04

30820267 308201d0 a0030201 02020104 300d0609

Cert is Shown)----——--————--

22864886

55040a13

6f44310c

49544320

092a8648

0355040a

4464431

22864886

55040a13

6f44310c

089%elbbe

22864886

55040a13

6f44310c

6617420

35313530

130f552e

0c300a06

20434120

22864886

£70d0101

0f552e53

30020603

526f6f74

86170d01

130f552e

0c300a06

£70d0101

0f552e53

30020603

1be959a5

£70d0101

0f552e53

300a0603

43412032

3031305a

532e2047

0355040b

32308201

£70d0101




05050030

61310b30 09060355 04061302 55533118 30160603 55040al3 0f552e53
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c 300a0603
55040b13

03504b49 311c301a 06035504 03131344 6442043 4c415353 20332052
6617420

|
!
class-map inspection_default
match default-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
parameters

message-Tlength maximum 512

policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

|

service-policy global_policy global

————————————————————————— SSL/WEBvpn-windows-------——————-——— -
ss1 certificate-authentication interface outside port 443

webvpn

enable outside

svc image disk0:/anyconnect-win-2.0.0343-k9.pkg 1

svc enable

tunnel-group-1list enable

group-policy CAC-USERS internal
ggroup-policy AC-USERS internal
group-policy AC-USERS attributes
vpn-windows-tunnel-protocol svc
address-pools value CAC-USERS

webvpn

svc ask none default svc

tunnel-group AC-USERS type remote-access
tunnel-group AC-USERS general-attributes
authorization-server-group AD-LDAP
default-group-policy AC-USERS
authorization-required
authorization-dn-attributes UPN
tunnel-group AC-USERS webvpn-windows-attributes
authentication certificate

group-alias AC-USERS enable
tunnel-group-map enable rules

no tunnel-group-map enable ou




no tunnel-group-map enable ike-id
no tunnel-group-map enable peer-ip

prompt hostname context

fif % C - ¥FEHERR

AAA F1 LDAP #FEHERR
+ debug Idap 255 — &'~ LDAP X

« debug aaa common 10 — £/~ AAA ik
RO EREBEEERFN A FERE

ERBIEREEHR A RiFHE 2 W IHEZRE debug Idap 1 debug aaa common K% .

B C1 : debug LDAP#debug aaa commoni tH-1E ¥ 49 AR &

AAA API: In aaa_open

AAA session opened: handle = 39

AAA API: In aaa_process_async

aaa_process_async: sending AAA_MSG_PROCESS

AAA task: aaa_process_msg(la87a64) received message type O
AAA FSM: In AAA_StartAAATransaction

AAA FSM: In AAA_InitTransaction

Initiating authorization query (Svr Grp: AD-LDAP)

AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: 172.18.120.160

AAA FSM: In AAA_SendMsg

User: 1234567890@m1i1

Pasw: 1234567890@mi1

Resp:

[78] Session Start

[78] New request Session, context 0x26flc44, reqType = 0
[78] Fiber started

[78] Creating LDAP context with uri=ldap:// 172.18.120.160:389
[78] Binding as administrator

[78] Performing Simple authentication for Administrator to
172.18.120.160

[78] Connect to LDAP server: ldap:// 172.18.120.160, status =
Successful

[78] LDAP Search:

Base DN = [CN=Users,DC=ggsgseclab,DC=org]

Filter = [userPrincipalName=1234567890@mi1]

Scope = [SUBTREE]

[78] Retrieved Attributes:

[78] objectClass: value = top

[78] objectClass: value = person

[78] objectClass: value = organizationalPerson

[78] objectClass: value = user

[78] cn: value = Ethan Hunt




[78] sn: value = Hunt
[78] userCertificate: value

0..50.......... /2 60...*.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[78] userCertificate: value =

0..'0.cvennn... 2R 50...%.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[78] givenName: value = Ethan

[78] distinguishedName: value = CN=Ethan
Hunt,OU=MIL,DC=1abrat,DC=com

[78] instanceType: value = 4

[78] whenCreated: value 20060613151033.0Z

[78] whenChanged: value = 20060622185924.0Z

[78] displayName: value Ethan Hunt

[78] uSNCreated: value = 14050

[78] memberOf: value = CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org
[78] mapped to cVPN3000-Tunneling-Protocols: value = 20
[78] uSNChanged: value = 14855

[78] name: value = Ethan Hunt

[78] objectGUID: value = ..9...NJ..GU..z.

[78] userAccountControl: value = 66048

[78] badPwdCount: value = 0

[78] codePage: value = 0

[78] countryCode: value = 0

[78] badPasswordTime: value = 127954717631875000

[78] TastLogoff: value = 0

[78] lastlLogon: value = 127954849209218750

[78] pwdLastSet: value = 127946850340781250

[78] primaryGroupID: value = 513

[78] objectSid: value = ................ (o PR myY...

[78] accountExpires: value = 9223372036854775807

[78] logonCount: value = 25

[78] sAMAccountName: value = 1234567890

[78] sAMAccountType: value = 805306368

[78] userPrincipalName: value = 1234567890@mi1

[78] objectCategory: value =

[78] mail: value = Ethan.Hunt@labrat.com
callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 39, pAcb = 2aell5c

[78] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1

[78] Session End

AAA task: aaa_process_msg(la87a64) received message type 1
AAA FSM: In AAA_ProcSvrResp

Back End response:

Authorization Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_AUTHORIZE, auth_status = ACCEPT
AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_TUNN_GRP_POLICY,
AAA FSM: In AAA_InitTransaction
aaai_policy_name_to_server_id(CAC-USERS)

Got server ID 0 for group policy DB

Initiating tunnel group policy Tookup (Svr Grp: GROUP_POLICY_DB)
AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: <Internal Server>

AAA FSM: In AAA_SendMsg

User: CAC-USER

Pasw:




Resp:

grp_policy_ioct1(12f1b20, 114698, 1a870b4)
grp_policy_ioctl: Looking up CAC-USERS

callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 39, pAcb = 2aell5c

AAA task: aaa_process_msg(la87a64) received message type 1
AAA FSM: In AAA_ProcSvrResp

Back End response:

Tunnel Group Policy Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_TUNN_GRP_POLICY, auth_status =
ACCEPT

AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_DONE,

AAA FSM: In AAA_ProcessFinal

Checking time simultaneous Togin restriction for user 1234567890@miT
AAA FSM: In AAA_Callback

user attributes:

1 Tunnelling-Protocol(4107) 20 20

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 IP: 10.0.10.100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnelling-Protocol1(4107) 4 4

4 Default-Domain-Name(4124) 10 "ggsgseclab.org"

5 List of address pools to assign addresses from(4313) 10
"CAC-USERS"

Auth Status = ACCEPT

AAA API: In aaa_close

AAA task: aaa_process_msg(la87a64) received message type 3
In aaai_close_session (39)

AAA API: In aaa_send_acct_start

AAA API: In aaa_send_acct_stop

CAC-Test#

w2 BRUE MR ST B I SR IR AY VT IE B

ERPIEREENR A hiFs 2 WAFEZETE debug Idap 1 debug aaa common BY i Hi.

B C2 : debug LDAPFIdebug aaa commonii -7~ IE ¥ #9 BR &1

AAA API: In aaa_open

AAA session opened: handle = 41

AAA API: In aaa_process_async

aaa_process_async: sending AAA_MSG_PROCESS

AAA task: aaa_process_msg(la87a64) received message type 0
AAA FSM: In AAA_StartAAATransaction

AAA FSM: In AAA_InitTransaction

Initiating authorization query (Svr Grp: AD-LDAP)

AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: 172.18.120.160




AAA FSM: In AAA_SendMsg
User: 1234567890@m1i1
Pasw: 1234567890@mil
Resp:

[82] Session Start

[82] New request Session, context 0x26flc44, reqType = 0

[82] Fiber started

[82] Creating LDAP context with uri=ldap://172.18.120.160:389
[82] Binding as administrator

[82] Performing Simple authentication for Administrator to
172.18.120.160

[82] Connect to LDAP server: ldap:// 172.18.120.160:389, status =
Successful

[82] LDAP Search:

Base DN = [CN=Users,DC=ggsgseclab,DC=org]

Filter = [userPrincipalName=1234567890@mi1]

Scope = [SUBTREE]

[82] Retrieved Attributes:

[82] objectClass: value = top

[82] objectClass: value = person

[82] objectClass: value = organizationalPerson

[82] objectClass: value = user

[82] cn: value = Ethan Hunt
[82] sn: value = Hunt

[82] userCertificate: value

0..50.......... /2 60...*.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[82] userCertificate: value =

0..'0.cvnenn... 2R 50...%.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[82] givenName: value = Ethan

[82] distinguishedName: value = CN=Ethan
Hunt,OU=MIL,DC=1abrat,DC=com

[82] dinstanceType: value = 4

[82] whenCreated: value 20060613151033.0Z

[82] whenChanged: value 20060622185924.0Z

[82] displayName: value = Ethan Hunt

[82] uSNCreated: value = 14050

[82] memberOf: value = CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org
[82] mapped to cVPN3000-Tunneling-Protocols: value =
CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org

[82] uSNChanged: value = 14855

[82] name: value = Ethan Hunt

[82] objectGUID: value = ..9...NJ..GU..z.

[82] userAccountControl: value = 66048

[82] badPwdCount: value = 0

[82] codePage: value = 0

[82] countryCode: value = 0

[82] badPasswordTime: value = 127954717631875000
[82] TastLogoff: value = 0

[82] lastlLogon: value = 127954849209218750

[82] pwdLastSet: value = 127946850340781250

[82] primaryGroupID: value = 513

[82] objectSid: value = ................ (o PR my...
[82] accountExpires: value = 9223372036854775807
[82] logonCount: value = 25

[82] sAMAccountName: value = 1234567890

[82] sAMAccountType: value = 805306368

[82] userPrincipalName: value = 1234567890@mil

[82] objectCategory: value =
CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org
[82] mail: value = Ethan.Hunt@labrat.com




callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 41, pAcb = 2aell5c

[82] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1

[82] Session End

AAA task: aaa_process_msg(la87a64) received message type 1

AAA FSM: In AAA_ProcSvrResp

Back End response:

Authorization Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_AUTHORIZE, auth_status = ACCEPT
AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_TUNN_GRP_POLICY,

AAA FSM: In AAA_InitTransaction
aaai_policy_name_to_server_id(USAFE)

Got server ID 0 for group policy DB

Initiating tunnel group policy Tookup (Svr Grp: GROUP_POLICY_DB)
AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: <Internal Server>

AAA FSM: In AAA_SendMsg

User: CAC-USERS

Pasw:

Resp:

grp_policy_ioct1(12f1b20, 114698, 1a870b4)

grp_policy_ioctl: Looking up CAC-USERS

callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 41, pAcb = 2aell5c

AAA task: aaa_process_msg(la87a64) received message type 1

AAA FSM: In AAA_ProcSvrResp

Back End response:

Tunnel Group Policy Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_TUNN_GRP_POLICY, auth_status =
ACCEPT

AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_DONE,

AAA FSM: In AAA_ProcessFinal

Checking time simultaneous login restriction for user 1234567890@miT
AAA FSM: In AAA_Callback

user attributes:

1 Tunnelling-Protocol1(4107) 20 0

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 IP: 10.0.10.100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnelling-Protocol1(4107) 4 4

4 Default-Domain-Name(4124) 10 "ggsgseclab.org"

5 List of address pools to assign addresses from(4313) 10
"CAC-USERS"

Auth Status = ACCEPT

AAA API: In aaa_close

AAA task: aaa_process_msg(la87a64) received message type 3

In aaai_close_session (41)

AAA API: In aaa_send_acct_start

AAA API: In aaa_send_acct_stop




DAP # FEHERR

« debug dap errors — &/~ DAP $&i%
« debug dap trace — & 7~ DAP IhEEERER
RO . R EDAPHESE
ARHERESHFAR TR S 3W A I iERE B debug dap errorsHldebug dap tracefV i i, E

EZ M memberOfiE . EAIEET _ASAUsers # Vpnuser 4 , & TEM—NE |, XEURTF
ASA BLE,

EC3 : debug DAP

<#root>
#
debug dap errors

debug dap errors enabled at level 1
#

debug dap trace

debug dap trace enabled at level 1
#
The DAP policy contains the following attributes for user:
1241879298@mi 1

1: action = continue

DAP_TRACE: DAP_open: C8EEFA10

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.1
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.3 =
organizationalPerson

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.4 = user
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.cn = 1241879298
DAP_TRACE: Username: 1241879298@miT,
aaa.ldap.physicalDeliveryOfficeName = NETADMIN

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.givenName = 1241879298
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.distinguishedName =
CN=1241879298,CN=Users,DC=ggsgseclab,DC=org

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.instanceType = 4
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenCreated =
20070626163734.0Z

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenChanged =
20070718151143.0Z

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.displayName = 1241879298
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.uSNCreated 33691
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.memberOf.1 VPNUsers
DAP_TRACE: Username: 1241879298@mi1, aaa.ldap.memberOf.2 = _ASAUsers
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.uSNChanged 53274
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.department NETADMIN

top
person

N
I




DAP_TRACE: Username: 1241879298@mil, aaa.ldap.name = 1241879298
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectGUID =

B Y ST S

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userAccountControl =
328192

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.badPwdCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.codePage = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.countryCode = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.badPasswordTime = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogoff = 0O
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogon = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.pwdLastSet =
128273494546718750

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.primaryGroupID = 513
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userParameters = m:
d.

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectSid = ..
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.accountExpires =
9223372036854775807

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.logonCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountName =
1241879298

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountType =
805306368

DAP_TRACE: Username: 1241879298@miTl, aaa.ldap.userPrincipalName =
1241879298@mi 1

DAP_TRACE: Username: 1241879298@miT,
CN=Person,CN=Schema,CN=Configuration,
DAP_TRACE: Username: 1241879298@miT,
DAP_TRACE: Username: 1241879298@miT,

1241879298@mi 1
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
"person";
DAP_TRACE:
"organizationalPerson";

DAP_TRACE: dap_add_to_Tlua_tree:

"user";

DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE:

dap_add_to_lua_tree:aaa["Tdap"]["physicalDeliveryOfficeName"] =

"NETADMIN";

Username: 1241879298@miT,
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:

aaa.ldap.objectCategory =
DC=ggsgseclab,DC=org

aaa.cisco.username =
aaa.cisco.tunnelgroup
aaa["1dap"]["objectClass"][

aaa["1dap"]["objectClass"]["3"]

= CA
aaa["1dap"]["objectClass"]["1"]
l2ll]

C

aaa["1dap"]["objectClass"]["4"] =

aaa["Tdap"]["cn"] = "1241879298";

aaa.ldap.msNPAlTowDialin = TRUE

-USERS
lltopll;

DAP_TRACE: dap_add_to_Tlua_tree:aaa["Tdap"]["givenName"] = "1241879298";
DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["distinguishedName"] =
"CN=1241879298,(N=Users,DC=ggsgseclab,DC=0rg";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

"20070626163734.02";

DAP_TRACE: dap_add_to_Tua_tree:

"20070718151143.0Z2";

DAP_TRACE: dap_add_to_Tua_tree:

"1241879298";

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

"VPNUsers";

DAP_TRACE: dap_add_to_Tlua_tree:

"_ASAUsers";
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:

dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

aaa["Tdap"]["instanceType"] = "4

aaa["ldap"]["whenCreated"] =

aaal["1dap"]["whenChanged"]

aaa["1dap"]["dispTayName"]

aaa["1dap"]["uSNCreated"] = "33691";

aaal["ldap"]["memberOf"]["1"] =

aaal["ldap"]["memberOf"]["2"]

aaal["1dap"]["uSNChanged"] =
aaa["1dap"]["department"] =

"53274";
"NETADMIN";

aaa["1dap"]["name"] = "1241879298";
aaa["1dap"]["objectGUID"] contains




binary data

DAP_TRACE: dap_add_to_Tlua_tree:aaa["Tdap"]["userAccountControl"] =
"328192";

DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["badPwdCount"] = "0";
DAP_TRACE: dap_add_to_Tlua_tree:aaa["Tdap"]["codePage"] = "0";
DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["countryCode"] = "0";
DAP_TRACE: dap_add_to_Tlua_tree:aaa["Tdap"]["badPasswordTime"] = "0";
DAP_TRACE: dap_add_to_lua_tree:aaa["Tdap"]["1astLogoff"] = "0";
DAP_TRACE: dap_add_to_Tua_tree:aaa["Tdap"]["lastLogon"] = "0";
DAP_TRACE: dap_add_to_Tlua_tree:aaa["Tdap"]["pwdLastSet"] =
"128273494546718750";

DAP_TRACE: dap_add_to_Tlua_tree:aaa["Tdap"]["primaryGroupID"] = "513";
DAP_TRACE: dap_add_to_Tlua_tree:aaa["Tdap"]["userParameters"] contains
binary data

DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["objectSid"] contains binary
data

DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["accountExpires"] =
"9223372036854775807";

DAP_TRACE: dap_add_to_Tua_tree:aaa["Tdap"]["1ogonCount"] = "0";
DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["sAMAccountName"] =
"1241879298";

DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["sAMAccountType"] =
"805306368";

DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["userPrincipalName"] =
"1241879298@mil1";

DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["objectCategory"] =
"CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org";
DAP_TRACE: dap_add_to_Tua_tree:aaa["Tdap"]["msNPATlowDialin"] = "TRUE";
DAP_TRACE: dap_add_to_Tlua_tree:aaa["cisco"]["username"] =
"1241879298@mil1";

DAP_TRACE: dap_add_to_Tlua_tree:aaa["cisco"]["tunnelgroup"] = "CACUSERS";
DAP_TRACE: dap_add_to_Tua_tree:endpoint["application"]["clienttype"] =
"IPSec";

DAP_TRACE: Username: 1241879298@miT1, Selected DAPs: CAC-USERS
DAP_TRACE: dap_request: memory usage = 33%

DAP_TRACE: dap_process_selected_daps: selected 1 records

DAP_TRACE: Username: 1241879298@mil, dap_aggregate_attr: rec_count = 1
DAP_TRACE: Username: 1241879298@miT1, DAP_close: C8EEFA10

d.
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B C4 : debug DAP

<#root>
#
debug dap errors

debug dap errors enabled at Tevel 1
#

debug dap trace




debug dap trace enabled at level 1

#

The DAP policy contains the following attributes for user:
1241879298@mi 1

1: action = terminate

DAP_TRACE: DAP_open: C91154E8

DAP_TRACE: Username: 1241879298@miTl, aaa.ldap.objectClass.l = top
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.2 = person
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.3 =
organizationalPerson

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.4 = user

DAP_TRACE: Username: 1241879298@miT, aaa.ldap.
DAP_TRACE: Username: 1241879298@miT,
aaa.ldap.physicalDeliveryOfficeName = NETADMIN

cn = 1241879298

DAP_TRACE: Username: 1241879298@miT, aaa.ldap.
DAP_TRACE: Username: 1241879298@miT, aaa.ldap.
CN=1241879298,CN=Users,DC=ggsgseclab,DC=org

DAP_TRACE: Username: 1241879298@miTl, aaa.
DAP_TRACE: Username: 1241879298@miTl, aaa.

20070626163734.0Z

ldap.
ldap.

givenName = 1241879298
distinguishedName =

instanceType = 4
whenCreated

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenChanged =
20070718151143.0Z

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.displayName = 1241879298
DAP_TRACE: Username: 1241879298@miTl, aaa.ldap.uSNCreated = 33691
DAP_TRACE: Username: 1241879298@mi1, aaa.ldap.memberOf = DnsAdmins
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.uSNChanged = 53274
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.department = NETADMIN
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.name = 1241879298
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectGUID =

B Y ST S

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userAccountControl =
328192

DAP_TRACE: Username: 1241879298@mi1l, aaa.ldap.badPwdCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.codePage = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.countryCode = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.badPasswordTime = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogoff = 0O
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogon = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.pwdLastSet =
128273494546718750

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.primaryGroupID = 513
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userParameters = m:
d.

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectSid = ..
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.accountExpires =

9223372036854775807

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.logonCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountName =
1241879298

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountType =
805306368

DAP_TRACE: Username: 1241879298@miT, aaa.ldap.userPrincipalName =
1241879298@mi 1

DAP_TRACE: Username:

1241879298@mi1, aaa.

ldap.

objectCategory =

CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org
1241879298@mi1, aaa.ldap.msNPATlowDialin = TRUE
1241879298@mi1, aaa.cisco.username =

DAP_TRACE: Username:
DAP_TRACE: Username:

1241879298@mi 1
DAP_TRACE: Username: 1241879298@mil, aaa.cisco.tunnelgroup = CAC-USERS
DAP_TRACE: dap_add_to_Tlua_tree:aaa["Tdap"]["objectClass"]["1"] = "top";




DAP_TRACE: dap_add_to_Tua_tree:

"person";

DAP_TRACE: dap_add_to_Tua_tree:

"organizationalPerson";

DAP_TRACE: dap_add_to_Tlua_tree:

"user";

DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE:

aaa["1dap"]["objectClass"]["2"]

aaa["1dap"]["objectClass"]["3"]

aaa["1dap"]["objectClass"]["4"] =

aaa["Tdap"]["cn"] = "1241879298";

dap_add_to_lua_tree:aaa["Tdap"]["physicalDeliveryOfficeName"] =

"NETADMIN";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

aaa["1dap"]["givenName"] = "1241879298";
aaa["ldap"]["distinguishedName"] =

"CN=1241879298,(N=Users,DC=ggsgseclab,DC=0rg";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

"20070626163734.02";

DAP_TRACE: dap_add_to_Tlua_tree:

"20070718151143.02";

DAP_TRACE: dap_add_to_Tlua_tree:

"1241879298";
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
binary data
DAP_TRACE:
"328192";
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
"128273494546718750";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

binary data

DAP_TRACE: dap_add_to_Tlua_tree:

data

DAP_TRACE: dap_add_to_Tlua_tree:

"9223372036854775807";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

"1241879298";

DAP_TRACE: dap_add_to_Tlua_tree:

"805306368";

DAP_TRACE: dap_add_to_Tua_tree:

"1241879298@mi1";

DAP_TRACE: dap_add_to_Tua_tree:

dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

aaa["l1dap"]["instanceType"] = "4";
aaa["1dap"]["whenCreated"] =

aaal["1dap"]["whenChanged"]

aaa["1dap"]["dispTayName"]

aaa["1dap"]["uSNCreated"] = "33691";
aaa["ldap"]["memberOf"] = "DnsAdmins";
aaa["1dap"]["uSNChanged"] = "53274";
aaa["ldap"]["department"] = "NETADMIN";
aaa["1dap"]["name"] = "1241879298";
aaa["1dap"]["objectGUID"] contains

aaa["1dap"]["userAccountControl"] =
aaa["ldap"]["badPwdCount"] = "0";
aaa["1dap"]["codePage"] = "0";
aaa["1dap"]["countryCode"] = "0";
aaa["1dap"]["badPasswordTime"] = "0";
aaa["ldap"]["lastLogoff"] = "0";
aaa["1dap"]["1astLogon"] = "0";
aaa["1dap"]["pwdLastSet"] =

aaa["1dap"]["primaryGroupID"] = "513";
aaa["1dap"]["userParameters"] contains

aaa["1dap"]["objectSid"] contains binary
aaa["ldap"]["accountExpires"] =

aaa["1dap"]["1ogonCount"] = "0";
aaa["1dap"]["sAMAccountName"] =

aaa["1dap"]["sAMAccountType"] =
aaa["ldap"]["userPrincipalName"] =

aaa["1dap"]["objectCategory"] =

"CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org";

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

aaa["1dap"]["msNPATlowDialin"] = "TRUE";
aaa["cisco"]["username"] =

dap_process_selected_daps: selected 0 records

"1241879298@mi1";

DAP_TRACE: Username: 1241879298@miT, Selected DAPs:
DAP_TRACE: dap_request: memory usage = 33%
DAP_TRACE:

DAP_TRACE:

Username: 1241879298@miTl, dap_aggregate_attr:

rec_count = 1
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CRYPTO_PKI: Found a suitable authenticated trustpoint
ASDM_TrustPointll.

CRYPTO_PKI: Allocated OCSP data handle Oxca2d27b8

CRYPTO_PKI: Certificate validation: Successful, status: 0. Attempting
to retrieve revocation status if necessary

CRYPTO_PKI: status = 0: poll revocation status

CRYPTO_PKI: Attempting to find OCSP override for peer cert: serial
number: OF192B, subject name:
cn=MCGINTY.JIMMY.1160139435, 0u=USN, ou=PKI,ou=DoD,0=U.S.
Government,c=US, issuer_name: cn=DOD JITC EMAIL CA-

15, 0u=PKI,ou=DoD,0=U.S. Government,c=US.

CRYPTO_PKI: Processing map rules for SSL.

CRYPTO_PKI: Processing map SSL sequence 20...

= cn=MCGINTY.JIMMY.1160139435,0u=USN, ou=PKI,ou=DoD,o=U.S.
Government,c=US, map rule: subject-name ne ""

CRYPTO_PKI: Peer cert has been authorized by map: SSL sequence: 20.
CRYPTO_PKI: Found OCSP override match. Override URL:
http://198.154.68.90, Override trustpoint: ASDM_TrustPointl2
CRYPTO_PKI: crypto_pki_get_cert_record_by_subject()

CRYPTO_PKI: Destroying OCSP data handle Oxca2d27b8

Crypto CA thread sleeps!

CRYPTO_PKI: Attempting to find tunnel group for cert with serial
number: OF192B, subject name:
cn=MCGINTY.JIMMY.1160139435, 0u=USN, ou=PKI,ou=DoD,0=U.S.
Government,c=US, issuer_name: cn=DOD JITC EMAIL CA-

15, 0u=PKI,ou=DoD,0=U.S. Government,c=US.

CRYPTO_PKI: Processing map rules for DefaultCertificateMap.
CRYPTO_PKI: Processing map DefaultCertificateMap sequence 10...

= cn=MCGINTY.JIMMY.1160139435,0u=USN, ou=PKI,ou=DoD,0=U.S.
Government,c=US, map rule: subject-name ne ""

sequence: 10.

CRYPTO_PKI: Ignoring match on map DefaultCertificateMap, index 10 for
WebVPN group map processing. No tunnel group is configured.
CRYPTO_PKI: Peer cert could not be authorized with map:
DefaultCertificateMap.

CRYPTO_PKI: Processing map rules for SSL.

CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:

CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:

CRYPTO_PKI: Peer cert has been authorized by map: DefaultCertificateMap
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CRYPTO_PKI: Processing map SSL sequence 20...

CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=MCGINTY.JIMMY.1160139435, ou=USN, ou=PKI, ou=DoD,o0=U.S.
Government,c=US, map rule: subject-name ne "".

CRYPTO_PKI: Peer cert has been authorized by map: SSL sequence: 20.
CRYPTO_PKI: Ignoring match on map SSL, index 20 for WebVPN group map
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map rule: subject-name ne
CRYPTO_PKI: Peer cert has been authorized by map: DefaultCertificateMap
sequence: 10.

Tunnel Group Match on map DefaultCertificateMap sequence # 10.

Group name is CAC-USERS

CRYPTO_PKI: Checking to see if an identical cert is

already in the database...

CRYPTO_PKI: Tooking for cert in handle=2467668, digest=

CRYPTO_PKI: Cert record not found, returning E_NOT_FOUND

CRYPTO_PKI: Cert not found in database.

CRYPTO_PKI: Looking for suitable trustpoints...

CRYPTO_PKI: Found a suitable authenticated trustpoint trustpointO.
CRYPTO_PKI: Certificate validation: Successful, status: 0. Attempting
to retrieve revocation status if necessary

CRYPTO_PKI: Attempting to find OCSP override for peer cert: serial
number: 2FB5FC74000000000035, subject name: cn=Ethan
Hunt,ou=MIL,dc=ggsgseclab,dc=org, issuer_name:
cn=ggsgseclab,dc=ggsgseclab,dc=org.

CRYPTO_PKI: Processing map rules for DefaultCertificateMap.

CRYPTO_PKI: Processing map DefaultCertificateMap sequence 10...
CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=Ethan Hunt,ou=MIL,dc=ggsgseclab,dc=org, map rule: subject-name

ne "".

CRYPTO_PKI: Peer cert has been authorized by map: DefaultCertificateMap
sequence: 10.

CRYPTO_PKI: Found OCSP override match. Override URL:
http://ocsp.disa.mil, Override trustpoint: OCSP

CRYPTO_PKI: crypto_pki_get_cert_record_by_subject()

CRYPTO_PKI: Found a subject match

ERROR: Certificate validation failed, Certificate is revoked, serial
number: 2FB5FC74000000000035, subject name: cn=Ethan
Hunt,ou=MIL,dc=ggsgseclab,dc=org

CRYPTO_PKI: Certificate not validated
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5. #%&$# Connection > Bind,
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3 D CM e Clark Kent, OU =MEL DC = tabrat iC=cam

42 ohjectClass: top; person; erganizationaiPerzon; ueern

13 en; Clork Kenls

1 st Kent;

17 physicalDelbreryOliceName; Welcome 1o LOAPHE

23 unerCenificate: {ldp: Hinary Mob>; <ldp: Binary Blab>:

12 ghvenName: Clark:

13 distinguishedName: CH=Clark Kent, 0L =MIL.DC=labrat.DC=cam;

1 instaneeType: bed = [ 1T WRITE |

1 whenCrented: Q6132006 12:50:21 Eastern Standard Thme Eastern Daylight Time:
1> whenChanged: DEf2 12006 ¥ 3:31:54 Eastern Standard Time Eastern Daylight Time;
12 dizplayMame: Clark Kent

13 uSNCreated: T4072;

T» uSNChanged: T4700;

13 pames Clark Kent;

1> objectGUID: 8403 %ci4-al2a-dlee-3531-3240c2 Bocld 9;

13 userAccountControl: Dol G200 = [ UF_NOAMAL _ACCOUNT | UF_DONT_EXPIRE PASSWD

1> badPeillount; 12

13 cadePage: 0

1> cosmiryCade: O]

1 brdPaasward Time: 06142006 15:19:36 Eastern Standard Time Esstern Daylight Time:
13 lastogodf: BIATTEEDT 0000200 LINC

T lagtiogon: BETTAZE0E 16:20:44 Esstern Standard Tine Eastern Daylight Time:
1> pwilastSer BRI 2006 12:50:21 Eastem Standard Time Eastern Dayilght Time:
13 primanyGroupio; 513;

1 userParameizra: m: i

1? phjectSid: 5-1-5-21-3541 460 164-2 4508291 B2 5- 1335959543 1115;

1 sceaunExpies: 03 4/30828 B2 4005 LUNC

13 logonCount: 11;

1> sAMAccounIName: 12345676 1

1 shbibceountType: BOSI06 168

13 eerPrincipaMame: | 23456 TRTO@ abral.cam;

13 ahisciCategony: CH=PerganCN=Schema CH=Configuration. D C=labral DE =cam;
1> maMPAHrwMalin: TRUE:

1> mail: Clarfe Kent@iabratlcom;
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FH ) RIEBEEHESEH (MRBIBHINAELE ) . EEXEFEER xml X4, BAEE Notepad
HITRE, BUFHF/ZXERINEBNINEF K, REEIHRBEIEM ASA FHEEAZ iR, X
FHE :

C:\Documents and Settings\Al1l Users\Application Data\Cisco\Cisco
AnyConnect VPN Client\Profile
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c MEXHMSAURBEM—HE. Bl : CiscoProfile.xml
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EE BB NEERMCERAELRIU T EETASDMANE B X 45 AThsERIE 1182
XMLELE X #, AIfEBIA B ZH# AnyConnectProfile.xsd SERIE, AnyConnectProfile 2
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X2 Cisco AnyConnect VPN %& = i Bt & X4 XML X8 — 4N =l

<ffroot>

xm version="1.0" encodi ng="UTF- 8"

- <AnyConnect Profile xm ns="http://schenmas. xm soap. or g/ encodi ng/"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance"
xsi : schemalLocati on="http://schemas. xm soap. or g/ encodi ng/
AnyConnect Profi | e. xsd">

!I--- The ClientInitialization section represents global settings !--- for the client. In some cases, fi

-=>
<Clientlnitialization>

!I--- The Start Before Logon feature can be used to activate !--- the VPN as part of the logon sequence

-

<UseSt art Bef oreLogon User Control | abl e="f al se" >f al se</ UseSt ar t Bef or eLogon>

!I-—-- This control enables an administrator to have a one time !--- message displayed prior to a users




<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>

I-- This section enables the definition of various attributes !--- that can be used to refine client ce

<CertificateMatch>

!--- Certificate Distinguished Name matching allows !--- for exact match criteria in the choosing of a¢

- <Di stingui shedName>

- <Di stingui shedNaneDefinition Operator="Equal" W] dcard="Di sabl ed">
<Name>| SSUER- CN</ Nane>

<Pat t er n>DoD- | ssuer - ABC</ Pat t er n>

</ Di sti ngui shedNanmeDefi ni ti on>

</ Di sti ngui shedName>

</CertificateMatch>

</Clientlnitialization>

I-- This section contains the 1ist of hosts from which !--- the user is able to select.

<ServerlList>

!I--- This is the data needed to attempt a connection to !--- a specific host.

-—>

<Host Entry>

<Host Nanme>host - 02</ Host Nane>

<Host Addr ess>host - 02. dod. gov</ Host Addr ess>
</ Host Entry>

- <HostEntry>

<Host Nanme>host - 01</ Host Nane>

<Host Addr ess>192. 168. 1. 1</ Host Addr ess>

</ Host Entry>

</ Server Li st>

</ AnyConnect Profil e>
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