ASA 8.x : #FH MAC Z#FH# AnyConnect SSL

VPN CAC BeEFEE

Cisco ASA i &

EEIFEEM

TAUE |, X, i ZR(AAAELE

EiE LDAP fR% 25

SHEHIEP

TR CAUEPH

A ASA H =% 5 HUE$

AnyConnect VPN &t &

BIE P bkt

BIZEFRE A FA KR

PEH R EMEHIRE

WEPPEELAN (R A OCSP)

EiE OCSP

Bt & OCSP Responder if$

FliE CA LIFEH OCSP

EiE OCSP #N|

Cisco AnyConnect Client Bt i&

T & Cisco Anyconnect VPN & F i — Mac OS X
Bz Cisco AnyConnect VPN & i — Mac OS X
MEERE

Bz 2 i 6]

Bt A - LDAP BRETH DAP

B 1 ERZEEGENRER AR Active Directory S5 - S iF/3E48 1/ 18]

SEzh B RKIgE

ASA L&

FHE 2 FREARKRAR Active Directory SEHE - foiF/E4 15 8]
SEHEHFIRE

ASA Bl &

1B 3 : 24 memberOf B tEEIZh A5 17 (R SR BE

ASA Bl &




Mi% B - ASA CLI i &

B C - BEEHERR

AAA F1 LDAP #EEHERR

A1 EMERRE IR RS
5] 2 : Cisco BMMEFl B IR L IFAERE
DAP & HE B

=l 1 : 65/ DAP S iFmyE#E

Rl 2 : 65 DAP B4 Y 3

i EEHE R IAE 2 5/OCSP

B D - £ MS ¥ iF LDAP &R
LDAP &85

Bz B FBRFEORESS

M E

HXEE

v

ANEBRAERZE T EASA)RMH—E & RHIHAnyConnect VPNZFZ 15 B IMACK B H
15184 (CAC) R I,

SBEANRATENZSIREEEEE(ASDM) , Cisco AnyConnect VPNZE F FMicrosoft Active
Directory (AD) /Lightweight B 3% 15 [A] X (LDAP) R & B RIASAN Bl & .

AIEE PV ELE A Microsoft AD/LDAP fRS88. AN B EREESRISHHUWOCSP , LDAPE it
, F Bz RS IE(DAP),

FREH
BEXR

BERIASA, BRlAnyConnectZ i , Microsoft AD/LDAPFIZA H B 4A BAMIREPKNEARN TR

BANETBRENIAE. 2B AD AXA. AFEMUR LDAP NREBT 7HIEHEMEH
AD/LDAP R RN IE 2 BAWHEERXR R,

fERRAH

AXHEHPHEEET U TR RE IR
. BASCisco 5500 R 5 A5 & M Y 74 T B (ASA)ZIZ 1T B AFhRA<8.0(x) H
- ASARY8.x Cisco Adaptive Security Device Manager (ASDM) 6.xhX
. ¥ MAC ) Cisco AnyConnect VPN & i 2.2

ANHEPHNEEHRETREXRENEFHNRFEEN, AXEFEANARRZRNERAR
th(BIA) BE. MREEANREING , BTHEALELTHMAGSHEERE,

M
BXAMEMNKNFAEEL |, BB Cisco BARRTMM,
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Cisco ASA & B

REH ITIEET ASDM ELE Cisco ASA WA, HFNETHTIHBMEA SSL AnyConnect iE#
#9 VPN =215 EPEEFF BN L R, CACIEREARIE , FEEIERNAF EEBEHUPN)ERER
REES) B RIER,

ik 923 ¢ 8]

- AEETHREABREANS , flaEO. DNS, NTP, BH. ®ZiHE. ASDM HEE, BRE
MERERAERBXLERE, EXFHAEE , FEHRAZUERLEBR,

AIBRHETRHNHINER VPN FRIASENEE, S0, VPNBEALIRECACK , TF
HITOCSPKE., LDAPHRET Mzh7STH R K E&(DAP)KE, DoD EEHIT OCSP KR E , E2RE
EBELXEBE OCSP tha T,

- BERHETWE2 BRANENSRINEE , LLIEETAERIRITHNRESM,

- ASDM # AnyConnect/SSL VPN R e AEZED LWHERRO. BNEREE—NMEO LW
W OLAMER LA TG, B0 |, w0 445 AT ASDM , ¥ 443 AT AC/SSL VPN, 7£ 8.x.
MRAH |, ASDM URL i51R B 2% 1L, EMEA https:/ <ip_address>:<port >/ admi n. ht m

- FREER ASA BGHIMRAZ A7 8.0.2.19 , HBHEZE ASDM 6.0.2,

. AnyConnect/CAC ¥ Vista X#&.,

- BXRXESZHRER LDAP MaiS 15 R KBRS R~ , HSHHFE Ao

- BXRUWATE MS 1 E LDAP R , &S FH R D,

- BXRATHAREENNARFROIE  ESEMEXER.

TAUE , #1% , 1T 3R(AAA) KB

IR 56 1 1B A 15 1) 5 (CAC) YL $ @ E DISACertificate i BR (CA) RS 25 R 1B S 19
HACARS R, IEPMITFEREMEZIF R ER. BRBIEZIN | B4R FAMicrosoft Active
DirectoryS B 24 B F i RITHL(LDAP)N R, E B EB(DoD)E R RN E 4B FR(UPN)E

| RIFB I ME M B R 5 ZHF(SAN)Z S M — 264, UPN 5 EDI/PI %F81E 1234567890@mil
B, XEHEI R T WMIE ASA FIEN LDAP BRSSe8 ( A TR ) REE AAA fRFES. BXE
I LDAP M RESHITHHMEE , HSHMFE A,

Kl LDAP BRS5 28

BX LB IR

di

1. 1% Remote Access VPN > AAA Setup > AAA Server Group.

2. 7£ AAA BRESER4E KR |, $d5 Add 3.

3. MABRS AR , HitER LDAP kiR, BESHE 1.

4. EFMEAKRMIRSEESD , B Add. BRFTAEZNRSSF[EN —KRPLTREE RS,

5. B4mE AAARFHB|EOF , ITUTHT R, BZHE 2, T : NREHNEREERET
LDAP/AD , i&i%$F Enable LDAP over SSL &1, i%#F LDAP FrbMEO., ANIEME RED
ME. W ABRSEM IP bk, A Server Porto ERIAHY LDAP im0 2 389, %3 Server
Type. #i A Base DN, &M@ AD/LDAP B A ZifIXLE, B-17E Scope XM T , EFEEY
&R, XEURT Base DN, &6 AD/LDAP B R F3R#EBh, 7£ Naming Attribute A , i A
userPrincipalName. X2 AD/LDAP lRFB2EFATRFPERNMNEM. £ Login DN F |, HAE
E 5 DN, Z¥ : ZEEEENR , AEF/MEE LDAP £/ ( BFEAPNRMARKA ) X
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BR. 7E Login Password # , I ABE AN OGS, fRE LDAP BHEMERIARE none, E-2EE
: EERESREYF , FHREEFALETURMERHE M AD/LDAP N R, £#F OK.
6. 1 OK,

BB

EfE ASA LZEKIEH , FERITRNT R, B , REAMEN CAILEP ( BIEBVMEBNEHH
). HIX , BAFERN CA Eid ASA , AFRELFBIEF ., DoD PKI EALLTIE$ : Root CA2,
Class 3 Root, ASA ZEICFrfEA K CA## Intermediate. ASA ID iE$HF] OCSP it$., B2 , MRk
BAEH OCSP , |~ EE %% OCSP if#,

AR FEENZE POC KRR , BURBRIEBURMANRZFRHICHMDIEH A, SSLIEHN
ZEE R R ASA BEITIZIZTAR. £F NE SAN iEH,

X A itEN AR RE DoD CA . AIEEA Internet Explorer 7 Microsoft Certificate
Store FEFIEPH, DoD &it 7 —MtLEXH , ST B FAE CARMNETENS, BxiF
HEE. , BEEI PKIPOC,

AE : APSMRBIEREELT CA: DoD CA2, Class 3 Root , BAK & ASA iE$HH ASA ID F
Fal CA. YHBiATE T8 CA #{ZTF CA2 fl Class 3Root 82T , RERIIT CA2 # Class 3
Root , iXLErr[E CA #¥ERK N RIS CA,

£ R4
SERIX L TR -

1. %% Remote Access VPN > Certificate Management > Identity Certificate > Add.

2. 1%3#F Add a new id certificate , R/FIEFFEAXTIETSEBH New,

3. £ Add Key Pair EOH |, i AZ4AR % DOD1024, B HR2GRZMALURNF R, FSHE
3. B3

4. EFRFEHRAB RN,

5. /R & Usage HIBRIAIRE General Purpose.

6. # Generate Now, X : DoD Root CA 2 £/ 2048 U %4, R —2048 MuZHAHIE
“ERANZERBEERALCA TR E—NESRERN T HRME=FH,

R¥AR CA U

BX LB IR

di

1. 1% Remote Access VPN > Certificate Management > CA Certificate > Add.

2. %42 Install from File , F3X| % 248 RiE$

3. i%£#% Install Certificate. B 4 : RIERIEH

4. NEITEO, BZHE 5. B6EE : aXNERENSMIBREESR 1 5 3, DoD PKI
ERFT5E—TREIEPR : Root CA 2, Class 3 Root, CA## Intermediate, ASA ID
OCSP Server, tIRAFEH OCSP , MFFE OCSP iff, B 6 : REIBIEPH

M ASA H 2% 5 1 iuF$




1. 1% Remote Access VPN > Certificate Management > Identity Certificate > Add.
2. 1%3#% Add a new id certificate.
3. 1%&# DoD-1024 Z4AX. BEZHAE 7. B 7 : SHEBSHK
4. % 3| Certificate subject DN #& , 3 # 7 Select.
5. 1£ Certificate Subject DN O , HIARBNER. BXT 6, 5ZSHE 8, E 8 : 4=k DN
6. 1EF OK, XX : BERESFMET DN HFEANRZINBEEEREPEE, PKIPOC &
HIEPLEFRMIIEE,
7. % Add certificate.
8. £ Browse , LIARERFERNERNE,. EZHE 9. B 9 iEHiER
9. £/ Wordpad $THF X # , FiEREFZEMBIXEF |, HRiEL% PKIPOC, HZHE 10,
10 : AR
10. A\ CA EE AL KENEP 2 /5 , i51%F Remote Access VPN > Certificate Management > ID
Certificate > Install, FZHE 11, B 11 : SASES
11. 1£ Install certificate B O , X ZEZ ID iE$H , Hi%$Z Install Certificate, Ex Rl , S
S 12, B 12 : RERSGIUERIE . BUSH IDIEREER , MRFEMRNIEBFNZH
Mo X, HHI RMA REHHFER , ASA BE A AFIEBMZEAX S ARFH ASA .
BEXFEMHER , BEHNSHNSAGES. X : 214 SAVE , UNEERFENFF,

AnyConnect VPN B¢ i

EASDM & , EFRH AKX ATATEE VPN S8, F— O XEREASSLVPN O&, ZITEST
£/A , ERATTARAB VPN EENAF, E-MAARFIRESMET, AEERERAFIS
o

XE: AFRULUEARMSEETEH ACEFE
1. M Cisco Mt E T8ZE ik , HFELZEIITEN L,
2. BT Web 5585148 ASA , AR THE iR,
% : I | https://asa.test.com. RIEEEAE M HZE, & AC BEFRKAREIEZEFIKITE
e , BRENMAERFSE3 AC BEFImEIT,
B IP Modtith

MREEREMTE (W DHCP ) |, MR ERAEN,

1. 1% Remote Access VPN > Network (Client) Access > Address Assignment > Address
Pools,

2. B Add,

3.7 Add IP Pool O H , fi A IP HEYEFR, £ IP it MER IP bk |, HikF—NFME
B, ESFEE 13, B 13 : %M IP it

4. 3&# Ok

5. 1%£$% Remote Access VPN > Network (Client) Access > Address Assignment > Assignment
Policy.

6. TS IP it HEHE, RIEEEARNIIE, BSHE 14, B 14 : IP it 585
=

7. B Apply.

IR BRIE A A K rk
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40 R
AR MRTBCIEFEE , S ERARIANRELRKRE.

1. 1% Remote Access VPN -> Network (Client) Access -> Group Policies,

2. B Add , A/FiE# Internal Group Policy,

. EARMASPAFEERED , FRABMN THREEGEXAKE, FSHB 15, B 15 : BMA
EPLA SKBETE General T+ L |, i%32 SSL VPN Client in the Tunneling Protocols i£31 , BR3E
&6 F b1 ( 20 Clientless SSL ) » 7£ Servers #8%& , BUHE S inherit £i£4E |, H@A
DNS # WINS fRS58R1Y IP #ut, MREA |, Hi A DHCP SBE. £ Servers S0 9 , BUHE
H Default Domain 8 inherit E1%4E , M AEYMNIEH B, 7 General £~ L , BUEIESF
Address Pool £ F#Y Inherit £i£4E , HARMNE L —SOIEN D, WREFERS 0 IP
hut D ESE , EHHRE Inherit HERIARES , HEMNWER. IEEMEEETFI9FRE R
NRE, X . REAPATUFERARAETER AC BFW : —fAERM Cisco.com £
HAC B, F-RALZREAFSHH#TERERN , B ASA AP THEF K. &RFIfE
RAE—fA*,

4. AR5 , 4% Advanced > SSL VPN Client > Login Settings. &2 & 16, B 16 : BMAEPA
EREEUEIED Inherit E1%1E, EFEEWINEME A Post Login Setting, %&F S EHIIFEE
RI# Default Post Login Selection, i%£#F OKo

BEARENARE R
IR : MRTEOEHA , WAEARUANAEL,

. 1 Remote Access VPN > Network (Client) Access > SSL VPN Connection Profile.
. %% Enable Cisco AnyConnect Client......o
A& HI—/NIFEHE | 84 Would you like to designate an SVC image?
. 1%&3#% Yes,
.MREHFERE , BET Browse Flash TR ZMR &, MRFEFERE , Fi%F Upload , i
WEIARMITTEN LN, FSHEE 17, BAEM Cisco.com TEXEX# ; HPas—4
Windows, MAC # Linux 3X#. B 17 : %10 SSL VPN & ighR &
6. A5 /3 A Allow Access. Require Client Cert , #1B#EEE /5 A Enable DTLS, &2 A
18, B 18 : BATAE
7. #.& Apply.
8. ARfE , BIE—/MEEEENH/F2EH., 1%£F Remote Access VPN > Network (Client) Access
> SSL VPN Connection Profile,
9. £ Connection Profiles 24 , £ Add. B 19 : BINEREBXHF N ZEGE. E5H%
IE A AR Certificate, ER 2RI OIEMNHRMK, ¥{RE A SSL VPN Client, HtiET{RE
RIARES
10. fRf5 , 1% Advanced > Authorization, FZHE 20, B 20 : HUEE 2 81 2IE# AD-
LDAP 4, 1% Users must exist....to connect. EMFFEF , 2N EFERNHFERIER
UPN &1 None,

11. EEF LI SSL VPN,

12. 1£ Connection Aliases T2 H , HATUTH R - B 21 : FEEFFIEERE Add. MALEFAN
HENB, FRIEF Enabled. ESFEE 21,

13. & Ok,

XX . 21 Save , AFBRERFENRER,

a b~ wON -



UF S PCEEAN ((anRFFEEH OCSP )

1. % 4#F Remote Access VPN > Advanced > Certificate to SSL VPN Connection Profile Maps.
B HE 22, # Certificate to Connection Profile Maps %4 # , %1% Add. 7 Map &% &

, WO RE EBAMETH DefaultCertificateMap BLiE , SFE— MRS ( MR EFIEPMEAT
IPsec ) o MNLERRIFERIN, ERHFHAT , REERINRE--Not Mapped--.. EZHE 22,
22 : AINE$ EECHN £ & Ok,

2. EIKEpER 235 Add,

3. 7£ Add certificate Matching Rule Criterion & A/ |, ${TLA TS - B 23 : B CE RN FR A
{RE8 Field 5|89 2R IA{E Subject, & Component 5|8 ZRIAE Whole Field, ¥ Operator EUE&
4 Does Not Equal, £ Value 5|/ | BAFANNE|I T, £ OK M Apply. BxRbl , HS
& 23,

EcE OCSP

OCSP WE B AR BMAE , XHURT OCSP Responder R, BEXFAELR , FSHMEMN
GESIR

BEE OCSP Responder ifF$

1. M OCSP Responder 3REX B & K HYiE
2. ATRIRE R | H 9 OSCP FRFERFIUEP, EXE : £X OCSPiEBEER , BHRES Do
not check certificates for revocation,

Bl® CA LA{#H OCSP

1. 1% Remote Access VPN> Certificate Management > CA Certificates.

2. RHEE /R OCSP , JLUEFREFREMEA OCSP 1 CA,

3. B Edit,

4. H{R%& A Check certificate for revocation.

5. £ Revocation Methods Z8# , 71l OCSP, HSRE 24, OCSPHlfHE

6. MREEFE™HE OCSP RE , HHMREUEEA Consider Certificate valid...cannot be
retrieved.

AEE: BE/YRELEA OCSP HiEMATE CA RS8R

BB OCSP A

XEE: ERTUTERZE , FHRIACCIRIEBACTERE , HEEEHF OCSP Responder,

AX : EHEL OCSP kiEH , ASA ATREEZE DNS A Al PTR id3k, LI ERMNET#IA ASA
KB .mil R

1. 1% Remote Access VPN> Certificate Management > CA Certificates 2.
2. RHER OCSP , LERZEREFEA OCSP # CA,

3. &% Edit,

4. #& OCSP Rule &I+,

5. B Add,



6. #£ Add OCSP Rule EOH , HITUATHR. FSHE 25, B 25 : 50 OCSP MW=
Certificate Map &I H |, #%$% DefaultCertificateMap =2 81 8| 2B ST, 7E Certificate I+
, 1% OCSP responder, E3&5[1£#%F , M A .10, £ URL &IH | A IP #itsf OCSP
Responder WEH B, MRFEAENE , FEARDHE ASA FEE 7 DNS fRFEe. £F Oko
& & Applyo

Cisco AnyConnect Client i &

AER A ¥E Cisco AnyConnect VPN & FimIELE .

Rig — B4 PC £%& % Cisco AnyConnect VPN B F i M RHMARF. 20k ActivCard
Gold # ActivClient,

XX KIEEMEMA group-url B RATEXRAC BFIREZE, TEF AC BEFIRE , BAE&B
31 IPSec HEF % —# B3 AC AR,

AR ANt EH EFERE DoD 488, KE PKIPOC , BUREUER/HALE X
AE : EZRETHT MAC OSX iR~ EEF , F AELIREANRERGERARE,

T & Cisco Anyconnect VPN & /i — Mac OS X

1. 83T Safari B35 ASA B Web 1F, #it#XRA : https:/AA SO, Fila0
, https://172.18.120.225,

2. &I —1EHEN , EREWIE ASA IE$H, #F Continue.

.4 E —/NEEBED , LURP CAC B, MALY pin 1B, BHSHE 31, B31: W
A PIN

4. I SSL Vpn lRFM IS5 , & Continue.

5. EMBIFAER , NHBFARTEREREMSE ASAWIEH., £ trust.

6. MAROTIUMBIZALE  HEYRLEE , AFET Ok,

7. EBRERTEFRRIENIES  REET Ok.

8. REN K BJFAERB/AFL OSTLUATF TEH AnyConnect & F o

9. MBRBEIKIE , MEFFE TEH AnyConnect &P i, HZSRE 32, B 32 : AnyConnect T8

10. TERNARFE , MRS TLRTEES ASAEH., #i Accepto

11. BI&EEE, B 33.33:AnyConnectiE /Y H

B2 Cisco AnyConnect VPN & Fifig — Mac OS X

M Finder # — Applications > Cisco AnyConnect VPN &/~ ii%

XEE . AXTEM AnyConnect Client BE X HEBMES , BSM % E
FTEEERE
HIACEO, HSHE 37,

37 : #E VPN &k
1. R AC REZFITEE , FIEFEMEREN.



2. YHIERE , wmAOT, BESHRE 38, B 38 : @A PIN
BB ihR

1. EREEENANEN.

2. BFEATIES , iHik#E Connect LAY VPN, ESHE 39, & : AT EREERTIES
, AEERARFBENOS, B39 EBXERXE . Bx<Ti%EM AnyConnect Client Bt & X4
BENEE K BSHKREE,

B % A - LDAP 531 DAP

£ ASA/PIX AR 7.1(x) MIESRAF , 5| AT —FMiEFrE LDAP BRETEVIHEE, X IR KA THAER
fit Cisco B 5 LDAP MR/EB M2 B HVERET , HtTFEE K LDAP ¥, 3IF CAC FHRIEXHE
 IZINBE R XX IR R I REE R E MRS, LUT N LDAP BB M RAl, BEE , NRER
AD/LDAP RS TEN , AEEEZEERANR., EASASXHMATE , IR K
(DAP)THEEN 4R, DAP AI44& CAC , MATEEZ N AD AU R HIEREE, ACL &%,

1B 1 FHERIHENERER AN Active Directory SEifE - A ¥F/3E4 15 [4]

B AD B msNPAllowDailin BR51El Cisco /&% cVPN3000-Tunneling- Protocol,

. AD BM{E : TRUE = 3 ; FALSE = 54
. Cisco B & : 1 = FALSE, 4 (IPSec) =% 20 (4 IPSEC + 16 WebVPN) = TRUE,
XF ALLOW B8R , B1TLATEREY -

- TRUE =20
X TF DENY AR , T TRREY ¢

- FALSE =1

AR : EHR TRUE M FALSE BAKREBRA, AXIFHAEE  FSHEENTRSHENERITE
2RFRAPRN.

&3 B Figil

1. ¥ Active Directory fRS588+ , # o7 Start > Run,

2. £ Open XAHEH |, B A dsa.msc , AFE T Ok. XAXRBZNEZ B REEEFH S,

3. 1£ Active Directory BB H & , FE2 H NS , BT Active Directory Users and
Computers.,

4. BEmMSEFEA,

5. MRENAFGIZEOU , BRI OU UEEFMERF, ; MREFMBEAF 2B Users X%
B FRFZNGRUAEEFRMERAF. FZHE A1, B A1 : Active Directory BB HI&

6. NEEHREBNAF, 2HFHAFPBMER M Dial-in B+ |, H2F Allow = Deny, EFSHE
A2, BA2: AFRH#

7. Rig# & Ok

ASA BB
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1. £ ASDM & , #%3#% Remote Access VPN> AAA Setup > LDAP Attribute Map.
2. B Add.
3. 7€ Add LDAP Attribute Map B O |, #i{TU T %, B2SE A3, B A3 : 3510 LDAP Bt
B E Name XAES A B#R. £ Map Name &I~ , £ Customer Name M ASE 4
A msNPAllowDialin, £ Map Name &I+~ , M Cisco Name THi%&5i Fi%#F Tunneling-
Protocols, # i Add. i%#F Map Value i&T <., $ i Add. 7 Add Attribute LDAP Map
Value O H , 7£ Customer Name XAEH# A TRUE , }#7£ Cisco Value XAEHEA
20, #i5 Add. 7£ Customer Name X AEH R A FALSE , }#7E Cisco Value XAEFREA
1, ESHE A4, B Ok, 25 Ok, # i Apply. BLEL RIME A5, B A5 : LDAP B
S E
4. 1%£3# Remote Access VPN> AAA Setup > AAA Server Groups. EZ#E A6, B A6 : AAA
BRS5BR4A
5. R HERBHRFEEH, 1 Selected Group FHY Servers 1, EFERSF 2R IP thutHEH A
, ARE 2§ Edit.
6. £ Edit AAA Server BOHH LDAP Attribute Map XAREH , NTHEEHEFE S AIERN
LDAP E M5, ESHE A7, B A7 : 50 LDAP B4R 5
7. B Oko
AR ENAHEEF S LDAP @i |, SUEFIA LDAP HEMEMME RETUNIEEITHE, BX
WEEHERR T , BS MR C,

EE2: FRHARRAM Active Directory L - Ao iF/3E4 1519

A RBIER LDAP &M memberOf B8t E| Tunneling Protocol B , AMERMERNFHHEAKR
NEMRIEEN , DMERUTEY

- £3F ALLOW B8R , ERAIIEYA , SR eIZ —NETEHE ASA VPN AR RMEFTAR,
.- &%) DENY 8% , FAIEYE , I2NB— A TIE ASA AR RMEIFTAHP,
- BIRTE LDAP BEERHTREBZARETERIEHMN DN, ESHM R D, IR DN iR , BREET
TEEFEET,
EE : FHEE  EARRRAS |, ASA X TiEE memeberOf BN E —NEF R, BEFCIENAN
FrHRNFE,. HE , EEHABA—NEIRFR , BN AD 2SEAEER/URFR. ELBHES
, B1E 8.x B HER DAP REEF SN,

XX BRRAFPETEANDENY 4 , IETEL —/NHMA , IHEFLHBL N memberOf Xix[E
ASA, BATRVERE 1533114"?5“% FALSE 1E45 &4, ﬂﬂifﬂﬁéﬂ%ﬁ@‘*"ﬂ , BIREBLL
TAHA@MABEMY :

CN=Backup Operators, CN=Bui | ti n, DC=ggsgsecl ab, DC=or g
XX : DAP fL¥f ASA EF memberOf BHEHHZNA, EHSH DAP &5

R S

B 1E : memberOf CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=orgmemberOf
CN=TelnetClients , Cn=users , DC=labrat , Dc=com
. Cisco EM™1{E : 1 = FALSE, 20 = TRUE,
X F ALLOW 15 , #ATATRREY

- memberOf CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org= 20
X F DENY 5% , BT A TBRET



- memberOf CN=TelnetClients,CN=Users,DC=ggsgseclab,DC=org = 1

AR EUENRAS  FeBE - TR T AFNELERE Cisco B, A Cisco BHEMIFARE
, BRI BN IR SR AEH TR SR RN

73 B FiRE

1. ¥ Active Directory fR$588% , & Start > Run,

2. 7 Open XA&HEH , # A dsa.msc , RiFE & Ok, XAXRBES B REEEFA,

3. 1 Active Directory BEE#ZFI&H , LTINS , BIF Active Directory Users and
Computers, ESHE A8, B A8 : EZNEHR4A

4. BEMSEIEA,

5 G8%¥d Users X%k , 3% New > Group.

6. MIAABM. fla . ASAUsers,

7. & Oko

8. H.1 Users Xk , RENENIGIZI A,

9. %% Members &I~ , A/FHE & Add,.

10. BAESRMA AP Name , RE&E & Ok

ASA B

1. £ ASDM H , %1% Remote Access VPN > AAA Setup > LDAP Attribute Map.

2. B Add.

3. £ Add LDAP Attribute Map B0 , HUITUA T H R, BESHE A3, 1 Name XFEFHH A S
#ro 1E Map Name B+ , £ Customer Name X A& ¢ F4# A memberOf, £ Map
Name T+ , M Cisco Name THIET Hi%$F Tunneling-Protocols. %% Add., #&
Map Value &I+, i%£#F Add. 7£ Add Attribute LDAP Map Value 8 A/ , £ Customer
Name XAHEFH# A CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org , 3} 7£ Cisco Value
XAERRA 20, £ Add, £ Customer Name XAREFEA
CN=TelnetClients,CN=Users,DC=ggsgseclab,DC=org , }7£ Cisco Value XAEFE A 1,
ESHE A4, B Ok, #if Ok, ¥ Apply. BB RMNE A9, B A9 LDAP KRS

4. %% Remote Access VPN> AAA Setup > AAA Server Groups.

5. R HERBHRS A, £ Selected Group ZB7 ) Servers # |, EFRSS S IP it HFENH

, RE 2 & Edit.

6. 1€ Edit AAA Server B O #Y LDAP Attribute Map XAMEF | N TH 2R CHIEN
LDAP J& AR ST,

7. B Ok

XX NRHEEF S LDAP Fix , LAMEHIA LDAP HEMBEMME 2B A UEE I, BX
FEHERR S , BSHRME Co

15 3 : £ memberOf BEMNZIE T R ERE

ZRBIERA DAP & D memberOf B, 7E 8.x lRASZ 8T , ASA {UEELE — > memberOf B 1%
o TE 8X RAMESRAS , ASA AIEFFATAE memberOf &,

- #tX ALLOW 18R , ERAIEYR , SIRFE—NE ( RNS14A ) 75 ASA VPN B RN
A,

- §tX¢ DENY 18R , EAINAYE , HRCE—NFAF R ASA AP FMEFAS,

- FAR7E LDAP EERFTREZARSEZ LAY DN, H5 MM D, R DN Hix , BREDT


//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/extsvr.html

T A ERIET.
ASA EL &

1. £ ASDM H , #%#F Remote Access VPN> Network (Client) Access > Dynamic Access
Policies.

2. % Add,

3. 7£ Add Dynamic Access Policy 1 , #TEATH IR : £ Name XAAE b FHBIA B, &
Priority #% , A 1 XFEATF 0 WEMEF, £ Selection Criteria # , #d7 Add., £ Add
AAA Attrlbute f | i%&# LDAP, £ attribute ID #4# , % A memberOf, Td‘: value iales

VIEFE =HEAAD 48, XNESIANENMMESLS R, BESHE A10. B A10 AAAE
ﬁﬂk&ﬁfﬁ Ok. 7E Access Policy Attributes 4 & , 4% Continue, ESFHE A11, B A11
YN

4. 7 ASDM H , #%&3F Remote Access VPN> Network (Client) Access > Dynamic Access
Policies.

5. #%£$% Default Access Policy , 7i&# Edit.

6. BRUIARIERIZR N Terminate, BEZHE A12, B A12 B3I AREE

7. B2 Oko

AEE . WRKIER Terminate , B[ L EHH AEMA , ERNEIAEFR Continue,

Ml B-ASACLI BiE

ASA 5510

ci scoasa#show running-config : Saved : ASA Version
8.0(2) ! hostnane asa80 donmmi n-nane arnmy.m | enabl e
password 8Ry2Yj |yt 7RRXU24 encrypted nanmes ! interface
G gabi tEt hernet 0/ 0 nanei f outside security-level 0 ip
address x.x.x.x 255.255.255.128 ! interface

G gabitEthernet0/1 naneif inside security-level 100 no

i p address ! boot system di sk0:/asa802-k8. bin ftp node
passi ve dns server-group Defaul t DNS domai n-nanme arny. m |

---------------- pager |ines 24 |ogging console

debuggi ng ntu outside 1500 ! --------------- VPN Pool - - - -
----------------------------------------- ip local pool
CAC- USERS 192. 168. 1. 1-192. 168. 1. 254 nask 255.255.255.0 -
----------- ! no failover icnp unreachable rate-limt 1
burst-size 1 asdmimage di sk0:/asdm 602. bin no asdm

hi story enable arp tineout 14400 access-group out in
interface outside route outside 0.0.0.0 0.0.0.0
172.18.120.129 1 tineout xlate 3:00:00 tineout conn

1: 00: 00 hal f-cl osed 0:10: 00 udp 0: 02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp

0: 05: 00 ngcp-pat 0:05:00 tineout sip 0:30:00 sip_nedia
0: 02: 00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute ! ---------mmmmmmon
---LDAP Maps & DAP------ oo | dap
attribute-map menber O map- name nmenber & Tunnel i ng-
Protocols March 11, 2008 ASA — CAC Aut hentication for
AnyConnect VPN Access Conpany Confidential. A printed
copy of this docunent is considered uncontrolled. 49
map- val ue nmenmber O




CN=_ASAUser s, CN=User s, DC=ggsgsecl ab, DC=org 20 | dap
attribute-nmap msNPAI | owhi al i n map-name nsNPAl | owDi al i n
Tunnel i ng- Prot ocol s map-val ue nsNPAI | owbDi al i n FALSE 1
map- val ue msNPAI | owbDi al i n TRUE 20 dynanmni c- access-policy-
record CAC-USERS description "Milti-G oup Menbership
Check" priority 1 dynam c-access-policy-record

Dfl t AccessPolicy action termnate ----------------------

------------- LDAP Server----------mmmm e -
----- aaa-server AD- LDAP protocol |dap aaa-server AD
LDAP (outside) host 172.18.120.160 | dap-base-dn

CN=User s, DC=ggsgsecl ab, DC=or g | dap- scope onel evel | dap-
nam ng-attri bute userPrinci pal Nane | dap-1 ogi n- password *
| dap- | ogi n-dn

CN=Admi ni st rat or, CN=User s, DC=ggsgsecl ab, DC=org ---------
--- | aaa authentication http console LOCAL http server
enabl e 445 http 0.0.0.0 0.0.0.0 outside no snnp-server

| ocation no snnp-server contact snnp-server enable traps
snnp authentication Iinkup Iinkdown coldstart ! --------
-------- CA TrustpoOi Nt S----- - o m oo
---- crypto ca trustpoint ASDM TrustPoint0O revocati on-
check ocsp enrol |l ment term nal keypair DoD- 1024 natch
certificate DefaultCertificateMap override ocsp
trustpoint ASDM TrustPoint5 10 url http://ocsp.disa.nl
crl configure crypto ca trustpoint ASDM Trust Point1
revocation-check ocsp enrollnent ternminal fqgdn asa80
subj ect - name CN=asa80, OU=PKI , OU=DoD, O=U. S

Gover nment , C=US keypair DoD- 1024 match certificate
Defaul tCertificateMap override ocsp trustpoint

ASDM TrustPoint5 10 url http://ocsp.disa.m| no client-
types crl configure crypto ca trustpoint

ASDM Trust Poi nt 2 revocation-check ocsp enrol | ment

term nal keypair DoD 2048 match certificate

Defaul tCertificateMap override ocsp trustpoint

ASDM TrustPoint5 10 url http://ocsp.disa.m| no client-
types crl configure crypto ca trustpoint

ASDM Trust Poi nt 3 revocati on-check ocsp none enrol | ment
termnal crl configure ! -------cmmmmoonnnn Certificate
MBP--- - s m e m e crypto ca certificate
map DefaultCertificateMap 10 subject-nane ne "" --------
------------ CA Certificates (Partial Cert is Shown)-----
------- crypto ca certificate chain ASDM Trust Poi nt0
certificate ca 37 3082044c 30820334 a0030201 02020137
300d0609 2a864886 f70d0101 05050030 60310b30 09060355
04061302 55533118 30160603 55040a13 0f 552e53 2e20476f
7665726e 6d656e74 310c300a 06035504 0b130344 6f 44310c
300a0603 55040b13 03504b49 311b3019 06035504 03131244

6f 44204a 49544320 526f6f74 crypto ca certificate chain
ASDM Trust Pointl certificate 319e 30820411 3082037a
a0030201 02020231 9e300d06 092a8648 86f 70d01 01050500
305c¢310b 30090603 55040613 02555331 18301606 0355040a
130f 552e 532e2047 6f 766572 6e6d656e 74310c30 0a060355
040b1303 446f 4431 0c300a06 0355040b crypto ca
certificate chain ASDM TrustPoint2 certificate ca 37
3082044c 30820334 a0030201 02020137 300d0609 2a864886
f70d0101 05050030 60310b30 09060355 04061302 55533118
30160603 55040a13 0f 552e53 2e20476f 7665726e 6d656e74
310c300a 06035504 0b130344 6f44310c 300a0603 55040b13
f766e045 f15ddb43 9549d1e9 alOea6814 b64bcece 089elb6e
1be959a5 6fc20a76 crypto ca certificate chain

ASDM Trust Point3 certificate ca 05 30820370 30820258
a0030201 02020105 300d0609 2a864886 f70d0101 05050030
5b310b30 09060355 04061302 55533118 30160603 55040a13




0f 552e53 2e20476f 7665726e 6d656e74 310c300a 06035504
0b130344 6f44310c 300a0603 55040b13 03504b49 31163014
06035504 03130d44 6f 442052 6f 6f 7420 43412032 301el70d
30343132 31333135 30303130 5a170d32 39313230 35313530
3031305a 305b310b 30090603 55040613 02555331 18301606
0355040a 130f 552e 532e2047 6f 766572 6e6d656e 74310c30
0a060355 040b1303 446f 4431 0c300a06 0355040b 1303504b
49311630 14060355 0403130d 446f 4420 526f 6f 74 20434120
32308201 crypto ca certificate chain ASDM Trust Poi nt4
certificate ca 04 30820267 308201d0 a0030201 02020104
300d0609 2a864886 f70d0101 05050030 61310b30 09060355
04061302 55533118 30160603 55040a13 0f 552e53 2e20476f
7665726e 6d656e74 310c300a 06035504 0b130344 6f 44310c
300a0603 55040b13 03504b49 311c30la 06035504 03131344

6f 442043 4c415353 20332052 6f6f7420 ! ! class-nmap

i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map paraneters
nmessage-| engt h maxi mum 512 policy-nmap gl obal _policy

cl ass inspection_default inspect dns preset_dns_nap

i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
R SSL/WEBWPN- - - - - - e - e e e e oo - -
----------------- ssl certificate-authentication
interface outside port 443 webvpn enabl e outside svc

i mge di skO:/anyconnect-w n-2.0.0343-k9. pkg 1 svc enabl e
tunnel -group-list enable -----------cmmmmm
----- VPN G oup/ Tunnel Policy-------------------- group-
pol i cy CAC- USERS internal ggroup-policy AC USERS

i nternal group-policy AC-USERS attributes vpn-tunnel -
protocol svc address-pools val ue CAC- USERS webvpn svc
ask none default svc tunnel -group AC-USERS type renote-
access tunnel -group AC- USERS general -attributes

aut hori zati on-server-group AD- LDAP def aul t - group-policy
AC- USERS aut hori zati on-requi red authori zati on-dn-
attributes UPN tunnel -group AC USERS webvpn-attributes
aut hentication certificate group-alias AC USERS enabl e
tunnel - group-map enabl e rul es no tunnel - group-map enabl e
ou no tunnel -group-nmap enabl e ike-id no tunnel -group-nmap
enable peer-ip ------- oo

By % C - S FEHERR
AAA F1 LDAP 3B HEBR

. debug Idap 255 — & 7R LDAP i
. debug aaa common 10 — & 7R AAA ik

Al 1 ARG IF B89 fo VRO S

ERBIETREESHR A RiFH5E 2 W IHEZRE debug Idap 1 debug aaa common K% .

C1 : debug LDAP M debug aaa common #i it - [E#
RY RR 5

AAA APl : | n aaa_open




AAA session opened: handle = 39

AAA APl : | n aaa_process_async

aaa_process_async: sendi ng AAA_MSG_PROCESS

AAA task: aaa_process_nsg(la87a64) received nessage type
0

AAA FSM I n AAA_St art AAATr ansacti on

AAA FSM I n AAA I nitTransaction

Initiating authorization query (Svr G p: AD LDAP)

AAA FSM I n AAA_Bi ndServer

AAA_Bi ndServer: Using server: 172.18.120.160

AAA FSM | n AAA SendMsg

User: 1234567890@i |

Pasw. 1234567890@ri |

Resp:

[ 78] Session Start

[ 78] New request Session, context 0x26f1c44, reqType = 0
[78] Fiber started

[78] Creating LDAP context with uri=ldap://

172.18. 120. 160: 389

[ 78] Binding as admi ni strator

[78] Perform ng Sinple authentication for Admi nistrator
to

172.18.120. 160

[78] Connect to LDAP server: Idap:// 172.18.120. 160,
status =

Successf ul

[ 78] LDAP Search:

Base DN = [ CN=User s, DC=ggsgsecl| ab, DC=or g]

Filter = [userPrincipal Nane=1234567890@i | |

Scope = [ SUBTREE]

[78] Retrieved Attributes:

[ 78] objectd ass: value = top

[ 78] objectd ass: value = person

[ 78] objectd ass: val ue = organi zational Person

[ 78] objectd ass: val ue = user

[78] cn: value = Ethan Hunt

[78] sn: value = Hunt

[78] userCertificate: value =

0..50.......... [ 60 *H oL oa.o..... & ,d
coml.O.....

& ..,d. ..

[78] userCertificate: value =
0. A 50 *H oL oa.o..... & ,d
coml.O.....

& ..,d. ..

[ 78] givenNane: value = Ethan

[ 78] distingui shedNane: val ue = CN=Et han
Hunt , O&=M L, DC=l abr at , DC=com

[ 78] instanceType: value = 4

[ 78] whenCreated: value = 20060613151033. 0Z
[ 78] whenChanged: val ue = 20060622185924. 0Z
[ 78] displayNane: val ue = Ethan Hunt

[ 78] uSNCreated: value = 14050

[78] menmberOf: value =

CN=ASAUser s, CN=User s, DC=ggsgsecl ab, DC=or g

[ 78] mapped to cVPN3000O- Tunnel i ng- Prot ocol s: val ue = 20
[ 78] uSNChanged: val ue = 14855
[ 78] name: value = Ethan Hunt
[78] object@ID: value = ..9...NJ..QU..z.
[ 78] userAccount Control: value = 66048
[ 78] badPwdCount: value = 0
[ 78] codePage: value = 0
]

countryCode: value =0




badPasswor dTi ne: val ue = 127954717631875000

]
[78] lastLogoff: value =0
[ 78] lastLogon: value = 127954849209218750
[ 78] pwdLast Set: value = 127946850340781250
[78] primaryGoupl D: value = 513
[78] objectSid: value = ................ qg...... nv. ..
[ 78] account Expires: value = 9223372036854775807
[ 78] 1 ogonCount: value = 25
[ 78] sAMAccount Nane: val ue = 1234567890
[ 78] sAMAccount Type: val ue = 805306368
[ 78] userPrincipal Nane: value = 1234567890@ni |
[ 78] objectCategory: value =

[78] mail: value = Ethan. Hunt @ abrat.com

cal | back_aaa_task: status = 1, nsg =

AAA FSM | n aaa_backend_cal | back

aaa_backend_cal | back: Handl e = 39, pAcb = 2aell5c

[ 78] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1
[ 78] Session End

AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM | n AAA_ProcSvrResp

Back End response:

Aut hori zation Status: 1 (ACCEPT)

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_AUTHORI ZE,

aut h_status = ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
LDAP, user pol =

, tunn pol = CAC- USERS

AAA Next Function: New i _fsmstate =

| FSM_TUNN_GRP_POLI CY,

AAA FSM I n AAA I nitTransaction

aaai _policy_nanme_to_server_i d( CAC- USERS)

Got server ID O for group policy DB

Initiating tunnel group policy |ookup (Svr G p:
GROUP_POLI CY_DB)

AAA FSM | n AAA_Bi ndServer

AAA_Bi ndServer: Using server: <Internal Server>

AAA FSM | n AAA SendMsg

User: CAC- USER

Pasw.

Resp:

grp_policy_ioctl (12f 1b20, 114698, 1a870b4)
grp_policy_ioctl: Looking up CAC- USERS

cal | back_aaa_task: status = 1, nsg =

AAA FSM | n aaa_backend_cal | back

aaa_backend_cal | back: Handl e = 39, pAcb = 2aell5c
AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM | n AAA_ProcSvrResp

Back End response:

Tunnel Goup Policy Status: 1 (ACCEPT)

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_TUNN_GRP_PQOLI CY,
aut h_status =

ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
LDAP, user pol =

, tunn pol = CAC- USERS

AAA Next Function: New i _fsmstate = | FSM_DONE,

AAA FSM I n AAA_ProcessFi nal




Checking tinme sinultaneous login restriction for user
1234567890@ni |

AAA FSM | n AAA Call back

user attributes:

1 Tunnel |ing-Protocol (4107) 20 20

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 |P: 10.0.10.100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnel i ng- Protocol (4107) 4 4

4 Def aul t - Domai n- Name(4124) 10 "ggsgsecl ab. org"

5 List of address pools to assign addresses from(4313)
10

" CAC- USERS"

Auth Status = ACCEPT

AAA APl : | n aaa_cl ose

AAA task: aaa_process_nsg(la87a64) received nessage type
3

In aaai _cl ose_session (39)

AAA APl : I n aaa_send_acct_start

AAA APl : | n aaa_send_acct_stop

CAC-Test #

Pl 2 : Cisco R MRS il B 45 i% B9 L AV FE 5

ERBIETREENR A RiFHSE 2 WATFEZRE debug Idap 1 debug aaa common K% .

C2 : debug LDAP H debug aaa common # i — R1E
BB S

AAA APl : |n aaa_open

AAA session opened: handle = 41

AAA APl : | n aaa_process_async

aaa_process_async: sendi ng AAA MSG_PROCESS

AAA task: aaa_process_nsg(la87a64) received nessage type
0

AAA FSM | n AAA Start AAATransaction

AAA FSM | n AAA | nitTransaction

Initiating authorization query (Svr G p: AD LDAP)

AAA FSM I n AAA_Bi ndServer

AAA_Bi ndServer: Using server: 172.18.120.160

AAA FSM | n AAA SendMsg

User: 1234567890@ni |

Pasw. 1234567890@ri |

Resp:

[82] Session Start

[ 82] New request Session, context 0x26f1c44, reqType = 0
[82] Fiber started

[82] Creating LDAP context with

uri =l dap://172.18. 120. 160: 389

[82] Binding as admi nistrator

[82] Performing Sinple authentication for Admi nistrator
to

172.18.120. 160

[82] Connect to LDAP server: |dap:// 172.18.120.160: 389
status =

Successfu

[82] LDAP Search:

Base DN = [ CN=User s, DC=ggsgsecl| ab, DC=or g]

Filter = [userPrincipal Nane=1234567890@i | |




Scope = [ SUBTREE]

[82] Retrieved Attributes:

[82] objectd ass: value = top

[82] objectd ass: value = person

[82] objectd ass: val ue = organi zational Person

[82] objectd ass: value = user

[82] cn: value = Ethan Hunt

[82] sn: value = Hunt

[82] userCertificate: value =

0..50.......... [ 60 *H oL oa.o..... & ,d
coml.O.....

& ..,d..

[82] userCertificate: value =
0. AN 50 *H oL oa.o..... & ,d
coml.O.....

& ..,d..

[ 82] givenNane: value = Ethan
[ 82] distinguishedNane: val ue = CN=Et han
Hunt , O=M L, DC=Il abr at, DC=com
[82] instanceType: value = 4

[ 82] whenCreated: value = 20060613151033. 0Z
[ 82] whenChanged: val ue = 20060622185924. 0Z
[82] displayNane: value = Ethan Hunt

[ 82] uSNCreated: value = 14050

[82] memberOf: value =

CN=ASAUser s, CN=User s, DC=ggsgsecl ab, DC=or g
[82] mapped to cVPN300O- Tunnel i ng- Protocol s: value =
CN=ASAUser s, CN=User s, DC=ggsgsecl ab, DC=or g

[ 82] uSNChanged: val ue = 14855
[82] name: value = Ethan Hunt
[82] object@ID: value = ..9...NJ..QU..z.
[82] userAccountControl: value = 66048
[ 82] badPwdCount: value = 0
[82] codePage: value = 0
[82] countryCode: value = 0
[82] badPasswordTi me: value = 127954717631875000
[82] lastLogoff: value =0
[82] lastLogon: value = 127954849209218750
[82] pwdLast Set: val ue = 127946850340781250
[82] primaryGouplD: value = 513
[82] objectSid: value = ................ qg...... ny. .
[82] account Expires: value = 9223372036854775807
[82] I ogonCount: value = 25
[82] sAMAccount Nane: val ue = 1234567890
[82] sAMAccount Type: val ue = 805306368
[82] userPrincipal Nane: val ue = 1234567890@ni |
]

obj ect Cat egory: value =

CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=or
g

[82] nmil: value = Ethan. Hunt @abrat.com

cal | back_aaa_task: status = 1, nsg =

AAA FSM | n aaa_backend_cal | back

aaa_backend_cal | back: Handl e = 41, pAcb = 2aell5c

[82] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1

[ 82] Session End

AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM | n AAA_ProcSvrResp

Back End response:

Aut hori zation Status: 1 (ACCEPT)

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_AUTHORI ZE,

aut h_status = ACCEPT




AAA Next Function: authen svr = <none>, author svr = AD
LDAP, user pol =

, tunn pol = CAC- USERS

AAA Next Function: New i _fsmstate =

| FSM_TUNN_GRP_POLI CY,

AAA FSM I n AAA I nitTransaction

aaai _policy_nanme_to_server _i d( USAFE)

Got server ID O for group policy DB

Initiating tunnel group policy |ookup (Svr G p:
GROUP_POLI CY_DB)

AAA FSM I n AAA_Bi ndServer

AAA_Bi ndServer: Using server: <Internal Server>

AAA FSM | n AAA SendMsg

User: CAC- USERS

Pasw:

Resp:

grp_policy_ioctl (12f 1b20, 114698, 1a870b4)
grp_policy_ioctl: Looking up CAC- USERS

cal | back_aaa_task: status = 1, nsg =

AAA FSM | n aaa_backend_cal | back
aaa_backend_cal | back: Handl e = 41, pAcb = 2aell5c
AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM | n AAA_ProcSvrResp

Back End response:

Tunnel Goup Policy Status: 1 (ACCEPT)

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_TUNN_GRP_PQOLI CY,
aut h_status =

ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
LDAP, user pol =

, tunn pol = CAC- USERS

AAA Next Function: New i _fsmstate = | FSM_DONE

AAA FSM I n AAA_ProcessFi na

Checking tinme sinultaneous login restriction for user
1234567890@ni |

AAA FSM | n AAA Cal |l back

user attributes:

1 Tunnel I'i ng- Protocol (4107) 20 O

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 |P: 10.0.10.100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnel i ng- Protocol (4107) 4 4

4 Def aul t - Domai n- Name(4124) 10 "ggsgsecl ab. org"

5 List of address pools to assign addresses from(4313)
10

" CAC- USERS"
Auth Status = ACCEPT
AAA APl : | n aaa_cl ose

AAA task: aaa_process_nsg(la87a64) received nessage type
3

In aaai _cl ose_session (41)

AAA APl : | n aaa_send_acct_start

AAA APl : | n aaa_send_acct_stop

DAP #EHEBR




- debug dap errors — & 7R DAP iR
- debug dap trace — & 7~ DAP Ih&EER R

TPl 1 : 5/ DAP foifFpyEE
AERGIEREEHR A PR E 3 B ZhiEEE debug dap errors 1 debug dap trace B %i

o EEEZ N memberOf B, BAIENETF _ASAUsers l Vpnuser 4 , B FEM—1MA | X
HURTF ASA BB,

C3 : debug DAP

#debug dap errors debug dap errors enabled at level 1
#debug dap trace debug dap trace enabled at level 1 #
The DAP policy contains the following attributes for
user: 1241879298@n | ------- - -
------------------------------------ --- 1: action =
conti nue DAP_TRACE: DAP_open: C8EEFA10 DAP_TRACE:
Usernane: 1241879298@ri |, aaa.l dap.objectCass.1 = top
DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. obj ectd ass. 2 = person DAP_TRACE: User nane:
1241879298@nri | , aaa. |l dap.objectd ass.3 =

organi zati onal Person DAP_TRACE: User nane:

1241879298@nri | , aaa. | dap.objectd ass. 4 = user DAP_TRACE:
Usernane: 1241879298@ri |, aaa.l dap.cn = 1241879298
DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. physi cal Del i veryOf fi ceName = NETADM N
DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap. gi venNane
= 1241879298 DAP_TRACE: Usernane: 1241879298@ri |l ,

aaa. | dap. di sti ngui shedName =

CN=1241879298, CN=User s, DC=ggsgsec!| ab, DC=or g DAP_TRACE:
User nane: 1241879298@ri |, aaa.l dap.instanceType = 4
DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. whenCreated = 20070626163734. 0Z DAP_TRACE:

User nane: 1241879298@ri |, aaa. | dap. whenChanged =
20070718151143. 0Z DAP_TRACE: User nanme: 1241879298@ni |,
aaa. | dap. di spl ayName = 1241879298 DAP_TRACE: User nane:
1241879298@ri | , aaa. |l dap. uSNCreated = 33691 DAP_TRACE:
Usernane: 1241879298@ri |, aaa.l dap.nenmberOf.1 = VPNUsers
DAP_TRACE: Usernane: 1241879298@r |, aaa.l dap.nenberCOf. 2
= _ASAUsers DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap. uSNChanged = 53274 DAP_TRACE: User nane:
1241879298@ri | , aaa. | dap. departnent = NETADM N
DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap.name =
1241879298 DAP_TRACE: Usernane: 1241879298@ni |,

aaa.l dap.objectGUD = ....+. .F.."5.... DAP_TRACE

User nane: 1241879298@ri |, aaa.l dap.user Account Control =
328192 DAP_TRACE: Usernane: 1241879298@i |,

aaa. | dap. badPwdCount = 0 DAP_TRACE: User nane:
1241879298@nri | , aaa. | dap. codePage = 0 DAP_TRACE:
Usernane: 1241879298@ri |, aaa.l dap.countryCode = 0O
DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. badPasswor dTi me = 0 DAP_TRACE: User nane:
1241879298@ri | , aaa. |l dap.| astLogoff = 0 DAP_TRACE:

User nane: 1241879298@ri |, aaa.l dap.lastlLogon = 0
DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap. pwdLast Set
= 128273494546718750 DAP_TRACE: User nane:

1241879298@ri |, aaa. | dap. primaryG oupl D = 513 DAP_TRACE:
User nane: 1241879298@ri |, aaa.l dap.userParanmeters = m
d. DAP_TRACE: Username: 1241879298a@ril

aaa. |l dap.objectSid = .. DAP_TRACE: Usernane:
1241879298@ri | , aaa. |l dap. account Expires =




9223372036854775807 DAP_TRACE: Usernane: 1241879298@n |,
aaa. | dap. | ogonCount = 0 DAP_TRACE: User nane:
1241879298@ri | , aaa. | dap. sAMAccount Name = 1241879298
DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. sAMAccount Type = 805306368 DAP_TRACE: User nane:
1241879298@nri | , aaa. | dap. user Pri nci pal Name =
1241879298@ri | DAP_TRACE: Username: 1241879298a@ri |,

aaa. | dap. obj ect Cat egory =

CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=or
g DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. msNPAI | owDi al i n = TRUE DAP_TRACE: User nane:
1241879298@ri | , aaa. ci sco. usernanme = 1241879298@ri |
DAP_TRACE: Usernane: 1241879298@n |,

aaa. ci sco.tunnel group = CAC- USERS DAP_TRACE:
dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["1"]
"top"; DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["2"]
"person"; DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["3"]
"organi zati onal Person"; DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["objectd ass"]["4"] =
"user"; DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["cn"]
= "1241879298"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["physical DeliveryOficeN
ane"] = "NETADM N'; DAP_TRACE:
dap_add_to_lua_tree:aaa["|dap"]["gi venNane"] =
"1241879298"; DAP_TRACE:

dap_add_to_lua_tree:aaa[ "l dap"]["distingui shedNane"] =
"CN=1241879298, CN=User s, DC=ggsgsecl ab, DC=or g";

DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["instanceType"] = "4";
DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["whenCreat ed"]
"20070626163734. 0Z2"; DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["whenChanged"] =
"20070718151143. 0Z"; DAP_TRACE:
dap_add_to_lua_tree:aaa["|dap"]["displayNane"] =
"1241879298"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["uSNCreated"] = "33691";
DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["menberOF"]["1"]
"VPNUsers"; DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["menberOF"]["2"]
" _ASAUsers"; DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["uSNChanged"] = "53274";
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["departnent"]
= "NETADM N'; DAP_TRACE:
dap_add_to_lua_tree:aaa["|dap"]["name"] = "1241879298";
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["object QU D']
contains binary data DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["userAccount Control "] =
"328192"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["badPwdCount"] = "0";
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["codePage"] =
"0"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["countryCode"] = "0";
DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["badPasswor dTi ne"] =
"0"; DAP_TRACE:

dap_add_to_lua_tree:aaa["ldap"]["l astLogoff"] = "0";
DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["| ast Logon"]
= "0"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["pwdLast Set"] =
"128273494546718750"; DAP_TRACE:




dap_add_to_lua_tree:aaa["ldap"]["pri maryGoupl D'] =
"513"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["userParaneters"]
contains binary data DAP_TRACE:
dap_add_to_lua_tree:aaa["|dap"]["objectSid"'] contains
bi nary data DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["account Expires"] =
"9223372036854775807"; DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["l ogonCount"] = "0";
DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["sAMAccount Nane"] =
"1241879298"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["sAMAccount Type"] =
"805306368"; DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["userPrincipal Nane"] =
"1241879298@ri | "; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["objectCategory"] =

" CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=0
rg"; DAP_TRACE:

dap_add_to_lua_tree:aaa["ldap"]["nmsNPAI | owDi al i n"] =
"TRUE"; DAP_TRACE:
dap_add_to_lua_tree:aaa["cisco"]["usernane"] =
"1241879298@ri | "; DAP_TRACE:
dap_add_to_lua_tree:aaa["cisco"]["tunnel group"] =

" CACUSERS"; DAP_TRACE:

dap_add_to_l ua_tree: endpoint["application"]["clienttype"
] = "IPSec"; DAP_TRACE: Usernane: 1241879298@nil,

Sel ect ed DAPs: CAC- USERS DAP_TRACE: dap_request: nenory
usage = 33% DAP_TRACE: dap_process_sel ect ed_daps:

sel ected 1 records DAP_TRACE: Usernane: 1241879298@i |,
dap_aggregate_attr: rec_count = 1 DAP_TRACE: Usernane:
1241879298@ri | , DAP_cl ose: CBEEFA10 d.
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C4 : debug DAP

#debug dap errors debug dap errors enabled at level 1
#debug dap trace debug dap trace enabled at level 1 #
The DAP policy contains the following attributes for
user: 1241879298@n | ----------c--- e
------------------------------------ --- 1: action =
term nate DAP_TRACE: DAP_open: C91154E8 DAP_TRACE:
Usernane: 1241879298@ri |, aaa.l dap.objectCass.1 = top
DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. obj ectd ass. 2 = person DAP_TRACE: User nane:
1241879298@ri | , aaa. | dap.objectd ass.3 =

organi zati onal Person DAP_TRACE: User nane:

1241879298@ri | , aaa. | dap.obj ectd ass. 4 = user DAP_TRACE:
Usernane: 1241879298@ri |, aaa.ldap.cn = 1241879298
DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. physi cal Del i veryOf fi ceName = NETADM N
DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap. gi venNane
= 1241879298 DAP_TRACE: Usernane: 1241879298@ri |l ,

aaa. | dap. di sti ngui shedNanme =

CN=1241879298, CN=User s, DC=ggsgsecl| ab, DC=or g DAP_TRACE:
User nane: 1241879298@ri |, aaa.l dap.instanceType = 4
DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. whenCreated = 20070626163734. 0Z DAP_TRACE:




User nane: 1241879298@ri |, aaa. | dap. whenChanged =
20070718151143. 0Z DAP_TRACE: Usernanme: 1241879298@ni |,
aaa. | dap. di spl ayNanme = 1241879298 DAP_TRACE: User nane:
1241879298@ri | , aaa. | dap. uSNCreated = 33691 DAP_TRACE:
Usernane: 1241879298@ri |, aaa.l| dap. nenber&f = DnsAdni ns
DAP_TRACE: Usernane: 1241879298@r |, aaa.l dap. uSNChanged
= 53274 DAP_TRACE: Usernane: 1241879298@ni |,
aaa. | dap. departnent = NETADM N DAP_TRACE: User nane:
1241879298@ni |, aaa.l dap. nane = 1241879298 DAP_TRACE:
User nane: 1241879298@ri |, aaa.l dap.objectGU D =
.+..F.."5.... DAP_TRACE: Usernane: 1241879298@nil,
aaa. | dap. user Account Control = 328192 DAP_TRACE:
Usernane: 1241879298@ri |, aaa.l dap. badPwdCount = 0
DAP_TRACE: Usernane: 1241879298@r |, aaa.| dap.codePage =
0 DAP_TRACE: Usernane: 1241879298@n |,
aaa. | dap. countryCode = 0 DAP_TRACE: User nane:
1241879298@ri | , aaa. | dap. badPasswordTi ne = 0 DAP_TRACE:
Usernane: 1241879298@ri |, aaa.l dap.|astLogoff = 0
DAP_TRACE: Usernanme: 1241879298@ri |, aaa.l dap.| astLogon
= 0 DAP_TRACE: Usernane: 1241879298a@ril,
aaa. | dap. pwdLast Set = 128273494546718750 DAP_TRACE:
Usernane: 1241879298@ri |, aaa.l dap.primryG ouplD = 513
DAP_TRACE: Usernane: 1241879298@n |,
aaa. | dap. userParaneters = m d. DAP_TRACE: Usernane:
1241879298@ri | , aaa.l dap.objectSid = .. DAP_TRACE:
Usernane: 1241879298@ri |, aaa.l dap.account Expires =
9223372036854775807 DAP_TRACE: Usernane: 1241879298@ri |,
aaa. | dap. | ogonCount = 0 DAP_TRACE: User nane:
1241879298@ri | , aaa. | dap. sAMAccount Nanme = 1241879298
DAP_TRACE: Usernane: 1241879298@n |,
aaa. | dap. sAMAccount Type = 805306368 DAP_TRACE: User nane:
1241879298@ri | , aaa. | dap. user Princi pal Name =
1241879298@ri | DAP_TRACE: Usernane: 1241879298@ri |l ,
aaa. | dap. obj ect Cat egory =
CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=or
g DAP_TRACE: Usernane: 1241879298@ni |,
aaa. | dap. msNPAI | owDi al i n = TRUE DAP_TRACE: User nane:
1241879298@ri | , aaa. ci sco. username = 1241879298@ri |
DAP_TRACE: Usernane: 1241879298@n |,
aaa. ci sco.tunnel group = CAC- USERS DAP_TRACE:

dap_add_to_lua_tree:aaa["ldap"]["objectd ass"]["1"] =
"top"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["objectd ass"]["2"] =
"person"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["objectd ass"]["3"] =
"organi zati onal Person"; DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["objectd ass"]["4"] =

"user"; DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["cn"]
= "1241879298"; DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["physical DeliveryOficeN

ane"] = "NETADM N'; DAP_TRACE:
dap_add_to_lua_tree:aaa["|dap"]["gi venNane"] =
"1241879298"; DAP_TRACE:

dap_add_to_lua_tree:aaa[ "l dap"]["distingui shedNane"] =

"CN=1241879298, CN=User s, DC=ggsgsecl ab, DC=or g";
DAP_TRACE:

dap_add_to_lua_tree:aaa["ldap"]["instanceType"] = "4";
DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["whenCreated"] =

"20070626163734. 0Z"; DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["whenChanged"]
"20070718151143. 0Z"; DAP_TRACE:
dap_add_to_lua_tree:aaa[ "l dap"]["displayNane"] =
"1241879298"; DAP_TRACE:




dap_add_to_lua_tree:aaa["| dap"]["uSNCreated"] = "33691";
DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["menberOF"] =
"DnsAdmi ns"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["uSNChanged"] = "53274";
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["departnent"]
= "NETADM N'; DAP_TRACE:
dap_add_to_lua_tree:aaa["|dap"]["name"] = "1241879298";
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["object QU D']
contains binary data DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["userAccount Control "] =
"328192"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["badPwdCount"] = "0";
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["codePage"] =
"0"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["countryCode"] = "0";
DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["badPasswor dTi me"] =
"0"; DAP_TRACE:

dap_add_to_lua_tree:aaa["|dap"]["l astLogoff"] = "0";
DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["| ast Logon"]
= "0"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["pwdLast Set"] =
"128273494546718750"; DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["pri maryGoupl D'] =
"513"; DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["userParaneters"]
contains binary data DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"]["objectSid"'] contains

bi nary data DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["account Expires"] =
"9223372036854775807"; DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["l ogonCount"] = "0";
DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["sAMAccount Nane"] =
"1241879298"; DAP_TRACE:

dap_add_to_lua_tree: aaa["| dap"]["sAMAccount Type"] =
"805306368"; DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["userPrincipal Nane"] =
"1241879298@ri | "; DAP_TRACE:

dap_add_to_lua_tree: aaa["| dap"]["objectCategory"] =

" CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=0
rg"; DAP_TRACE:

dap_add_to_lua_tree:aaa["ldap"]["nmsNPAI | owDi al i n"] =
"TRUE"; DAP_TRACE:
dap_add_to_lua_tree:aaa["cisco"]["usernane"] =
"1241879298@ri | "; DAP_TRACE: Usernane: 1241879298a@ril,
Sel ect ed DAPs: DAP_TRACE: dap_request: nenory usage =
33% DAP_TRACE: dap_process_sel ected_daps: selected O
records DAP_TRACE: Usernane: 1241879298@ni |,
dap_aggregate_attr: rec_count = 1

i BBk BR IAUE A /L/OCSP

- debug crypto ca 3
. EREENT — g% class ca #HA (REFAHKX ) AR
UTRBIERT —IRfEA OCSP Responder B Ih# TR IEBIIE , AR —NE IR B UE 35 40 PT B 28 B

o

C3 ER 7T EALTRWIERIES A MAVIE A FE R M AT 1 1 f e o



C4 ERT —MEEHIRAVIEF A THERIEAY A o
CoERTERERMIEFNArMNRERBEL.

C5 : OCSP iR - B Zh Y iE -+ ik

CRYPTO_PKI : Found a suitable authenticated trustpoint
ASDM Tr ust Poi nt 11.

CRYPTO_PKI: Al l ocated OCSP data handl e Oxca2d27hb8
CRYPTO PKI: Certificate validation: Successful, status:
0. Attenpting

to retrieve revocation status if necessary

CRYPTO PKI: status = 0: poll revocation status

CRYPTO PKI: Attenpting to find OCSP override for peer
cert: serial

nunber: OF192B, subject nane:

cn=MCG NTY. JI MW. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
CGover nnment, ¢c=US, issuer_nane: cn=DOD JI TC EMAI L CA-

15, ou=PKl , ou=DoD, o=U. S. Gover nnment, c=US.

CRYPTO_PKI : Processing map rules for SSL.

CRYPTO_PKI : Processing map SSL sequence 20...
CRYPTO_PKI: Match of subject-nane field to map PASSED.
Peer cert field:

cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
CGovernnment, ¢c=US, map rule: subject-nane ne "".
CRYPTO_PKI : Peer cert has been authorized by map: SSL
sequence: 20.

CRYPTO_PKI : Found OCSP override match. Override URL:
http://198. 154. 68.90, Override trustpoint:

ASDM Tr ust Poi nt 12

CRYPTO_PKI : crypto_pki _get _cert_record_by_subject()
CRYPTO_PKI : Destroyi ng OCSP data handl e Oxca2d27b8
Crypto CA thread sl eeps!

CRYPTO PKI: Attenpting to find tunnel group for cert
with serial

nunber: OF192B, subject nane:

cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
CGover nnment, ¢c=US, issuer_nane: cn=DOD JI TC EMAI L CA-
15, ou=PKl , ou=DoD, o=U. S. Gover nment, c=US.

CRYPTO_PKI : Processing map rules for

Def aul t Certi fi cat eMap.

CRYPTO_PKI : Processing map Defaul tCertificateMap
sequence 10...

CRYPTO_PKI : Match of subject-nane field to map PASSED.
Peer cert field:

cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
CGover nnment, c=US, map rule: subject-nane ne "".
CRYPTO_PKI : Peer cert has been authorized by nap:

Def aul t CertificateMap

sequence: 10.

CRYPTO_PKI : Ignoring match on map Defaul tCertificat eMap,
i ndex 10 for

WebVPN group map processing. No tunnel group is

confi gured.

CRYPTO_PKI : Peer cert could not be authorized with nmap:
Def aul t Certi fi cat eMap.

CRYPTO_PKI : Processing map rules for SSL.

CRYPTO_PKI : Processing map SSL sequence 20...
CRYPTO_PKI : Match of subject-nane field to map PASSED.
Peer cert field:




cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
Gover nnment, c=US, map rule: subject-nane ne ""
CRYPTO_PKI: Peer cert has been authorized by map: SSL
sequence: 20.

CRYPTO_PKI : lgnoring match on map SSL, index 20 for
WebVPN group map

C5 @ KM AYE 4 I Fe 5K B A9 Fan o
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n % =X-3-7E17t 02h7a Certinf icaHtue cnhta,in faioled
uval i dati on=.

CMertifilclLa,ted ccha=inl ais eibtrhaer tin,valdid cor
=noct

oanut hori, zed.

map rul e: subject-nane ne .
CRYPTO_PKI : Peer cert has been authorized by nmap:

Def aul t Certifi cat eMap

sequence: 10.

Tunnel G oup Match on map Defaul tCertificateMap sequence
# 10.

G oup nane i s CAC- USERS

CRYPTO PKI: Checking to see if an identical cert is

al ready in the database. ..

CRYPTO_PKI : | ooking for cert in handl e=2467668, digest=
CRYPTO PKI: Cert record not found, returning E_NOT_FOUND
CRYPTO PKl: Cert not found in database.

CRYPTO_PKI : Looking for suitable trustpoints...
CRYPTO_PKI : Found a suitable authenticated trustpoint
trustpointO.

CRYPTO PKl: Certificate validation: Successful, status:
0. Attenpting

to retrieve revocation status if necessary

CRYPTO PKI: Attenpting to find OCSP override for peer
cert: serial

nunber: 2FB5FC74000000000035, subject name: cn=Ethan

Hunt , ou=M L, dc=ggsgsecl ab, dc=or g, issuer_nane:
cn=ggsgsecl ab, dc=ggsgsecl ab, dc=or g.

CRYPTO_PKI : Processing map rules for

Def aul t Certi fi cat eMap.

CRYPTO_PKI : Processing map Defaul tCertificateMap
sequence 10...

CRYPTO_PKI: Match of subject-nane field to map PASSED.
Peer cert field:

= cn=Et han Hunt, ou=M L, dc=ggsgsecl| ab, dc=org, map rul e:
subj ect - nane

ne .
CRYPTO_PKI : Peer cert has been authorized by nmap:

Def aul t Certifi cat eMap

sequence: 10.

CRYPTO PKI: Found OCSP override nmatch. Override URL:
http://ocsp.disa.m |, Override trustpoint: OCSP
CRYPTO_PKI : crypto_pki_get_cert_record_by_subject()
CRYPTO_PKI : Found a subject match

ERROR Certificate validation failed, Certificate is
revoked, seri al

nunber: 2FB5FC74000000000035, subject name: cn=Ethan
Hunt , ou=M L, dc=ggsgsecl ab, dc=org

CRYPTO PKI: Certificate not validated
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1£ Microsoft server 2003 CD FiEt T HM— LA HELZRKMW T E S AFERAXETERESE
LDAP £&#3F] LDAP NHR/EH, BELEXLETE  FikiE CD Y Support B & , AiFikE
Tools, %% SUPTOOLS.MSI,

LDAP =& &

- EREER , L Start > Run,

- @A ldp , AFEE Ok, XfFE3) LDAP EEER.
. 1%£4% Connection > Connect.

- BARSES  AERTE Ok

. #%# Connection > Bind.

-RARFPBRNREE, X FEHEEEANR,

M ia-:l Oko
. BF LDAP R, BEZHRE D1, D1 : LDAP &E&&%
Bz B RS EORERSR

. 1 Active Directory RS2+ , £ Start > Run,

- A adsiedit.msc., XfFBIiRER.

- BRBEEHXNR , HE T Properties.
HIENETBENRNER M. HSRE D2,

D2 : ADSI4%

B} E

B L B2 — AnyConnect BRE N , HFEBMEI TEL, WEENXHGTSIAEME (10 ASA
FH ) REPCEHESH (DRBIBTMEE ) . HEEXHFEFEEN xml X4, BEAET Notepad
BHITRE. BAFHFZXEFIMEENEF R , IEBELIHRETEM ASA REAZT K, X4
T

C:\ Documents and Settings\Al |l Users\Application Data\C sco\Ci sco
AnyConnect VPN Client\Profile

1. 1% AnyConnectProfile.tmpl , # £/ Notepad T FiZ3X .
2. WEXHH TSN , MESMEEREN IP. BXx6l, ESHE F1,
3. ®EE , WA xml X RIFELH

iX & Cisco AnyConnect VPN & F il & X4 XML SXHH — N RO,

BXBEBNHEE | 1§21 Cisco AnyConnect X4, BIME < :

- BEXHBEMANEREEN A EHEBRE—B . Hla0 : CiscoProfile.xml

- WEREXHEHRLTMER , REA TR ESANA 28 7] LA T RE & X4 o
WX Secure Gateway EXE R4 , HEIEFmRG D K. ET I XML BB E X4 AT BERY 2
REBEFin, XENSRIEE  MERHESD K , SENBI THEIHN -2, Bz TEN
HI4E B F E £ Cisco Secure X7 Mo

AR BEIIBENEEABIELRIIT ES ASDM B ESXHS AThEE | MATRIZEMN XML B&
XHBITRIE, AI{EBIASH FZ 8 AnyConnectProfile.xsd SER R IE, AnyConnectProfile %%



AnyConnect & Fim Bt & X HHRTE,

xm version="1.0" encodi ng="UTF-8" - -

<AnyConnect Profil e

xm ns="http://schemas. xm soap. or g/ encodi ng/ "

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocati on="http://schemas. xm soap. or g/ encodi ng/
AnyConnect Profile.xsd"> !--- The Cientlnitialization
section represents global settings !--- for the client.
In some cases, for exanple, BackupServerlList, host
specific !--- overrides are possible. !-- --> -
<Cientlnitialization>!--- The Start Before Logon
feature can be used to activate !--- the VPN as part of
the | ogon sequence. !--- UserControllable: Does the

admi nistrator of this profile allow the user !'--- to
control this attribute for their own use. Any user
setting !--- associated with this attribute is stored

el sewhere. --> <UseStart Bef oreLogon

User Cont rol | abl e="f al se">f al se</ UseSt art Bef oreLogon> ! --
- This control enables an administrator to have a one
time !--- message displayed prior to a users first
connection attenpt. As an !--- exanple, the nessage can
be used to renmind a user to insert their smart !--- card
into its reader. !--- The nessage to be used with this
control is localizable and can be !--- found in the
AnyConnect nessage catalog. !--- (default: "This is a
pre-connect remn nder nessage.")

<ShowPr eConnect Message>f al se</ ShowPr eConnect Message> ! - -
Thi s section enables the definition of various
attributes !--- that can be used to refine client
certificate selection. --> - <Certificatevatch> !---
Certificate Distinguished Nane nmatching allows for exact
l--- match criteria in the choosing of acceptable client
I--- certificates. - <DistinguishedName> -

<Di sti ngui shedNaneDefi niti on Operator="Equal "

W | dcar d="Di sabl ed"> <Nanme>| SSUER- CN</ Nane>

<Pat t er n>DoD- | ssuer - ABC</ Pat t er n>

</ Di sti ngui shedNameDefi ni ti on> </ Di sti ngui shedNane>
</CertificateMatch> </Cientlnitialization> - !-- This
section contains the list of hosts fromwhich !--- the
user is able to select. - <ServerList>!--- This is the
data needed to attenpt a connection to a specific !---
host. --> - <HostEntry> <Host Nane>host - 02</ Host Nane>
<Host Addr ess>host - 02. dod. gov</ Host Addr ess> </ Host Entry>
- <Host Ent ry> <Host Nanme>host - 01</ Host Nanme>

<Host Addr ess>192. 168. 1. 1</ Host Addr ess> </ Host Entry>

</ ServerLi st> </ AnyConnect Profil e>

HXER

- X.509 1 RFC 3280 #E/IFH M CRL
RFC 2560 {EE#/ OCSP

Public Key Infrastructure 84}
CERBREEHAERBOCSP

- RFC 224638 EMISSL/TLS

- BARZ#FHHH - Cisco Systems
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