ASA 8.x :fEASA L AL #FAnyConnect VPNZE F i
pa kSN T L]

£/ ASDM 6.0(2) BLiE ASA
ASACLI L&

£/ SVC #37 SSL VPN
S FEHEER

HxEE

fifr

AR FIRME T AX WM LI Cisco AnyConnect VPNE iR E BB EEZIENBAENLZSRE
(ASA)8.0.28t AR EEXM 0 iR, WEEATFEFFmBNSSLEZEHRIDU IR , R ERASD
BIpSEX BB TR Z 21,

ERFMH
R

ZHBTHEEZS , FREBZUATER :

- ASA Z£RBFEIZITIRA 8.x

. Cisco AnyConnect VPN Client 2. x3¥ % : NEREGTEH (XEEMEF ) TEAnyConnect
VPNZE F i 5 48 (anyconnect-win*.pkg) (X BRIFMZE 7). & AnyConnect VPN Client & &l Z|
ASA INTFHRUBERAFPITTETE , WERIL S ASA B SSL VPN £, BX ASAGE
EENEHAEFE , 52 %%E AnyConnect B imEl 5 o

{E R Y 48 ¢
AXEPHEEETUT R FE SR
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- IBITE MR 8.0(2) B9 Cisco 5500 % %1 ASA
- FAF Windows B Cisco AnyConnect SSL VPN Client ix7x 2.0.0343
. 1217 Microsoft Visa, Windows XP SP2 = Windows 2000 Professional SP4 ¥ HEH
Microsoft Installer x4 3.1 #9 PC
. Cisco HEMNZ 2R R EEER (ASDM) kZ< 6.0(2)
AXHEPHEENEETHESREREFNRZFREN. AXEPEANFMARBERVEXAR
HM(B®AN)BE, NMREFEANREENE , ERARZELTHMEGSHNEER I,

A
BAXMUENESES | #5E Cisco BABTHE.
BERER

Cisco AnyConnect VPN Client AIZF AP L2 RBIEM T RLH SSL iEE., RUGIRRZRER
P, WzRAFAAEXN SRR MACEE NS SSL VPN EENZEON IP ik, BRIFLLIR
ZWELE R F http:// requests EEMEE https:// , BN A F 254 A https://<address> Y
URL,

MAURL G, MERFEEIMEOAETERFER. URAFRREEZENSOHRIEER , #8
£ EFA AN EEES RVAS , BN THEEZETENREREHNE K, THZTK
B, BEPmFEITREARITRE , BY R4 SSL EE, ATEELLERENHFES (R
ER2REEE ) o

MRUBMEZRTE M, WHAFRIESAR , ZEREFFIREFSRARE , ARFEFEAR
B,

LEFPImEZLIEEPE SSL VPN EER |, ERERAERHERZSE (TLS) AR &N HIFEIRE HE
%24 (DTLS) #1T3EHE, EF DTLS MG 5L SSL EREEXMWIER AT ME |, H kX iz
‘THEIR BUREY S B AR R RV M BE

AnyConnect EFIHAI MWL L RETH , RETUHREEEAFHLRETER PC L, AXU
MFEPLZEELHNEIAEE BESH ((Clsco AnyConnect VPNEF IR EE RIEFE) o

ZERBEBFEARBIBLEZNAFPNAFBEETRE K, SUUEERLREFAII TH
ERum, IEFEEENRTIZRAFEERETRHE K, £E—MIERAT , RAF REAL
, BUUEBER e REBEBNNERE THEFBRERE R,

EE

A E 3 RAER R WATE B AR ASFIR S BBV E B

AR FAGSERTEREMRES)TRBEXRATHEANGTHERER.
AXHEEAATHEIRE :
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PC with Cisco AnyConnect
VPN Client

Tunnel P

Inside natwork 192,168,101

10.77.241.128 Dwutside nebwork 182.168.1.0
172.16.1.0

Webserver
in the Internet
10,2.2.2

eim— Internet Traffic
S5L Tunnel

AR LR ETERNIPHILS REInternet E R A EIERH, XM REXKERTHEHL
RFC 1918 it

f£/ ASDM 6.0(2) E ik ASA

AXHEHRREAGE (HIMNEOEE ) S HABATNIERE T,

XX ESHAYEASDMEIHTTPSIE M |, LUE 2 FASDMEEASA,

AR BRIEEXHEOS , BNFTEER—ASAEO L EHAWebVPNFMASDM, EXEFMEES |, 5
F £ R ASA 0O EEEH Webvpn #1 ASDM,

7 ASA £ SSL VPN BLE 5 BIRSE |, HITUA TR ¢

1. %% Configuration > Remote Access VPN > Network (Client) Access > Address
Management > Address Pools > Add BA 82 IP #aiit5th vpnpool.


http://www.ietf.org/rfc/rfc1918.txt?number=1918
//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/mgaccess.html#wp1047288
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807be2a1.shtml

= Add IP Pool

Marme: vanpool

Starting IP Address: 192168101

Ending IP Address: 192165810254
Subhet Mazk: 55 2552550 -
Ok I Cancel Help

2. 2 Apply. ¥ CLIEIE :

3. 5 A Webvpn, i%#F Configuration > Remote Access VPN > Network (Client) Access > SSL
VPN Connection Profiles , RJ57E Access Interfaces T i 5\ 2 O/ Allow Access
Enable DTLS &i%&#, Ltts , iEi&+ Enable Cisco AnyConnect VPN Client or legacy SSL
VPN Client access on the interface selected in the table below E%4E , IO R
SSL VPN,

@unﬁguratiun > Remote Access YPH >~ Hetwork (Client) Access > 551 YPH Connection Profiles

The security appliance automatically deploys the Cisco &nyConnect YPH Client or legacy SSL WPM Client ke
client deplovment requires end-user adminiskrative rights, The Cisco anyConnect YPH Client supports the
Lawer Security (DTLS) tunneling options.

(Mare client-related parameters, such as client images and client profiles, can be found at Clienk Setkings

Access Interfaces

(F Enable Cisco anyiConnect WP Client or legacy S3SL WPM Client access on the interfaces selected iI;IthE

Interface Allow Access Require Client Certificate Enable DTLS
r: outside v I_ F )
inside r r r

[ fccess Pork: |443 DTLS Part: I443 ]

Click. hetre ta Assign Certificake ko Inkerface,

¥ Apply. #%#% Configuration > Remote Access VPN > Network (Client) Access >
Advanced > SSL VPN > Client Settings > Add , SAEM ASA A% %0 Cisco AnyConnect
VPN Client B , AR,



&2 Add SSL PN

Bl

Flash S¥C Image:

(84

| Browse Flash...

Upload. ..

Zance! | Help |

E= Browse Flash

Faolders

Files

S5L VPH > Client Settings

nuntered operation syskem ko the top of the

I

S disko:

] crypho_archive

Filerame |

Size (bytes) I

Date Modified |

[ crvpto_archive

07/24)07 05:21:48

o 07/24)07 05:21:36
asdm-603.bin 6,851,212 01/04/08 18:07:02
a5a803-k3.hin 14,635,003 01/04/08 17:43:50
admin. cfg 1,220 09/20/07 09:51:35

08,1307 04:14:50

anvconneck-win-2,0.03, .,

asdm-602 ., bin 6,539,764 01/03/058 21:358:26
asare-ka,bin 8,312,832 021307 04:16:30
asdm-522.bin 5,623,103 0z/12/07 05:53:45
asasiz-ka.hin 14,524,416 01/03/08 21:24:42
ald_running. cfg 1,341 092007 09:51:38
ssiclient-win-1.1.4.179..., 413,765 03/14)058 13:47:58

-
File Mame: [an';.-'l:nnnect-win-E.D.DS43-k9.pkg J

= Add SSL ¥PN Client Image

Flash 5% Image: Ict-win-E.D.DSﬁ-k@.pkg i Browse Flash...

Upload. ..

] o | iZancel Help

Click OK. B & Add
Configuration > Remote Access WPH = Hetwork (Client) Access > Advanced > 551 YPH > Client Settings

Identify 53L YPM Client {3%C) related files,

SSL ¥PN Client Images

Minimize conneckion setup time by moving the image used by the most commonly encountered operation system ko &
& Replace | 'ﬂ Delete
( disk: famyconnect-win-2, 0.0343-k3, plg

EWMCLIERE :

g add

+ Move UP | < Maove Down




4. BREA KR, 1%&# Configuration > Remote Access VPN > Network (Client) Access > Group
Policies LA g2 I ZB4H KB clientgroup. 7E General T , A SSL VPN Client £Zi%4E

BB A WebVPN X BR B

l@ I Marme: [lcientgmup |

SEryErs
—Hadvanced Banner: [« Inherit I
Spit Tunneling
—IE Browser Proxy Address Pooks: [ Inherit |
#1550 WPN Clisnt
#-1Psec Client More Dptions

Tunneling Protocals: [~ Inherit [ Chentless S50 'In"F'N[ [+ S50 YPN Client ] [~ IPsec

£ Advanced > Split Tunneling 3 , BU¥HES Split Tunnel Policy B Inherit Ei%£4E , ¥
MTHFIFR A #EEZE Tunnel Network List Below,

E= Add Internal Group Policy x|
eneral Sipfit tunneling network lists distinguish networks that require traffic bo go theough the tunnel snd those that do nok
Eervers require bunneling, The securiby apoliance makes split unneling decisions on the basis of a network: sk, which is an

ACL that corsisbs of kst of addresses on the private network.
—advanced
IE Broweser Prosy DS Mames: [+ Inherit [
[#-55L WPH Client

Policy: [~ Inherit | |Tunnel &l Networks ll

Tunnel &1 Mabaorks :
Metwork List: [+ Inherit Menege.,

sclude Network Lisk Below

HUH%ES Split Tunnel Network List B9 Inherit Z3i%4E , &R/5# &7 Manage LLB3zh ACL
Manager,

IPgec Cient

#& Edit Internal Group Policy: hivalleyvpn

Gareral Split tunnelng network lists distingquish networks that require traffic to go through the bunnel and those that do rot
Servars require bunnedng, The security appliance makes splk burneding decisions on the basis of & netwark ks, which is an
- Advanced ACL that consisks of list of addresses on the private network,
[F Brovessr Proxy DNS Mames;: [ Irherit |

[ 551 YPN Client
[ 1Peac Clant Policy: [~ Inherk |Tunne-| Mebwaork Lisk Balow j

Clenk Access Rule

=N - - L age. ..
Cherk Firewall e ~] Ghenege...)
“-Hardware Chenk

£ ACL Manager 9 , %% Add > Add ACL... SABIZ % A9 15 A 5l &R
= ACL Manager

Standard ACL | Edended ACL |

% Add v|EEdit ]ﬂnelete|1~ + | & B R -

Dezcription

o Ao ACE..
o [nizert...
'-i.' Inzert &fter...

7 ACL R —1E# , RFE T OKo.




&= ACL Manager
Standard ACL | Extended acL |

& add - [ Edi ﬁDelete‘ + 4 | y B -
Mo Addrezz Action Dezcrigtion

X

A= Add ACL

ACL Mame: Ispl'rt-tunnel

] 4 Cancel | Help |

B2 ACL &%/ , i£#% Add > Add ACE BLRINT5 R#R$IM (ACE). E X5 ASA /5 LAN 3¢
RI#Y ACE, TEARTRAIF | ZMER 10.77.241.128/26 , RIS TE Action HiEE Permit, #&

OK LR ACL Manager.
= ACL Manager

Standard ACL | Extended acL |

g add - [ ﬁDeletE|f ¥ ‘ & B @ -

Mo Address Action Dezcription
g% Add ACE |
—&ction

Action: Iﬁ:" Pertmit ;I

~HostMletwork
IP Seidress: f10.77.241.125] = J
Metrask:  [255.255.255.192 =
Description:

Ik Cancel Help

HR1E D BIBRER Network List kR NN 61728 ACL, ¥ OK BLUEEIAKIEEE.



i® Add Internal Group Policy =]

General Split tunnsling network Bsts detnquish networks that require traffic bo go through the tunnel and those that do mok
I require tunneling, The security apoliance makes spli bunneling decisions on the basis of a network list, which is an
| ACL that consists of kst of addresses on the private nebwork.
—Advanced
IE Browser Proxy NS Names: [ Inherit |
551 VP Clienk
1 IPser Chant Policy: [~ Inherit  [Tunnel Metwork List Below =]
(-Nat'mrklist: [~ Inharit  EellSdE ~|  Manags... ]
Intercept DHCP Configuration Message from Micosolt Clients ¥

HER L, 83 Apply , REHET Send (NRMEE ) , LR TRED ASA, FARKER
TEE SSL VPN ik, X T Keep Installer on Client System &3 , BUEIE S Inherit HiE4E
, RIGH8TH Yes ik, BEIERME , SVC R ERBEFFIRITEN L, Rk , T4%
R TIEZENEBER ASA ¥ SVC BETHEIEFiR. N TLEHRMILMNENZERFm
B TR —AREEE,

eneral [Keep Installer on Client System: [~ Inherit (% ¥es ™ Mo
ErVErs
dvanced Compression: ¥ Inherit & Enable T Disat
lit Tunnelin _
P ? Datagram TLS: ¥ Inherit " Enable § Disat
r:l: (¥ Im] ] '_l'- I-
p--L_FT Client Keepalive Messages: [V Inherit [~ Disable  Interval:
ogin Setking
& i Login Setting LAi% B Post Login Setting Fl Default Post Login Selection , #l FFiR,
enetal After successfully logging in, user can have the choice bo download the client software, or g
IEEWEH porkal page. The Following settings decides what will happen.
dvanced [ Inherit

—5plit Tunneling
—IE Browser Proxy
=550 VPN Client
ogin Setking
ey Regeneration
Dead Peer Detect

ustomization ser fhas I seconds to chonse, ar Default Post Login Selection belowis bake
FHPsec Client

Poskt Login Setting

[F Do naot prompk user to n:hcn:use)

" Prompt user to choose

Default Post Login Selection

" Gobo Clientless S5L YPM portal

[ﬁ' Dowrload S50 WPM Client j

31 F Renegotiation Interval 3£ , BUHE S Inherit £ , BUM%E S Unlimited Zi%4E , AW
AEFERBAZHELEN oY, B RERAERNERFTHERERZSE, W
Renegotiation Method £ , BUHEH Inherit BiE4E , A58 SSL Bk, EFHET
DAEF Z /Y SSL RRE = N EF e &= A R HBRE .,



eneral Reneqgaotiation Interval: [~ Inherit [~ Unlimited | 30 rinukes
Ervers

dvanced Renegotiation Methad: [~ Inherit ¢ Mone f@ 5L 7 Mew Tunnel
—aplit Tunneling

—IE Browser Proxy

=550 WPM Client
agin Sekting

B OK, ?&Eifﬁ Applyo

|\"Currﬁguratiun > Remote Access YPH = Hetwork (Client) Access > Group Policies :|

Manage YPM group policies, & YPR group policy is a collection of user-oriented attributevalue pairs that may be stored inter
exkernally on a RADIUSILDGP server, The group policy information is referenced by YPR tunnel groups and wser accounts,

% add |+ [ Edit | T Delete
Type Tunneling Protocal

Inkernal LZTP-IP5ec, IPSec, webvpn - MJA, -

-

Marme

DFtGrpPalicy (Systemn Defaulk)

ZMCLIEE :

5. % #Configuration > Remote Access VPN > AAA Setup > Local Users > Add LA 8122 #7 8y A 7
K~ ssluser1, £HOK, AERMA.

Add User Accounk

PM Palicy Username: [I55|LISEFIJ

Password: Ifrfrﬂrnn

Zonfirm Password: I* FREEE H|

[T User authenticated using MSCHAR

Member-of

add ==

Member-of:
Delete

Access Resktriction
Select one of the options belaw ko restrick 4500, 53H, Telnet and Console access,

Mote: Al users have nebwork access, regardless of these settings.
f* Full accessi(&s0M, 55H, Telnet and Consale)
Privilege level is used with command authorization.

Privileqe Lewvel: IZ ll

" LI login prompk far 55H, Telnet and consaole (no 4S0M access)

This setking is effective only if &84 authenticate console command is configured,
" Mao ASDM, S5H, Telnet or Consale access

This setking is effective only if &84 authenticate console command is configured,

EWCLIRE:
6. £ Configuration > Remote Access VPN > AAA Setup > AAA Servers Groups > Edit , LA{E



B % Enable Local User Lockout 8i%E4E H ¥ Maximum Attempts Ei%HR 16 , SRRIAR

%884 LOCAL,
@unﬁguraﬁun > Remote Access YPH > AAA Setup > AAA Server Groups :I

AAA Server Groups

SErver Group | Praotocol | Accounting Mode | Reactivation Mode |

@ Edit LOCAL Server Group x|

This Feature allows wou to specify the maximum number of Failed atkempts to allow
befare locking out and denvying access to the user, This limit is applicable only
when the local database is used For authentication.

[+ Enable Local User Lockaut

Maximum &tkempks: | 16

2K, iZancel Help

I [

7. 8% OK , ARi5%H Apply. S CLI BE :

8. BLiERSELH ., %42 Configuration > Remote Access VPN > Network (Client) Access > SSL
VPN Connection Profiles Connection Profiles > Add A1 #H BB ssigroup, 7E Basic i%
W, BUTRRTETIHNER : FP2&EH AN ssigroup, 7E Client Address
Assignment T , M\ TFHL5IFR F ik bkt vpnpool, £ Default Group Policy & , M TFHIFIR
Hh %% 4 5K BE clientgroup

= add SSL ¥PN Connection Profile

_-'M- Mame: [sslgrl:uup_l

F-Advanced |

Authentication

Method: v paf  Certificate  Both
AAA Server Group: LocaL |  Manag
| 5 | vEr Groun Fal:

Client Address Assigment

DHCP Servers: [

Client &ddress Pools; |v|:|n|:n:ud | Select

Default Group Policy

Group Paolicy: |clientgr|:|-u|:| ;] Managi

55L ¥PH Client Prokocoly [ Enabled

I Cancel | Help |

£ SSL VPN > Connection Aliases £+ T , FABIEIEEN ssigroup_users , AR5 &




= Add 551 ¥YPN Connection Profile

asic Portal Page Customization: IDFItCustDmizatinn
dvanced

L Seneral iZ30 Alternate Group Policy: IDFII:GrpF'DIicy
:Eti:;:t?iszjng [T Enable the display of Radius Reject-Message an th
—Autharization

| Accounting Connection Aliases

i‘-'ml B Delete

g% Add Connection Alias X|

.ﬁ.lias:Usslgmup_users J
[+ Enabled

oIk Cancel | Help

e add | @ Delete

OKo LX-5
OK , A/G % Apply. XX CLIBIE :
9. i NAT, %% Configuration > Firewall > NAT Rules > Add Dynamic NAT Rule , iIX#XH

PR BB R 45 B SRR A BT AR 3 9 S4B IP #tb3ik 172.16.1.5,
@& Add Dynamic MAT Rule

Original

Interface: Iinside

-] 1«

Source: Iany

Translated

Select a global pool For dynarmic translation,

Pool ID Interface Addresses Pool

0 I:Dutl:u:uunu:l]l Same as u:urlglnal address (identity)

) l._|| Impu] |l_|_.l Same-asorigira] address I:II:IE!I'ItIt':.":l
OK_.Click
OK.
Configuration > Firewall = HAT Rules C

% add - [& Edit ﬁ Delete ‘ + $ | X5 [ -1 <! Packet Trace
Crriginal
* Tvpe
Source Destination Service Inkerface

[l inside {1 Dynamic rules)
1 1131 Crynamic @ any outside =l

& & Apply. S CLI BER :




10. 73 MR BB 48 BIVPNZ /= i #Y IR [ 7% £ B & nat-exemption.

ciscoasa(config) #access-list nonat permit ip 10.77.241.0 192.168.10.0
ciscoasa(config) #access-list nonat permit ip 192.168.10.0 10.77.241.0
ciscoasa(config) #nat (inside) 0 access-list nonat

ASACLI BB

Cisco ASA 8.0(2)

ciscoasa(config) #show running-config
Saved

ASA Version 8.0(2)
!
hostname ciscoasa
domain-name default.domain.invalid
enable password 8Ry2YjIyt7RRXU24 encrypted
names
!
interface Ethernet0/0
nameif inside
security-level 100
ip address 10.77.241.142 255.255.255.192
!
interface Ethernet0/1
nameif outside
security-level 0
ip address 172.16.1.1 255.255.255.0
!
interface Ethernet0/2
shutdown
no nameif
no security-level
no ip address
!
interface Ethernet0/3
shutdown
no nameif
no security-level
no ip address
!
interface Management0/0
shutdown
no nameif
no security-level
no ip address
!
passwd 2KFQnbNIdI.2KYOU encrypted
boot system disk0:/asa802-k8.bin
ftp mode passive
clock timezone IST 5 30
dns server-group DefaultDNS
domain-name default.domain.invalid
access-list split-tunnel standard permit 10.77.241.128
255.255.255.192
!-—— ACL for Split Tunnel network list for encryption.
access-list nonat permit ip 10.77.241.0 192.168.10.0
access-list nonat permit ip 192.168.10.0 10.77.241.0 !--
- ACL to define the traffic to be exempted from NAT.
pager lines 24 logging enable logging asdm informational




mtu inside 1500 mtu outside 1500 ip local pool vpnpool
192.168.10.1-192.168.10.254 mask 255.255.255.0

!--- The address pool for the Cisco AnyConnect SSL VPN
Clients no failover icmp unreachable rate-limit 1 burst-
size 1 asdm image diskO:/asdm-602.bin no asdm history
enable arp timeout 14400 global (outside) 1 172.16.1.5

!--—- The global address for Internet access used by VPN
Clients. !--- Note: Uses an RFC 1918 range for lab
setup. !--- Apply an address from your public range
provided by your ISP. nat (inside) 0 access-1list nonat
!--- The traffic permitted in "nonat" ACL is exempted
from NAT. nat (inside) 1 0.0.0.0 0.0.0.0

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute
dynamic-access-policy-record DfltAccessPolicy
http server enable
http 0.0.0.0 0.0.0.0 inside
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication linkup
linkdown coldstart
no crypto isakmp nat-traversal
telnet timeout 5
ssh timeout 5
console timeout 0
threat-detection basic-threat
threat-detection statistics access-list
!
class-map inspection_default
match default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
1

service-policy global_policy global




webvpn
enable outside

!--- Enable WebVPN on the outside interface svc image
disk0:/anyconnect-win-2.0.0343-k9.pkg 1

!--- Assign an order to the AnyConnect SSL VPN Client
image svc enable

!--- Enable the security appliance to download SVC
images to remote computers tunnel-group-list enable

!--- Enable the display of the tunnel-group list on the
WebVPN Login page group-policy clientgroup internal

!--- Create an internal group policy "clientgroup"
group-policy clientgroup attributes
vpn-tunnel-protocol svc

l--- Specify SSL as a permitted VPN tunneling protocol
split-tunnel-policy tunnelspecified
split-tunnel-network-list value split-tunnel

!--- Encrypt the traffic specified in the split tunnel
ACL only webvpn
svc keep-installer installed

!--- When the security appliance and the SVC perform a
rekey, they renegotiate !--- the crypto keys and
initialization vectors, ilncreasing the security of the
connection. svc rekey time 30

! --- Command that specifies the number of minutes from
the start of the !--- session until the rekey takes
place, from 1 to 10080 (1 week). svc rekey method ssl

!--- Command that specifies that SSL renegotiation takes
place during SVC rekey. svc ask none default svec

username ssluserl password ZRhW85jZgEaVd5P. encrypted

! --- Create a user account "ssluserl" tunnel-group
sslgroup type remote-access

!--- Create a tunnel group "sslgroup" with type as
remote access tunnel-group sslgroup general-attributes
address-pool vpnpool

!--- Associate the address pool vpnpool created default-
group-policy clientgroup

!--- Associate the group policy "clientgroup" created
tunnel-group sslgroup webvpn-attributes
group-alias sslgroup_users enable

!--- Configure the group alias as sslgroup-users prompt
hostname context
Cryptochecksum:af3cdbfcdffc07414c4dfbd29c5262a9 : end
ciscoasa(config) #

£/ SVC B SSL VPN £




EHE Y5 ASA #Y SSL VPN &E# |, BHITUTIR ¢

1. LN R AR RAERTE Web X B85 5 A ASA B9 Webvpn 08 URL = IP #uiit,
https://url

®E

https://<IP address of the ASA WebVPN interface>
= WebVPHN Service - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help

Qﬁack > ﬂ @ ;‘ j.-x*' Search ‘“:1# Favorikes {21 (3- _".-"' ‘:‘i

Address .ij hitps: /1172,16.1, 1 +webvpnfindex, htrl

Cisco SysTems

- WebVPN Service

Please enter your username and password.
USERNAME: | |
PASSWORD: |

GROUP: | ssigroup_users v |
Login Clear

2. BRALBHASBNED, RE , NTHFIRPIEFMENNA , TR,

Flease enter your username and password.
USERNAME: ::luser
PASSWORD: llllllll|

GROUP: | sslgroup_users v
Login Clear

£ SSL VPN E#EE Y
ZH, REEIAUTER,



.élll!':élt;. Cisco AnyConnect VPN ClI

¥PHN Client Downloader

@ Please wait while the YPM connection is established.
4

E o

|He|p| | Cancel |

A ETHSVCZHE , BYAEUTENPREActiveXHitf, EEZRUG , BNEIUTE
Ho




CISCO

lial, Cisco AnyConnect VPN

E@ WeblLaunch

_ Platform
Detection

- ActiveX

- Connected

Connection Established

The Cisco AnyConnect WPN Client has successfully
connected.

The connection can be controlled from the tray icon,
circled in the image below:

" L 11:43F

Cancel

& anwconnect - Paint

3. BRI E I EAES =R BIER,

*. | |Cisco AnyConneck
—— onnecked




#2 Cisco AnyConnect VPN Client |:||E”l

% EDHHEEHDH:I| O Statistics | & About |

T
CISCO

| Disconnect |

EF‘I‘-.I session established. :I FAMTNTED | Higfax
SSLEZMEL, i, 192.168.10.1 Z ASA I5EW IP &£,



#2 Cisco AnyConnect VPN Client

| % Connection | (i) 5tﬂti3tiﬂ3:‘| = About|

T
Tunrel State: Connected
Client Address: 192.168.10.1
Server Address: 1721611
Bytesz Sent: 23461
Bytez Recerved: 1111
Time Connected: 00:04:51

| Details. . |

WP session established, LT&EOSRT Cisco

AnyConnect VPN Client B iR A(E B,



#2 Cisco AnyConnect VPN Client

% Connection | € Statistics

I
CISCO

Cizco AnpConnect WPM Clent Verzion 2.0.0343

Copyright 2007 Cisco Systems, [nc. All Rights Reserved

Thiz product includes zoftware developed by the
Open55L Project for uge in the OpenS5L Toolkit:
hittp: / feaany. openszl.ong

WPR caccinn ectahlichad

Kur
ERAES THINRE S ERIET

HTRHBERERF ((REMA, ) (OIT) XFEL show &%, EA OIT JEEX show w5
aef: 0o g

. show webvpn svc — R RFHE ASA AEHRH SVC B,

ciscoasaf#fshow webvpn svc

1. disk0:/anyconnect-win-2.0.0343-k9.pkg 1
CISCO STC win2k+
2,0,0343
Mon 04/23/2007 4:16:34.63

1 SSL VPN Client(s) installed

. show vpn-sessiondb svc — & REX L] SSL EHENEER.

ciscoasa#show vpn-sessiondb svc
Session Type: SVC

Username : ssluserl Index 12


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

Assigned IP : 192.168.10.1 Public IP : 192.168.1.1

Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAl
Bytes Tx : 194118 Bytes Rx : 197448
Group Policy : clientgroup Tunnel Group : sslgroup
Login Time : 17:12:23 IST Mon Mar 24 2008

Duration : Oh:12m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

- show webvpn group-alias — E R A EEREHFIE.

ciscoasaf#fshow webvpn group-alias
Tunnel Group: sslgroup Group Alias: sslgroup_users enabled

. £ ASDM 1 | %% Monitoring > VPN > VPN Statistics > Sessions 5L T fi# ASA B 24 &1

Webvpn £1iF,
Monitoring > VPH > WPH Statistics > Sessions

Sessions
Remaoke S5L WPM
Ske-ko-Sike E-rnail Pro YPN Load Balanci 1
Access Clientless | Wwith Client | Total 2 B
0 0 0 0 0 0 0
Fiter By: | ETRGI IS Il ~ | |- 4l Sessions - = Filker |
Llsarrianme Group Palicy Pratacol Lagin Time =
IP Address Conneckian Encryption Dur &tjon Bt

seluserl clienboroup Cligntless SSL-Tunnel DT...[17: 194113

192.168.10.1 sslgroup R4 AEST H03mi3ls 192474

B P B BR

REBoRENEET AT EERTHREDRR.

1. vpn-sessiondb logoff name <username> — AT EHBEAFEM SSL VPN &£FEN TR T

ciscoasaf#fvpn-sessiondb logoff name ssluserl
Do you want to logoff the VPN session(s)? [confirm] Y
INFO: Number of sessions with name "ssluserl" logged off : 1

ciscoasa#Called vpn_remove_uauth: success!
webvpn_svc_np_tear down: no ACL
webvpn_svc_np_tear down: no IPv6 ACL
np_svc_destroy_session(0xB000)

EtE |, AL vpn-sessiondb logoff sve ap R IEFTE SVC £&1F,
2. %% : RPCH AFHHAREER , NISSL VPNIERERT AL L,

webvpn_rx_data_cstp

webvpn_rx data_cstp: got message

SVC message: t/s=5/16: Client PC is going into suspend mode (Sleep, Hibernate, e
tec)

Called vpn_remove_uauth: success!

webvpn_svc_np_tear down: no ACL

webvpn_svc_np_tear down: no IPv6 ACL

np_svc_destroy_session(0xA000)

ciscoasatfishow vpn-sessiondb svc



INFO: There are presently no active sessions

. Debug webvpn svc <1-255> — 2 #t3CE webvpn LB I 248,

Ciscoasa#debug webvpn svc 7

webvpn_rx_data_tunnel_connect
CSTP state = HEADER_PROCESSING
http_parse_cstp_method()

..input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'
webvpn_cstp_parse_request_field()

..input: 'Host: 172.16.1.1"'

Processing CSTP header line: 'Host: 172.16.1.1°'
webvpn_cstp_parse_request_field()

..input: 'User-Agent: Cisco AnyConnect VPN Client 2, 0, 0343'

Processing CSTP header line: 'User-Agent: Cisco AnyConnect VPN Client 2, 0, 0343
Setting user-agent to: 'Cisco AnyConnect VPN Client 2, 0, 0343
webvpn_cstp_parse_request_field()

..input: 'Cookie: webvpn=16885952@12288@1206098825@D251883E8625B92C1338D631B08B
7D75FAEDEF26 "'

Processing CSTP header line: 'Cookie: webvpn=16885952@12288@1206098825@D251883E8
625B92C1338D631B08B7D75F4EDEF26'"
Found WebVPN cookie: 'webvpn=16885952@12288@1206098825@D251883E8625B92C1338D631B
08B7D75FAEDEF26'"
WebVPN Cookie: 'webvpn=16885952@12288@1206098825@D251883E8625B92C1338D631B08B7D7
S5F4EDEF26'"'
webvpn_cstp_parse_request_field()
. .input: 'X-CSTP-Version: 1'
Processing CSTP header line: 'X-CSTP-Version: 1'
Setting version to '1'
webvpn_cstp_parse_request_field()
. .input: 'X-CSTP-Hostname: tacweb'
Processing CSTP header line: 'X-CSTP-Hostname: tacweb'
Setting hostname to: 'tacweb'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Accept-Encoding: deflate;qg=1.0"

Processing CSTP header line: 'X-CSTP-Accept-Encoding: deflate;g=1.0"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-MTU: 1206
Processing CSTP header line: 'X-CSTP-MTU: 1206'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Address-Type: IPv4'

Processing CSTP header line: 'X-CSTP-Address-Type: IPv4'
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Master-Secret: CE151BA2107437EDESEC4F5EE6AEBAC12031550B1812D40
642E22C6AFCB9501758FF3B7B5545973C06F6393C92E59693
Processing CSTP header line: 'X-DTLS-Master-Secret: CE151BA2107437EDE5SECAF5EEGAE
BAC12031550B1812D40642E22C6AFCB9501758FF3B7B5545973C06F6393C92E59693!
webvpn_cstp_parse_request_field()

..input: 'X-DTLS-CipherSuite: AES256-SHA:AES128-SHA:DES-CBC3-SHA:DES-CBC-SHA'
Processing CSTP header line: 'X-DTLS-CipherSuite: AES256-SHA:AES128-SHA:DES-CBC3
-SHA:DES-CBC-SHA'

Validating address: 0.0.0.0

CSTP state = WAIT_FOR_ADDRESS
webvpn_cstp_accept_address: 192.168.10.1/0.0.0.0
CSTP state = HAVE_ADDRESS

No subnetmask... must calculate it

SVC: NP setup

np_svc_create_session (0x3000, 0xD41611E8, TRUE)
webvpn_svc_np_setup

SVC ACL Name: NULL

SVC ACL ID: -1

SVC ACL ID: -1

vpn_put_uauth success!



SVC IPv6 ACL Name: NULL

SVC IPv6 ACL ID: -1

SVC: adding to sessmgmt

SVC: Sending response

Unable to initiate NAC, NAC might not be enabled or invalid policy
CSTP state = CONNECTED

webvpn_rx_data_cstp

webvpn_rx data_cstp: got internal message

Unable to initiate NAC, NAC might not be enabled or invalid policy

4. 7£ ASDM # , i%$% Monitoring > Logging > Real-time Log Viewer > View SIZ& S4B 4,

File “ew Tools ‘Wizards ‘Window Help Look For: |
(@) vome @i Configuration D Manitorra |l 5ave Q¥ Refresh D) ok ) rormard | “;}? Hek |
Logging o & = Monitoring = Logging > Real-Time Log Viewer

O DOBDOAPRD  Reak-Time Log Viewer

™1 Device List |
2
T

Click the Yiew button below to start displaying syslog messages in real bime, Select the
desired logging level to see messages at thak severity or higher,

loggnglevel:  Pebuggng ¥ |

Buffer Limik: 1000

ARHGIERESHIRIRERIL T SSL £1F,
ﬁ Real-Tine Log Viewer - 10.77.241.142 - IDI‘
Fie Tools ‘#ndow Help

00 Pause | 5 Copy [yf) Save By Clear | B Color Settings | § Create Aue ) Show Rule ||(B) Show Details| 7 Help

Fiker By ~| Berie @ show sl Fnd: | a
severty | Date | Time | Sydogin | Sowee | Destinationip |
L6 Mar 21 2008 | 20:03:36  7ES007 10.77.235.74 551 gesgion with dient ingde: 10,77, 233,74/ 1026 terminated,

i Mar 21 2008  20:0335 106015 10.77.235.74 10.77.241.142 Dy TP [fo canfection ) Fram 10,77, 235, 74/ 1026 ba 10.77.241 14244

&
L6 Mar 21 2008  20:03:35 302014 10.77.235.74 10.77.241. 142 Teardown TOR connection 700 For ingide: 10,77, 233, 74/ 1026 ba NP Tdentil
]

i Mar 21 2008 20:0%:35 &0S005 0.0.0.0 0.0.0.0 Legin permitbed from 0.0, 0004026 baimside 0.0 000N R Far user "enshl
(& & [Merzi208 | 10.77.233.74 ted 551 handshake with dient inside: 10,7723

L6 Mar 21 2008 2000335 725003 10.77.233.74 SEL client irside: 1077233, 741026 request bo resuime previows s2550n,

LE Mar 21 2008  |20:03:35 725001 10,77,233,74 Starking 551 handshake with cient inside: 10,77,233, 74 1026 Far TLSv 5¢

i 6 Mar 21 2008 20:0%:35 302013 10.77.235,74 10.77.241, 142 Buik inbound TOP connection 700 For inside: 10,77.233. 741026 (10,7722
Rl |

YASA-6-725001 Dewice completed SSL handshake with remciz_devfee-imierface_nawe:JF_addressiport

,I_‘ljlf 331 handsheke has compleled successfully with the remote device, . J
T—
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. BRI 88 A VPN Client {85 F % BIB2iE ¥ % IPsec Ml Internet B &l B R G

. PIX/ASA 7.x AR AT/t Internet VPN B2 320 VPN Client BB & 7= 5l
. ¥ ASA LA ASDM & SSL VPN Client (SVC) B R4l
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