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ASA CLI & i

ASACLI &I

ci scoasa#tshow runni ng-config : Saved :
8.0(2) ! hostnane ciscoasa domnmi n- nane
defaul t. domain.invalid enabl e password 8Ry2Yj | yt 7TRRXU24
encrypted nanes ! interface Ethernet0/0 naneif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 naneif outside security-level 0 ip
address 192.168.1.5 255.255.255.0 ! interface

Et hernet0/2 naneif DMZ security-level 90 ip address

10. 77. 241. 142 255.255.255.192 ! interface Ethernet0/3
shut down no naneif no security-level no ip address !

ASA Version
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i nterface Managenment 0/ 0 shutdown no naneif no security-
level no ip address ! passwd 2KFOnbNI dl . 2KYQU encr ypt ed
regex urllistl

"N ([Ee] [Xx][Ee] | [Ce] [Qo] [M | [Bb] [Aa] [Tt])
HTTP/1.[01]" !--- Extensions such as .exe, .com .bat to
be captured and !--- provided the http version being
used by web browser nust be either 1.0 or 1.1 regex
urllist2 " *\ . ([PpI[1i]1[FF1|[W][Bb][Ss]|[W\V][Ss][Hh])
HTTP/1.[01]" !--- Extensions such as .pif, .vbs, .wsh to
be captured !--- and provided the http version being
used by web browser nust be either !--- 1.0 or 1.1 regex
urllist3 ".*\. ([Dd][Oo] [Cc] [ [ Xx][LIT[Ss]|[Pp][PpI[Tt])
HTTP/1.[01]" !--- Extensions such as .doc(word),
.xlI's(nms-excel), .ppt to be captured and provided !---
the http version being used by web browser nust be
either 1.0 or 1.1 regex urllist4

N[ ZzI TV PRl [T [Aa] [R]T[TE] [ GOl [ Z2])
HTTP/1.[01]" !--- Extensions such as .zip, .tar, .tgz to
be captured and provided !--- the http version being
used by web browser nust be either 1.0 or 1.1 regex
domainlistl "\.yahoo\.conm' regex domainlist2

"\. myspace\.con regex domainlist3 "\.youtube\.com !---
Captures the URLs with donmain nanme |ike yahoo.com !---
yout ube. com and myspace. com regex contenttype "Content-
Type" regex applicati onheader "application/.*" !---
Captures the application header and type of !--- content
in order for analysis boot system diskO:/asa802-k8. bin
ftp nmode passive dns server-group Defaul t DNS domai n- nane
defaul t. domain.invalid access-list inside_npc extended
pernmit tcp any any eq www access-1list inside_npc

extended pernmit tcp any any eq 8080 !--- Filters the
http and port 8080 !--- traffic in order to block the
specific traffic with regular !--- expressions pager

lines 24 nmtu inside 1500 mtu outside 1500 ntu DMZ 1500
no failover icnp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdm 602. bin no asdm history enabl e
arp timeout 14400 route DMZ 0.0.0.0 0.0.0.0
10.77.241.129 1 tinmeout xlate 3:00:00 tinmeout conn

1: 00: 00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05:00 tineout sip 0:30:00 sip_nedia
0: 02: 00 sip-invite 0:03:00 sip-disconnect 0:02:00

ti meout uauth 0:05: 00 absol ute dynam c-access-policy-
record Dflt AccessPolicy http server enable http 0.0.0.0
0.0.0.0 DVZ no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp authentication

Ii nkup I'i nkdown col dstart no crypto i saknp nat-traversa
telnet tineout 5 ssh tineout 5 console timeout O threat-
detection basic-threat threat-detection statistics
access-list ! class-map type regex match-any
Dorei nBl ockLi st match regex domainlistl match regex
domainlist2 match regex domainlist3 !--- Cdass map
created in order to match the domain nanmes !--- to be
bl ocked cl ass-map type inspect http match-al

Bl ockDonmai nsCl ass natch request header host regex class
Domai nBl ockList !--- Inspect the identified traffic by
class !--- "DonminBl ockLi st". class-map type regex

mat ch-any URLBI ockLi st match regex urllistl match regex
urllist2 match regex urllist3 match regex urllist4 !---
Class map created in order to match the URLs !--- to be
bl ocked cl ass-map i nspection_default match default-

i nspection-traffic class-map type inspect http match-all
AppHeader Cl ass natch response header regex contenttype
regex applicationheader !--- Inspect the captured




traffic by regular !'--- expressions "content-type" and
"applicationheader". class-map httptraffic match access-
list inside_npc !--- Class nap created in order to match
the !--- filtered traffic by ACL cl ass-map type inspect
http match-all Bl ockURLsCl ass match request uri regex
class URLBl ockList ! !--- Inspect the identified traffic
by class !--- "URLBIl ockList". ! policy-map type inspect
dns preset _dns_map paraneters nessage-| ength naxi num 512
policy-map type inspect http http_i nspection_policy
parameters protocol -violation action drop-connection

cl ass AppHeader d ass drop-connection | og match request
met hod connect drop-connection |og class

Bl ockDonai nsCl ass reset |og class Bl ockURLsCl ass reset
log !'--- Define the actions such as drop, reset or |og
I--- in the inspection policy nmap. policy-map

gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdncp policy-map
inside-policy class httptraffic i nspect http

http_i nspection_policy !--- Map the inspection policy
map to the class !--- "httptraffic" under the policy map
created for the !--- inside network traffic. ! service-
policy gl obal _policy gl obal service-policy inside-policy
interface inside !--- Apply the policy to the interface

i nside where the websites are bl ocked. pronpt hostnane
context Cryptochecksum e629251a7c37af 205¢289cf 78629f c11
. end ciscoasa#

ASA B2 8.x &5 ASDM 6.x

EREBENREXFFENAT MPF LERLEBEME (MEATR) , BEEA TSR

1. BIBIENFRER % Configuration > Firewall > Objects > Regular Expressions F# i

“Regular Expression” £+ T H“Add” , MERIZIENFRER ( BT ) » BIEENRIEN
domainlist1 , LAE IR A yahoo.com, #if Ok, BIZIENIZRIE domainlist2 , SAE IR
% myspace.com, #ifi Ok, BIEIENFRIE domainlist3 , LAEHIREF A youtube.com, &

i Ok, BIEBIENRER urllist! , LAEHIR exe. com, bat EXHF EBE (BRI Web 3l

EHM http IRAR 1.0 1.1) o i Ok, BIEENFRIAN urllist2 , LAERHIR pif. vbs. wsh
EXHYT RA (Ri% Web M EESEAMN http REAZ1.0R 1.1) . £ Ok, BIEIENRIER
urII|st3 LAEHIER doc, xIs, ppt EXHT ER ( Ri% Web I EEFEHM http FRAZ 1.0
A1) o BiF Ok, BIRIENFRE urlistd , AEHIR zip, tar, tgz EXHT EBA ( Ri% Web
}iﬂﬁﬁﬁﬁﬁﬂﬁﬁ http xR 1.0 1.1 ) . B Ok, BIZEIENFRIAR contenttype , LA{EHIRA

BERB, B Ok, BIEENXRIER applicationheader , LAE IR Zf N AR FIrL, B
Ok %i& CLI &R
2. IR ENRIER LR Configuration > Firewall > Objects > Regular Expressions F % &

“Regular Expression Classes”i&I= FH“Add” , AERIBEFE ( WEFR ) » BIEENR
&35 DomainBlockList , LA{E TEL domainlist1., domainlist2, domainlist3 ZFr& 1IE N K&
No #dr Ok, BIZIENFREZE URLBlockList , LAEITHE urllist1, urllist2, urllist3, urllist4

EFRAENRER, £d Ok, FHCLI ER

3. &M XM R B H KR Ri%F Configuration > Firewall > Objects > Class Maps > HTTP >
Add , SIERIEEMET , ARREHSHENRANIREH http RE ( WEFR ) » BIESE

BR &+ AppHeaderClass , LAfE F IEN RIAN IR RICH A ARk, B OKBIZE BT
BlockDomainsClass , LA{E A IEN KA X EIR R B BRIk, 5 Ok, BIESRARES



BlockURLsClass , SAfE A iE M FRIAXHIRKREEE R uri, & Ok, FM CLI BB

4. AR EREEF CE A RRRERELE Configuration > Firewall > Objects > Inspect Maps >
HTTP , LAfE 4% http_inspection_policy , AR EEHRERERE (WMEFRTR ). BiE
Ok, 1%# Configuration > Firewall > Objects > Inspect Maps > HTTP >
http_inspection_policy ( i ) , R & E“Details’>“Add” , LAMER B HI78 IESI BB iR
BERE. [F1REIRE N Drop Connection , 3 B J3“Criterion” 1 “Request Method” B “Value” ;1
“connect’fIRER A BEIERk, H i OKFF#EMAEIRE R Drop Connection , 7 B ¥
AppHeaderClass £ /5 A A &%k, £ Ok, HEEIREN Reset , B H
BlockDomainsClass /5 Al A& i2%., $i OKFRIEIREN Reset , HH R
BlockURLsClass K2 B&id %, #d Ok, #d Apply. FM CLI KR

5. [EONMARE http SKBEEFF Configuration > Firewall > Service Policy Rules > Add > Add
Service Policy Rule, HTTP B#ERM TR X2 HiEFEAZEZEOM Interface FI1EIRHE , RF1E
#“Policy Name”{E 3 inside-policy. i Next, BIZE3EBRET httptraffic , /5% +“Source”H
“Destination IP Address” ( £/ ACL ) . #& Next. fF“Source”f“Destination”ZE N
“any” , FFIRSEZE N tep-udp/http, #£5 Next, 1EH HTTP iz , ReE
“Configure”, £ Select a HTTP inspect map for the control over inspection #i£#%Z41 ( &
FiR ). B Ok, B ERK. %0 8080 FiME Xit#¥ Add > Add Service Policy Rule, #
i Next, i%# Add rule to existing traffic class #£i% 324 , AEN TR &8 FikE
“httptraffic’s #&5 Next. F“Source”#“Destination”i& & N “any” , Hi% & tcp/8080, # i
Next. # ST F£ 7 Apply. F¥ CLI i

Kur
ERAES THINRE S ERIET

woREBRERER (XREMAS ) (OIT) ZFEL show 5. FA OIT AIEEX show fF S 4
#9247,

- show running-conﬁg regex—ia'_\E'.ﬁEIEE’\J IE N FRIA R ci scoasa#show runni ng-config regex
regex urllistl ".*\.([Ee][Xx][Ee]|[Cc][Co][MM|[Bb][Aa][Tt]) HTTP/1.[01]" regex urllist2
TN ([PPl[TITIFfTI[W][Bb][Ss]|[Wy[Ss][Hh]) HTTP/1.[01]" regex urllist3
"\ ([Dd][Oo][Ce] | [ XX][LIT[Ss]|[Ppl[Pp][Tt]) HTTP/1.[01]" regex urllist4
LN ([Zz] i PP [Tt][Aa][Rr][Tt][Gol[Zz]) HTTP/1.[01]" regex domainlistl "\.yahoo\.cont
regex domainlist2 "\.nyspace\.cont regex domainlist3 "\.youtube\.coni regex contenttype
"Content - Type" regex applicationheader "application/.*" ciscoasa#

- show running-config class-map—& '~ B B¢ i& BV 3B B ci scoasa#show runni ng- config cl ass- map
I class-map type regex natch-any Donmi nBl ockLi st match regex donminlistl match regex
domai nlist2 match regex donminlist3 class-map type inspect http match-all Bl ockDonai nsC ass
mat ch request header host regex class Domai nBl ockLi st cl ass-map type regex match-any
URLBI ockLi st match regex urllistl match regex urllist2 match regex urllist3 match regex
urllist4 class-map inspection_default match default-inspection-traffic class-map type
i nspect http match-all AppHeaderC ass nmatch response header regex contenttype regex
appl i cati onheader class-map httptraffic match access-1list inside_npc class-map type inspect
http match-all Bl ockURLsC ass match request uri regex class URLBI ockList ! ciscoasa#

- show running-config policy-map type inspect hitp—Z RARKESH B http TREHY K EEER

%q'ci scoasa#show runni ng-config policy-map type inspect http ! policy-map type inspect http
http_i nspection_policy paraneters protocol -violation action drop-connection cl ass
AppHeader Cl ass drop-connection | og match request nethod connect drop-connection |og class
Bl ockDonmai nsCl ass reset |og class Bl ockURLsCl ass reset |log ! ciscoasa#

- show running-config policy-map—& R 5% B AR 54 Bt i DA K BRIA B SR B ARGV L (B
ci scoasa#tshow runni ng-config policy-map ! policy-map type inspect dns preset_dns_map
paranet ers nessage-| ength maxi mum 512 policy-map type inspect http http_i nspection_policy
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parameters protocol -violation action drop-connection class AppHeader Cl ass drop-connecti on

|l og match request method connect drop-connection |og class Bl ockDomai nsCl ass reset |og cl ass
Bl ockURLsCl ass reset |og policy-map gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect h323 ras inspect netbios inspect rsh

i nspect rtsp inspect skinny inspect esntp inspect sqglnet inspect sunrpc inspect tftp inspect
sip inspect xdncp policy-map inside-policy class httptraffic inspect http

http_i nspection_policy ! ciscoasa#

- show running-config service-policy—E 7~ 2 5 IEFEZ TR PT B IR S5 KM EL Eci scoasa#show
runni ng-config service-policy service-policy global _policy global service-policy inside-
policy interface inside

- show running-config access-list—E RER LR E LETHIHME FIRE Eci scoasa#tshow
runni ng-config access-1list access-list inside_npc extended permt tcp any any eq www access-
list inside_nmpc extended pernit tcp any any eq 8080 ci scoasa#

R P HE R
AR5 RG0SR T T XIRE R T HEHR,

ZX : £ debug T ZEI , HSHAEX Debug i THEEEFE.

- debug http—E 'R HTTP RE/ AR EE

HXER

. Cisco ASA 5500 RIIEENZLIER T#

. Cisco Adaptive Security Device Manager (ASDM) 3 #&
. Cisco PIX 500 RILZLBEXR

. Cisco PIX Bh K 3 8 4

. Cisco Secure PIX B X ifiin $5 %=

. B2 7™ @ Field Notices ( 23% PIX)

. #RE#E (RFC)

- BAREZFHHY - Cisco Systems
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