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ENRER
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HEFICRBRERFAREREMHREERSKNNARFRERE (1EZH policy map type
inspect i ) « EREREUMFH , MREVWETE—NHZ match T HHREFRME |, M7
PURBIHERERENRE , AT A EEERERBERF P EMA match 55, B match s
RAENREXNKIZFIBIEBSHHA ; flm , BRI SATE HTTP HIEEHH URL F&FH, BRI
FEMNFRER 2 HBENRERZEMF P (1S H class-map type regex @ F ) o

E1IHTHERHRE LN TFH.

F s 5
e B &3
SRESENFHHETE, Fl0, dg TE
R dog. dag. dtg MIF A EZEXEFHFHNE
° 18 , @0 doggonnit,
FREXNNFREHBABRNF TSR
e , AMBEFRERX LEAETCTFR. 6

= |20, d(o|a)g EE&C dog # dag , M|ag PTfC
;p%ﬁﬁi do Hl ag. FRRKRLAEEBARKS A
TEEWFR. Hla , ab(xy){3)z TE
abxyxyxyz.
| -ﬁ_ﬁ EEEE?R%BEE@{I%_ﬁﬁﬁﬁO @Uﬂﬂ
, dog|cat Pt# dog = cat.
—ANEBH , ERRE 0N H 1 MNERIHR

? e EBR. a0, lo?se IEEL Ise = loses
2 177 EE : UABA Ctl+V FEEAA S RE
CHEIIhEE,

— N1, HRRE 0N, 1 MNHEER
ENERIHNRIEN, Hla0 , lo*se THL

Ise. lose, loose &,

| gggy | EBEE xR, B, ab(y)3)z EE

*%*

i
i

} abxyxyxyz,
s |EEED R Bl , abpy)2)z IR
3 ?%/ = labxyxyz, abxyxyxyz %,

o e 3K i APESHFNEEFR, Bl , [abc] T
;)C FRRE Bt a. b= co
. EEFEEERFESANENTE, F)

a |BIWNF

bc ﬁ%%u ill] , [AabC] tHL a, b E‘?, C J‘Xﬁi‘ﬂg'f}ﬁ?‘ﬁ

o [MAZ] EEXREF & UINNE[FH.

TEEEFNEEFR. [[a-z] TEREED
@ Ex#, i EAF/FFEE : [[abcg-z] &
FAEE |Ba. b, c. g. sy tous Ve W, X,

8 %5 y. z, [a-cq-z] LR WM, XHBITF (-)

FRHRPRESHNRE—INTE—NFH
i, e EEFHEENX : [[abc] = [-abc].
REFHEPNEEZHRIBEEE, F
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o
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[T
ANREEALTERE :

. ASACLI &
. ASA BLi& 7.2(x) 5 ASDM 5.2

ASA CLI &l

ASACLI B

ci scoasa#show running-config : Saved : ASA Version
7.2(2) ! hostnane ciscoasa domai n-name

defaul t. donmain.invalid enable password 8Ry2Yj |yt 7RRXU24
encrypted nanes ! interface Ethernet0/0 naneif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 naneif outside security-level 0 ip
address 192.168.1.5 255.255.255.0 ! interface

Et hernet 0/ 2 naneif DMZ security-level 90 ip address

10. 77. 241. 142 255.255.255.192 | interface Ethernet0/3
shut down no naneif no security-level no ip address

i nterface Managenment 0/ 0 shutdown no naneif no security-
level no ip address ! passwd 2KFOnbNI dl . 2KYQU encrypt ed
regex urllistl

"N ([Ee] [Xx][Ee] | [Ce] [Qo] [Mn | [Bb] [Aa] [Tt])
HTTP/1.[01]" !--- Extensions such as .exe, .com .bat to
be captured and !--- provided the http version being
used by web browser nust be either 1.0 or 1.1 regex
urllist2 " *\ . ([PpI[1il[FF]][W][Bb][Ss]|[W\V][Ss][Hh])
HTTP/1.[01]" !--- Extensions such as .pif, .vbs, .wsh to
be captured !--- and provided the http version being
used by web browser nust be either !--- 1.0 or 1.1 regex
urllist3 ".*\. ([Dd][Oo] [Cc] [ [Xx][LIT[Ss]|[Pp][PpI[Tt])
HTTP/1.[01]" !--- Extensions such as .doc(word),

.xlI s(nms-excel), .ppt to be captured and provided !---
the http version being used by web browser nust be
either 1.0 or 1.1 regex urllist4

N[ ZzI TV PRl [T [Aa] [R]T[TE] [ GOl [ Z2])
HTTP/1.[01]" !--- Extensions such as .zip, .tar, .tgz to
be captured and provided !--- the http version being
used by web browser nust be either 1.0 or 1.1 regex
domainlistl "\.yahoo\.com' regex domainlist2

"\. nmyspace\.cont regex domainlist3 "\.youtube\.com !---
Captures the URLs with donmain nane |ike yahoo.com !---
yout ube. com and myspace. com regex contenttype "Content-
Type" regex applicati onheader "application/.*" !---
Captures the application header and type of !--- content
in order for analysis boot system diskO:/asa802-k8. bin
ftp nmode passive dns server-group Defaul t DNS domai n- nane
defaul t. domain.invalid access-list inside_npc extended
pernmit tcp any any eq www access-list inside_npc

extended pernmit tcp any any eq 8080 !--- Filters the
http and port 8080 !--- traffic in order to block the
specific traffic with regular !--- expressions pager

lines 24 ntu inside 1500 mtu outside 1500 ntu DMZ 1500
no failover icnp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdm 602. bin no asdm history enabl e
arp timeout 14400 route DMZ 0.0.0.0 0.0.0.0
10.77.241.129 1 timeout xlate 3:00:00 timeout conn

1: 00: 00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00: 02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp




0: 05: 00 ngcp-pat 0:05:00 tineout sip 0:30:00 sip_nedia
0: 02: 00 sip-invite 0:03:00 sip-disconnect 0:02:00

ti meout uauth 0:05: 00 absol ute dynam c-access-policy-
record DfltAccessPolicy http server enable http 0.0.0.0
0.0.0.0 DMZ no snnp-server |location no snnp-server
contact snnp-server enable traps snnp authentication

Ii nkup I'i nkdown col dstart no crypto isaknp nat-traversa
telnet tineout 5 ssh tineout 5 console timeout O threat-
detection basic-threat threat-detection statistics
access-list ! class-map type regex match-any
Dorei nBl ockLi st match regex domminlistl match regex
domainlist2 match regex domainlist3 !--- Cdass map
created in order to match the domain nanmes !--- to be

bl ocked cl ass-map type inspect http match-al

Bl ockDonai nsCl ass natch request header host regex class
Domai nBl ockList !--- Inspect the identified traffic by
class !--- "DonminBl ockLi st" class-map type regex match-
any URLBI ockLi st match regex urllistl match regex
urllist2 match regex urllist3 match regex urllist4 !---
Class map created in order to match the URLs !--- to be
bl ocked cl ass-map i nspection_default match default-

i nspection-traffic class-map type inspect http match-all
AppHeader Cl ass natch response header regex contenttype

regex applicationheader !--- Inspect the captured
traffic by regular !--- expressions "content-type" and
"applicati onheader" class-map httptraffic match access-
list inside_npc !--- Class nap created in order to match
the !--- filtered traffic by ACL cl ass-map type inspect
http match-all Bl ockURLsC ass match request uri regex
class URLBl ockList ! !--- Inspect the identified traffic
by class !--- "URLBI ockList" ! policy-map type inspect

dns preset _dns_map paraneters nessage-| ength naxi num 512
policy-map type inspect http http_i nspection_policy
parameters protocol -violation action drop-connection

cl ass AppHeader d ass drop-connection | og match request
met hod connect drop-connection |og class

Bl ockDonai nsCl ass reset |og class Bl ockURLsCl ass reset
log !'--- Define the actions such as drop, reset or |og
l--- in the inspection policy map policy-nmap

gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdncp policy-map
inside-policy class httptraffic i nspect http

http_i nspection_policy !--- Map the inspection policy
map to the class !--- "httptraffic" under the policy map
created for the !--- inside network traffic ! service-
policy gl obal _policy global service-policy inside-policy
interface inside !--- Apply the policy to the interface

i nside where the websites will be bl ocked pronpt

host nane cont ext

Crypt ochecksum e629251a7c37af 205¢289cf 78629f c11 : end
ci scoasa#

ASA BLE 7.2(x) &5 ASDM 5.2

EREENRAEXNARENAT MPF SUMERIERFEMY |, EERATHER

1. Bl IENFRER%E$F Configuration > Global Objects > Regular Expressions 3 & ifi“Regular
Expression” £~ FRY“Add” , SAESIZBIENFRAR, BGIEIENREX domainlist1 , SAERIK



#% yahoo.com., # 7 Ok,

Corfiguration = Global Objects = Regular Expressions

- i Mlebwerk Object Groups :-F:eﬁum Exprasshons
o IP Hames = :
- %mrﬁ:eemms rﬁtgﬂhr"”" = )
= Crass Meps Cpnfigure requlsr smpressions for ube in pailern maflching, Regulsr expressions wilh names Starbing wih "_detaut’
] OHE are defeut reoguier expressions and cennod be rodified or deleted,
FTR % Add Regular Expression R [ =
)
HTT= :
Irretant Mezeaging (h Plame: immﬂ Edit |
I8 =p
=B Inzpect Meps yslper | [Lyshoat com Buid... Delete
-, DrERRC
=-F8, s Test.., U
- preset _dns_mag I'J
- esme
e
[ z1P
;'%H.ﬂs o Cancel | Help | FIIH‘TEHE"EHH
A28 IE N R3X X domainlist2 , SAEH#E3R1E % myspace.com, #£ Ok,
B Add Regular Expression
Narme: |d-:.main|ist2
Value: | [Wmyspacel.oom ) Build...
| Test...
Ok I Cancel Help |
ez
IENFRER domainlist3 , AEH#IRIEE youtube.com, 7 Ok
@= Add Regular Expression
Narme: |dnmain|ist3
Walue: | [Wyoutubel.com Build...
| Test...
] 4 I Cancel Help
U=

ENFRIA urllist! , SUEHIR exe. com, bat EXHTER (RI& Web X MEESFEHR hitp

FRAR 1.0 1.1) . 2 Oko



ﬁ: Add Regular Expression

Nare: Iurllist1| }
walue | [PIEe[Ee][Co][Co][Min]I[ER][Aa] Tty HTTRA [01] J Biuaildd.
Test..
Cils, I Cancel | Help | BIEENE

A3 urllist2 , SUEHIR pif. vbs, wsh EXHT EBR ( BRIZ Web MR FEHH HTTP RAZR
1.0H1.1), 2 Oko

@= Add Regular Expression

Marme: urllist2

walug: || WIPRIIF A Y IER] S0 [52][Hh]) HTTRA [01] Biuild

Test.

2k Cancel Help

k= MES

B3R urllist3 , SAEHIR doc. xIs, ppt EXHT ER (Ri& Web X IE[EAR HTTP R4 2E

1.0 1.1), &£ Oko
g% Add Regular Expression

Mame: | Jurllist3 1

valug: | | DA Oo)[Ce]eQILN[==][PRIPRITH) HTTRA [0 ]J Bl .

Test...

Ok I ancel Help

B 22 1IE N
FA urllistd , LAERIR zip, tar, tgz EXHY BR (RIZ Web X EEFFERH HTTP M4
210%1.1), ¥ Ok



@= Add Regular Expression

Marme: Lrlli=td

Wallie: AULLZPRITAa] R Gol[£2]) HTTRA [01] Buildd...
Test. .
Ik Cancel Help BRI
M| FR3A3 contenttype , AERHRABERE, #& Ok,
Reqular Expression
Mame:  ||contenthype
Walle: I:'3'f"'fer"'f-T':-“F'Ej Buwilt
Tes
o cancel Help SRR TN F
3 applicationheader , L@ %K & fh B AR F ARk, #H Oko
ﬁ: Add Regular Expression
Matme: applicationheade
alue: applications * ) B
Te
a4 Cancel Help
EWCLERE

2. IR IFNRERX LR Configuration > Global Objects > Regular Expressions F 2% &
“Regular Expression Classes” &I+ T “Add” , MEBIEZ R, BIBENRIERNE
DomainBlockList , SAEEE LA TEEENFRIA : domainlist1, domainlist2 1 domainlist3.
B Ok,



% Add Regular Expression Class Map

Configure a reguiar expression class using available regular expressions. For & class to be considered a match, anly
one of itz match condiions needs to be met.

T Unnmmﬂlnckum J
Description:
-hxallable Regular Expressions Configured Mateh Condtions
Regular Expression | [ matenTyps | megusr expression
B - - & domainksti
_defaull_msn-messenger R E_"l domaiiist2
~detak_shoutcast-unneling-prot... or K dloemairilizt 3

_dafaull_windows-media-player .
_defaull _x-kazsa-netwaork
_default_yahoo-messenger

applicatianheader

Edit. [ NEWL Match Type: L) Match

B 2 IF | R3A X3 URLBIockList , LAEPCEL LA FEEENFRIE : urllist1, urllist2, urllist3 #
urllist4, 2 Oko



i% Add Regular Expression Class Map

Configure a regular expression class using avakable regular expressions. For a class to be considered a match, only
one of it= match conditions needs to b met.

Mame: |LIHLEInckLi3t |

Description:
—dwailable Regular Expressions - Configured Match Condifions
Regular Expression Match Type ﬁl]agular Expression
_ :I S| urllizti
_default_icy-metadats or [ e
_default_men-messengar or [ it

_detautt_shoutcast-turneling-prot....
_detault_windows-meda-player...
_default_x-kazaa-rigtwork
_detault_yahoo-messenger
applicationheader

cantenttype

domainlist

domainlist2

domainists |4
Ecitt. | Mews . | Match Type:  [E) Match

¥ CLIRE

3. &R SA B H A7 RiLF Configuration > Global Objects > Class Maps > HTTP >
Add , SUECIEEBE K ARXKEHRSHEMNRER IR EN HTTP FTE, SIEXEME
AppHeaderClass , L& F 1E N 38 = 3R Sk PTlie i Ridrsk o




g= Add HTTP Traffic Class Map

arne: AppHeaderClaszs |

De=cription;

atch Al

Match Type Criterion Nalue

@& Add HTTP Match Criterion

batch Type: 0 Match Mo Match

Criteriomn: U Fezponse Header Field ;]
—Malle
—Field
" Predefined: accept-ranges i
[f:' Regular Expression: cortenttype ;] Manage. ..
—alue
= I:'f:' Fegular Expression: applicationheader hManage...
i Fegular Expreszion Class: DarmainBlockList i Marage. .

B Ok, BIZZMRET BlockDomainsClass , A& A IE N R IE X IWIR K TH iF RER Ko




g Add HTTP Traffic Class Map

Marne: [ |EIIDcanmainsCIass
Dezcription:
Match Al
Match Type Criterion walle A

@& Add HTTP Match Criterion

Match Type: % Match 1 Mo Match

Criterion: [ Fequest Header Field

—Walue
—Field
[f:' Fredefined: host ik J
i Fegular Expression: _default_ GoTaky... ™ Matiage. ..
—Walue
— i Fegular Expression: _default_GoTaky... ™ Mahage. ..
[F Fegular Expression Class: Manage...

B Ok, BIZEEMRE BlockURLsClass , LA{E I IEN R AN FHIRFKICE FER URI,




g= Add HTTP Traffic Class Map i

Marme: [ |EFI|:n::kLIHLsCIass J
Dezcrigtion:
Match Al
Match Type Criterion “alue A

@& Add HTTP Match Criterion

Match Type: (% Match € Mo Match

4
Criterion; [ Reguest LR J ll
—walue

i Regular Expres=sion: I_defaurt_GchDMy... o Manage...

(f:' Regular Expres=sion Clazs: M—j Manage. ..

B Oko FMCLI ERE
4. R R+ ICE AV IR BIRAEL IR Configuration > Global Objects > Inspect Maps >
HTTP , LAfE 4% http_inspection_policy , AR AN BN RERERIE. £ Add, RAFEE

“Appl ”o

C |_|r|T||1IlHt|Hr| "'!Illt!-.” [ !hll-'l ts = Inzpect Maps = HTTFE
----- ,ﬁ Netwark Object Grau | A -HTTR
""" = P Mames

Create HTTR maps and configure their default inspection behavior. To change inspectior
map, elect the map in the navigstion tree on the lett.

----- T Service Groups

EI---@ Clazs Maps
[

inzpect Map to Add
Marme: I;If'rttp_inﬂpectin:nn JCII:I”C':.-'J
Dezcrigtion:
I S
EI---E, Inzpect Maps
[ DCERPC
E‘ E DN Security Lewvel
i beepreset_dns_map : ;
Miowe the slider to change the secutity lewel
----- @, ESMTF [ ;. i A == |
I muas

prik=d Conﬁguratlon > Global Objects > Inspect Maps > HTTP > http_inspection_policy , A/
& F“Advanced View”>“Inspections”>“Add” , AMER B 51 R L BIERH S FhRG B IR ME,



[ ;ﬂwwwwmmu:
- T

b Bl Sarvice Groups
_El-@smms

preset_dns_mep

: %ESMTP
B Fre
B8 sTR
B8 R
=, HrTe

Confguralion = Global Dbjacts = Inspect Maps = HTTP = hilp_inspachion_policy

—hitp_lnepactiom_policy
Bt the basic settings for the HTTR mep Inthe Basic Wiew. Make advanced changes for the HTTP map ih the Scenced
Wis,

Hame: Filp_inzpeclion_policy

Dezcriplion: |

matchTyps | crterion | Valie |
Erit
[raisie |
moveln |

B Ok, JFig4ERE ) Drop Connection ; J“Criterion” 1 “Request Method” B “Value”

“connect W RERB A BEICH,



g% Add HTTP Inspect

—hlatch Criteria
i* Zingle Match

biatch Type: 2 Match € Bo Match

Criterior: [ IHequest Method J

—walle

& oo | [ ~

. Fegular Exprezzion

{* Regular Expression _default_GaoTo

{* Regular Expression Class: DomainBlockLi:

i Multiple matches

HITR Traffic Clazs: I.ﬂ.ppHeaderCIass

| 4

= ctions

Action: ohnection © . Reset 1§ Log
Log: | {* Enable | " Dizahle

79 Drop Connection , 3 Bl AppHeaderClass 3 /3 i H & 12 %,

fi Ok, FHRFIRE



g% Add HTTP Inspect

—hatch Criteria

i~ Zingle Match

fiatch Type: % Mateh € Mo Match

Criterion: FegueztBezponze Cortert Type Mizmatch [
Yalle
Mot applicakle.

[f:' huttiple matches ]

HTTF Traffic Class: [Iﬂ«ppHeaderClass b

—Actions

Sction; % Drop Connection i Reset Log

Log: {* Enahle " Dizaklz

B Ok, FHREIR
E N Reset , # B/ BlockDomainsClass /8 f H &2 &,

#& Add HTTP Inspect

—hatch Criteris

" Single Match

fatch Type: 0 hatch €0 Ro Match

Criteriomn: FegueztFezponze Contert Type Mizmatch =]
Walle
Mot applicakle.

{e Muittiple matches

HTTF Traffic Clazs: |IBIDcanmainsCIa33 J -

—Aactions

Action: 1 Drop Connection {s Eeseﬁ i Log

Log: " Dizakle

B Ok, FHRE



B ¥ Reset , 3 B BlockURLsClass %5 A B £i2 R
g% Add HTTP Inspect

—hatch Criteria

" Single Match

Match Type: {* hatch = Mo Match

Criterion; FeguestFezponze Content Type Mismatch

"‘-.-“alue
It analicable

(s Muttiple matches

HTTR Traffic Clazs: UEIDEHUHLSCIESSJ -

“Actions

Action;  § Drop Connection {s HEEE i Log

Log: " Dizakle

¥ Ok, #i7 Applyo

FNYCLI BE

5. [AEOMARE hitp FEEE“Service Policy Rules” i I T i%# Configuration > Security

Policy > Service Policy Rules > Add > Add Service Policy Rule,
Caonfiguration = Security Palicy = Service Falicy Fules

Access Rules | asa Rules | Fiter Rules | (Service Policy Rules|

% Add - [ Edit @ [Elete | + ¥ ‘ 3—. = || 2, Find | k24 Rule Diagram I.r_fE Packet Trace
Add Service Policy Rule... | Filker: |Clear | Rule Cue
R hanagement Service Policy Rule. .. Tyt Dk it
;'E In=ert... Source Deztination Service
o In=sert Aiter...
— inspection... CEY Match @@ any @@ any Q, defaut-inspe.

HTTP BiERM TR K 2 it BRI EO M Interface 2iEZR4H |, RF%EFE Policy Name #ER
inside-policy, 7 Next.



§% Add Service Policy Rule Wizard - Service Policy

Adding & new service policy rule requires three steps:

Step 10 Configurs & servics policy.

Step 2 Configure the fraffic classification criteris for the =ervice policy rule.
Step 3 Configure actions onthe traffic classified by the service policy rule.

~Creste a service policy and apply to

Only one service policy can be configured per infarface or at global leval. If a service policy already exists, then
wou can add a newy rule into the existing service policy, Ciherwiss, you can creste & new service policy.

O terface inzide - (create new service policy)
Palicy Mamne: ‘inside—pnliﬂ
Description: ‘

™ Global - applies to al interfaces

Halicy Mame: ookl policy

Dresrrintion

= Back | Cancel |

BRI BRET httptraffic , RE 1%+ “Source”M“Destination IP Address” ( 5 ACL ) ., #if
Next.




§= Add Service Policy Rule Wizard - Traffic Classification Criteria

| exdisting tratfic class, then it will match the class-defaul traffic class, Class-default can be

FF“Source”f“Destination™RE A any , FHRHF“TCP port"iRE N “HTTP", # i Next.



= Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

Actior: [Match |
Source Destination
Type: I@' arvy d Ty e J@ any i

rProtocol and Serwce

Brotocol |m,f " )

rSowrce Port e : Destination Part
% Service: I- j El'l'l' | _l] % Sarvice: ]- d hpﬁwvwl | j
= Group: I ;] _I " Group: ] d

Ciptions
Tirne Range. |(uny_] *'I I
Descripton

Ji':F' HTTP iﬁ?ﬁiiﬂ %J‘ifﬁ“Conﬂgure o

Pratocol Inspection | Connection Settings | @os |

[~ cTIoBE

[~ DCERPC CORfiGUre...

[~ DN Configure...

[~ ESMTP Canfigure. ..

[~ FTP Canfigure...

™ H323H225 Configure...

I H323RAS CORfiGure...

[IF HTTF : Configure...
—_ 1%/ Select a HTTP inspect map for the

control over inspection #i1%£1&H, & Oko



g% Select HTTP Inspect Map

™ Use the defautt HTTP inspection map

li?:' =elect a HTTP inspect map for fine control over inspection :,l

&,cicd

8] .4 I Cancel | Help |

B SER

Configuration = Security Palicy = Service Policy Rules

Access Rules | 00 Rules | Fitter Rules | service Policy Rules |
 Add vHEditﬁDelete|j~ ,[,|;,E, - ||ey Find
Fiter: |--Select-- j Filker |Clear| Fule CQu

Traffic Classification

Rule Diagram [0 Packst Trace

Mame iMoo | Enabled Match Source Destination Service

E---t}lnbal; Palicy: global_palicy
- inspection... G Match & any @@ any Ol defautt-inzpe

(~Hitptratic 1 I TE Match @ any @ any T2k hitp

..

o

i 0 8080 it H X% & Add > Add Service Policy Rule.



Access Rules | 284 Rules | Fiter Rules | Service Policy Rules |
% Add -| [ Edit ﬁ Lelete | + 4 | & FL - ||Q Find ‘ Rule Diagram | & Packet T
Add Service Palicy Rule... Fiter | Clear|  Rule
,.l'_ a 3
Add Management Service Policy Rule... Traffic Classification
W Inzert... Source Destination Service
-%: Inzert After...
- inspection... (E) Match @@ any @@ any 0, defautt-ing
= rnterface: inside; Policy: inside-palicy
______ httptraffic 1 M CEmatch @ any @ any T hitp

Adding a new zervice policy rule reguires three steps:

=tep 1. Configure a service policy.
=tep 2 Configure the traffic classification criteria for the service policy rule.

Step 3 Configure actions on the traffic classified by the zervice policy rule.

—Create a service policy and apply to:

Only one zervice policy can be configured per interface or at global level. If a service g
woll can add & new rule into the existing zervice palicy . Stherwize, you can creste an

% Interface:
Palicy Marme: Iinﬂide-pnlin:':.f x
Dezcription: I

%®E
Add rule to existing traffic class 1% %4l , AFM TR E FIEFE httptraffic’s £ Next.



service Policy Rule Wizard = Trathic Classification Criferia

" Creste a new tratfic class: nsida-class

[rescription [omtional

hraffic mateh criieria
[T Defaut inepection Traffic
[T Eource and Destington P Address (uses ACL)
[T Turinel Group
[T TCE or LIDF Destinstion Fort
|_ EITFE Range
[T IF Dif1Eem Codepoints [ BSER)
[T P Precedence

[T fy traftic

Rule can be added to existing class map it that class map uses access control kst (ACL) as traffic match critena.

(* Add rule to existing traffic class: Hptratfic ]

If traffic does not maich a existing traffic cless, then it will mstch the class-default traffic class. Class-default can be
uzed in catch all situstion.

" Use class-default as the traffic class.

« Back |@| Cancel |

fF“Source”fM“Destination” iR EH any , HFTCP port”iZ&71“8080", # i Next,




yerwiDe Folicy Hule YWiZart “1aLCin Jestination Address

B Ko



= Add Service Policy Rule Yizard - Rule Actions

| Pratocal Inspection’| Connection Settings | @os |

[~ CTIGEE

[~ DCERPC Canfigure...

= Catfigure. .

[~ ESMTP Cattigure. ..

[~ FTP Zanfigure...

[~ H323H225 Configure...

[T H3z3RAS Configure. .
[F HTTP Canfigure. .. HTTF Inzpect Map: http_inspection_palicy ]

I 1cmp

[~ 1CMP Error

s

[ I Zanfigure...

™ IPSec-Pazs-Thru Canfigure...

[~ mGecP Contigure. ..

[ NETBIOS Canfigure. .

™ ppTR

< Back

~OnATguratian = oe

Arccess Rules I A5 Rules I Fitter Rules | service Policy Rules I
g add ~ [ Edit [] Delete | + ¢ | 3 FL - ||q Find

Fittexr: I-—Select-— LI I Filker: |Clear| Fule

Rule Diagram | & Facket T

Traffic Classification

Marme Mo | Enahbled Match SourceE Destination SErvic

E---t}lnhal; Palicy: global_palicy
1 inspection... 0E Match @@ any @@ any Q, default-ir

= I'|tEer'f:a|::Ee: inzide; Palicy: inzide-palicy
- hitptraffic 1 M [Eymatch @ any @ any T it
o 2 VO Match @ any @ any 1ok w050

% Apply. %3 CLIRE

B



ER AL D ATEIAE BRER ERIZTT.

TREERER ({REMAF, ) (OIT) XFHEL show 5. A OIT AIEEX show iR
Y 73 4o

. show running-config regex—& 7~ 2 Bt & #Y IE | $RIA R ci scoasa#show runni ng- confi g regex
regex urllistl ".*\.([Ee][Xx][Ee]|[Cc][Oo][M|[Bb][Aa][Tt]) HTTP/1.[01]" regex urllist2
AN ([PPI[ Vi)Y I W][Bb][Ss]|[W\V [Ss][Hh]) HTTP/1.[01]" regex urllist3
"R\ ([Dd] [ Qo] [Ce] | [XX][LIT[Ss]|[Pp][Pp]l[Tt]) HTTP/1.[01]" regex urllist4
RN ([Zz)[ Vi) [PP] [ Tt][ARl [Rr]|[Tt]1[Ggl[Zz]) HTTP/1.[01]" regex domminlistl "\.yahoo\.cont
regex domainlist2 "\.nyspace\.com' regex domainlist3 "\.youtube\.con regex contenttype
"Cont ent - Type" regex applicati onheader "application/.*" ciscoasa#

- show running-config class-map—& '~ B B¢ i& BV 3R B ci scoasa#show runni ng- config cl ass- map
I class-map type regex natch-any Donmi nBl ockLi st match regex domminlistl match regex
domai nlist2 match regex donminlist3 class-map type inspect http match-all Bl ockDonai nsC ass
mat ch request header host regex class Domai nBl ockLi st cl ass-map type regex match-any
URLBI ockLi st match regex urllistl match regex urllist2 match regex urllist3 match regex
urllist4 class-map inspection_default match default-inspection-traffic class-map type
i nspect http match-all AppHeaderC ass nmatch response header regex contenttype regex
appl i cati onheader class-map httptraffic match access-1list inside_npc class-map type inspect
http match-all Bl ockURLsC ass match request uri regex class URLBI ockList ! ciscoasa#

- show running-config policy-map type inspect http— & RAXRKE S B EH http FREAYREEAR

5@0|scoasa#shom/runnlng-conflg policy-map type inspect http ! policy-map type inspect http
http_i nspection_policy paraneters protocol -violation action drop-connection class
AppHeader d ass drop-connection | og match request nmethod connect drop-connection |og class
Bl ockDomai nsCl ass reset |og class Bl ockURLsCO ass reset log ! ciscoasa#

- show running-config policy-map—& 7R P 5% B BR 5 Be i DA K2 BR TA B9 SR R BR 5 B 2
ci scoasa#show runni ng-config policy-map ! policy-map type inspect dns preset_dns_map
paranet ers nessage-| ength maxi mum 512 policy-map type inspect http http_inspection_policy
paraneters protocol -violation action drop-connection class AppHeaderCl ass drop-connecti on
|l og match request nethod connect drop-connection |og class Bl ockDonai nsCl ass reset |og class
Bl ockURLsC ass reset |og policy-map gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect h323 ras inspect netbios inspect rsh
i nspect rtsp inspect skinny inspect esntp inspect sqglnet inspect sunrpc inspect tftp inspect
sip inspect xdncp policy-nmap inside-policy class httptraffic inspect http
http_i nspection_policy ! ciscoasa#

- show running-config service-policy—& 7~ = I IE I TR FT B AR S5 SR BEBL B ci scoasa#show
runni ng-config service-policy service-policy global_policy global service-policy inside-
policy interface inside

- show running-config access-list—E R ER 2R E LETH A SIRE Eci scoasattshow
runni ng-config access-1ist access-list inside_npc extended permt tcp any any eq www access-
list inside_npc extended pernmit tcp any any eq 8080 ci scoasa#

B BB PR

AER 5 R ALV E BT B T XS B B 3 1T B PR HERR
AX . £/ debug s H2H , BFSHEAEX Debug i THEEEFE,

- debug http—E& '~ HTTP REMAEHEE,

HXER

. Cisco HENRLFEZIRHN
. Cisco Adaptive Security Device Manager (ASDM) & R [



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav

. Cisco 500 &3l PIX ¥R
- BARF R - Cisco Systems
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