{55 F 32 iE B 5 Microsoft CARASA/PIX 7.xH]
VPNZ FiIPSeciAiE i E R 5

ASA BLEHLE
VPN % /s fi S

RN B UATE Cisco B2k % (ASA/PIX) 7.x F VPN Client EF S LZEFE=HHNEHRFIES
, LRI Microsoft iEFH 4113 (CA) BRE 2K IE IPSec X &4,

KRR

ER
A ERIGEENS 7 FEB AL (CA) REHRITIEREM. XEFNE=H CA HNEHZHE

Baltimore, Cisco. Entrust. iPlanet/Netscape. Microsoft, RSA Hl Verisign.
R . ASREA Windows 2003 FREE84EH CA RSB A %R,

AR ARIR ASAPIX RELETFE VPN B E,

fERNEH

AXEANESETUTREMBEHRA



. EATHRBERRA 7.2(2) F1 ASDM ERZ 5.2(2) B9 ASA 5510,
C BITHHRRE 4.x REERZAH VPN Client,
AT EEHRETREXRRENRETNIRZREN, AT FEANMEREEVHEXAR
B(BRA)BE. NREFANREXING , FHRRECLXTHAEGTNEES N,
HXF=m
ASA BLiE o] A T2 1T E R A 7.x B9 Cisco 500 R % PIXo
ps |

BXRXHEANBFMRESR , S H Cisco BRALRRAN,

[
AEB 7 R X W EL B AN AL PR Zh RE RV AE BLo
AR FADKTERTIE (REIMAF, ) IRBMEXABSFAERAGTHEHAESE

P 4
AXAEERATMERE -

AR KEERFERAN IP HmiuLFRE Internet LT EEEH, XEMURESREREPER
# RFC 1918 tthiit,

EE
AXHEFERAUTERE :
- ASA ELE

. ASA Bl EBIE
. VPN BEFREE

ASA Bk
HITUTSBEMELE ASA FREE = HENERFIES

F 1. BWiF Date, Time ¥ Time Zone EEHB EH

IR 2. £ B RSA ZHHXY

] 3. BEEES

HIR 4. A BUE T

HB 5 WIFEER

G

FUEP

Wit

IR 6.
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H] 7. BEIZELR VPN (IPSec) £ # R FRVIUEFH

S8, 1. BiF Date, Time # Time Zone HERHEHE

ASDM S B

1. i Configuration , A5 % i Properties,

2. BFF Device Administration , #Af5i%#% Clock,

3. RWIFFHWEEREER, EEWHEITIUERREIE , Date, Time  Time Zone EATER,
eI

Ciscoasa
Ci scoASA#tshow cl ock 16:25:49.580 | ST Fri Dec 28 2007

IR 2. £ B RSA XY

£ RSA LA™ S ASA B MERE —EBEK PKCSHI10 IEHIER, BRBABHEHENHIER
AN EERNERA B

ASDM B

1. 8 Configuration , A5 # & Properties,
2. BT Certificate , R/5i%#F Key Pair,
3. B Add.
4. MABHREN , EBRRBA/DN , RAREBRERAXRE, X HEENBHAI KPR 1024,
5. B Generate Now., ZBIZRIZEAXS RITE Key Pair Name lH 51l H,
wEITRA

Ciscoasa
G scoASA#configure term nal C scoASA(config)#crypto key
generate rsa | abel ny.CA key nodul us 1024 !--- Cenerates

1024 bit RSA key pair. "label" defines the nanme of the
key pair. INFG The name for the keys will be: ny.CA key
Keypair generation process begin. Please wait...

ci scoasa(config)#

T3 HREER
EFH ASA FERNIERBIM (CA) , BARBEER,
ASDM £

1. 8 Configuration , A5 # & Properties,

2. RFT Certificate , #A/GEFF Trustpoint,

3. #£$# Configuration , A5 ¥ o7 Addo

4. BEELATE : Trustpoint Name: EERBMNEBFAEMEX. ( ARHIEA CAT. ) Key
pair £ FEE 2 ZTHEREAX (my.CAkey)o

5. #{Ri% 5 Manual Enrollment.

6. B & Certificate Parameters. < i3 Certificate Parameters X1 & 4E.




7. 2 Edit, AFRETRPIENEY : EEREXLE , ATBM Attribute THLFIFRHPIERFE
S AE , AFETH Add,

8. AIMMENHEZE , £ OK,

9. ¥ Certificate Parameters JJiE4EHY Specify FQDN ZE& & |, A FQDN, WENSRATFLAH
£ % (CN) # FQDN # .

10. i Ok

1. RIERBER T ERNZAX , AR5 ETE Use manual enroliment $ %&£ 1Z4H .

12. B85 OK , ARIFE T Applyo

A — —

1T RBl

Ciscoasa

Ci scoASA(config)#crypto ca trustpoint CAl !--- Creates
the trustpoint. C scoASA(config-ca-
trustpoint)#enrollnent terminal !--- Specifies cut and

paste enrollment with this trustpoint. C scoASA(confi g-
ca-trust poi nt)#subj ect - nanme

CN=wepvpn. ci sco. com OU=TSVEEB, O=Ci sco

Systems, C=US, St =North Carolina, L=Ral ei gh !--- Defines

x. 500 distingui shed nane. G scoASA(confi g-ca-

trustpoi nt) #keypair my.CA. key !--- Specifies key pair
generated in Step 2. C scoASA(confi g-ca-trustpoint)#fqdn
Ci sCOASA. ci sco.com ! --- Specifies subject alternative
nane (DNS:). G scoASA(config-ca-trustpoint)#exit

SR 4. & RRAE 53R

ASDM H

1. 8 Configuration , A5 % i Properties.

2. BFT Certificate , AA/51%£$% Enroliment,

3. WINEERTESE 3 THUENEER , RFED Enroll, FoHI—NXFE , HIHIERE
MHER (B RIEBZRER)

4. 5 PKCS#10 EMEREFI BN XAXXH , AERHRTFHN CSREBRIE=AHNmE (il
Microsoft CA ) , HILA RSB R : AR vpn RFF[EMHVAFPEIEERET CA REE
172.16.5.1, E& : FRERZEEHATER CA IREEEM ASA (vpn BREES ) APk, ., #&
Request a certificate > advanced certificate request , A/5i%£3F Submit a certificate request
by using a base-64-encoded CMC or PKCS#10 file or submit a renewal request by using a
base-64-encoded PKCS#7 file, E#l4mIBEL , HRHEMNLEl Saved Request XA F B H

, ARG H & Submit, ¥ 15 Base 64 encoded ¥ i£1ZH , AR5 % o Download certificate, HI
File Download XfiEAERT |, & A XA cert_client_id.cer REFEXH , XREZR M ASA £
S MER,

A — —

B HITRO

Ciscoasa

Ci scoASA(config)#crypto ca enroll CA1 !--- Initiates
CSR. This is the request to be subnmitted !--- via web or
emai|l to the 3rd party vendor. % Start certificate
enrol Il ment .. % The subject nane in the certificate will

be: CN=Ci scoASA. ci sco. com OQU=TSWEB, O=Ci sco

Syst ems, C=US, St =North Carolina, L=Ral ei gh % The fully-
qualified domain nane in the certificate will be:

Ci sCOASA. ci sco.com % I nclude the device serial nunber in




the subject nane? [yes/no]: no !--- Do not include the
device's serial nunber in the subject. D splay
Certificate Request to ternminal? [yes/no]: yes !---

Di spl ays the PKCS#10 enrol |l ment request to the termninal.
I--- You will need to copy this fromthe terminal to a
text !--- file or web text field to submit to the 3rd
party CA. Certificate Request foll ows:

M | CH CCAYc CAQAWgaAx EDAOCBgNVBACTB1JhbGVpZ2gxFz AVBgNVBAQT
Dk5venRo

I ENhcmB's aWsh MQs wCQYDVQQGEW VUz EWVBQGALUEChMNQRI z2Y28gU3I z
dGvt czEO

MAWGAL UECX MFVFNXRUI x Gz AZBgNVBAMT EmNpc 2Nv YXNhLmNpc 2Nv LmNv
bTEhMBBG

CSqGS| b3DQEJAhYSY2l zY29hc2EuY2l zY28uY29t M G MAOGCSqGSI b3
DQEBAQUA

A4AGNADCBI QKBgQCmrM 2Vt eHnhi hS1uQ 0+hVWA5KnOPpl 6 Y/ MW\iggBaB
9MAy Tx5b

FnB86s8F73Wsf QPynBDf BSsej DOnBpFYzKsGf 7TUMB2nR2RFaqgf y Nx Yt
30MXSNPO

nLdZ0xJVnRI p9cyQ/ 983pnbPf DD6/ hoOnTkt x0i +1cEXOl uBvh7oKar
gw DAQAB

oDOWOWYJKoZI hvc NAGQk OVB4wL DAL Bg NVHQB EBAMCBa AWHQYDVRORBBYwW
FI 1 SY2l z

Y29hc2EuY2l zY28uY29t MAOGCSqGS| b3DQEBBAUAAAGBABr xpY0q7SeO
Hzf 3yEJq

po6wGroZpsvpYl / HenKU aRc783w4BMO5! ul | EnHgRgAXr ThQnOB7JPI
bkc2ykkm

bYVRt / wi Kc8Fj pvPpf Okj MKOT3t +He@ 5Q Kx2Y/ vr qs+Hg5SLHpbhj /
Uol13yWCe 0Bzg59cYXqg/ vkoqzV/ t BUACr ---End - This line not
part of the certificate request--- Redisplay enroll nent
request? [yes/no]: no ciscoasa(config)#

FRE BIEEES
ME=ZFHNELRBFHIERE , BT AREHRITISR,
ASDM 5%

1. FEMEBFREFIREITENF,

2. NREWB W R base64 MNEZUEH , WIEAME It base64 15

BXA L,

B, AHEEE

3. RXHT BREBKRN cero XX : FXMHY BBEN cer /5 , XHERFERRNIES , TR

o

4. MEMIEH XY, FE : R General &1+ H & R“Windows does not have enough
information to verify this certificate”E 2 , MESZEHITH TR ZET ,
R CA S HE CALH, BEHE=AFHNEY CAEERARR , WRBHEHKMIIR CA =

A8 CA iE$,
5. B 7 Certificate Path £+~

TFIRENEE = 5 R BT

6. BEHEMNTRAMNBMES LS CAEPR |, ARFE T View Certificate, S HIM CA B

HAER
7. B Details AEE FHIEHHNFEREE.

8. EREFHIEB A , BUHM CABRFHRPTH CAILES , HRHERET ASA ., ENE

N CATHI CAREEBFRTEH CAIULES , BHITUTTR . £AN vpn REJ[EEWAFEIL
Zx%F CA RS 38 172.16.5.1, B 7 Download a CA certificate, certificate chain or CRL , A
Jai%£1% Base 64 RiE R IEERB 5%, £ Download CA certificate, £ XH4&



certnew.cer & CA iE B RFZITENAF,
9. % E CAIEBHNRENE.,
10. ERANARYgRESRITIF X |, flicER, (ARETH , A/FiEE Send To > Notepad.
)
1. F2EREUT TEPIUEHE base6d wIBEER :
12. £ ASDM H | B Configuration , SR /5# &5 Properties.
13. BFT Certificate , AA/F1%E$F Authentication,
14. % &5 Enter the certificate text in hexadecimal or base64 format 2% %41,
15. ¥ base64 &K CA UEF M XA miE 85 7 A5 B XA X4,
16. # 5 Authenticate.

17. 8 Oko

WH{TRE

Ciscoasa

Ci scoASA(confi g)#crypto ca authenticate CAL !---
Initiates the pronpt to paste in the base64 CA root !---
or internediate certificate. Enter the base 64 encoded
CA certificate. End with the word "quit" on a |line by
itself ----- BEG N CERTI FI CATE- - - - -

M | EnTCCAAWIAW BAgl QcInxmdk4JxGUdgAoW OnDANBgkghki G3w0OB
AQUFADBR

MRMAEQYKCZI mi ZPy LGQBCGRYDY29t MRUWEWYKCZI mi ZPy LGQBCRYFY2I z
Y28xFTAT

BgoJki aJk/ | sZAEZFgVUULd! Y] EMVA0GALUEAX MDQUEX MBAXDTA3MII x
NDA2 MDEO

MLoXDTEy MTI x NDA2 MT Ax N\VowUTETMBEGCg 5] onT8i X KARKWA2ZNvbTEV
MBMGCgnS

Jomr8i xk ARKVBWAp ¢ 2 Nv MRUWEWYKCZI m ZPy L GQBGRYFVFNXZW x DDAK
BgNVBAMT

AONBMT CCASI wbQYJKoZI hvc NAQEBBQADg g EPADCCAQuCggEBACP7seu
Wyi LmA9

BSGz Mz 3sCt ROTCMADX 7qMBmi D007 Ok GApAvnt Hr K431i MuaeKBpo5zd
ATNgNt j X

bt 6czaHpBuyl syoZOOU1PmvAMLIT MAD+NL9I qTbndosJf y7Yhh2vWeM j
cQwdQg+

Kx+sWaeNG s1r xeuaHpl BTuaNCckueBUBj xgpJuNPAK1GBYwBf aTV4M/
kzf 4dbQ

y3GoFGTh8z Gx6Yy s 1DEaUXx RvwhDbM vwg YBXWKh4uC04xxQnr / / Sct 1t
dWQevk2Vv

uBwWCspt W ClakTqgf mbXK/ d/ / z2eUuXr HYy SQCf oFyk1vE6/ Q o+f QeSS
Zz+Tl DhXx

WPXROL 8 CAWEAAa CCAVBWY g Fr MBMGCSs GAQQBgj ¢ UAg QGHY QAQWBBMAS G
A1 UdDWQE

Aw Bhj APBgNVHRVBAf 8EBTADAQH MBOGALUdDgQWBBTZr b8I 8j gl 8RRD
L3myf NQJ

pAPI WDCCAQMGAL UdHWSB+z CB+DCB9aCB8qCB74aBt Wk YXA6LY 8v Q049
QOEXLENO

PVRTLVcy SzM QUNTLENOPUNEUCXDTj 1QdWsaWv M BLZXKI M BTZXJ2
aWNl cyxD

Tj 1TZXJ2aWN cyxDTj 1Db25maWilcnF0aVWWuLERDPVRTV2Vi LERDPVWN\p
C2NvLERD

PWNvbT9j ZXJ0aWZpY2F0ZVJIl dnBj YXRpb25MaXNOP2Jhc2U/ b2JqZWNO
@xhc3MD

Y1IMRA zdHIpYnV0aWBuUGpbnSGNWWOAHAGLY90cy 13Mhs zLWFj cy50
c3dl Yi 5j

axXN by5j b20vQ@VydEVucnmsbCIODQTEuY3Js MBAGCSs GAQBgj ¢ VAQQD
AgEAVAOG

CSqGSI b3DQEBBQUAA4T BAQAaVFPASYESI t gA+7si i / 5L+KUV34/ DoE4AM
i cbXJeKr




L6Z86JGM Rbf 5VYnl Tr qRy6HEol r dU6c HgHUCDO/ BZWAgf mGUmt+HM j
nV8liylF

DcNwx| QxsDT+n9YCk6bnGEud 4SgETNr NSEy YVr SGKA E+OC5L+yt Jvw
19Gzhl zE

| OVUf PA+PT47dmAR6U02V2z DWEKGAVLU8Gsr Fd8wZDPBv MKCgFWNC NI t
cuf uOx! b

1XXc68DKoZY09pPg877uTaou8cLt ui i POmeOyzgJON+xaZx2EwGPn149
zpXv5t qT 9Ms7ABAU+pRI oi / Ef j @MSQGHI 457¢l H7dx| VD+p85at - -
---END CERTI FI CATE- - - - - quit !--- Manually pasted
certificate into CLI. INFO Certificate has the
following attributes: Fingerprint: 98d66001 f65d98a2
b455f bce d672c24a Do you accept this certificate?
[yes/no]: yes Trustpoint CA certificate accepted. %
Certificate successfully inmported G scoASA(config)#

F]W6. REIULH

ASDM H B
ERE= A HEBRENFMERNITUTS

1. 83 Configuration , A5 # & Properties.
2. RFT Certificate , A/F1%£$® Import Certificate,
3. B i Enter the certificate text in hexadecimal or base64 format #i% %4l , AJFHF base64 &
PR B XA FE A,
4. B Import , R E T OK,
eI RA

Ciscoasa

Ci scoASA(config)#crypto ca inport CAl certificate !---
Initiates pronpt to paste the base64 identity
certificate !--- provided by the 3rd party vendor. % The
fully-qualified domain nane in the certificate will be:
Ci scoASA. ci sco.com Enter the base 64 encoded

certificate. End with the word "quit" on a line by
itself !--- Paste the base 64 certificate provided by
the 3rd party vendor. ----- BEG N CERTI FI CATE- - - - -

M | Fpz CCBI +gAwi BAgl KYR7I nwAAAAAABz ANBgk ghki GOwWOBAQUFADBR
MRMAVEQYK

CZI mi ZPy LGQBGRYDY29t MRUMEWYKCZI mi ZPy LGQBCRYFY2! zY28XFTAT
BgoJki aJ

k/ | sZAEZFgVUULdI Yj EMVA0GALUEAX MDQOEX VB4 XDTA3MTI| x NTA4Mz Uz
OVoXDTA5

MT1 x NDA4 Mz Uz Ovowdj EL MAK GA1UEBhMCVVIVK Fz AVBgNVBAg TDk5venRo
| ENncnBs

aVWbh VRAWDg YDVQQHEWA SYWk | aWio MRYWFAYDVQQKEWL DaXNj by BTe XNO
Z\WL.z MsQw

I gYDVQQDEXt DaXNj bOFTQS5j aXN by5j b20gT1UIVFNXRU wgZ8wDQYJ
KoZl hveN

AQEBBQADgYOAM GJA0GBALj i Cqgzl 1a3W2YAc1Al 03NdI 8UpWsJHK14C
gB9j 3HpX

Bnf XVF5/ m\NPUI 5t Cq4+v C+i | 05T4DQGhTMAdLEy Dp/ 0SQVauUsY7zCO
sS8i qxqO

2zj WLCz3j gcZf y1S08t zkanMst kD9y KOQUs KMgWIBT7EXi RkgGBvj kF/
CaeqnGRN

AgMBAAG ggLeM | C2j ALBgNVH@BEBAMCBaAWHQYDVRORBBYWHI | SQ2I z
Y29BUWOEuU

Y21 zY28uY29t MBOGAL1UdDgQBB(QsJ C3bSQzeGr4t Y+MeH7KM 0x CFj Af
BgNVHSME




GDAWIBTZr b8l 8j gl 8RRDL3mYf NQI pAPI WDCCAQVIGAL Ud HwSB+z CB+DCB
9aCB8qCB

74aBt Wk YXABLY 8vQ049QOEXLENOPVRTLVCcY SzM QUNTLENOPUNEUCX D
Tj 1QdWs

aVW M BLZXkl M BTZXJ2aWNl cyxDTj 1TZXJ2aWNl cyxDTj 1Db25maWil
cnF0aVu

LERDPVRTV2Vi LERDPWNpc2Nv LERDPWAvDT9j ZXJ0aWZpY2F0ZVJI dnBj

YXRpb25M

axXNOP2Jhc2U b2JqZWNO@xhc3MRY1IMRA zdHIpYnV0aV@uU®pbnSG
NWhOdHA6

Ly90cy13MrszLWFj cy50c3dl Yi 5] aXN by5j b20v@VydEVucnmBsbCOD
QTEuY3Js

M | BHQYI KwYBBQUHAQEEggEPM | BCz CBqQYI KwYBBQUHVAKGyZx s ZGFw
QO 8vLONO

PUNBMSXDTj 1BSUESQ049UHVI bd j JTI wS2V5JTI wl2Vydni j ZXMs Q049
U2Vydni j

ZXMs QQ49Q9uZm ndXJhdd vbi xEQz1UULdI Yi xEQz1j aXNj byxEQz 1]

b20/ YOFD

ZXJ0aWZpY2F0ZT9i YXN P29i anVj dENs YXNzPWN cnRpZmi j YXRpb25B
dXRob3Jp

dHkwXQYl KwYBBQUHMAKGUMhOdHAG6LY90cy 13MrszLWFj cy50c3dl Yi 5j

axN by5j

b20v@@VydEVucnBsbCOUUy 1XMkszLUFDUy5UULdI Yi 5] aXNj by5j b21f

QOEXLmNy

dDAhBgkr BgEEAY| 3FAI EFB4SAFc AZ(QBi AFMAZ(QBy AHYAZ(QBy MAWGA1 Ud
EwEB/ wQC

MAAWEWYDVROI BAWWCG Y KwYBBQUHAWEWDQYJKoZI hvc NAQEFBQADggEB
Al qCaA9G

+8h+31 S8Rf VAGZcWAEVRXCy Bl xONpR/ j | 0cGI7QbQxkj KEswXg/ C2xDB
7wXQaGph

zRg4dxALI | 1JkI j hf eQY+7VSkZl GEpuBnENTohdht hz5vBj G cROXI s8
+3Ghg8hy

YZZEM/ 3e8ECOs EMedFb+KYpAFy 3PPy 4l 8EHe4MIbdj Up/ b90I 51 61 zQP
51 51YBOy

NSLs YWj kCBg+aUO+WPFk4j | Cr 2XUOK740WIPFNpf v2x4VFI / Mpcs87y
chngKB+8

r PHChSsZswoupz PEH2L/ O34wmi dpuLuHi r r wF1zCnqgf cyHCcETi eZt S
t InwLpsc | L5nuPsd8MaexBc= ----- END CERTI FI CATE- - - - - qui t

INFO Certificate successfully inported

Ci scoASA(config)#

SR 7. BEZEUF VPN (IPSec) =2

ASDM %
PIT T RAB E =215 A VPN :
1. 1% Configuration > VPN > IKE > Policies > Add LA 81722 ISAKMP KB 65535 , 1 T EFR

2. 85 OK, REE T Apply.

3. & Configuration > VPN > IPSec > Transform Sets >Add SA 8|22 5 (myset) , 1T EFr
T

4. B OK , ARE#£ 1 Apply

5. #%£$% Configuration > VPN > IPSec > IPSec Rules >Add MAEA{E LR 10 HEhAKEE IR
INZmE , M REAR

6. 2& OK , REHEE Apply

7. 4% Configuration > VPN > General > Group Policy > Add Internal Group Policy SA %
Defaultgroup A 3K8& , W1 T~ BAT R,



8. B OK , A58 Apply
9. #£4% Configuration > VPN > IP Address Management > IP Pools > Add JA{& 1 EZI I8 EH
VPN Client AP ELE #b 1t vpnpool,

10. £ OK , ARF £ Apply

11. i%£#% Configuration > VPN > General > Users > Add SA{& VPN Client 18] &2 B F tk
vpnusero

12. {1t A P 7% 02 DefaultRAGroup.

13. 8 OK , ARF ¥ & Apply

14. IRIFLAT S BRI B 4 DefaultRAGroup : %$% Configuration > VPN > General > Tunnel
Group > Edit. M Group Policy T#1%|5& F1%£4F Defaultgroup. M Authentication Server
Group THI%I&H%E$E LOCAL, M Client Address Assignment T $1 %515k Fi%# vpnpool,

15. B OK , ARA/G % o Apply

wRITRA

Ciscoasa

Ci scoASA(confi g) #crypto i saknp enabl e outside

Ci scoASA(confi g) #crypto i saknp policy 65535

Ci scoASA(confi g-i saknp-pol i cy) #aut hentication rsa-sig

Ci scoASA(confi g-i saknp-policy)#encrypti on 3des

Ci scoASA(confi g-i saknp-policy)#hash nd5 C scoASA(confi g-
i saknp- pol i cy) #group 2 Ci scoASA(confi g-i saknp-
policy)#lifetime 86400 C scoASA(confi g-isaknp-
policy)#exit C scoASA(config)#crypto isaknmp identity
auto !--- Phase 1 Configurations C scoASA(config)#crypto
i psec transform set nyset esp-3des esp-nd5-hmac

Ci scoASA(confi g) #crypto dynam c-map outsi de_dyn_map 10
set transformset myset C scoASA(config)#crypto nap
out si de_map 65535 i psec-i saknp dynam ¢ outsi de_dyn_nap
Ci scoASA(confi g)#crypto map outside_map interface
outside !--- Phase 2 Configurations

Ci scoASA(confi g) #gr oup-pol i cy defaul tgroup internal

Ci scoASA(confi g) #group-policy defaultgroup attributes

Ci scoASA(confi g-group-policy)#defaul t-donai n val ue

ci sco.com Ci scoASA(confi g-group-policy)#exit !--- Create
a group policy "Defaultgroup” with domain nane !---

ci sco. com Ci scoASA(confi g) #user nane vpnuser password
passwor d123 Ci scoASA(confi g) #user nane vpnuser attributes
Ci scoASA( confi g- user nane) #gr oup-1 ock val ue

Def aul t RAGr oup Ci scoASA(confi g-username) #exit !---
Create an user account "vpnuser" and added to

" Def aul t RAGr oup” Ci scoASA(confi g) #t unnel - group

Def aul t RAGroup general -attributes !--- The Security

Appl i ance provides the default tunnel groups !--- for
renote access (Defaul t RAG oup). Ci scoASA(config-tunnel -
gener al ) #addr ess- pool vpnpool !--- Associate the vpnpool
to the tunnel group using the address pool.

Ci scoASA(confi g-tunnel - general ) #def aul t - gr oup- pol i cy
Defaultgroup !--- Associate the group policy

"Defaul tgroup” to the tunnel group. C scoASA(config-
tunnel - general ) #exit G scoASA(confi g)#t unnel - gr oup

Def aul t RAGroup i psec-attributes G scoASA(config-tunnel -

i psec) #trust-poi nt CAl C scoASA(confi g-tunnel -

i psec)#exit !--- Associate the trustpoint CAl for |PSec
peer authentication

ASA BLEBEE




Ciscoasa

Ci scoASA#show runni ng-config : Saved : ASA Version
7.2(2) ! hostname C scoASA domai n-nanme ci sco.com enabl e
password 8Ry2Yj |yt 7RRXU24 encrypted nanmes ! interface
Et hernet 0/ 0 nanei f outside security-level 0 ip address
192.168.1.5 255.255.255.0 ! interface Ethernet0/1

shut down naneif inside security-level 100 ip address
10.2.2.1 255.255.255.0 ! interface Ethernet0/2 naneif
DVZ security-level 90 ip address 10.77.241. 142
255.255.255.192 | interface Ethernet0/3 shutdown no
nanei f no security-level no ip address ! interface
Managenment 0/ 0 shutdown no naneif no security-level no ip
address ! passwd 2KFQhbNI dI . 2KYQU encrypt ed boot system
di sk0: /asa722-k8.bin ftp node passive dns server-group
Def aul t DNS domai n- name ci sco. com access-1ist 100
extended permt ip 10.2.2.0 255.255.255.0 10.5.5.0

255. 255. 255. 0 pager lines 24 ntu outside 1500 mtu inside
1500 ntu DMZ 1500 ip |ocal pool vpnpool 10.5.5.10-
10.5.5. 20 nask 255.255.255.0 no failover icnp
unreachable rate-limt 1 burst-size 1 asdm i nmage

di skO: /asdm 522. bin no asdm hi story enable arp tineout
14400 nat (inside) O access-list 100 route outside
10.1.1.0 255.255.255.0 192.168.1.1 1 route outside
172.16.5.0 255.255.255.0 192.168.1.1 1 route DMZ 0.0.0.0
0.0.0.0 10.77.241.129 1 tineout xlate 3:00:00 tineout
conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp

0: 00: 02 tinmeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00
ngcp 0: 05: 00 ngcp-pat 0: 05: 00 timeout sip 0:30:00
sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect

0: 02: 00 tinmeout uauth 0:05:00 absol ute group-policy

Def aul t group i nternal group-policy Defaultgroup
attributes defaul t-domain val ue ci sco. com usernane
vpnuser password TXttW eFqbHusJQM encrypt ed usernane
vpnuser attributes group-lock val ue Defaul t RAG oup http
server enable http 0.0.0.0 0.0.0.0 outside http 0.0.0.0
0.0.0.0 DVZ no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp authentication

i nkup I'i nkdown col dstart crypto ipsec transformset
nmyset esp-3des esp-nd5-hnmac crypto dynani c- map

outsi de_dyn_nmap 10 set transformset nyset crypto nmap
out si de_map 65535 i psec-i saknp dynam c outsi de_dyn_nap
crypto map outside_nmap interface outside crypto ca
trustpoint CAl enrollnment term nal subject-nane

cn=C SCOASA. ci sco. com OQU=TSVEB, O=Ci sco Systens,

C=US, St=North Carolina, L=Ral ei gh keypair ny.CA key cr
configure crypto ca certificate chain CAl certificate
3f 14b70b00000000001f 308205eb 308204d3 a0030201 02020a3f
14b70b00 00000000 1f300d06 092a8648 86f 70d01 01050500
30513113 3011060a 09922689 93f22c64 01191603 636f 6d31
15301306 0a099226 8993f22c 64011916 05636973 636f 3115
3013060a 09922689 93f22c64 01191605 54535765 62310c30
0a060355 04031303 43413130 1e170d30 37313232 37313430
3033365a 170d3038 31323236 31343030 33365a30 67311330
11060a09 92268993 f22c6401 19160363 6f6d3115 3013060a
09922689 93f22c¢64 01191605 63697363 6f 311530 13060a09
92268993 f22c6401 19160554 53576562 310e300c 06035504
03130555 73657273 31123010 06035504 03130976 706e7365
72766572 30819f 30 0d06092a 864886f 7 0d010101 05000381
8d003081 89028181 00b8e20a a8332356 b75b6600 735008d3
735d23c5 295b9247 2b5e02a8 1f63dc7a 570667d7 545e7f 98
d3d4239b 42ab8f af Obe8a5d3 94f 80d01 ald4cc01ld 98b1320e
9f e84905 5ab94b18 ef 308ebl 2f 22abla 8edb38f0 2c2cf 78e
07197f 2d 52d3cb73 91a9cch2 d903f 722 bd414b0a 3205aa05




3ec45e24
03313082
1d11042d
76706e73
6d301d06
lelf b28c
08f 23a88
1d1f 0481
3a2f 2f 2f
532c434e
25323053
434e3d43
622c4443
69636174
3f 6f 626a
74696f 6e
332d6163
7274456e
01050507
07300286
4149412c
72766963
6e666967
63697363
74653f 62
69666963
01050507
63732e74
6e726f 6¢
63697363
04018237
01f f 0402
82370a03
06082a86
03040202
0d030730
99b9daf 2
f 945f 379
20d9a704
fal101189
2355¢358
a7f 3d201
9c64a0f 7
84bf 8b33
4f 887163
1a2b873f
83e2e761

a0030201
0d06092a
268993f 2
f22c6401
2c640119
31301el7
31343036
64011916
16056369
05545357
300d0609
02820101
7d4c2316
f 588ch9a
88b32a19
5f cbb621

6480606f
032d300b
302ba029
65727665
03551d0e
974c4216
f 114432f
f b3081f 8
434e3d43
3d434450
65727669
6f 66669
3d636973
65526576
65637443
506f 696e
732e7473
726f 6¢C6C
01010482
819c6c64
434e3d50
65732c43
75726174
6f 2c4443
6173653f
6174696f
30028651
73776562
6c2f 5453
6f 2e636f
14020408
30003015
04304406
4886f 70d
00803007
0d06092a
e24f 1bd6
5d23a120
b6aa4113
b6533eef
a22af 8bb
e3cff8f7
4975f c66
bd9of 589a
705220e3
156f 9df f
394dd4da

02021070
864886f 7
2c640119
19160563
16055453
0d303731
31303135
03636f 6d
73636f 31
6562310c
22864886
0Oea8f ee
3bleea33
78a069a3
38e5353e
876bd678

8e417f 09
0603551d
060a2b06
72405453
04160414
301f 0603
79987cd4
3081f 5a0
41312c43
2c434e3d
6365732¢C
67757261
636f 2c44
6f 636174
6c617373
74863568
7765622e
2f 434131
010f 3082
61703a2f
75626c69
4e3d5365
696f 6e2c
3d636f 6d
6f 626a65
6e417574
68747470
2e636973
2d57324b
6d5f 4341
1e060045
0603551d
092a8648
03020202
06052b0e
864886f 7
ce8271eb
7c38aebd
24605ea9
adc28e73
e5194b42
48f 8d54e
a017627c
e7087262
aca870be
5386¢839
63eaef c6

99f 19947
0d010105
1603636f
6973636f
57656231
32313430
5a305131
31153013
15301306
300a0603
f 70d0101
c7ae56fc
c9a6883d
965de133
6c0032e8
c8a37109

a7aadcb64
0f 040403
01040182
5765622e
2c242ddb
551d2304
09a403e5
81f 2a081
4e3d5453
5075626¢
434e3d53
74696f 6e
433d636f
696f 6e4c
3d63524c¢
7474703a
63697363
2e63726¢
010b3081
2f 2f 434e
63253230
72766963
44433d54
3f 634143
6374436¢
686f 7269
3a2f 2f 74
636f 2e63
332d4143
312e6372
00460053
25040e30
86f 70d01
0080300e
03020730
0d010105
908f adb3
8f 91b3f f
4882d441
fcfed3fl
69a7c2f 6
243d2530
cf dOea22
a4472e69
b107ab8d
1380f da8

4d020301
02052030
37140203
63697363
490cdela
18301680
58308201
ef 8681b5
2d57324b
69632532
65727669
2c44433d
6d3f 6365
6973743f
44697374
2f 2f 7473
6f 2e636f
3082011d
a906082b
3d434131
4b657925
65732c43
53576562
65727469
6173733d
7479305d
732d7732
6f 6d2f 43
532e5453
74301506
300c0603
0c060a2b
090f 0437
06082a86
0a06082a
05000382
772df 610
3da5d139
09f 128ab
f 464981
c5all6f6
3la733af
2992f 463
775ab608
73f af 76d
945a7f 6¢

0001a382
34060355
a01b0c19
6f 2e636f
f e2d63e3
14d9adbf
03060355
6c646170
332d4143
304b6579
6365732c
54535765
72746966
62617365
72696275
2d77326b
6d2f 4365
06082b06
06010505
2c434e3d
32305365
4e3d436f
2c44433d
66696361
63657274
06082b06
6b332d61
65727445
5765622e
092b0601
551d1301
06010401
3035300e
4886f 70d
864886f 7
010100bf
0e78b198
46d8f b6e
4c51a427
0976b8al
dod77f b3
0el1351d3
9412b388
e5714857
b3550553
c2e9d5c8

ad44df5 quit certificate ca
7099f 1994764e09c4651da80al6b749c 3082049d 30820385

64e09c46
05003051
6d311530
31153013
0c300a06
36303134
13301106
060a0992
0a099226
55040313
01050003
a22e603d
28ece906
6036d8d7
8c003f ab
f 074eabe

51da80al
31133011
13060a09
060a0992
03550403
335al170d
0a099226
268993f 2
8993f 22¢
03434131
82010f 00
0521b333
02902f 9a
6ede9ccd
2f d22a4d
2b1f ac59

6b749c30
060a0992
92268993
268993f 2
13034341
31323132
8993f 22¢
2c640119
64011916
30820122
3082010a
3decOad4
dleb2b8d
ale906ec
b9dda2c2
a78d0a3b




35af 17ae 687a4805 3b9a34e7 24b9e054 063c60a4 9b8d3c09
351bc630 05f 69357 833b9197 f875b408 ch71a814 69alf 331
bleb2b35 0c469443 1455c210 db308bf0 a9805758 a878b82d
38c71426 afffd272 dd6d7564 1chbe4d95 b81c02b2 9b56ec2d
5a913a9f 9b95cafd dfffcf67 94b97ac7 63249009 fal5ca4d
6f 13af d0 968f9f 41 e492cfe4 e50el5f1 cOf 5d13b 5f 020301
0001a382 016f 3082 016b3013 06092b06 01040182 37140204
061e0400 43004130 0b060355 1d0f 0404 03020186 300f 0603
551d1301 01ff 0405 30030101 ff301d06 03551d0e 04160414
d9adbf 08 f23a88f1 14432f79 987cd409 a403e558 30820103
0603551d 1f0481fb 3081f 830 81f 5a081 f2a08lef 8681b56¢C
6461703a 2f 2f 2f 43 4e3d4341 312c434e 3d54532d 57324b33
2d414353 2c434e3d 4344502c 434e3d50 75626c69 63253230
4b657925 32305365 72766963 65732c43 4e3d5365 72766963
65732c43 4e3d436f 6e666967 75726174 696f 6e2c 44433d54
53576562 2c44433d 63697363 6f2c4443 3d636f 6d 3f 636572
74696669 63617465 5265766f 63617469 6f6e4c69 73743f 62
6173653f 6f626a65 6374436¢c 6173733d 63524c44 69737472
69627574 696f 6e50 6f696e74 86356874 74703a2f 2f74732d
77326b33 2d616373 2e747377 65622e63 6973636f 2e636f 6d
2f 436572 74456e72 6f 6c6¢c2f 4341312e 63726c30 1006092b
06010401 82371501 04030201 00300d06 092a8648 86f 70d01
01050500 03820101 00labc5a 40b32112 22da80fb bb228bfe
4bf 8a515 df 8f c3a0 4e0c89c6 d725e2ab 2fa67ce8 9196d516
df 55627 953aead7 2e871289 6b754e9c 1e01d408 3f 7f 0595
8081f 986 526f belc c9639d6f 258b2205 0dc370c6 5431b034
f e9f d60e 93a6e71b ab8e7f 84 a011336b 37c13261 5ad218a3
a513e382 e4bf b2b4 9bf 0d7d1l 99865cc4 94e5547c f03e3d3e
3b766011 e€94a3657 6cc35b92 860152d4 f06b2bl5 df 306433
clbcc282 80558d70 d22d72e7 eed3195b d575dceb cOcaal96
34f 693ea f 3beeedd aa2eflc2 edba288f 3a678echb 3809d0df
b1699c76 13018f9f 5e3dce95 efeb6dad93 f4cb3b00 102ef a94
48a22f c4 7e342031 2406165e 39edc207 eddc6554 3fa9f 396 ad
quit crypto isaknp enabl e outside crypto isaknp policy
65535 authentication rsa-sig encryption 3des hash nd5
group 2 lifetime 86400 crypto isaknp identity auto
tunnel - group Defaul t RAG oup general -attributes address-
pool vpnpool default-group-policy Defaultgroup tunnel -
group Defaul t RAG oup ipsec-attributes trust-point CAl
telnet tineout 5 ssh tineout 5 console timeout O !
class-map i nspection_default match defaul t-inspection-
traffic ! ! policy-map type inspect dns preset_dns_map
paranet ers nmessage-| ength maxi mum 512 policy-map

gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy global _policy global pronpt hostnane context
Crypt ochecksum e150bc8bab11b41525784f 68d88c69b0 : end
Ci sSCOASA#

VPN EF iRk E

WATLL IS ERELBLE VPN Client :

1. 1%4% Start > Programs > Cisco Systems VPN Client > VPN Client LA/Z3) VPN Client #4,

2. MATULT R, BLUEME SN CA1 B CA RSP TH CA LS , AEFHZEE Cisco VPN

Client F : 7 vpnuser IR AFEIEERE| CA RFES 172.16.5.1, XK . FHRREE
BERT &% CA RE338 VPN Client APk, #3 Download a CA certificate, certificate

==



chain or CRL , A/51%#% Base 64 £ ikiZf B ERIZ S . ¥ Download CA certificate,
EAX A certnew.cer ff CA EBRERUTENH. BRIAMERT , XHEFFKEFE C:\Program
Files\Cisco Systems\VPN Client, £ VPN Client #i#£# , # i Certificates Tab , A/FiE#F
Import, #£ Import from File #£i%&1%&4 , A5 ¥ & Browse LLEMFEALE C:\Program
Files\Cisco Systems\VPN Client F5 A CA iE$f, #i5 Import, HaHM—MERSFAKI
HIFTIEHE, 7E Certificates I FHF A HI CAEH CA1, ZEE : EHMRIEF Show CA/RA
Certificates 1£11 ; & , CA ift%#%’f’étﬂfﬂ&ift%%’ A,

3. WﬂkTﬁ%MTEﬁ%ﬁﬁ% HHHEKZEE| VPN Client  : £ CA RS 88 CA1 | iE#H
Request a Certificate > advanced certlf' cate request > Create and submit a request to this
CA LUEM B 0E$H, # submit, ifﬁ Yes LA4kZEH01T, # 5 Install this certificate, %
Yes ABKEH 1T, BAMKREEPERERNES , ITEAR . BREABEFHZ3) VPN
Client , A B L %K BiEH HIMTE VPN Client B9 Certificates M5 , M FRFTR :

4. PATUA T SR UABIZIESEIN (vpnuser) : B Connection Entries W+ , RA/FE T New, £
Host FEB M AZEXE4 IP sk ( ATEEH ) . 1% Certificate Authentication # 1% 1% 4

, RENT RS RFIERFHIEH, 5 Save.

5. # & Connect.

CHBIRRE , WA xauth WAFPBMOSER , R8T OK LUEEZENE,

7. VPN Client Bl&3E$#Z ASA , I TNBAFI R,

B

£ ASA £ | BRI ERTITHER —L show @5 LRIEILERAVRES

(o))

ERALER D ATRIARBRE EREIET

- show crypto ca trustpoint — & R EBLEREER. G scoASA#show crypto ca trustpoints
Trust poi nt CAl: Subject Nane: cn=CAl dc=TSWeb dc=ci sco dc=com Serial Nunber:
7099f 1994764e09c4651da80al6b749c Certificate configured.

- show crypto ca certificate — & RR S L ZEMFTAIER. G scoAsa#show crypto ca
certificates Certificate Status: Available Certificate Serial Number: 3f14b70b00000000001f
Certificate Usage: Encryption Public Key Type: RSA (1024 bits) Issuer Nane: cn=CAl dc=TSWb
dc=ci sco dc=com Subj ect Nane: cn=vpnserver cn=Users dc=TSWeb dc=ci sco dc=com Pri nci pal Name:
vpnserver @SWeb. ci sco. com CRL Distribution Points: [1] |dap:///CN=CAl, CN=TS- W2K3-

ACS, CN=CDP, CN=Publ i c¥%20Key%20Ser vi ces, CN=Servi ces, CN=Confi guratio

n, DC=TSWeb, DC=ci sco, DC=conf?certi fi cat eRevocati onLi st ?base?obj ect Cl ass= cRLDi stri buti onPoi nt
[2] http://ts-w2k3-acs.tsweb.cisco.con CertEnroll/CAl.crl Validity Date: start date:

14: 00: 36 UTC Dec 27 2007 end date: 14:00:36 UTC Dec 26 2008 Associated Trustpoints: CAlL CA
Certificate Status: Available Certificate Serial Nunmber: 7099f1994764e09c4651da80al6b749c
Certificate Usage: Signature Public Key Type: RSA (2048 bits) Issuer Nane: cn=CAl dc=TSWb
dc=ci sco dc=com Subj ect Nane: cn=CAl dc=TSWeb dc=ci sco dc=com CRL Di stribution Points: [1]

| dap: /// CN=CAL, CN=ETS- V2K3- ACS, CN=CDP, CN=Publ i c%20Key%20Ser vi ces, CN=Servi ces, CN=Confi gurati o
n, DC=TSWeb, DC=ci sco, DC=conf?certi fi cat eRevocati onLi st ?base?obj ect Gl ass= cRLDi stri buti onPoi nt
[2] http://ts-w2k3-acs.tsweb.cisco.con CertEnroll/CAl.crl Validity Date: start date:

06: 01: 43 UTC Dec 14 2007 end date: 06:10: 15 UTC Dec 14 2012 Associated Trustpoints: CAl

- show crypto ca crls — & REFWIE R 5IFT (CRL),

- show crypto key mypubkey rsa — & RATE £ MEBEZ4AIT . o scoAsasshow crypto key
mypubkey rsa Key pair was generated at: 01:43:45 UTC Dec 11 2007 Key name: <Default- RSA- Key>
Usage: General Purpose Key Mdul us Size (bits): 1024 Key Data: 30819f30 0d06092a 864886f7
0d010101 05000381 8d003081 89028181 00d4a509 99e95d6c b5bdaa25 777aebbe 6ee42c86 23c49f9a
bea53224 0234b843 1c0c8541 f5a66ebl 6d337c70 29031b76 e58c3c6f 36229b14 fefd3298 69f9123c
37f6c43b 4f8384c4 a736426d 45765cca 7f 04cbal 29a95890 84d2c5d4 adeeb248 allOblf 68 2f e4b9bl
5fal2d0e 7789ced5 55190e79 1364aba4 7b2b2lca de3af74d b7020301 0001 Key pair was generated
at: 06:36:00 UTC Dec 15 2007 Key nanme: ny. CA key Usage: General Purpose Key Mdul us Size
(bits): 1024 Key Data: 30819f30 0d06092a 864886f7 0d010101 05000381 8d003081 89028181



00b8e20a a8332356 b75b6600 735008d3 735d23c5 295b9247 2b5e02a8 1f 63dc7a 570667d7 545e7f 98
d3d4239b 42ab8faf 0Obe8a5d3 94f 80d01 al4cc01ld 98b1320e 9f e84905 5ab94bl18 ef 308ebl 2f 22abla
8edb38f 0 2c2cf78e 07197f2d 52d3ch73 91a9cch2 d903f 722 bd414b0a 3205aa05 3ec45e24 6480606f
8e417f 09 a7aa9c64 4d020301 0001 Key pair was generated at: 07:35:18 UTC Dec 21 2007

Ci SCOASA#

. show crypto isakmp sa — .7~ IKE 1 BRIEEfE 2. G scoASA#show crypto isaknp sa Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey) Total IKE SA: 1 1
IKE Peer: 10.1.1.5 Type : user Role : responder Rekey : no State : MM ACTI VE

- show crypto ipsec sa — & 7~ IPSec FRIEfE Ro G scoASA#show crypto ipsec sa interface:
outside Crypto nmap tag: dynmap, seq num 10, local addr: 192.168.1.5 |ocal ident
(addr/ mask/ prot/port): (0.0.0.0/0.0.0.0/0/0) renote ident (addr/mask/prot/port):
(10.5.5.10/255. 255. 255. 255/ 0/ 0) current _peer: 10.1.1.5, usernane: vpnuser dynam c¢ allocated
peer ip: 10.5.5.10 #pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0 #pkts decaps: 144
#pkts decrypt: 144, #pkts verify: 144 #pkts conpressed: 0, #pkts deconpressed: 0 #pkts not
conpressed: 0, #pkts conp failed: 0, #pkts deconp failed: O #pre-frag successes: 0, #pre-
frag failures: 0, #fragnents created: 0 #PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs
needi ng reassenbly: O #send errors: 0, #recv errors: 0 |local crypto endpt.: 192.168.1.5
renote crypto endpt.: 10.1.1.5 path ntu 1500, ipsec overhead 58, nedia ntu 1500 current
out bound spi: FF3EEE7D i nbound esp sas: spi: OxEFDF8BA9 (4024404905) transform esp-3des
esp-md5- hnac none in use settings ={RA, Tunnel, } slot: 0, conn_id: 4096, crypto-nmap: dynmap
sa timng: remaining key lifetime (sec): 28314 |V size: 8 bytes replay detection support: Y
out bound esp sas: spi: OxXFF3EEE7D (4282314365) transform esp-3des esp-nd5-hmac none in use
settings ={RA, Tunnel, } slot: O, conn_id: 4096, crypto-map: dynmap sa timng: remaining key
lifetine (sec): 28314 |V size: 8 bytes replay detection support: Y

EEMEHBRRER (XEREMAF, ) (OIT) ZHEFEL show 5. F£A OIT AIEEX show iFHH
#9247,

B BB BR

REBoRENEET AT EE#THELRR.

LT REVRLIBIMN — LA RERNER

. ERROR:Failed to parse or verify imported certificateft 7% & 3L 8t , MREFEFETHE

KEEARIINEBNDERE CAIEBRIE , NATREASHIEIR, EXZM BRI & 0IEH
, REFEAERNPERE CAIERERRIESMD. B5ENE=FHHNERKR KR IEEKE
W CAIEPREIER,

. Certificate does not contain general purpose public key= &2 i3 {5 & 01 P R & FE RN EFE
KREY, AJRESHIILEER, IRANEBZHRETHN ML , ESEER/KRKNBAX
FIEfR S EP PS4, A show crypto ca certificates trustpointname 5 LA
BRENBMIPLZEINEHNEES. BEEHKLL Associated Trustpoints FF k91T, RFTF
HNEERARERY , BEARXEPNENTRBIRETR , AREMREEBENEIS
Ert , BRIEEER CSR 2 RPN RBERER,

- ERROR:ASA/PIX.Sev=Warning/3 IKE/OXE3000081 Invalid remote certificate id: 20 R 1 % iiF i
FotHIEE , EAIBESTE VPN Client PR E| 4R IR, EfRIEE , B ASA/PIX ELEH
£ A crypto isakmp identity auto &%

HXER

. Cisco HEENZLBZEIHFR
. Cisco VPN EF TR
. Cisco PIX 500 RIEZ£8%K



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2308/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav

. Cisco Secure PIX B Rikip DS E
. 27 Field Notices ( 8% PIX)

. RZME (RFC)
- BARFT M - Cisco Systems



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/public/support/tac/fn_index.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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