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obj ect network LOCAL

subnet 192.168. 1.0 255.255.255.0
obj ect network XLATED LOCAL
subnet 192.168. 2.0 255. 255.255.0
obj ect network XLATED- REMOTE
subnet 192.168. 3.0 255. 255.255.0

EENATEMQ

BIEFZHEN , NERIZRFN (LEER ) IR EHIRNTEHNFM

nat (inside,outside) source static LOCAL XLATED- LOCAL destination static XLATED- REMOTE XLATED-
REMOTE

{58 P R 40 /5 Y - I C IR BN BRACL

access-1ist VPN TRAFFI C extended permit ip object XLATED-LOCAL obj ect XLATED- REMOTE Rel e

PR

crypto i kevl enabl e outside
crypto i kevl policy 1

aut hentication pre-share
encryption aes- 256

hash sha

group 2

lifetinme 86400

crypto ipsec ikevl transformset AES256- SHA esp- aes- 256 esp-sha- hmac
crypto i psec security-association pntu-aging infinite

crypto map MYMAP 10 natch address VPN TRAFFIC

crypto map MYMAP 10 set peer 172.16.2.1

crypto map MYMAP 10 set ikevl transform set AES256- SHA

crypto map MYMAP interface outside

tunnel -group 172.16.2.1 type ipsec-| 2l
tunnel -group 172.16.2.1 ipsec-attributes
i kevl pre-shared-key secure_PSK

ASA 2

NEEERANFHEIRXAENR

obj ect network LOCAL

subnet 192.168.1.0 255.255.255.0
obj ect networ k XLATED- LOCAL
subnet 192.168. 3.0 255. 255.255.0
obj ect networ k XLATED- REMOTE
subnet 192.168. 2.0 255.255.255.0

EENATEQ

PIEFZEA , NERIZE IR (LEHR ) FERRMZRIR N T RN FM

nat (inside,outside) source static LOCAL XLATED- LOCAL destination static XLATED- REMOTE XLATED-



REMOTE

ERERENFRE R NFEACL

access-1ist VPN TRAFFI C extended pernmit ip object XLATED- LOCAL obj ect XLATED- REMOTE Rel e

HX R

crypto i kevl enabl e outside
crypto i kevl policy 1

aut hentication pre-share
encrypti on aes-256

hash sha

group 2

lifetinme 86400

crypto ipsec ikevl transformset AES256- SHA esp- aes- 256 esp-sha-hmac
crypto i psec security-association pntu-aging infinite

crypto map MYMAP 10 natch address VPN TRAFFI C

crypto map MYMAP 10 set peer 172.16.1.1

crypto map MYMAP 10 set ikevl transformset AES256- SHA

crypto map MYMAP interface outside

tunnel -group 172.16.1.1 type ipsec-|2I
tunnel -group 172.16.1.1 ipsec-attributes
i kevl pre-shared-key secure_PSK

HHE
AR THIARBLES ERET.

ASA 1

ASAl(config)# sh cry isa sa
| KEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 172.16.2.1
Type : L2L Rol e D initiator
Rekey : no State : MM_ACTI VE

There are no | KEv2 SAs

ASAl(config)# show crypto ipsec sa
interface: outside
Crypto map tag: MYMAP, seq num 10, local addr: 172.16.1.1

access-1ist VPN TRAFFI C extended pernit ip 192.168.2.0 255.255.255.0 192.168.3.0
255.255.255.0

| ocal ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

renote ident (addr/mask/prot/port): (192.168. 3.0/ 255.255.255.0/0/0)

current _peer: 172.16.2.1



#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 9, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICVWP Errors rcvd: 0, #lnvalid ICVWP Errors rcvd: O

#send errors: 0, #recv errors: O

l ocal crypto endpt.: 172.16.1.1/0, renote crypto endpt.: 172.16.2.1/0
path mu 1500, ipsec overhead 74(44), nedia mu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

ICVMP error validation: disabled, TFC packets: disabled

current outbound spi: F90C149A

current inbound spi : 6CE656C7

i nbound esp sas:
spi: Ox6CE656C7 (1827034823)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 16384, crypto-map: MYNMAP
sa timng: remaining key lifetime (kB/sec): (3914999/28768)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap
0x00000000 0x000003FF
out bound esp sas:
spi: OxF90C149A (4178318490)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 16384, crypto-map: MYMAP
sa timng: remaining key lifetime (kB/sec): (3914999/28768)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap
0x00000000 0x00000001

ASA 2

ASA2(config)# show crypto isa sa
| KEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA 1

1 | KE Peer: 172.16.1.1
Type o L2L Rol e . responder
Rekey 1 no State : MM_ACTI VE

There are no | KEv2 SAs

ASA2(config)# show crypto ipsec sa
interface: outside
Crypto map tag: MYMAP, seq num 10, local addr: 172.16.2.1

access-1ist VPN-TRAFFI C extended permt ip 192.168.3.0 255.255.255.0 192.168.2.0
255. 255. 255. 0

| ocal ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)



renote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)
current _peer: 172.16.1.1

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 9, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICVWP Errors rcvd: 0, #lnvalid ICVWP Errors rcvd: O

#send errors: 0O, #recv errors: O

|l ocal crypto endpt.: 172.16.2.1/0, renote crypto endpt.: 172.16.1.1/0
path mu 1500, ipsec overhead 74(44), nedia mu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

ICVMP error validation: disabled, TFC packets: disabled

current outbound spi: 6CE656C7

current inbound spi : F90C149A

i nbound esp sas:
spi: OxF90C149A (4178318490)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 12288, crypto-map: MYNMAP
sa timng: remaining key lifetime (kB/sec): (4373999/28684)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x000003FF
out bound esp sas:
spi: Ox6CE656C7 (1827034823)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 12288, crypto-map: MYNMAP
sa timng: remaining key lifetime (kB/sec): (4373999/28683)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001
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obj ect network LOCAL
subnet 10.10.10.0 255. 255.255.0

obj ect networ k SPOKES- NETWORK
subnet 192.168. 2.0 255.255.255.0

obj ect network LOCAL- XLATE- TO- SPOKEL
subnet 10.20.20.0 255. 255.255.0

obj ect network LOCAL- XLATE- TO- SPOKE2
subnet 10.30. 30.0 255. 255. 255.0

obj ect networ k REMOTE- XLATE- SPOKEL
subnet 192.168. 3.0 255. 255.255.0

obj ect networ k REMOTE- XLATE- SPOKE2
subnet 192.168. 4.0 255.255.255.0

PIRFIHFTAER

ASA 2 (SPOKE 1)
B

172.16.2.0 /24

192.168.2.0 /24

72.16.3.0 /24
R1 (SPOKE 1)

192.168.3.0 /124

192.168.2.0 /24

- ¥ 3|SPOKE1(192.168.2.0 /24)8t , A3 £510.10.10.0 /24%110.20.20.0 /24,
- SPOKE1M48192.168.2.0 /24%1192.168.3.0 /24 ( B0110.20.20.0 /24 ) ,

- ®E|SPOKE3(192.168.2.0 /24)8} , A<M £%10.10.0 /24%110.30.30.0 /24,

- SPOKE2M£%192.168.2.0 /24%192.168.4.0 /24 ( B110.30.30.0 /24 )

nat (inside, outside) source static LOCAL LOCAL- XLATE- SPCKE1 destination static REMOTE- XLATE-

SPOKEL SPOKES- NETWORK

nat (inside, outside) source static LOCAL LOCAL- XLATE- SPCKE2 destination static REMOTE- XLATE-

SPOKE2 SPOKES- NETWORK

ERAERENFREEMNFEACL



access-1ist VPN-to-SPOKEL extended pernmt ip object LOCAL- XLATE- SPOKE1l obj ect SPOKES- NETWORKS
access-1ist VPN-to-SPOKE2 extended permt ip object LOCAL- XLATE- SPOKE2 obj ect SPOKES- NETWORKS

MXNEL R

crypto i kevl enabl e outside
crypto i kevl policy 1

aut hentication pre-share
encrypti on aes-256

hash sha

group 2

lifetine 86400

crypto ipsec ikevl transformset AES256- SHA esp-aes-256 esp-sha-hmac
crypto i psec security-association pntu-aging infinite

crypto map MYMAP 10 natch address VPN-to- SPOKEL

crypto map MYMAP 10 set peer 172.16.2.1

crypto map MYMAP 10 set ikevl transform set AES256- SHA

crypto map MYMAP 20 nat ch address VPN-to- SPOKE2

crypto map MYMAP 20 set peer 172.16.3.1

crypto map MYMAP 20 set ikevl transformset AES256- SHA

crypto map MYMAP interface outside

tunnel -group 172.16.2.1 type ipsec-12|

tunnel -group 172.16.2.1 ipsec-attributes
i kevl pre-shared-key secure_PSK

tunnel -group 172.16.3.1 type ipsec-12|
tunnel -group 172.16.3.1 ipsec-attributes
i kevl pre-shared-key secure_PSK

ASA2(SPOKE1)

Aol # 3 28R F/(10.20.20.0 /24)K inZACL

access-1ist VPN TRAFFI C extended pernmit ip 192.168.2.0 255.255.255.0 10.20.20.0 255. 255.255.0

PR

crypto i kevl enabl e outside
crypto i kevl policy 1

aut hentication pre-share
encrypti on aes-256

hash sha

group 2

lifetine 86400

crypto i psec ikevl transformset esp-aes-256 esp-sha-hnac
crypto i psec security-association pntu-aging infinite
crypto map MYMAP 10 nmatch address VPN TRAFFI C

crypto map MYMAP 10 set peer 172.16.1.1

crypto map MYMAP 10 set ikevl transform set AES256- SHA
crypto map MYMAP interface outside

tunnel -group 172.16.1.1 type ipsec-12|
tunnel -group 172.16.1.1 ipsec-attributes
i kevl pre-shared-key secure_ PSK

R1(SPOKE2)



BB B S 7/ (10.30.30.0 /24) B9 iR B ACL

ip access-1ist extended VPN TRAFFI C
permt ip 192.168.2.0 0.0.0.255 10.30.30.0 0.0.0. 255

MXNEL R

crypto i saknmp policy 1
encr aes 256

aut henti cation pre-share
group 2

crypto i saknp key secure_PSK address 172.16.1.1

crypto i psec transform set AES256- SHA esp-aes 256 esp-sha-hnac
node tunnel

crypto map MYMAP 10 i psec-i sakmp
set peer 172.16.1.1

set transform set AES256- SHA
mat ch address VPN TRAFFI C

nterface G gabitEthernet0/1

ip address 172.16.3.1 255.255.255.0
dupl ex auto

speed auto

medi a-type rj 45

crypto map MYNAP

Krir

ASA 1

ASAl(config)# show crypto isaknmp sa
| KEvl SAs:
Active SA: 2
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 2

1 | KE Peer: 172.16.3.1

Type : L2L Rol e : responder

Rekey 1 no State : MM_ACTI VE
2 | KE Peer: 172.16.2.1

Type : L2L Rol e : responder

Rekey 1 no State : MM_ACTI VE

There are no | KEv2 SAs

ASAl(config)# show crypto ipsec sa
interface: outside
Crypto map tag: MYMAP, seq num 10, local addr: 172.16.1.1

access-1ist VPN-to-SPOKEL extended permt ip 10.20.20.0 255.255.255.0 192.168.2.0
255. 255.255.0

| ocal ident (addr/mask/prot/port): (10.20.20.0/255.255.255.0/0/0)

renote ident (addr/mask/prot/port): (192.168.2.0/255.255. 255.0/0/0)



current _peer: 172.16.2.1

#pkts encaps: 10, #pkts encrypt: 9, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 9, #pkts verify: 10

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 9, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICVWP Errors rcvd: 0, #lnvalid ICVWP Errors rcvd: O

#send errors: 0O, #recv errors: O

l ocal crypto endpt.: 172.16.1.1/0, renote crypto endpt.: 172.16.2.1/0
path mu 1500, ipsec overhead 74(44), nedia mu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

ICVMP error validation: disabled, TFC packets: disabled

current outbound spi: 79384296

current inbound spi : 2189BF7A

i nbound esp sas:
spi: O0x2189BF7A (562675578)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 12288, crypto-map: MYNMAP
sa timng: remaining key lifetime (kB/sec): (3914999/28618)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x000003FF
out bound esp sas:
spi: 0x79384296 (2033730198)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 12288, crypto-map: MYNMAP
sa timng: remaining key lifetime (kB/sec): (3914999/28618)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

Crypto map tag: MYMAP, seq num 20, local addr: 172.16.1.1

access-1ist VPN-to-SPOKE2 extended permt ip 10.30.30.0 255.255.255.0 192.168.2.0
255. 255. 255. 0

| ocal ident (addr/mask/prot/port): (10.30.30.0/255.255.255.0/0/0)

renote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

current _peer: 172.16.3.1

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 4, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0O
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICVWP Errors rcvd: 0, #lnvalid ICVMP Errors rcvd: O

#send errors: 0, #recv errors: O

local crypto endpt.: 172.16.1.1/0, renote crypto endpt.: 172.16.3.1/0
path mu 1500, ipsec overhead 74(44), nedia mu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

ICVMP error validation: disabled, TFC packets: disabled



current outbound spi: 65FDF4F5
current inbound spi : 05B7155D

i nbound esp sas:
spi: 0x05B7155D (95884637)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: MYNMAP
sa timng: remaining key lifetime (kB/sec): (3914999/2883)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x0000001F
out bound esp sas:
spi: Ox65FDF4F5 (1711142133)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: MYNMAP
sa timng: remaining key lifetime (kB/sec): (3914999/2883)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

ASA2(SPOKE1)

ASA2(config)# show crypto isaknmp sa
| KEvl SAs:

Active SAI 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 172.16.1.1
Type ©L2L Rol e initiator
Rekey 1 no State : MM_ACTI VE

There are no | KEv2 SAs

ASA2(config)# show crypto ipsec sa
interface: outside
Crypto map tag: MYMAP, seq num 10, |ocal addr: 172.16.2.1

access-1ist VPN TRAFFI C extended permit ip 192.168.2.0 255.255.255.0 10.20.20.0
255.255.255. 0

| ocal ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

renote ident (addr/mask/prot/port): (10.20.20.0/255.255.255.0/0/0)

current _peer: 172.16.1.1

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 9, #pkts conmp failed: 0, #pkts deconp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICVWP Errors rcvd: 0, #lnvalid ICWP Errors rcvd: O

#send errors: 0, #recv errors: O

local crypto endpt.: 172.16.2.1/0, renote crypto endpt.: 172.16.1.1/0



path mu 1500, ipsec overhead 74(44), nedia mu 1500
PMIU tine remaining (sec): 0, DF policy: copy-df

ICVMP error validation: disabled, TFC packets: disabled
current outbound spi: 2189BF7A

current inbound spi : 79384296

i nbound esp sas:
spi: 0x79384296 (2033730198)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: MYNMAP
sa timng: remaining key lifetime (kB/sec): (4373999/28494)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x000003FF
out bound esp sas:
spi: O0x2189BF7A (562675578)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: MYNMAP
sa timng: remaining key lifetime (kB/sec): (4373999/28494)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

R1(SPOKE2)

R31show crypto i saknp sa

I Pv4d Crypto | SAKMP SA

dst src state conn-id status
172.16.1.1 172.16.3.1 QM I DLE 1001 ACTI VE

IPv6 Crypto | SAKMP SA

Rl#show crypto ipsec sa

interface: G gabitEthernet0/1
Crypto map tag: MYMAP, |ocal addr 172.16.3.1

protected vrf: (none)
| ocal ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.30.30.0/255.255.255.0/0/0)
current _peer 172.16.1.1 port 500
PERM T, flags={origin_is_acl,}
#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.3.1, renpte crypto endpt.: 172.16.1.1

pl aintext ntu 1438, path ntu 1500, ip ntu 1500, ip nmu idb G gabitEthernet0/1
current outbound spi: 0x5B7155D(95884637)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: Ox65FDF4F5(1711142133)
transform esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }



conn id: 1, flow.id: SW1, sibling_flags 80004040, crypto map: MYNAP
sa timng: remaining key lifetime (k/sec): (4188495/2652)
1V size: 16 bytes
replay detection support: Y
St at us: ACTI VE( ACTI VE)
i nbound ah sas:
i nbound pcp sas:
out bound esp sas:
spi: 0x5B7155D(95884637)
transform esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow.id: SW2, sibling_flags 80004040, crypto map: MYNAP
sa timng: remaining key lifetime (k/sec): (4188495/2652)
1V size: 16 bytes
replay detection support: Y
St at us: ACTI VE( ACTI VE)

out bound ah sas:

out bound pcp sas:

T PEHEBR

RS RENEETAFIRERTHIESR.

AEREEXEK

PR | WEAEHTEWRARIEN SA, & PIX WBIERT , EANTHS

. clear crypto ipsec sa - il BR7EZIRY IPsec SA.
- clear crypto isakmp sa - I EREZN Y IKE SA.

EENATE &

- show nat detail — £ RN R/XRA B RITHINATE E
W HERR &
ERAL D AIEIAR BT EFEIEZT.

BN CLI 2Hrss (PEATEMEF ) XBFRELE show i F. EEEXN show i TREN DT |, &
£/ EE CLI 54728,

X : £/ debug S HZET , BSMEX debug BEHEEEEM IP L WEHER - 7
£ 4 debug 5,

. debug crypto ipsec - £ 5 2 Br B IPsec .
- debug crypto isakmp - 2R 1 BrERAY ISAKMP 175,
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