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FirePOWER modulel FirePOWER module2

0,7

0/8

ASA-FPWR/Primary ASA-FPWR/Secondary

[
KEIREPEAME ERERANEFRIINVERINE, RSEAXEE. S8 TR HNELET

o

ASA Version 9.3(3)
|

host name ASA- FPVIR

!

interface G gabitEthernet0/0

nanei f out si de

security-level 0

i p address 10.88.247.5 255. 255. 255. 224 standby 10. 88. 247. 6
!

interface G gabitEthernet0/1

nanei f inside

security-level 100

i p address 192. 168. 10. 111 255. 255. 255. 0 standby 192. 168. 10. 112
!

!

interface G gabitEthernet0/6
description LAN Failover Interface
!

interface G gabitEthernet0/7

descri pti on STATE Fail over Interface
!

fail over

failover lan unit primary

failover lan interface folink G gabitEthernet0/6

failover link statelink G gabitEthernet0/7

failover interface ip folink 1.1.1.1 255.255.255.0 standby 1.1.1.2

failover interface ip statelink 2.2.2.1 255.255.255.0 standby 2.2.2.2
!



1
cl ass-map SFR

mat ch any

cl ass-map inspection_default

mat ch default-inspection-traffic

1

!

policy-map type inspect dns nmigrated_dns_map_1
paraneters

nessage-1 ength maxi mum client auto
nessage-| engt h maxi mum 512
policy-map gl obal policy

cl ass inspection_default

nspect dns migrated_dns_map_1
nspect ftp

nspect h323 h225

nspect h323 ras

nspect i p-options

nspect netbi os

nspect rsh

nspect rtsp

nspect skinny

nspect esntp

nspect sql net

nspect sunrpc

nspect tftp

nspect sip

nspect xdntp

cl ass SFR

sfr fail-open
|

servi ce-policy global _policy global

pronpt hostnane context priority state

no call -hone reporting anonynous

Crypt ochecksum b268e0095f 175a26aa94d120e9041¢c29
end

12 4 BT US4

HASAL THEELIRERE , MIAMBA T2ERTRNRSER | BEBREEA &, JEALS
T, UAETEENSEANS

ASA- FPWR/ pri/act# show run all nonitor-interface
noni tor-interface outside

nmoni tor-interface inside

noni tor-interface service-nodul e

BEASARE RFHMPRES.

show failover#i i & RN £ STER HIPRE -

ASA- FPWR/ pri / act# show failover

Fai | over On

Fai | over unit Primary

Fai | over LAN Interface: folink G gabitEthernet0/6 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maxi mum



MAC Address Move Notification Interval not set

Version: Qurs 9.3(3), Mate 9.3(3)

Last Fail over at: 14:30:44 UTC Aug 6 2015

This host: Primary - Active

Active time: 85 (sec)

slot 0: ASA5545 hw/ sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Nornmal (Monitored)
Interface inside (192.168.10.111): Normal (Mbnitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-152) status (Up/Up)
ASA FirePOWER, 5.3.1-152, Up

O her host: Secondary - Standby Ready

Active time: 396 (sec)

sl ot 0: ASA5545 hw/ sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Nornmal (Monitored)
Interface inside (192.168.10.112): Normal (Mbnitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-155) status (Up/Up)
ASA FirePOWER, 5.3.1-155, Up

MRFARBORSERZERE W gEREPRESG, TARFENZARE , LT
FAEENZEYTARE, EREBERT | XaSBRSHEIRT XS R L EHNN.

B0 R S5 A0 SR 4 PR A =X SR

AR fE Ffail-openZK BOFFRBAOETER | NREBF AL BIASAM A LIETRSER, XATLZE
S BRI B AR IR K RSV BB R 5 0%

TS WRENAMEXRAERE , WASAXEZFERATRREBEB IR MRS TR A

e
ET7HATERNRERS |, iBEZ1T% P show service-policy [sfricx]ips|csc].

ASA- FPWR/ pri/ act# show service-policy sfr

d obal policy:

Servi ce-policy: global_policy

Cl ass-map: SFR

SFR: card status Up, mode fail-open

packet input 0, packet output O, drop O, reset-drop O

BEREERCKBERMPFEEETUARIX - :

ASA- FPWR/ pri / act# show run policy-mp
|

policy-map type inspect dns mgrated_dns_nap_1
par anmet er s

nmessage-|l ength maxi mumclient auto
nmessage- | ength maxi mum 512

pol i cy-map gl obal _policy

cl ass inspection_default

i nspect dns migrated_dns_map_1

nspect ftp

nspect h323 h225

nspect h323 ras

nspect ip-options

nspect netbi os

nspect rsh

nspect rtsp

nspect skinny



i nspect esntp

i nspect sql net
i nspect sunrpc
inspect tftp

i nspect sip

i nspect xdntp

cl ass SFR

sfr fail-open
|

ASA- FPWR/ pri / act #

FRBRS IR IR,

L AR DR R F I RS AERAV MG 1R, WRARR KA S TR , AR TR B sk =k
MR PERRED o] AT SR B MR PR AV 1B TR R AT

no nonitor-interface service-nodul e

HiF
Wi RS MR R R EERA,

EZ{TEET , monitor-interfacef i H#EUH,

ASA- FPWR/ pri/act (config)# show run all nonitor-interface
nonitor-interface outside

nonitor-interface inside

no nonitor-interface service-nodul e

A EH N E AR FFEEOBIR,

HPEREWN , NEFME L IRE EHFirePOWERER |, DA AMETIRIZE R ELEBEL
y= R

ASAZE/F %% FFirePOWERME SR #i o

Sourcefire ASA5545 v5.3.1 (build 152)

Last login: Thu Aug 6 14:40:46 on ttySl
>

>syst em r eboot
This command will reboot the system Continue?
Pl ease enter 'YES or 'NO: YES

Br oadcast nessage fromroot (Thu Aug 6 14:40:59 2015):
The systemis going down for reboot NOW

Escape Sequence detected
Consol e session with nodule sfr term nated.

BREFINFASAT/ERZNH .
RERFTED BE,



ASA- FPWR/ pri/act# show fail over

Fai | over On

Fai |l over unit Primary

Fai |l over LAN Interface: folink G gabitEthernet0/6 (up)
Reconnect timeout 0:00: 00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maxi mum

MAC Address Move Notification Interval not set

Version: Qurs 9.3(3), Mate 9.3(3)

Last Fail over at: 14:30:44 UTC Aug 6 2015

This host: Primary - Active

Active time: 616 (sec)

sl ot 0: ASA5545 hw/ sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Nornmal (Monitored)
Interface inside (192.168.10.111): Normal (Mbnitored)
slot 1: SFR5545 hw/ sw rev (N A/5.3.1-152) status (Unresponsive/Down)
ASA FirePOVER, 5.3.1-152, Not Applicable

O her host: Secondary - Standby Ready

Active time: 396 (sec)

slot 0: ASA5545 hw/ sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Nornal (Monitored)
Interface inside (192.168.10.112): Normal (Mbnitored)
slot 1: SFR5545 hw/ sw rev (N A/5.3.1-155) status (Up/Up)
ASA FirePONER, 5.3.1-155, Up

BIREH N BTASARE B/ & B iR & BV
FRRBFIFWRSRAUNEE , BEFBEEEAAE,

ASA- FPWR/ sec/ st by# show fail over

Fai | over On

Fai | over unit Secondary

Fai | over LAN Interface: folink G gabitEthernet0/6 (up)
Reconnect timeout 0:00: 00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maxi mum

MAC Address Move Notification Interval not set

Version: Qurs 9.3(3), Mate 9.3(3)

Last Fail over at: 14:30:59 UTC Aug 6 2015

This host: Secondary - Standby Ready

Active time: 396 (sec)

sl ot 0: ASA5545 hw/ sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Nornmal (Monitored)
Interface inside (192.168.10.112): Normal (Mbnitored)
slot 1: SFR5545 hw/ sw rev (N A/5.3.1-155) status (Up/Up)
ASA FirePONER, 5.3.1-155, Up

Ot her host: Primary - Active

Active time: 670 (sec)

sl ot 0: ASA5545 hw/ sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Nornmal (Monitored)
Interface inside (192.168.10.111): Normal (Mbnitored)
slot 1: SFR5545 hw/ sw rev (N A/5.3.1-152) status (Unresponsive/Down)
ASA Fi rePONER, 5. 3.1-152, Not Applicable

B RS BUR 12,

ERAERGERE  EETUTHS



nmoni tor-interface service-nodul e

WiFRSHMRERERR.

RSERBTTBEREE.

ASA- FPWR/ pri/act (config)# show run all nonitor-interface
noni tor-interface outside

noni tor-interface inside

noni tor-interface service-nodul e

BB BR

B f 1. ASARFEER 1T FELD#0 |, 3 8 Rk B “Service card in other unit has
failed”,

RN B — N ZNHPELNREH | show failover history T F 7 #Z o ge VR R .

ASA- FPWR/ sec/ act# show fail over history

From State To State Reason

14: 38:58 UTC Aug 5 2015
Bul k Sync Standby Ready Detected an Active mate

14:39: 05 UTC Aug 5 2015
St andby Ready Bul k Sync No Error

14:39: 17 UTC Aug 5 2015
Bul k Sync Standby Ready No Error

14:48:12 UTC Aug 6 2015
Standby Ready Just Active Service card in other unit has failed

14:48:12 UTC Aug 6 2015
Just Active Active Drain Service card in other unit has failed

14:48:12 UTC Aug 6 2015
Active Drain Active Applying Config Service card in other unit has failed

14: 48: 12 UTC Aug 6 2015
Active Applying Config Active Config Applied Service card in other unit has failed

14: 48: 12 UTC Aug 6 2015
Active Config Applied Active Service card in other unit has failed

NENBZARBERUTHE

14:47:56 UTC Aug 6 2015
St andby Ready Failed Detect service card failure

R I “Service card in other unit has failed” ( HBRFFHRFZFEAMK ) BHE |, MR EHE LR
, BRRAEREERNEIE 8 S HIERTIRL,



MRERERF TR RES |, W ZEMHASAR RIS

ASA- FPWR/ sec/ stby# Waiting for the earlier webvpn instance to termnate...
Previ ous instance shut down. Starting a new one.

Switching to Active

ASA- FPWR/ sec/ act #

ASA- FPWR/ sec/ act # show fail over

Fai l over On

Fai | over unit Secondary

Fai |l over LAN Interface: folink G gabitEthernet0/6 (up)
Reconnect timeout 0:00: 00

Unit Poll frequency 1 seconds, holdtinme 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maxi mum

MAC Address Move Notification Interval not set

Version: Qurs 9.3(3), Mate 9.3(3)

Last Failover at: 14:24:23 UTC Aug 6 2015

Thi s host: Secondary - Active

Active tinme: 38 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Normal (Witing)
Interface inside (192.168.10.111): Normal (Waiting)
slot 1. SFR5545 hw/ sw rev (N A/ 5.3.1-155) status (Up/ Up)
ASA Fi rePOVER, 5.3.1-155, Up

O her host: Primary - Failed

Active tinme: 182 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Normal (Witing)
Interface inside (192.168.10.112): Normal (Waiting)
slot 1: SFR5545 hw/sw rev (N A/5.3.1-152) status (Unresponsive/Down)
ASA Fi rePOVNER, 5.3.1-152, Not Applicable

BRI =

ALZARFSERERE | R AT IRTH — S SEHERR S RS E IR,

no nonitor-interface service-nodul e

A2 BAASAT X R/FI.3(1)MIEEA F. MR % HEIIIREH 2

REEASAS500 R FI A ZIF9.3(1)RA |, BIEEN T IFRHER |, b —EFEER | MICSCH
IPS,

BEREFASTASAS500-X R , thl — X FIRAM IR E R AN,
BRIER
ASAIVERLE TR ML BB M0 S M A Ui, U, HBRIFERT | AL BRSR R B

o

T 7 5 R R SRR S R SR

EXfERT , IWEE A T HBRFirePOWERE R RE R,



cl ass-map SFR

mat ch any

cl ass-map inspection_default

mat ch default-inspection-traffic
1

!

policy-map type inspect dns nmigrated_dns_map_1
paraneters

nmessage-| ength maxi mum client auto
nmessage-| engt h maxi mum 512
policy-map global policy

cl ass inspection_default

nspect dns migrated_dns_nap_1
nspect ftp

nspect h323 h225

nspect h323 ras

nspect i p-options

nspect netbi os

nspect rsh

nspect rtsp

i nspect ski nny

i nspect esntp

i nspect sql net

i nspect sunrpc

inspect tftp

i nspect sip

i nspect xdntp

class SFR

sfr fail-open
|

#n > show service-policy [csc|cxsclips|sfr] ™ A T4 3 Bk &1 7 24 BIR Ao

ASA- FPWR/ pri/act# show service-policy sfr

d obal policy:

Servi ce-policy: global_policy

Cl ass-map: SFR

SFR: card status Up, node fail-open

packet input 0, packet output O, drop O, reset-drop

FRARBREER IR,

HIBRREE S , THEMASAOERKEZESRE.

ASA- FPWR/ pri/act# conf t

ASA- FPWR/ pri/act (confi g)# policy-nmap gl obal _policy
ASA- FPWR/ pri/ act (confi g- pmap) # cl ass SFR

ASA- FPWR/ pri/act (confi g-pmap-c)# no sfr fail-open
ASA- FPWR/ pri / act (confi g- pmap-c)# end

ASA- FPWR/ pri/ act #

BWIFREEM TASAEE IR,

B —show i T A ATRIEREREFBREAER, WHLMANE,

ASA- FPWR/ pri / act # show service-policy sfr
ASA- FPWR/ pri / act #



BEERTEE , TARENAREHEARSE,

ASA- FPWR/ pri/ act# show module sfr

Mod Card Type Model Serial No.

sfr FirePONER Services Software Mdul e ASA5545 FCH18457CNM

Mod MAC Address Range Hw Version Fw Version Sw Version

sfr 74a0. 2fa4. 6¢c7a to 74a0. 2fad4.6¢c7a VA NV A 5.3.1-152

Mod SSM Application Nane Status SSM Application Version

sfr ASA Fi rePONER Not Applicable 5.3.1-152

Mod Status Data Plane Status Conpatibility

sfr Unresponsive Not Applicable

ASA- FPWR/ pri/act# show fail over

Fai l over On

Fai |l over unit Prinmary

Fai |l over LAN Interface: folink G gabitEthernet0/6 (up)
Reconnect tinmeout 0:00: 00

Unit Poll frequency 1 seconds, holdtinme 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maxi mum

MAC Address Move Notification Interval not set
Version: Qurs 9.3(3), Mate 9.3(3)

Last Failover at: 14:51:20 UTC Aug 6 2015

This host: Primary - Active

Active tinme: 428 (sec)

sl ot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Nornal (Monitored)
Interface inside (192.168.10.111): Normal (Mbnitored)

slot 1: SFR5545 hw/ sw rev (N A/5.3.1-152) status (Unresponsive/Down)

ASA Fi rePOVNER, 5.3.1-152, Not Applicable

O her host: Secondary - Standby Ready

Active tinme: 204 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Nornal (Monitored)
Interface inside (192.168.10.112): Normal (Mnitored)
slot 1. SFR5545 hw/ sw rev (N A/ 5.3.1-155) status (Up/ Up)
ASA Fi rePONER, 5.3.1-155, Up

BRAERERISRORE.

HARBFERLOERE , W AE#F D INREST T R E > A R

ASA- FPWR/ pri/act (config)# policy-nmap gl obal _policy
ASA- FPWR/ pri/ act (confi g- pmap) # cl ass SFR

ASA- FPWR/ pri/act (confi g-pmap-c)# sfr fail-open
ASA- FPWR/ pri / act (confi g- pmap-c)# end

ASA- FPWR/ pri/ act #
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