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O Monitori SA FirePOWER Monitori Real Time Eventi

Real Time Eventing

Connection Event ---- Allow Time: Fri 15/7/16 9:48:39 AM (IST) (start of the flow) Close

ASA FirePOWER firewall connection event

Reason:
Event Details
Initiator Responder Traffic
Initiator IP 192,168.20.50 / Responder IP 10.76.77.50 Ingress Security Zone inside
‘ Initiator Country and Responder Country and Egress Security Zone outside
Continent Continent Ingress Interface inside
Source Port/ICMP Type 57317 gg;telr‘atmn Port/ICMP 53 Egress Interface outside
User Special Identities/No TCP Flags 0
‘ Authentication Required URL - -
URL Category NetBIOS Domain
Transaction URL Reputation Risk unknown DNS
Initiator Packets 1.0 HTTP Response a )
‘ Responder Packets 0.0 DN Query MaleioUs.con 4 _
Total Packets 1.0 Application Sinkhole @:y;t ;:4: =t t:o Donah
) N lackli Jests omain Now
Initiator Bytes 73.0 Application View more S
Responder Bytes 0.0 Application Categories SSL
‘ Connection Bytes 73.0 Application Tag
= e SSL Status Unknown (Unknown)
Client Application DNS S5 Pol
i oli
Policy Client Version SSLR tcy
ule
Policy Default Allow All Traffic Client Categories network protocols/services .
Firewall Policy Rule/SI  intrusion_detection Client Tag opens port SOl Verson CliLE
Category o S5L Cipher Suite TLS_NULL_WITH_NULL_NULL
‘Web Application
Monitor Rules X S5L Certificate Status Not Checked
Web App Categories
View more
ISE Attributes Web App Tag
End Point Profile Name Application Risk
Application Business
Security Group Tag Rzicvarcc
Name .
‘ Location IP

ERIFMEREAMB2REREE/2RAEE,

1% §#in Z Configuration > ASA FirePOWER

Configuration > Object Management > SecurityIntelligence > DNS Lists and Feeds , } 4748
Global-Blacklist for DNS / Global Whitelist for DNS, 3% 1] LA {5 Fi i BR 322 40 M 51l = 7 Ml BR1E AT 330
tIRRE LN AENIIR
Firepower A F BRI Z BEN YR , ZIXRTEIRPFAEN A EZATERE (FHIE),

1. WAL B BEAXAEAXHS (BTN ) |, FHFXH L& EIFirePOWERIR R,

E & |, S ZEConfiguration > ASA FirePOWER Configuration > Object Management

> Securitylntelligence > DNS Lists and Feeds , #/§i%#¥Add DNS Lists and Feeds ( %0

DNSHI&RAK ) EW: BEEBEXIRNER. type: WTRIIFRAPIEZF T
"o EfEHIR : EEBrowse I EREHRER XA, EFEUpload A 83X



Security Intelligence for DNS List / Feed

Name: | Custom_list_Blacklist_Domain

Type: | List |V_f

Upload List: |C:\fakepath\b\acklist-domain.| [ Browse... ]

Upload

{ Store ASA FirePOWER Changes ] [ Cancel ]

% & Store ASA FirePOWER Changes(#f#ASA FirePOWERE ) MR FE X,

2. SE R LURHE A58 = 75 38 A T Firepower & R 7] LA 2 58 = 75 AR 55 28 AR BB BI R 9 B E X 5l &

o

EHTHEE , i5S M ZEConfiguration > ASA FirePOWER Configuration > Object

Management > Security Intelligence > DNS Lists and Feeds , #A/51%#Add DNS Lists and
Feeds

B BEAEURNER.

type : AT RIFIR AL EFeed.

RURL:35 EFirePOWERAE 3R 7] LUZ 32 M T 2R A9 fR 5587 URL.
MD5 URL:EE MR F{E UK IERURLEE &,

ERMR : EERHEEDIURLRARS 2269 8 | (7] FR

Security Intelligence for DNS List / Feed

Name: Custom_list_Blacklist_Domain

Type: Feed

Feed URL: 192.168.10.130/domain/blacklist.txy

MD5 URL: (optional)

Update Frequency: 2 hours

| Store ASA FirePOWER Changes | |

1%£3%Store ASA FirePOWER Changes AR FE X

$PR2. 8 W SinkholeX R ( Wik ) o

Sinkhole P33t AT FYEXT B EDNSHE R AL, FF w1t EYIIREA T E =i | EHAISinkhole iR
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ERNSinkholeBRE588 , 1& #kIREEConfiguration > ASA FirePOWER Configuration > Object
Management > Sinkhole , #A/5 % tAdd Sinkholei%&1i

F ¥ : #8ESinkhole RF B E Fo
IP #u3ik : $8ESinkhole IR 28R IP 13,
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type : NTHIFIRAIERERH HiE B SSinkholeEHXEMIOC ( BERI ) LB Feed, BE=H
2 A A Sinkhole IOCH LAFRiE,
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Sinkhole

Name: | Sinkhole_Server_2

IPv4 Address: | 192,168.50.3
IPv6 Address: | =1
Log Connections to Sinkhole: [« ]

Block and Log Connections to Sinkhole:

Type: | Command and Control

[ Store ASA FirePOWER Changes ] [ Cancel

HIR3. B EDNSEM,

FEREDNSKRE , LUREDNSIER/5IZRNIFE. S ZE Configuration > ASA FirePOWER
Configuration > Policies > DNS Policy.

ZRIADNSEKEE T EHMNEBRIAFN . 5 —%H N Global Whitelist for DNSE & R IFHIIZH B E X &
(Global-Whitelist-for-DNS), ZERSEE R CEAMEE £z a , AN FINEBAE LB, 5
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Add DNS Rule.
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1 O O ASA FirePOWER Configurat... 0 O Configuration > ASA FirePOWER Configuration > Policies > DNS Policy
r 5 policies
S Access Control Policy
» @ Intrusion Policy

" Files

0 st

& Actions Alerts

L 1den my Polcy
DNS

r I Device Managernent
- Device
& interfaces
r @ Object Management
> ° Network
> [ Port
@ security Zones

Add Rule

Name | Block_Attacker_Domain Enabled
57 Application Filters | -
» o URL
@ Geolocation
% variable Set
v 'L Securityintelligence

Action ‘Dumain Not Found |v|

I Zones I Networks l DNS I
DNS Lists and Feeds ¢ @ Selected Items (2)

g;ll" Network Lists and Fe ‘ -4, Search by name or value J __H DNS Attackers &
.k DNS Lists and Feeds /) ONS Bogon &
& URL Lists and Feeds e

(@ sinkhole e

[ FileList () DNS Bots

.k Cipher Suite List (G oNs cnc

» 27 Distinauished Name ) DNS Dga
(5 DNS Exploitkit
I &9 Device Setup J (2 DNS Malware

_-ﬂ DNS Open_proxy

| Firewall |

I ﬁ Remote Access VPN ‘

@ Site-to-Site VPN

£ RO IE TSR AL o
S IRA. T I V7 190 2 6l SR

EfREETDONSHZL1EIR , FS M ZEConfiguration > ASA Firepower Configuration > Policies >
Access Control Policy , i%1FSecurity Intelligencei& I+
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(5) DNS Phishing
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0 © O £54 FraFOWER Configurit. * Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy

r =] Policies
b2 dAccess Control Policy ASA
¥ & Intrusion Palicy
@® Intrusion Policy Default Allow All Traffic
Jz4 Rule Editor
Files
£ ssL
ﬁ Actions Alerts
Identity Policy g g ] Status: Policy Up-to-date on device
i) DNS Policy
" B Device Management Identity Policy: None SSL Poliey: Mone
B Device - =
ﬂlnterf&ces M Security Intelligence ] HTTP Responses ] Advanced B ki
’ @QbﬂctManaqemnl Avzilable Objects ¢ & Available Zones ¢ DNS Policy: Qg.m_ms_agu;,l |
» @ Network o -
, Search for a Network Any Whitelist (2) Blacklist (2)
> [@] Port = -
& Security Zones | Networks | URLs 1§ Inside sk Yetworks &
i_:i Application Filters &) Attackers % outside ¥ Global-Whitelist (Any Zone) 3 % Global-Blacklist (Any Zone) 3 0O
» & URL . =) Bogon i test URLs L
9 Geolocation &) Bots Global-Whitelist-for-URL (Any Z3 # Global-Blacklist-for-URL (Any Jn(j
& Variable Set
v I Securityintelligence o
=) Network Lists and Fe ® Dga
4 DNS Lists and Feeds =) Exploitkit
& URL Lists and Feeds =/ Malware
!Sinkho\e =) Open_proxy
[ FileList
=) Open_relay
=/ Phishing
g{%) Device Setup
= =)/ Response
@3 Firewall =) Spam
7 =) Suspicious
gggemote Access VPN g
= =) Tor_exit_node
"g’"g;ne—m—sne VPN %@ Global-Blacklist
[@ASA FirePOWER Configur... e
@) Device Management Cancel
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ENENBEREREE , BFE HDeploy , AG1%EFDeploy FirePOWER Changes , A/SE# HE O
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"(Apply ASA FirePOWER Changes),

ST : SH TS ASA Firepowerlk I>F SRS, BEESEERUBAERTN, IRy
MEBAR  THERTRR, Nt STUREET Y EHRTONSER, B , XD AERES

BEmEN , FENIERNEW, SREBNE  TUESHBE B hEs st DNSE

iﬁﬁ;#.ﬁgiﬁﬁFirepowerﬁﬂtﬁiféﬁ?ﬁ , -&# ZEMonitoring > ASA Firepower
Monitoring > Real Time Eventing., i%#Security IntelligenceitM ¥, XM &R NEAMRREEH
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Real Time Eventing

& | | All ASA FirePOWER Events | | Connection || Intrusion | | File | | Malware File | | Security Intelligence

Filter
protocol=udp *
Filter
Ul Pause Refresh Rate | 5 seconds - | 15/7/16 12:20:21 PM (IST) tm
Receive Times Action First Packet Last Packet Reason Initiator IP Responder IP Source Port
15/7/16 12:20:04 PM Domain Not Found 15/7/16 12:20:03 PM DNS Block 192.168.20.50 10.76.77.50 65296
15/7/16 12:20:04 PM Domain Not Found 15/7/16 12:20:03 PM DNS Block 192.168.20.50 10.76.77.50 65295

BEHERAv R4 TATFRRREAENEL, YRRLLMRRRTY  BERE

Configuration > ASA FirePOWER Configuration > Object Management > Security Intelligence >
DNS Lists and Feeds , # B & FXEMRNE R, AJLUEE RE" LR BIREROME,

b & > Securitylntelligence > DNS Lists and Feeds
[ Update Feeds | [ ) Add DNS Lists and Feeds ] , Filter
Name Type ‘ ‘
Cisco-DNS-and-URL-Intelligence-Feed Feed
Last Updated: 2016-07-15 00:55:03
Global-Blacklist-for-DNS List
Global-Whitelist-for-DNS List

BRHAZREHERBTRBRERDITR. KERLERINE4AERFUAERREEEHMEL, *ﬁ*
=3
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