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|Type topic to search | Go

File View Tools Wizards Window Help
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-~ Access Control Policy

Intrusion Poli
PN rusion Polcy

1= Rule Editor
| Files

S5L
Actions Alerts ] o H
* Identity Policy Create Intrusion Policy

[x] bus Policy

[+-#¥, Device Management
@3 Object Management Name * e |IPS_PoIicy

+-0 Local

7 System Information Description o | 1PS_palicy for LAB
- Updates
--H Licenses Drop when Inline 6 [«
[+ {8 Tools

[+-¥ Integration Base Policy @l Balanced Security and Connectivity ¥ |

Policy Information

&@ Device Setup * Required

Firewall

ﬁ Remaote Access VPN

m Create Policy [ Create and Edit Policy I Cancel ]

@ Site-to-Site VPN
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% Device Management
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5. No Rule Active — JLIETEZRAMENN ., BEERFEZEERFHBERAAN,

|p.;.|i.;-,f Information J| Policy Information < Back

Rules :
Mame IPS_Palicy

Advanced Settings

Description IPS_policy for LAB
Policy Layers

Drop when Inline |«

Base Policy
Balanced Security and Connectivity ¥
&) The base policy is up to date (Rule Update 2015-10-01-001-vrt)

& Manage Base Policy

This policy has 7591 enabled rules & Manage Rules
=¥ 114 rules generate events s Wiew
# 7477 rules drop and generate events s Wiew

This policy contains enabled preprocessor rules, Flease read the rule documentation to ensure

the preorocessors have the correct settings for these rules

Commit Changes Discard Changes
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Policy Information Rules < Back

Rules Rule Configuration Filter: Ilheartbleed I %| ?

Adwvanced Settings .RUIE Eopient Filter returned 33 results

Category =
Policy Layers T— r = ¥ T 'C IR @ - =y Policy v
app-detec Rule State Ewvent Filtering Dynamic State Alerting Comments
BIScki=s GID SID Message a = Y OOow
browser-chrome i 30549 SERVER-OTHER OpenSSL Heartbleed masscan access %
browser-firefox g exploitation attempt
browser-ie ] e SERVER-OTHER OpenSsSL SSLv3 large heartbeat response %
 owssr—cie Y - possible ssl heartbleed attempt
i Eeir 1 SRR SERVER-OTHER OpenSSL SSLv3 large heartbeat response %
OSSP i - possible ssl heartbleed attempt
browser-webkit L 30785 SERVER-OTHER OpenSSL SSLv3 large heartbeat response %
content-replace ! - possible ssl heartbleed attempt
decoder i 30514 SERVER-OTHER OpenSSL 55Lv3 large heartbeat response %
explait-kit ~ - possible ssl heartbleed attempt
. SERVER-OTHER OpenSSL TLSv1 large heartbeat response
file- tabl 1 30779 b
il - possible ssl heartbleed attempt x
i -
file-flash 1 30780 SERVER-OTHER OpenSSL TLSv1 large heartbeat response X
Classifications : - possible ssl heartbleed attempt
Microsoft Vulnerabilities . T SERVER-OTHER OpenSSL TLSv1 large heartbeat response %
ooy : - possible ssl heartbleed attempt
iy L SERVER-OTHER OpenSSL TLSv1 large heartbeat response
Platform Specific 1 3051 i
= s - possible ssl heartbleed attempt ®
P
i i o SERVER-OTHER OpenSSL TLSv1.1 large heartbeat -
T 1 30741 " 4
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Rule Update £ < i of 1 > M
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Message 3 o
Policy Layers - = v T IR @ et Palicy v
SID Rule State Ewent Filtering Dynamic State Alerting Comments
o GID SID Message « = YU
2 Reference g S _— SERVER-APACHE Apache Struts arbitrary OGNL remote code ®
CVE ID it execution attempt
URL 1 27574 SERVER-APACHE Apache Struts OGNL getRuntime.exec static method ®
fara -~

Bugtrag ID access attempt

Nessus ID

Arachnids ID

Mcafee ID
Action
Protocol
Direction

Source IP o

Category
Classifications
Microsoft Vulnerabilities
Microsoft Worms
Platform Specific
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Priority

Rule Update K < 1 of 1 > Ml
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blacklist
browser-

browser.
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-firefox
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other
plugins
webkit

content-replace

decoder

exploit-kit

file-executable

file-flash
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< Back

Filter: |
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Generate Events
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Platform Specific

Preprocessors
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Disable
T T
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l: 30514
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-
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- possible ssl heartbleed attempt

SERVER-OTHER OpenSSL SSLv3 large heartbeat response
- possible ssl heartbleed attempt

SERVER-OTHER OpenSSL SSLv3 large heartbeat response
- possible ssl heartbleed attempt

SERVER-OTHER OpenSSL 55Lv3 large heartbeat response
- possible ssl heartbleed attempt

SERVER-OTHER OpenSSL TLSv1 large heartbeat response
- possible ssl heartbleed attempt

SERVER-OTHER OpenSSL TLSv1 large heartbeat response
- possible ssl heartbleed attempt

SERVER-OTHER OpenSSL TLSv1 large heartbeat response
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SERVER-OTHER OpenSSL TLSv1 large heartbeat response
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SERVER-OTHER OpenSSL TLSv1.1 large heartbeat
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Rule State| Event Filtering JOynamic State Alerting Comments
GID SIf Threshold = Y U @ -

1 Suppression n‘TEBEI].cn SafeGuard local HTTPF management
ss attempt

k 2 Remave Thresholds 360.cn Safeguard runtime outbound

Remove Suppressions [0
RPP-DETELCT absolute Software Computrace outbound
connection - 209.53.113.223

1 32845

APP-DETECT Absolute Software Computrace outbound
4 1 32846 e P 4
connection - absolute.com
: " Loftware . =
Add Suppression for 1 rule 7 % e Add Suppression for 1 rule
: oftware ==
Suppression = Suppression r— m
Type aRLHE y.nettran Type 0 Source
EDFt'.-‘.IEII'E' r‘-lE't'Nl:ll-k
' ssearch
9 0K Cancel =
boftware
¥ S connection - search.namegquery 6 K k]
APP-DETECT Absolute Software essaudiasasacaioonisd
1 32849 a -

connection - search.us.namequ Add Suppression for 1 rule

Suppression e
" Cestination ¥
Type
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6 QK Cancel
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1. EFREANHBEESHRENAN,

2. B #“Dynamic State(ZIARE)”,

3. # #Add Rate-Based Rule State,

4. MR ERKIE(Track By) FRAE AR B NMBREA MRS, FRURIRS B 7).

5. i ANetwork, FILUIEE £/ MPibib, tbut3k, FTEREFTHRYIEK , ZHIFREBXLEHFE



BREER,
6. # ACount of eventsHIB B & ( AR REALL ) o
7. EFRERARNE LHFTIRS.
8. #i ATimeout , £t 2 FIREMNIRES
9. B OK SERIR1E,

Policy Information Rules < Back
Rules Rule Configuration Filter: |
Advanced Settings BulcConient 1 selected rule of 33
. Category 7 —
Policy Layers = v T G o s Policy v
app-detect Rule State Event Filtering | Dynamic State | Alerting Comments
blacklst GID SID Nd-:«dd Rate-Based Rule State | = Yo
browser-chrome |
] I /| 1 30549 SER[ Remove Rate-Based Rule States fd Mmasscan access %
browser-firefox n expl l
browser-ie 1 30777 SERVER-OTHER OpenSSL SSLv3 large heartbeat response
browser-other Add Rate-Based Rule State for 1 rule
browser-plugins l. 30778
browser-webkit o Track By Destination ¥
content-replace L 30785 e Metwork 192.168.20.3
/5 S s
decoder . ER Rate 10 Count /|5 Second
s Mew Stat i I vents ¥
exploit-kit o ew State Drop and Generate Event:
file-executable 1 30779 0 RS el
file-flash e
7 oK Cancel
Classifications t 30780 e
Microsoft Vulnerabilities i 30786 SERVER-OTHER OpenSSL TLSv1 large heartbeat response X
e W - possible ssl heartbleed attempt
e - SERVER-OTHER OpenSSL TLSv1 large heartbeat response
Platform Specific 1 3051 H
RS S - possible ssl heartbleed attempt e
EESnEmcEssocs 3 SERVER-OTHER OpenSSL TLSv1.1 large heartbeat > -
S 1 IN781 b 4
Priority
Rule Update K < 1of 1 > 2

SR2. BB R 40T RE(NAP)MIZE RS ( 7T& )

e R P 48 0 AT SR

P41 E R B AN TRAL RS . AL ERNITHECEAH T RE. ERPTRAIMZENEZ
MEMNUEE | BURBIFE L AR E,

NAPX IPEEHR#TH R EL , RETCPRARENBFEREAURRB MBI, FMAEIR/IXR
EH TS , BUE A UE AR A

B ERBEECHGCIDRES. ERTHEEEMARVTIALESS,

Eff B K DK , 155 M ZEConfiguration > ASA FirePOWER Configuration > Policies >
Access Control Policy > Advanced > Network Analysis and Intrusion Policy

MIAME D TREANFPELENERE  SRHEEERKE, 2EZA=DPRERHEAINAPKES AT L
MTRIFIRAPIERE,

%3215 M Network Analysis Policy ListA €12 B £ U NAPZK &,



ASA ASA FirePOWER

Network Analysis and Intrusion Policies ? X

Intrusion Policy used before Access Control |No Rules Active |"|
rule is determined

Intrusion Policy Variable Set | Default-Set |" | j

Metwork Analysis Rules Mo Custom Rules I Metwork Analysis Policy List I

Default Netwark Analysis Palicy |Balanced Security and Connectivi |"|

J(_comeel ]

[ K3 ¢

TEEATARANS , ATHRRFSL, Bt MicO, 538 E TR RMEIRRN |, R
WEEN. TEEMRERPEEEEFM.

TEFCOERETRINER (ME/mA ), WREFEXRIALE , FRNFHNEEE,

EffETEE , iHSMZEConfiguration > ASA Firepower Configuration > Object Management >
Variable Set, EF“HRMERFEETIEURIMFTHNEERE, MATERNBNRHIEE WA,

MREMEBENNARFEREROLTE  NEROSFERFENROT, BEnetworkSH,
$Home_NETIEE R ZM &
$External_NETIE E A 2B M £,



ASA FirePOWER Configuration a /

-- Policies
[+-#¥% Device Management
=47} Object Management

[H-& Network
F-[=] Port
-] Security Zones
-5 Application Filters
Bl URL New Variable Set
g GeolLocation
Variable Set Name: Custom_Variable_Set
(-4 SecurityIntelligence o
--[] Sinkhole Description: | Enter a description
[ FileList
-,# Cipher Suite List
[#-=] Distinguished Name
EEI--% PKT g Variable Name
ERIPLLY
S Local 2 Customized Variables
B System Information
..... Updates This category is empty
& Licenses Default Variables
[+ Tools
[#-¥2, Integration AIM_SERVERS Network [64.12.31.136/32, 205.188.210.203/32, 6...]
DNS_SERVERS Network HOME_NET
EXTERMAL_NET Network any
FILE_DATA_PORTS Port [HTTP_PORTS, 143, 110]
&9 sy FTP_PORTS Port [21, 2100, 3535]
e
Firewall GTP_PORTS Port [3386, 2123, 2152]
(2
Remote Access VPN HOME_NET Network any
Site-to-Site VPN 7

ASA FirePOWER. Configuration

[ Store ASA FirePOWER Changes J [

E;L Device Management

SI 3 RERBREENTEARKER/NAP/ZRE

£ i1 Z Configuration > ASA Firepower Configuration > Policies > Access Control Policy, ZEER
BEATERR -

1. RBESHEARKEN R RERAN,

2. EFERE R,

B.MTHRIIRPERARER , AENTHIIRPERTEE
4. Click Save.

Standard Rules

1 Access_Policy_Rule any any any any any any any any o Allow II o [iﬂ
Root Rules L

Editing Rule - Access_Policy_Rule ? %
Mame |Access_Policy_Rule | ¥ Enabled Move
Action |« Allow v | IPS: IPS_Policy \Variables: Default-Set Files: no inspection Logging: no logging

ones etworks | & Users | & Applications orts | & s | & ributes 4. Inspection ogging omments
Vi Network U Applicati Port: URL ISE Attribut: I cti Loggi C t

Intrusion Policy Variable Set

!IPS_PUIicy b4 Iy" Default Set

File Palicy

Mone B

o [ Save ][ Cancel ]

AN AERREERMBIL B RREAN, BALESEFEIERERRAARKBNREHER.



B ] Status:li\ccess Control policy out-of-date on device |

N\

Identity Policy: Mone SSL Policy: None

[ Rules l Security Intelligence l HTTP Responses l Advanced

& Add Category | @ AddRule | Search Rules

Source Dest Source Dest
# | Name Zones Zones Networks Networks Users Applicat... | Src Ports Dest Ports URLs Action Ep =

Administrator Rules

Standard Rules

1 Access_Policy_Rule o Allow D 0 & O
| Root Rules £ .
Displaying 1 - 1 of 1 rules Page |1 of 1 ¢
| Store ASA FirePOWER Changes ] l Cancel |

# T Store ASA FirePOWER changes ( F7f#ASA FirePOWEREH ) SRFE X,

S4B RRE R

IE , BXAEETHFIEHIRE, ENARKZE , £2ERE LB HREHREIHNETR.
BN ELEE L RES

1. B #HDeploy.
2. B i#i“Deploy FirePOWER Changes ( #BEFirePOWEREX ) ",
3. £ HE O # & $HDeploy,

File View Tools Wizards Window Help

@ Home G}% Configuration B Munitnro Q Deploy - @ Refresh o Back l\__) Forward ? He

 Device List =] eDepIDy FirePOWER Changes Ctrl+D
% Add [ Delete & Connect

Save Running Configuration to Flash  Ctrl+5

TEIT &

Eind- 20




(&3 Deploy FirePOWER Changes L

Deploy Policies version:2016-01-05 09:09 AM 2

& System Policy: Default

D Sensor Policy: firepower

D Access Control Policy: Default Allow All Traffic

2 Intrusion Policy: Balanced Security and Connectivity
D Intrusion Policy: IPS_Policy
@ - DNS Palicy: Default DNS Palicy

ei Deploy || Cancel

: 5.4 xApply ASA FirePOWER ChangesASA FirePOWER

> ASA Firepower>

SWMEBIEAREH

EERFirePOWERERERNAREN , FS

finZ Monitoring > ASA FirePOWER Monitoring >
Real Time Eventing.

Monitoring > ASA FirePOWER Monitoring > Real Time Eventing
Real Tirl:}Exrenting
‘i_" i.Gaurav_Cc-nnecticn_E;er'.ts ?’\-I ;.AII ASA FirePOWER Events i:-C-c-r';nectic-n": i Intrusion [ File.l gmMalv.'are File (| Security Intelligence :
L L U 1 [l L [l L
Filter
| Rule Action=BElock * reason=Intrusion Block * |
II_I Pause Refresh Rate | 5 seconds - |  1j10/16 6:13:42 PM (IST)
Receive Times Action Event Type Inline Result Reason
1/10/16 6:11:50 PM Block ASH FirePOWER Connection Intrusion Block
1/10/16 6:09:52 PM Block ASA FirePOWER Connection Intrusion Block
1/10/16 6:09:37 FM Block ASA FirePOWER Connection Intrusion Block

KriF
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HIRA FER U [R142 I SR R B BT ST Ao

SRS GIEZEEHNAREYN , URIERERT AT EBAMN,

» Cisco ASA FirePOWER
+ -Cisco Systems


http://www.cisco.com/c/zh_cn/td/docs/security/asa/quick_start/sfr/firepower-qsg.html#pgfId-133942
https://www.cisco.com/c/zh_cn/support/index.html
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