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5545-X, ASA 5555-X)
AXHEPNEEHRETREXRENEFHNRZEEN, AXEFEANAAERZRNERAR
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PRIER
BRZ2BIREBESANEHEFTNIPHUES , XEIPHuHBERTALOSEHMBEFERE, MR
EATEEIESIRBIPHiE ( ISPAM, EBEHH., MENAKEHESF ) , Cisco TALOSEHHES
&K,
BERIPZLBIRFERIERKE A, Bogon, Bots, CnC, Dga, ExploitKit, EE 5. Open_proxy.
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OpenProxy: 2 AliZ 1T FF BMWeb IR H IR E B WebR| EIRSZHW EHNNES,
OpenRelay: B AR A BB MR EHNa T EFERANWEZHBEFPHRBRSHENES.
TorExitNode: 2 &18 Tor AnonymizerM &2 IR H T SRS ENNES,

BR : ROBEEEERERENPHUANES,
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EFIPHuAME LR RER/2/EEE |, B S EIMonitoring > ASA FirePOWER Monitoring >
Real Time Eventing , ffEr 2 EEEZESH L H%&E View Details.

WA LURFRER BARIPHAE R MBI B 2R 2/ BABE, BHEdHRYA , AEiEEWhitelist
Now/Blacklist Now , [Pt AR INBIFE A FIR , MEFTR.

Monitoring = ASA FirePOWER Monitoring = Real Time Eventing

Real Time Eventing

+ | | All ASA FirePOWER Events | | Connection | | Intrusion | | File || Malware File | | Security Intelligence

Filter
Rule Action=Allow *
Wl Pause RefreshRate | 5 seconds ~ | 1/25/16 9:11:25 AM (IST)
Receive Times Action First Packet Last Packet Reason
1/25/16 9:09:50 AM Allow 1/25/16 9:09:48 AM 1125116 9:09:49 AM
{ID Wiew details
1I|"25I|"IE SQ:07:36 AM Allow 1.."25_."1,_ R ] It 9:07:03 AM
1/25/16 9:07:07 AM Allow 1/25/16 9:07:06 AM 1/25/16 9:07:06 AM

Monitoring > ASA FirePOWER Monitoring > Real Time Eventing

Real Time Eventing

Initiator Responder Edit
Initiator IP 192.168.20.3 |\ Responder IP 10.106.44.5F
Initiator Country and ':ﬁitelist MNove Responder Country and

Continent Blacklist Mow Continent

Source Port/ICMP Type 60297 Destination Port/ICMP 42153

ERIERS ERIPHiUtREEAMELBRER/2R/EEE , S EConfiguration > ASA
Firepower Configuration > Object Management > Security Intelligence > Network Lists and

Feeds , H#BLRBEL/LBARE, BE T LUE M BRIREM 5 & 1 BREMIPHb L,

IR RA APy BE X 5R

Firepower R iFE0IEZT AT E2EE (ML ) WEENNE/IPibitFIR, B=FAEETARITLIHIE
£ -

1. WA UG IPH It B A XA ( BT — NPtk ) |, H A BUF X L& ElFirepowertEiR, E
& | S ZEConfiguration > ASA FirePOWER Configuration > Object Management >
Security Intelligence > Network Lists and Feeds , #&AJ& = iAdd Network Lists and Feeds

B8 BEEENIRNER. type: WTFHFIRHPIEZRFSIR, it 27E
: EFEBrowse A ERSHFER XA, @EF LB ET L L83 H,

2. A LURHME 58 = 5 IPEIEE A T Firepowert8 R Bx R 28 = 5 B &5 88 BUREUPH#i it 51 R0 B 7E
XFk, EHRTEE , 1S M EConfiguration > ASA FirePOWER Configuration > Object
Management > Security Intelligence > Network Lists and Feeds , A /5 % $iAdd Network Lists



and Feeds
B EEBELURNAR.

type : M\ THLIFI &P ikFEFeediElN,

JRURL:38 EFirepowert& 3R RiiE 2 3 T BRI RS ERHYURL,

MD5 URL:}5 EMR FEURIERURLEEER,

EFMR ; EERSIEETURLIE RS 2389 8 8] (8] FE o

MName:

Type:

Upload List:

Security Intelligence for Network List / Feed

Custom_Feed |

List

C:\fakepathCustom_IP Feed.

Mame:
Type:
Feed LRL:
MDS URL:

Update Frequency:

Security Intelligence for Network List / Feed 7 *

Custom_Metworlk_Feed

Feed w

http://192.168.30.1/blacklist-IP.txt

(optional)

30 minutes b

| Store ASA FirePOWER Changss | |

Cancel |
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ERELZ 215 , S ZEConfiguration > ASA Firepower Configuration > Policies > Access

Control Policy , i Z £ 1ERET
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Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy sy
ASA
DEfaUIt A”OW A” Trafﬁc You have unsaved changes

B ] Status: Folicy Up-to-date on device

Identity Policy: MNone SSL Policy: Default SSL Policy

Rules I Security Intelligence I HTTP Responses I Advanced

Available Objects ¢ &3 Available Zones & DNS Policy: Default DNS Policy ]
! , Search for a Network | @ any Whitelist (2) Blacklist (7)  Enable logging
I Networks l URLs Netwiorkes -
&) Attackers /! Global-Whitelist (Any Zone) [ &gy Global-Blacklist (Any Zone) 3 [T
[ addto || uRis =)/ Attackers (Any Zone) X G
=/ Bogon | Whitelist | — = B | -
=) Bots .- Global-Whitelist-for-URL (An{g =V Bots (Any Zone) X G
=/ CnC Block
=) Malware Monitor-only (do not block) I

=/ Open_proxy
=) Open_relay
=) Phishing

Select All

Delete

-

. Stnre ASA FirePOVWWER Channee | | Cancal |

%1% Store ASA Firepower Changes ( FZf#ASA FirepowerE i ) TR FACKBE E X,

B3R U ) 22 Bl SR g
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File View Tools Wizards Window Help

@) Home u%:mﬁgmmn[]mmmﬂguephy | ¥ Refresh Gam Qan-"'un‘ D we

Devicelist | aﬂeplﬂy FirePOWER Changes Ctrl+D
& add [ Delete ﬁ Connect

Save Hunnmg Configuration to Flash  Ctrl+5
} e N P el

Deploy Policies Version:2016-01-05 09:09 AM

[+ System Policy: Default
D Sensor Palicy: firepower
D Access Control Policy: Default Allow Al Traffic

Y i-Intrusmn Policy: Balanced Security and Connectiviby
D - Intrusion Policy: IPS_Palicy
& - DNS Policy: Default DNS Palicy

: 5.4 x“ASA FirePOWER”

> ASA Firepower>

REWBE4I R

EEdFirepowertiIREF LR £ 1E R , 155 H1ZEMonitoring > ASA Firepower Monitoring > Real
Time Eventing, %&#FSecurity Intelligencei® ., XFE RNERRAEH :

> ASA FirePOWER itoring > Real Time
~Real Time Eventing

IEI ‘ All A\'[E'}Fi rePOWER Events ‘ Connection | | Intrusion || File || Malware File || Security Intelligence
Filter

Enter filter criteria

| Wl Pause RefreshRate | 5 seconds ~ | 2/9/16 1:03:31 PM (15T)

Receive Times Action First Packet Last Packet Reason Initiator IP Responder IP

2/9/16 1:01:48 PM Block 2/5/16 1:01:47 PM 1P Block 152.168.20.3 184.26.162.43
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SR A HUATHREENRIETRE,

B HERR

NARLZLBIRFERRZFHHN , 55 M Z Configuration > ASA FirePOWER Configuration > Object
Management > Security Intelligence > Network Lists and Feeds , & & )X EFHRAETE, &
PUE R RE R LOR B IR EF AR,

Configuration > ASA FirePOWER Configuration > Object Management > SecurityIntelligence > Network Lists and Feeds
|_ Update Feeds | | (&) Add Network Lists and Feeds | |- Filter
MName Type

Cisco-Intelligence-Feed

Last Updated: 2016-02-08 10:03:14 e &
Custom_Feed Feed &
Global-Blacklist List &
Global-wWhitelist List e
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