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ip local pool AC_Pool 10.0.50.1-10.0.50.100 mask 255.255.255.0

interface GigabitEthernet0/0

nameif Outside_Int

security-level 0

ip address 192.168.0.100 255.255.255.0

aaa-server ISE_Server protocol radius
aaa-server ISE_Server host 172.16.0.8
key ****x*

authentication-port 1812
accounting-port 1813

crypto ca trustpoint RAVPN_Self-Signed_Cert
enrollment self

fgdn none

subject-name CN=192.168.0.100

keypair <Default-RSA-Key>

crl configure

ssl trust-point RAVPN_Self-Signed_Cert


https://www.cisco.com/c/zh_cn/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.youtube.com/watch?v=ZZRVAFcSZCA

webvpn

enable Outside_Int
http-headers

hsts-server

enable

max-age 31536000
include-sub-domains

no preload

hsts-client

enable
x-content-type-options
X-Xss-protection
content-security-policy
anyconnect image disk0:/csm/anyconnect-win-4.10.02086-webdeploy-k9.pkg 1 regex "Windows"
anyconnect enable
tunnel-group-1list enable
cache

no disable
error-recovery disable

group-policy DfltGrpPolicy attributes
vpn-tunnel-protocol ikev2 ssl-client
user-authentication-idle-timeout none
webvpn

anyconnect keep-installer none
anyconnect modules value none
anyconnect ask none default anyconnect
http-comp none

activex-relay disable

file-entry disable

file-browsing disable

url-entry disable

deny-message none

tunnel-group RA_VPN type remote-access
tunnel-group RA_VPN general-attributes
address-pool AC_Pool
authentication-server-group ISE_Server
tunnel-group RA_VPN webvpn-attributes
group-alias RA_VPN enable

#ISE ( RADIUSHRSS 8 ) LE BB

S B FISERRSS 28 H SfinE Administration > Network Resources > Network Deviceso
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Policy Sets

+ Status  Polcy Sof Name

Descripton

Condiions

Ifaio: Policyset Hitcounts

Adgwrd Profoccs | Sener Sequence

Actions

=]

SR8 % dAuthorization Policy(IRIUK #5)Z 0 EIL>R I ©. ME , BEH+F5URMEH,

Policy Sets - Default

Staus  Polcy Set Name

» Authentcation Polcy (3)
¥ Authoetzation Polcy - Local Excéplions

¥ Aulhorization Pascy - Global Exteptions

W Authorization Poscy (13)
B Setus e Name

weded  AND

AANBREER , REEFME I FEE+FS,

 Authorization Polcy (13)

Staws  Ruse Name

;e

Description
Condions.
=]
AND
-
-

seect AND

Conaitions

Resuls

Profies

ResuRs

Frofies

Faset Policysat Hitcounts

Aicred FrOOCOS | Server Sequence s
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Conditions Studio

Library

0 FEBRECALOL T

B BY0OD_is_Registered @
E Catalyst_Switch_Local_Web_Authentica @
+ tion

B Compliance_Unknown_Desices @
E Compliant_Dewices @
B Eapmscrape @
B eens 6}
E Guest_Flow @
B Mac in_sAN 16}
EE E Metwork_Access_Authentication_Passe 16)
it d

B Men_Cisco_Profiled_Phones 6]
B mon_Compliant_Devices @
B  Switch_Local_Web_Authentication @
(E Sswitch Web Authentication @

Editor
@ A
I Click to add an attribute I
&
Select attribute for condition
0@0&@9@?.!.@”@&%‘
Dictionary Altribute Info
All Dictionaries w | Aftribute 1D
L Microsoft MS-HCAP-User-Name 60 @ ~
1 Motorola-Symbal Symbol-User-Group 12 @
1 Metwork Access AD-User-DNS-Domain @
1 Metwork Access AD-Uger-Join-Point @
1 Network Access UserName 6]
1 PassivelD PassivelD_Usemame @
1 User-Name 6]
X Radius User-Password 2 @
X Ruckus Ruckus-User-Groups 1 @ =
v

MEqualsRENZERF , H EHZUHXAER @ Ausert, EHUse MREFRE I,



Conditions Studio

Library

E0eelPERECLOL

B BYO0D_is_Registered @
E [_latalyst_&mtch_LUcal_Web_Aulhentica @
- tion

E Compliance_Unknown_Devices @
B Compliant_Devices @
B eapmscHap2 @
i@ esems 6)
& Guest Flow @
B mac_in_san @
@ Metwork_Access_Authentication_Passe @
i d

B Mon_Cisco_Profiled_Phones ®
B Non_Compliant_Devices @
ﬁ Switch_Local_Web_Authentication @
E Switch Web Authentication @

Editor

i

Radius-User-Name

I Equals

vI I usert I

Set to Is not*

s

owpicate (XD

EEANBFAREDRE.

SROEGRERXF TP, BE+SHER QRTRNERIH .

~ Authorization Poscy (13)

Stalus  Fuie Name Condlons

[ [P

Saturty Groups
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Add New Standard Profile £

Authorization Profile Lo
I° Harme: | StaticIPaddressiiser] |
Description | Al
" Access Tyoe

Hetwork Divice Profie &% Cito | ~

Service Template m]
Track Movement [ i

Passive Identiy Tracking [ G

* Common Tasks

~
[0 DACL Hame
[ 1Pv6 DACL Name
O AL (Fier-1D)
O AL Pve (Fiter-ID) W

* Advanced Attributes Settings
L4

e JE

& e a5k Hi%FRadius > Framed-IP-Address—[8].

Add New Standard Profile x
Service Temphite O ~
Track Movement [
Passie Identity Traddng [ i
* Common Tasks
~
O oAcL Hame & Egess VANID-{56]
B Eree-Couse—{101)
O 1pvé DACL Name w Fiter-ID-{11)
B Framed-AppleTak-Link-{37]
& Framed-AopleTak Netwock-[20]
O acL (FixerI0) B Framed-AppieTakZone—{39]
& Framed-Comprassion--{13]
O ACL IPvé (Fiter-I0y) e w
Framad -Netmazk--{8]
& Framed Své-dddess-[168]
¥ Advanced Attributes SEt g Framed BovePool-[100] v
Radus:Framed-IP-Address I E E l‘ | @l
w Attributes Details
Access Type = ACCESS_ACCEPT
Framed-1P-Address =
w
< >

BAZRRABSOMA AP | A5 % $Save,



Add New Standard Profile ® 1

Service Templite [
Track Movement [

Passive Mentity Tracking [

= Common Tasks

[ Arespace IPvG ACL Name ~
[ asa ven
[ AVC Profie Hame

[ uPN Lockup

* Advanced Attributes Settings

Radus:Framed-IP-Address ol -ul.o.so.m: J

= Attributes Details

Access Type = ACCESS_ACCEPT
Framed-1P-Address = 10.0.50.101

S0 |, LB OENRNEE X

W Authorization Poicy (13)

Rty
+

Stalus  Fde Name Conations Prafios Security Geovps Hits Actions

Denyhccess

Groups Blasanst PESF_Oribaas

Pion_Cisco_IP_Phenes

PHmAAGESS

Sbc_P_address

PobcySets | FroMing  Postwe  CentProvissoning o Policy Ebements

poicy et + et xS e e

Status  Polcy Set Name Description Conatians Aowed Protocos | Sener Sequence His

Difarsl Hebwark Access =
¥ Autheracation Poscy (3)
¥ Autherization Poscy - Local Excoptions
¥ Authorization Polcy - Globad Expeplions
W Authorization Pescy (13)
Results
Status  Rue Name Conations Prodics Security Groups Hits Actions
# L s UALS & o

Wrir

F]1.SMEZRKCisco AnyConnectZ 2B B FinNEFmitEl. EZEEIFTDKIR ( LA EH
Windowsit&#l ) Hi Auser1 &4z,



2 Type here to wearch

@ Cisco AnyConnect | 192,168,0,100

=

Group: ﬁ RA_VPN

|Username: |user1 I
| |

Password: | TEEErY

BHERER (ETA ) HEMERTHETF, EuFEEHsBIAD TN IPHUFEEEE LA,
HISERIKIE LB E/MIPH 1L,

Connected to 192, 168.0.100.

192.168.0.100

00:00:23

atlivilie
CISCO




"ﬁs' Cisco AnyConnect Secure Moability Client —

clsco AnyConnect Secure Mobility Client

Virtual Private Network (VPN) Diagnostics. ..
Preferences Statistics  Route Detzils  Firewal Message History
Connection Information ﬂ
State: Connected
Tunnel Mode (IPw4): Tunnel All Traffic
Tunnel Mode (IPwva): Crop All Traffic
Dynamic Tunnel Exdusion: Mone
Dynamic Tunnel Indusion: Mone
Duration: 0o:01:49
Session Disconnect: Maone
Management Connection State: Disconnected (user tunnel active)
Address Informaticon A
lient {IPv4): 10.0.50. 101
Client {IPv&): Mot Available
Server: 192, 168.0,100
Bytes A
Reset Export Stats...

FTD_E#debug radius allfs % HE R :

firepower# SVC message: t/s=5/16: The user has requested to disconnect the connection.
webvpn_svc_np_tear_down: no ACL
webvpn_svc_np_tear_down: no IPv6 ACL
np_svc_destroy_session (0x9000)

radius mkreqg: 0x13

alloc_rip 0x0000145d043b6460

new request 0x13 --> 3 (0x0000145d043b6460)
got user 'userl'

got password

add_req 0x0000145d043b6460 session 0x13 id 3
RADIUS_REQUEST

radius.c: rad_mkpkt

rad_mkpkt: ip:source-ip=192.168.0.101

RADIUS packet decode (authentication request)

RADIUS packet decode (response)

Raw packet data (length = 136).....



02 03 00 88 Oc af 1lc 41 4b c4 a6 58 de £3 92 31 | ....... AK..X...1

7d aa 38 le 01 07 75 73 65 72 31 08 06 0a 00 32 }.8...userl....2
65 19 3d 43 41 43 53 3a 63 30 61 38 30 30 36 34 e.=CACS:c0a80064
30 30 30 30 61 30 30 30 36 31 34 62 63 30 32 64 0000a000614bc02d

3a 64 72 69 76 65 72 61 70 2d 49 53 45 2d 32 2d :driverap-ISE-2-
37 2f 34 31 37 34 39 34 39 37 38 2f 32 31 la 2a 7/417494978/21.*
00 00 00 09 01 24 70 72 6f 66 69 6¢c 65 2d 6e 61 | ..... Sprofile-na
6d 65 3d 57 69 6e 64 6f 77 73 31 30 2d 57 6f 72 | me=WindowslO-Wor
6b 73 74 61 74 69 6f 6e | kstation

Parsed packet data.....

Radius: Code = 2 (0x02)

Radius: Identifier = 3 (0x03)

Radius: Length = 136 (0x0088)

Radius: Vector: 0CAF1C414BC4A658DEF392317DAA381E

Radius: Type = 1 (0x01l) User-Name

Radius: Length = 7 (0x07)

Radius: Value (String) =

75 73 65 72 31 | userl

Radius: Type = 8 (0x08) Framed-IP-Address

Radius: Length = 6 (0x06)

Radius: Value (IP Address) = 10.0.50.101 (0x0A003265)

Radius: Type = 25 (0x19) Class

Radius: Length = 61 (0x3D)

Radius: Value (String) =

43 41 43 53 3a 63 30 61 38 30 30 36 34 30 30 30 | CACS:c0a80064000
30 61 30 30 30 36 31 34 62 63 30 32 64 3a 64 72 | 0a000614bc02d:dr
69 76 65 72 61 70 2d 49 53 45 24 32 24 37 2f 34 | iverap-ISE-2-7/4
31 37 34 39 34 39 37 38 2f 32 31 | 17494978/21

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 42 (0x2A)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 36 (0x24)

Radius: Value (String) =

70 72 6f 66 69 6c 65 2d 6e 61 6d 65 3d 57 69 6e | profile-name=Win
64 6f 77 73 31 30 2d 57 6f 72 6b 73 74 61 74 69 | dowslO-Workstati
6f 6e | on

rad_procpkt: ACCEPT

Got AV-Pair with value profile-name=WindowslO-Workstation
RADIUS_ACCESS_ACCEPT: normal termination

RADIUS_DELETE

remove_req 0x0000145d043b6460 session 0x13 id 3

free_rip 0x0000145d043b6460

radius: send queue empty

FIDEBEER :

firepower#

<omitted output>

Sep 22 2021 23:52:40: $FTD-6-725002: Device completed SSL handshake with client
Outside_Int:192.168.0.101/60405 to 192.168.0.100/443 for TLSvl.2 session

Sep 22 2021 23:52:48: $FTD-7-609001: Built local-host Outside_Int:172.16.0.8

Sep 22 2021 23:52:48: $FTD-6-113004: AAA user authentication Successful : server
user = userl

172.16.0.8

Sep 22 2021 23:52:48: $FTD-6-113009: AAA retrieved default group policy (DfltGrpPolicy) for user

= userl

Sep 22 2021 23:52:48: $FTD-6-113008: AAA transaction status ACCEPT : user = userl

Sep 22 2021 23:52:48: $FTD-7-734003: DAP: User userl, Addr 192.168.0.101: Session Attribute

aaa.radius["1"]["1"] = userl

Sep 22 2021 23:52:48: $FTD-7-734003: DAP: User userl, Addr 192.168.0.101: Session Attribute

aaa.radius["8"]["1"] = 167785061

Sep 22 2021 23:52:48: $FTD-7-734003: DAP: User userl, Addr 192.168.0.101: Session Attribute



aaa.radius["25"]["1"] = CACS:c0a800640000c000614bcld0:driverap-ISE-2-7/417494978/23

Sep 22 2021 23:
aaa.cisco.grouppolicy
Sep 22 2021 23:

52:48: %FTD-7-734003: DAP: User userl, Addr 192.168.0.101: Session Attribute
Df1tGrpPolicy
52:48: %FTD-7-734003: DAP: User userl, Addr 192.168.0.101: Session Attribute

aaa.cisco.ipaddress = 10.0.50.101

Sep 22 2021 23:

52:48: $FTD-7-734003: DAP: User userl, Addr 192.168.0.101: Session Attribute

aaa.cisco.username = userl

Sep 22 2021 23:

52:48: $FTD-7-734003: DAP: User userl, Addr 192.168.0.101: Session Attribute

aaa.cisco.usernamel = userl

Sep 22 2021 23:

52:48: $FTD-7-734003: DAP: User userl, Addr 192.168.0.101: Session Attribute

aaa.cisco.username? =

Sep 22 2021 23:

52:48: $FTD-7-734003: DAP: User userl, Addr 192.168.0.101: Session Attribute

aaa.cisco.tunnelgroup = RA_VPN

Sep 22 2021 23:

52:48: $FTD-6-734001: DAP: User userl, Addr 192.168.0.101, Connection AnyConnect:

The following DAP records were selected for this connection: DfltAccessPolicy

Sep 22 2021 23:

52:48: %FTD-6-113039: Group <DfltGrpPolicy> User <userl> IP <192.168.0.101>

AnyConnect parent session started.

<omitted output>

Sep 22 2021 23:

53:17: $FTD-6-725002: Device completed SSL handshake with client

Outside_Int:192.168.0.101/60412 to 192.168.0.100/443 for TLSvl.2 session

Sep 22 2021 23:

queued
Sep 22 2021 23
queued

Sep 22 2021 23:

request'

Sep 22 2021 23:

succeeded

Sep 22 2021 23:

request'

Sep 22 2021 23:

available from

Sep 22 2021 23:

53:17: $FTD-7-737035: IPAA: Session=0x0000c000, 'IPv4 address request' message

:53:17: $FTD-7-737035: IPAA: Session=0x0000c000, 'IPv6 address request' message

53:17: $FTD-7-737001: IPAA: Session=0x0000c000, Received message 'IPv4 address
53:17: $FTD-6-737010: IPAA: Session=0x0000c000, AAA assigned address 10.0.50.101,
53:17: $FTD-7-737001: IPAA: Session=0x0000c000, Received message 'IPv6 address
53:17: %FTD-5-737034: IPAA: Session=0x0000c000, IPv6 address: no IPv6 address

local pools
53:17: $FTD-5-737034: IPAA: Session=0x0000c000, IPv6 address: callback failed

during IPv6 request

Sep 22 2021 23:

53:17: %$FTD-4-722041: TunnelGroup <RA_VPN> GroupPolicy <DfltGrpPolicy> User

<userl> IP <192.168.0.101> No IPv6 address available for SVC connection

Sep 22 2021 23:
Sep 22 2021 23:

53:17: $FTD-7-609001: Built local-host Outside_Int:10.0.50.101
53:17: $FTD-5-722033: Group <DfltGrpPolicy> User <userl> IP <192.168.0.101> First

TCP SVC connection established for SVC session.

Sep 22 2021 23:

SVC connection

Sep 22 2021 23:

53:17: $FTD-6-722022: Group <DfltGrpPolicy> User <userl> IP <192.168.0.101> TCP
established without compression
53:17: %FTD-7-746012: user-identity: Add IP-User mapping 10.0.50.101 -

LOCAL\userl Succeeded - VPN user

Sep 22 2021 23:

53:17: $FTD-6-722055: Group <DfltGrpPolicy> User <userl> IP <192.168.0.101>

Client Type: Cisco AnyConnect VPN Agent for Windows 4.10.02086

Sep 22 2021 23:

53:17: $FTD-4-722051: Group

ISELHYRADIUSSERTBEE R ¢
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'3;' Cisco AnyConnect | 192,168.0.100

=

Group: IF{A_UPN i |

Username: | user2

Password: | =xexes

HERID ER , P ENIPHH#ESE 2BEFMCE B M IPv4AZ 5t i 5 — Nl B IPH#b it

{'5;' Cisco AnyConnect Secure Maobility Clent — >
NInr - : ®
AnyConnect Secure Mobility Client
CISCO
Virtual Private Network (VPN) | Diagnostics. ..
Preferences Statistics  Route Details  Firewall Message History
ﬁ
Connection Information .
State: Connected
Tunnel Mode (IPv4): Tunnel All Traffic
Tunnel Mode (IPva): Crop Al Traffic
Dynamic Tunnel Exdusion: Mone
Dynamic Tunnel Indusion: Mone
Duration: 00:01:05
Session Disconnect: Mone
Management Connection State: Disconnected (user tunnel active)
Addrezs Information ﬂ
Client [TPv4): 10.0.50.1
Client (IPva): Mot Available
Server: 192.168.0,100
B F
) ).".tES - -
Reset || Export Stats...

FTD_t#debug radius all#s % HE 7 :

firepower# SVC message: t/s=5/16: The user has requested to disconnect the connection.
webvpn_svc_np_tear_down: no ACL

webvpn_svc_np_tear_down: no IPv6 ACL

np_svc_destroy_session (0xA000)



radius mkreqg: 0x15

alloc_rip 0x0000145d043b6460

new request 0x15 --> 4 (0x0000145d043b6460)
got user 'user2'

got password

add_req 0x0000145d043b6460 session 0x15 id 4
RADIUS_REQUEST

radius.c: rad_mkpkt

rad_mkpkt: ip:source-ip=192.168.0.101

RADIUS packet decode (authentication request)

RADIUS packet decode (response)

Raw packet data (length = 130).....

02 04 00 82 a6 67 35 9e 10 36 93 18 1f 1b 85 37 | ..... g5..6..... 7
b6 ¢3 18 4f 01 07 75 73 65 72 32 19 3d 43 41 43 ..0..user2.=CAC
53 3a 63 30 61 38 30 30 36 34 30 30 30 30 62 30 S:c0a800640000b0
30 30 36 31 34 62 63 30 61 33 3a 64 72 69 76 65 00614bcla3:drive
72 61 70 2d 49 53 45 2d 32 2d 37 2f 34 31 37 34 rap-ISE-2-7/4174
39 34 39 37 38 2f 32 32 1la 2a 00 00 00 09 01 24 94978/22.% ... .. S
70 72 6f 66 69 6¢c 65 2d 6e 61 6d 65 3d 57 69 6e profile-name=Win
64 6f 77 73 31 30 2d 57 6f 72 6b 73 74 61 74 69 dows10-Workstati
6f 6e | on

Parsed packet data.....

Radius: Code = 2 (0x02)

Radius: Identifier = 4 (0x04)

Radius: Length = 130 (0x0082)

Radius: Vector: A667359E103693181F1B8537B6C3184F

Radius: Type = 1 (0x01l) User-Name

Radius: Length = 7 (0x07)

Radius: Value (String) =

75 73 65 72 32 | user2

Radius: Type = 25 (0x19) Class

Radius: Length = 61 (0x3D)

Radius: Value (String) =

43 41 43 53 3a 63 30 61 38 30 30 36 34 30 30 30 | CACS:c0a80064000
30 62 30 30 30 36 31 34 62 63 30 61 33 3a 64 72 | 0b000614bc0a3:dr
69 76 65 72 61 70 2d 49 53 45 24 32 2d 37 2f 34 | iverap-ISE-2-7/4
31 37 34 39 34 39 37 38 2f 32 32 | 17494978/22

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 42 (0x2A)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 36 (0x24)

Radius: Value (String) =

70 72 6f 66 69 6c 65 2d 6e 61 6d 65 3d 57 69 6e | profile-name=Win
64 6f 77 73 31 30 2d 57 6f 72 6b 73 74 61 74 69 | dowslO-Workstati
6f 6e | on

rad_procpkt: ACCEPT

Got AV-Pair with value profile-name=WindowslO-Workstation
RADIUS_ACCESS_ACCEPT: normal termination

RADIUS_DELETE

remove_req 0x0000145d043b6460 session 0x15 id 4

free_rip 0x0000145d043b6460

radius: send queue empty

FIDEBEER :

<omitted output>



Sep 22 2021 23:59

:26: SFTD-6-725002: Device completed SSL handshake with client

Outside_Int:192.168.0.101/60459 to 192.168.0.100/443 for TLSvl.2 session

Sep 22 2021 23:59:35: %FTD-7-609001: Built local-host Outside_Int:172.16.0.8

Sep 22 2021 23:59:35: $FTD-6-113004: AAA user authentication Successful server = 172.16.0.8
user = user2

Sep 22 2021 23:59:35: $FTD-6-113009: AAA retrieved default group policy (DfltGrpPolicy) for user
= user2

Sep 22 2021 23:59:35: $FTD-6-113008: AAA transaction status ACCEPT user = user?

Sep 22 2021 23:59:35: $FTD-7-734003: DAP: User user2, Addr 192.168.0.101: Session Attribute
aaa.radius["1"]["1"] = user2

Sep 22 2021 23:59:35: $FTD-7-734003: DAP: User user2, Addr 192.168.0.101: Session Attribute

aaa.radius["25"]["1"]

Sep 22 2021 23:59

aaa.cisco.grouppolicy =

Sep 22 2021 23:59

aaa.cisco.username =

Sep 22 2021 23:59

aaa.cisco.usernamel =

Sep 22 2021 23:59

= CACS:c0a800640000d4000614bc367 :driverap-ISE-2-7/417494978/24

aaa.cisco.username? =

Sep 22 2021 23:59

aaa.cisco.tunnelgroup =

Sep 22 2021 23:59
The following DAP
Sep 22 2021 23:59
AnyConnect parent
<omitted output>

Sep 22 2021 23:59:
Outside_Int:192.168.0.

Sep 22 2021 23:59
queued
Sep 22
queued
Sep 22

request'

Sep 22 2021 23:59:

servers found for

Sep 22 2021 23:59:
Sep 22 2021 23:59:
Sep 22 2021 23:59:

2021 23:59:

2021 23:59:

:35: ®FTD-7-734003: DAP: User user2, Addr 192.168.0.101: Session Attribute
Df1tGrpPolicy
:35: SFTD-7-734003: DAP: User user2, Addr 192.168.0.101: Session Attribute
user2
:35: %FTD-7-734003: DAP: User user2, Addr 192.168.0.101: Session Attribute
user?
:35: %FTD-7-734003: DAP: User user2, Addr 192.168.0.101: Session Attribute
:35: ®FTD-7-734003: DAP: User user2, Addr 192.168.0.101: Session Attribute
RA_VPN
:35: ¥FTD-6-734001: DAP: User user2, Addr 192.168.0.101, Connection AnyConnect:

records were selected for this connection: DfltAccessPolicy

:35: %FTD-6-113039: Group <DfltGrpPolicy> User <user2> IP <192.168.0.101>
session started.

52: $FTD-6-725002: Device completed SSL handshake with client
101/60470 to 192.168.0.100/443 for TLSvl.2 session

:52: %FTD-7-737035: IPAA: Session=0x0000d000, 'IPv4 address request' message
52: %FTD-7-737035: IPAA: Session=0x0000d4000, 'IPv6 address request' message
52: $FTD-7-737001: IPAA: Session=0x0000d000, Received message 'IPv4 address
52: $FTD-5-737003: IPAA: Session=0x0000d4000, DHCP configured, no viable
tunnel-group 'RA_VPN'

52: $FTD-7-737400: POOLIP: Pool=AC_Pool, Allocated 10.0.50.1 from pool

52: $FTD-7-737200: VPNFIP: Pool=AC_Pool, Allocated 10.0.50.1 from pool

52: $FTD-6-737026: IPAA: Session=0x00004000, Client assigned 10.0.50.1 from

local pool AC_Pool

Sep 22 2021 23:59:52: %FTD-6-737006: IPAA: Session=0x00004000, Local pool request succeeded for
tunnel-group 'RA_VPN'

Sep 22 2021 23:59:52: $FTD-7-737001: IPAA: Session=0x0000d000, Received message 'IPv6 address
request'

Sep 22 2021 23:59:52: $FTD-5-737034: IPAA: Session=0x0000d000, IPv6 address: no IPv6 address
available from local pools

Sep 22 2021 23:59:52: $FTD-5-737034: IPAA: Session=0x00004000, IPv6 address: callback failed

during IPv6 request

Sep 22 2021 23:59

<user2> IP <192.168.0.

Sep 22 2021 23:59

:52: $FTD-4-722041: TunnelGroup <RA_VPN> GroupPolicy <DfltGrpPolicy> User
101> No IPv6 address available for SVC connection

:52: $FTD-7-609001: Built local-host Outside_Int:10.0.50.1

Sep
TCP
Sep
sSvC
Sep

22 2021 23:59:52: SFTD-5-722033:
SVC connection established for SVC session.
22 2021 23:59:52: %FTD-6-722022:
connection established without compression
22 2021 23:59:52:

Succeeded - VPN user

Sep

Client Type:

Sep

22 2021 23:59:52: %FTD-6-722055:
Cisco AnyConnect VPN Agent for Windows 4.10.02086
22 2021 23:59:52: %FTD-4-722051: Group

Group <DfltGrpPolicy> User <user2> IP <192.168.0.101> First

Group <DfltGrpPolicy> User <user2> IP <192.168.0.101> TCP

SFTD-7-746012: user-identity: Add IP-User mapping 10.0.50.1 - LOCAL\user2

Group <DfltGrpPolicy> User <user2> IP <192.168.0.101>
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AXE  IBAIEFTD IPA It MISER KRG LA RERIPHASEE RS EIPHuE , LU
AnyConnect &P im 2 B ML EE R IP# bR, HUWEERFIP , FTDEE 7 IPv4AZS it
, 1%3tM10.0.50.1%2110.0.50.100,ISEARS 287 7 B 7 ##251P#h31£10.0.50.101,

BB BR

ATRETATHREBHRENE LS.
ZEFTDL :

- debug radius all
EISEL :

- RADIUSSEHf B&
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