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4. Conditional Access

Secure access to this application with 2
customizable access policy.

Create a policy
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Cisco Systems, Inc.

Empower your employees to work from anywhere, on company
laptops or personal maobile devices, at any time. AnyConnect
simplifies secure endpoint access and provides the security
necessary to help keep your organization safe and protected.

Use Microsoft Azure AD 10 enable user access 1o Cisco

AnyConnect.

Requires an existing Cisco AnyConnect subscription.

Name
Cisco AnyConnect

Publisher (0
Ciszo Systermns, Inc.

Single Sign-On Mode (O
SAML-based Sign-on

URL
Ity www.ciscoanyconnect.comy
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—3 2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentials

Get started

@J 3. Provision User Accounts

Automatically créate and delete user
accounts in the application

Get started

5. Self service

Enable users to request access to the
application using their Azure AD
credentials

Get started
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a. Identifier (Entity ID) - https://<VPN URL>/saml/sp/metadata/<TUNNEL-GROUP NAME>
b. Reply URL (Assertion Consumer Service URL) - https://<VPN URL>/+CSCOE+/saml/sp/acs?tgname=<TUNNEL-G

ExampTle: vpn url called
asa. exanpl e. com
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AnyConnect VPN- 1

Basic SAML Configuration V4
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Reply URL (Assertion Consumer Service URL) Required
Sign on URL Optional
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Logout Url Optional
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saml idp https://xxx.windows.net/xxxxxxxxxxxxx/ - [Azure AD Identifier]

url sign-in https://login.microsoftonline.com/XXXXXXXXXXXXXXXXXXXxXXxX/sam12 - [Login URL]

url sign-out https://login.microsoftonline.com/common/wsfederation?wa=wsignoutl.0 - Logout URL
trustpoint idp AzureAD-AC-SAML - [IdP Trustpoint]

trustpoint sp ASA-EXTERNAL-CERT - [SP Trustpoint]

no force re-authentication

no signature

base-url https://asa.example.com
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tunnel-group AnyConnectVPN-1 webvpn-attributes
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