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GENERAL SETTINGS

Dizable Roaming Client when on an Umbrella Protected Network

ANYCONNECT ROAMING CLIENT SETTINGS

Disable Roaming Chant when on a Cisco Trusted Network
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group-policy <Goup_Policy_Nane> attribute
webvpn

anyconnect profiles value OpenDNS type unbrella
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VPN:
Ready to connect.

Roaming Security:
You are protected by Umbrella.

DMS queries are encrypted.
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l1--- ip local pool for vpn
ip local pool vpn_pool 198.51.100.1-198.51.100.9 mask 255.255. 255. 224

l--- Optional NAT Hairpin configuration to reach OpenDNS servers through VPN tunnel
obj ect network OpenDNS

subnet 198.51.100. 0 255. 255.255.0

nat (outside, outside) source dynam c OpenDNS interface

!

sanme-security-traffic permt intra-interface

1--- dobal Webvpn Configuration

webvpn

enabl e outside

anyconnect image di sk0:/anyconnect-w n-4.3.01095-k9. pkg 1



anyconnect profiles Anyconnect diskO:/anyconnect. xm
anyconnect profiles OpenDNS disk0:/OrgInfo.json

anyconnect enable

tunnel - group-1ist enable

l--- split-include Configuration
access-list Split_Include standard permt <host/subnet>

group-policy OpenDNS_Split_Include internal

group-policy OpenDNS_Split_Include attributes

Wi ns-server none

dns-server value 198.51.100. 11

vpn-tunnel -protocol ssl-client ssl-clientless
split-tunnel-policy tunnelspecified
split-tunnel-network-list value Split_Include

split-dns value

(Optional Split-DNS Configuration)
webvpn
anyconnect profiles value AnyConnect type user

anyconnect profiles value OpenDNS type umbrella

1
tunnel - group OpenDNS_Split_Include type renote-access
tunnel - group OpenDNS_Split_Include general -attributes
addr ess- pool vpn_pool
def aul t - gr oup-pol i cy OpenDNS_Split_Include
tunnel - group OpenDNS_Split_Include webvpn-attributes
group-alias OpenDNS_Split_Include enable

l--- Split-exclude Configuration
access-list Split_Exclude standard permt <host/subnet>

group- policy OpenDNS_Split_Excl ude internal

group-policy OpenDNS_Split_Exclude attributes

Wi Ns- server none

dns-server value 198.51.100. 11

vpn-tunnel -protocol ssl-client ssl-clientless
split-tunnel-policy excludespecified
split-tunnel-network-list value Split_Exclude

webvpn

anyconnect profiles value AnyConnect type user
anyconnect profiles value OpenDNS type umbrella

1

tunnel - group OpenDNS_Split_Excl ude type renote-access

tunnel - group OpenDNS_Split_Exclude general -attributes

addr ess- pool vpn_pool

def aul t - gr oup-pol i cy OpenDNS_Split_Excl ude

tunnel - group OpenDNS_Split_Excl ude webvpn-attributes

group-alias OpenDNS_Split_Excl ude enabl e

1--- Tunnel all Configuration

group- policy OpenDNS_Tunnel _All internal

group- policy OpenDNS_Tunnel _All attributes

Wi Nns- server none

dns-server value 198.51.100. 11

vpn-tunnel -protocol ssl-client ssl-clientless
split-tunnel-policy tunnelall

webvpn

anyconnect profiles value AnyConnect type user



anyconnect profiles value OpenDNS type umbrella

tunnel - group OpenDNS_Tunnel _All type renote-access
tunnel - group OpenDNS_Tunnel _All general -attri butes
addr ess- pool vpn_pool

def aul t - gr oup-pol i cy OpenDNS_Tunnel _Al |

tunnel - group OpenDNS_Tunnel _All webvpn-attributes
group-alias OpenDNS_Tunnel _Al'l enabl e
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Secure Mobility Client\UmbrellaDiagnostic.exe
X FMac OSX:/opt/cisco/anyconnect/bin/UmbrellaDiagnostic
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