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Prerequisites

Requirements

Cisco BWEBTHLUTEE :

- AnyConnect 4.2.010225 & 5NVM
- AnyConnectR T iF AJiE
. ASDM 7518 E &

Components Used
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. Cisco AnyConnectZ £ Bt &P im4. 28 £

. Cisco AnyConnectlit & X4 48 25

. Ciscof[5ERIM T4 T E(ASA) , iR4:9.5.2

. Cisco Adaptive Security Device Manager (ASDM) , hR4<7.5.1
. Splunki®il6.3

- Ubuntu 14.04.3 LTS#ER RERRF

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.
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- Windows 7RG : %ALLUSERSPROFILE% \ Cisco \ Cisco AnyConnect&Z £ #3h & F i\
NVM
- Mac OSX : /opt/cisco/anyconnect/nvm
W RELE R F1ECisco ASA/Identity R %5 512 (ISE) , N & Anyconnect NVMELE — 2 BB EL &

XMLES & S 7R f

<?xm version="1.0" encodi ng="UTF-8"?>

-<NVMProfile xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena-i nst ance"
xsi : noNanespaceSchemaLocat i on="NVMPr of i | e. xsd" >

-<Col | ect or Confi gurati on>

<Col | ector| P>192. 0. 2. 123</ Col | ector | P>

<Por t >2055</ Port >

</ Col | ect or Confi gur ati on>

<Anonyni ze>f al se</ Anonymi ze>

<Col | ecti onMbde>al | </ Col | ecti onMode>

</ NVMProfi | e>
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1. JE#Z 3T Configuration>EEREEAVPN >M & (% F i%) 15 E> AnyconnectZ F i B¢ il 34
2. REH

Remote Access VPN ol B Configuration > Remote Access VPN > Network (Client) Access > AnyConnect Client Profile

Introduction

work (Client) Access
AnyConnect Connection Profiles This panel is used to manage AnyConnect Client Profiles and perform group assignment for AnyConnect version 2.5 or later.You can select a profile to edit, change group or to delete. You can

AnyConnect Customization/Localiza select the 'Add' button to add a new profile. Pressing the Import or Export button is for upload and download of client profiles between local machine and device.
i AnyConnect Client Profile] The profile Usage field is introduced with the Secure Mobility Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

3 AnyConnect Client Software

& i}\ Dynamic Access Policies

- # Group Policies Y e
=3 Add§# Edit ¥2 Change Group Poli Delete| %] Import| &) Export &} Validate

IS :U: IPsec(IKEv1} Connection Profiles b g P cy a E p E P Iﬁ

&} IPsec(IKEv2) Connection Profiles P —— — — e

: Secure Mobility Solution
[ Gp Address Assignment
£ Advanced
- Clientless SSL VPN Access
AAASLocal Users
+ Secure Desktop Manager
[+-E3 Certificate Management
----- 'EE Language Localization
Load Balancing
{5 DHCP Server

-2 DiNS
+-T Advanced

1} »

o
&ﬁggwme Setup
g@ Firevaall

S:ES Remote Access VPN
gg Site-to-Site VPN

Elg Device Management

» Apply | ‘ Reset
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4. D EEE|Anyconnect A FEAMNA R, $£d Ok,
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Remote Access VPN

2 Introduction

Network (Client) Access
AnyConnect Connection Profiles
& @ AnyConnect CustomizationfLocaliza
B AnyConnect Client Software

B i} Dynamic Access Policies

-3 Group Policies

IPsec(IKEvl) Connection Profiles
IPsec{IKEvZ) Connection Profiles
2 Secure Mobility Solution

W % Address Assignment

)

Advanced
Clientless SSL VPN Access
AAAfLocal Users
i £h Secure Desktop Manager
+-E2 Certificate Management
Language Localization
22 Load Balancing
{8 DHCP Server
B DNS
[+ B2 Advanced

-
5

< I "
&) Device Setup
g’! Firewall

&; Remote Access VPN

Site-to-Site VPN

E) Device Management

%

> R Access VPH >  (Client) Access > AnyConnect Client Profile (=]

This panel is used to manage AnyConnect Client Profiles and perform group assignment for AnyConnect version 2.5 or later.You can select a profile to edit, change group or to delete. You can
select the 'Add' button to add a new profile. Pressing the Import or Export button is for upload and download of client profiles between local machine and device.
The profile Usage field is introduced with the Secure Mability Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

% Change Group Policy| [ De\ete:ﬁ Irnport;i Export| &3 Validate|

% Add| @ Edit|

Profile Name Profile Usage Group Policy Profile Location
Add AnyConnect Client Profile =
Profile Name INVM?pD\iLy I
Frofile Usage | Network Visibility Service Profile ~|

Enter a device file path for an xml file, ie. disk0:/ac_profile. The file will be automatically
created if it does not exist.

Profile Location |disk0:/nvm_policy.nvmsp

Group Policy IG roupPolicy_anyconnect VI

|| Enable 'Always On VPN' for selected group

I 0K I [ Cancel I [ Help

I Apply I I Reset

5. MEVREE WO R, Ri4meE

Remote Access VPN

‘7 Introduction
twork (Client) Access
o nyConnect Connection Profiles
+ @ AnyConnect Customization/Localiza
AnyConnect Client Software
ik Dynamic Access Policies
i1 Group Policies
sec(IKEvl) Connection Profiles
E sec(IKEv2) Connection Profiles
‘B3 secure Mobility Solution
[+-&p Address Assignment
Advanced
++-{1@ Clientless SSL VPN Access
£ AAAfLocal Users
il Secure Desktop Manager
£+ Certificate Management
ES Language Localization
22 Load Balancing
&' DHCP Server
DNS
[+ Advanced

o
A

=

4| 1 | 3

&Qe\rice Setup
gﬁ Firewall

"@; Remote Access VPN
Site-to-Site VPN

EL Device Management

n> N Access VPN > (Client) Access > AnyConnect Client Profile

This panel is used to manage AnyConnect Client Profiles and perform group assignment for AnyConnect version 2.5 or later.You can select a profile to edit, change group or to delete. You can
select the 'Add" button to add a new profile. Pressing the Import or Export button is for upload and download of client profiles between local machine and device.
The profile Usage field is introduced with the Secure Mobility Solution. This field contains different profile usage in AnyConnect version 3.0 and later,

Profile Name Profile Usage Group Policy Profile Location

Network Visibility Service Profile GroupPolicy_anyconnect disk0:/nvm_palicy. nvmsp

[ Apply I { Reset

6. EE X TWESR Pt MmO STHER., £ Ok,



7. B2F Applyo

Remote Access VPN
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“? Introduction
Network (Client) Access
yConnect Connection Profiles

s AnyConnect Client Software
+llo Dynamic Access Folicies
: Group Policies
sec(IKEv1) Connection Profiles
'sec(IKEv2) Connection Profiles
Secure Mability Solution
Bip Address Assignment
A Advanced
Clientless SSL VPN Access
AAASLocal Users
Secure Desktop Manager
# Certificate Management

----- 'Ea Language Localization
22 | oad Balancing

{5 DHCP Server

i DNS
[+ Advanced

< | 11

EH Connect Customization/Localiza
[k | AnyConnect Client Profile

&D Device Setup

| % Firewall

% Remote Access VPN
gg Site-to-Site VPN

@) Device Management

I

o S W W — | —— — — s
AnyConnect Client Profile Editor - NVM_policy
Profile: NVM_policy About
NVM Profile
Collector Configuration
1P Address/FQDN 192.0.2.123
Port 2055
User Anonymization .Fa\se

Collection Mode

All Networks

OK

J I Cancel I I Help

or to delete. You can

[ apoy ||

Reset

J&id AnyconnectEL [l M 44w B BR EC ENVME - in B0 B XX 4

X2 —/Md T EaAfECisco.com. MR Anyconnect NVMEN Cisco ISE , ELE L5552 F a1 HL
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File Help

NVM Profile
Profile: Untitled

Collector Configuration

IP Address/FQDN 192.0.2,123

Port 2055

User Anonymization False -

Collection Mode All Networks -

‘ O Help ’

I"_f;l AnyConnect Profile Editor - NVM Profile % | = ” = |@

X TFAnyconnectBl E X HimERSRNIFAER , BSAUT :

AnyConnectfit & X 4R 85

Bl B 7£Cisco ASARIWebi B

Ittechnotef®i% , AnyconnectZASACZREE , HF ANVM{UEREEF EHH M. X FASA
AnyconnectBl BERVFAEE , BT -

ASDM#$3 : Cisco ASAZFIVPN ASDMEL &SR , 7.5

1 T enable (event)fECisco ASARIAnyconnect NVMAEIR | ITIX LS TR -
1. ¥E 323 Configuration>Z R 5 A VPN > & (77 %) 15 R >4 K i
2. ERMEXARKH B ERE


/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect42/b_AnyConnect_Administrator_Guide_4-2/anyconnect-profile-editor.html
/content/en/us/td/docs/security/asa/asa95/asdm75/vpn/asdm-75-vpn-config.html

Manage VPN group policies.A VPN group is a collection of user-oriented authorization attribute/value pairs that may be stored internally on the device or externally on a RADIUS/LDAP server. The

AnyConnect Connection Profiles group policy information is referenced by VPN connection profiles and user accounts.

AnyConnect Customization/Localiza

i To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.
AnyConnect Client Profile f h butes fi b
--[F AnyConnect Client Software & Add - T Delet 55kgﬂ|
--ilo Dynamic Access Policies a—
Group Policies Connection Profiles/Users
IPsec(IKEv1) Connection Profiles Name Type Tunneling Protocol Assigned To
IPsec{IKEv2) Connection Profiles - =
e conpecton TR I P S
% Address Assignment splitdns Internal ssl-client splitdns
Advanced DfitGrpPolicy (System Default) Internal ikevl;ikev2;ssl-clientless;|2tp-ipsec DefaultRAGroup;Defaultl 2L Group; Default ADMINGroup; Def...

Clientless SSL VPN Access
T AAAfLocal Users

B8 Host Scan Image
+-f Secure Desktop Manager
# (2 Certificate Management

Language Localization
22 Load Balancing
8" DHCP Server

5 DNS
[+ B} Advanced

el
23]

]

< | 1 »

&) Device Setup

% Firewall

‘ Remote Access VPN

ﬁ Site-to-Site VPN

S = —
@} G | Find: © © []Match Case
E) Device Management : .

Apply Reset

It

3. FELAKRE EHER |, EEEX &E#> Anyconnect®E ¥
4. ¥ R AEMNE P IR R TR A% R Anyconnect M 4& AT ILEE
5. RTEOKEH BNAER,

[E Edit Internal Group Policy: GroupPolicy_anyconnect M
eneral Keep Installer on Client System: Yes No
ervers
[=hAdvanced Datagram Transport Layer Security (DTLS): Enable Disable
+-Split Tunneling
rowser Pro: DTLS Compression: Enable Disable
nyConnect Client}
‘TPsec{IKEv1) Client SSL Compression: Deflate 175 Disable
Ignore Don't Fragment({DF) Bit: Enable Disable
ol Client Bypass Protocol: Enable Disable |
|
[ FQDN of This Device: r
: MTU: 1000
: Keepalive Messages: Disable Interval: | seconds
| Optional Client Modules to Download: [ nherit v @
Always-On VEN: AnyConnect DART
D AnyConnect AMP Enabler
| Client Profiles to Download: nyonne ork Visibility
nyConne:
[ AnyConnect Posture
[ AnyConnect Web Security
Profile Narr|[] AnyConnect Network Access Manager
[ AnyConnect ISE Posture
| |
|
[ = =
Find: @ next @ Previous
[ oK | [ cancel | [ hep
—

B E % Cisco ISERYWebH& E

- 71 TELiEAnyconnect Webfit E#ICisco ISE , iIHHITIXLEDER -



. f£Cisco ISE GUIH | EEEY EE>PolicyTE>E R
T REPRREISRER , HEERERR
% bNAnyconnecti &

EERAJS>REBERERIR , 3 BinEAnyconnecti2 58234,

‘theet’ Identity Services Engine Home  » Operations |[IRAell ’ GuestAccess  » Administration  » Work Centers

Policy Sets  Profiling ~ Posture  Client Provisioning = v Policy Elements

Dictionaries  » Conditions v Results
—

(]
Agent Resources From Local Disk > Agent Resources From Local Disk
» Authentication .
Agent Resources From Local Disk
» Authorization
» Profiling Category Cisco Provided Package§| v i

» Posture
Browse... ~anyconnect-win-4.2.02075-k9.pkg

~ Client Provisioning

R
esources v AnyConnect Uploaded Resources

Name a | Type Version Description

AnyConnectDesktopWindows 4.2.207.. AnyConnectDesktopWindows 4.2.2075.0 AnyConnect Secure Mobility Clien...

=

BWIANE LHENEFRENKRE,
FILE HASHR LA #38 iECisco.com TE IR EHAE=HF T &,

16 25 3% A LA BB & R I M Anyconnect&E &, (Mac OSXHILinux OS)

U Please confirm this package's hash matches :
SHA-1: bbce54f3fdda9a0c9d15b9331a79620e42a96b77
SHA-256: af8751ba5dedb48ca4106a71dbbdf00ccc825e4007f6180259c44e59570d9d8a

@ Anyconnect NVMED B 3T 4 :

ERAMGRERFERIER , HEMENVME P IRE & X,



Identity Services Engine

Home » Operations ¥ Policy » Guest Access » Administratior » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning =+ Policy Elements

Dictionaries  » Conditions v Results
—

Agent Resources From Local Disk > Agent Resources From Local Disk

» Authentication

» Authorization

Agent Resources From Local Diskl

» Profiling Category Customer Created Packages | i
I ]
» Posture Type AnyConnect Profile M
~ Client Provisioning
*Name [ AnyConnect Network Visibility |
Description

ETT | Cancel |

Browse... |NVMiservioeProﬁIe.xml

A lAnyconnect i B 324 :

#%3#%Add> AnyConnectEL i
EREL-SNENEFS.

Identity Services Engine

Home

» Operations ~ Policy

» Guest Access » Adi

» Work Centers

Policy Sets  Profiling  Posture

Dictionaries  » Conditions

» Authentication

Client Provisioning

~ Results

~ Policy Elements

Resources

Selected 0 | Total 56 &

» Authorization / Edit faAdd » [FyDuplicate | 3 Delete show Al ~||§
[] Nan Agent resources from Cisco site Version Last Update Description

» Profiling _ | Agent resources from local disk . " T
[ win Native Supplicant Profile Nizard 1.0.0.46 2015/10/08 02:24:16 ISE 2.0 Supplicant Provisioning ...

» Posture O CisSuppIint Profile Not Applicable ~ 2015/10/08 02:24:15 Pre-configured Native Supplicant...
[J Mac NAC Agent or AnyConnect Posture Profile ~ XSPWizard 1.0.0.36 2015/10/08 02:24:15 ISE 2.0 Supplicant Provisioning ...
] wet AMP Enabler Profile _ent 2015/12/16 15:25:11 NAC WebAgent (ISE 1.1.3 release)
] MacOsXSPWizard 1.0.0.30 MacOsXSPWizard 2015/12/16 15:25:17 Supplicant Provisioning Wizard f...

Resources [C] webAgent 4.9.0.24 WebAgent 2015/12/16 15:25:24 NAC WebAgent (ISE 1.1.1 or later)

[J MacOsXAgent 4.9.0.661 MacOsXAgent 4.9.0.661 2015/12/16 15:25:32 NAC Posture Agent for Mac OS ...
[J MACComplianceModule 3.6.10255.2 MACComplianceModule 3.6.10255.2 2015/12/16 15:25:37 MACAgent ComplianceModule v...
[J MacOsXAgent 4.9.0.1006 MacOsXAgent 4.9.0.1006 2015/12/16 15:25:44 NAC Posture Agent for Mac OS...
[J NACAgent 4.9.0.52 NACAgent 4.9.0.52 2015/12/16 15:25:52 NAC Windows Agent (ISE 1.1.3 ...
[J NACAgent 4.9.0.1009 NACAgent 4.9.0.1009 2015/12/16 15:26:06 NAC Windows Agent (ISE 1.2 rel...
[J NACAgent4.9.4.3 NACAgent 4.94.3 2015/12/16 15:26:21 NAC Windows Agent - ISE 1.2, I...
[C] AnyConnectC AnyConnectC 3.6.10255.2 2015/12/16 15:26:39 AnyConnect Windows Complian.
[J NACAgent4.9.5.4 NACAgent 4954 2015/12/16 15:26:49 NAC Windows Agent - ISE 1.2 a...
[J NACAgent 4.9.5.10 NACAgent 4.9.5.10 2015/12/16 15:27:05 NAC Windows Agent - ISE 1.2.1 ...
[C] NACAgent 4.9.0.42 NACAgent 4.9.0.42 2015/12/16 15:27:19 NAC Windows Agent (ISE 1.1.1 ...
[C] MacOsXSPWizard 1.0.0.21 MacOsXSPWizard 1.0.0.21 2015/12/16 15:27:29 Supplicant Provisioning Wizard f...
[J WebAgent 4.9.0.1005 WebAgent 4.9.0.1005 2015/12/16 15:27:34 NAC WebAgent (ISE 1.2 release)
[J NACAgent4.9.5.8 NACAgent 4958 2015/12/16 15:27:43 NAC Windows Agent - ISE 1.2 a...
[C] NACAgent4.9.5.7 NACAgent 4.9.5.7 2015/12/16 15:27:59 NAC Windows Agent - ISE 1.2 a...

£ AnyConnectiii3RiEZ M Enable (event) NVMES EE R KB —i2,



;ll'sél‘; Identity Services Engine Home » Operations olicy » Guest Access » Administration » Work Centers

Policy Sets  Profiing ~ Posture  Client Provisioning =+ Policy Elements
Dictionaries  » Conditions ~ ~ Results
(]

AnyConnect Configuration > New AnyConnect Configuration
» Authentication

» Authorization

| * Select AnyConnect Package:| AnyConnectDesktopWindows 4.2.2075.0 v ‘ |
» Profiling * Configuration Name:| AnyConnect Configuration |
Descrioi
» Post
~ Client Proy g D Notes
*C I Module{
Resources

AnyConnect Module Selection

ISE Posture
VPN
Network Access Manager_|
Web Security[ ]
AMP Enab\erD
ASA Postu eD
ork Visibili

£ LiRE 5 , Filenable (event) AnyConnect®Z FiniER , BEXH. EFESEFEH
Opswatf2 7.

KT #Cisco ISERYWebB ER ERFMES , BSAUT :
Webf & AnyConnect
AENMERA
REIZE—NIEHNMER , NNMEERER. rPﬂﬁ%Anyconnect@F‘%TNDI)J ETHARES

Ti—/\_HnE’Jlﬂfﬁo TND# AIDNS/domainfs B EL i R B 1E — M AEH M. 4VPNHE
, ARE—-NMAENME , FREREEHER 3“']'151%%%0

TNDEE N EWERANVMEB#EFERE, X THETNDEENFMAER , HSAUT :
B EHNRERLN

[

Et EAnyconnect NVMfRR 5 RBIFIX LS -

1. BB 1£Cisco ASA/ISERYAnyconnect NVM
2. REIPFIXUNEEBRA 14
3. I ESplunkH Cisco NVM App
1.5 @7 Cisco ASA/ISERIAnyconnect NVM
WSRERED S FHARE T

— BNVM7ECisco ISE/ASABELE , ATA BB E B 2 & F iHL K.

SIR2.1% BIPFIXUL SRR A 4


/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/deploy-anyconnect.html#ID-1425-000003d1
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect42/b_AnyConnect_Administrator_Guide_4-2/configure-vpn.html#ID-1428-00000178

W EEBS4H 3T I EE 3R R FT B IPFIXEUIBE MK iR F 3 & © 1 X FISplunk App. BRIAZME=H I
£BMIE , HHCisco NVMRE T #RIPFIXFTEWNER A, lttechnoteff iz 1T1E6411
Linux#y Ciscozs tth =YL T B, CentOSHIUbuntuit & M A4 235 Esplunk B AREF .
CentOSZ M A FELE X4 AT ge tb A T2 TN B ME FRedhat D BL . 112 1T1E64 I Linuxfy — N 3L
B4ILinux RS HSplunk¥s & 28 N 1%z 1T EEES

N T REBNEEES H/7ECiscoNVMCollector_TA tarXX B N AR FHINESS , LT
$APP_DIRS/appserver/addon/B X it X ZE RS,

Splunk , ltttechnote®y , FEEAIWindows T4EUE %% : IK3h,
CiscoNVMCollector TAtarXXAI LMY FLL T B :

E:\ Program Fi | es\ Spl unk\ et c\ apps\ C scoNVM appser ver\ addon\

AT R R E R M A Tinstall. shi NGB LA PR RO RGN TARIH. HEENIT
install.sh| A< 511272 .tarE 4V SPLATFORM$_README X 4. $PLATFORM$_READMEXM #41£5%
EHRUNABENEIBEERERHUES(WREE) , Kinstall.shEI A HIITH.

EUbuntufRS5ESHY IR EERS B % -

r oot @bunt u- spl unkcol | ect or: ~/ Downl oads/ Ci scoNVMCol | ector _TA$ |s

acnvncol | ect or CENTOS_README i bboost _| 0g.so.1.57.0
acnvntol l ectord install_centos.sh i bboost _system so.1.57.0
acnvm conf install.sh |l'i bboost _thread.so.1.57.0
acnvm conf ~ i nstall _ubuntu. sh UBUNTU_READVE

acnvm service | i bboost _fil esystemso.1.57.0

r oot @bunt u- spl unkcol | ect or: ~/ Downl oads/ Ci scoNVMCol | ect or _TA$

8 B & RT7EEL & XX # (acnvm.conf) # EL & :
1. P31k 1 Splunk 32451 % I iiw O 6
2. WWEBSH (FRAIPFIXEUIR) M IFiK O o

BOREERD , KRSOBEROMBERFEOTMEEEN EREXHNRINRE, RIEEIX
BE , WRERAFERINED.

(S B 72 B & 34 (acnvm.conf) U7 N :

G\U nano 2.2.6 File: acnvm conf
{
"syslog_server_ip" : "192.0.2.113",
"sysl og_fl owdata_server_port" : 20519,
"sysl og_sysdata_server_port" : 20520,
"netflow collector_port" : 2055,
"log_level" : 7

}

BRAEZER , BSRUT :

https://splunkbase.splunk.com/app/2992/#/documentation



https://splunkbase.splunk.com/app/2992/#/documentation

#$ 3.5 Cisco NVM AppHJ ik ESplunk

Cisco AnyConnect SplunkFINVM App 2 A A B 7 Splunkbase., Ltapp7E o] ARV IREHS B STE L
HYFRE RN E RARE MR R BV IPFIX (nvzFlow)$dE | 3 BXBA P MK TSR

CiscoY7ESplunkbase¥INVM App4EEg :

https://splunkbase.splunk.com/app/2992/

R :

HEEEXISplunk > Apps 3 B Z % M Splunkbase T £ #9tar.gz 3 4 5 1 R £ AppsEB 0 Ao

> App: CiscoNVM v Administrator v Messages v Settings v Activity v Help v

Cisco NVM Analytics v NVM Analytics Dashboards v Help v CiscoNVM
Cisco AnyConnect Network Visibility Module (NVM) App for Splunk Editv | Moemfov | | 4 | &

Devices @y | Users Applications

Visualize the devices generating traffic in .N \ Visualize the users in the network. Visualize the applications generating

the network. L Y . |. traffic in the network.

8 o ||
[ JABBER
= [

R Locations Destination Addresses s ¥ o L All Categories
LJ.- ﬂ Visualize the locations from where users Visualize the destination addresses L3 ! Visualize Destinations, Devices,
accessed by users in the network. E; Applications, Users, Locations in one
view.

v, access the network.
= QB
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MINERT , Splunks) 5l ER B RBIBMNA s & BRI R BR@A L, XTUDPIKHO20519H
20520, FRIAES TUERERA #F RS FEX i O IX 2455, BRI O Esplunk I LE S , B R4E
Rif O EHEREE b RREE(ESHE)S

R TERBRIARO |, BHEEEISplunk >R E>HER A> UDP

splunkh Apps v Administrator v Messages v Settings v Activity v Help v

ubpP

Data inputs » UDP

Showing 1-2 of 2 items Results per page = 25 ;I

UDP port # Source type * Status +

Actions
20519 syslog Enabled | Disable Clone
20520 syslog Enabled | Disable Clone
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Verify

I iFAnyconnect NVMZ 3
EEEIJJE’J*%%J«XE , EREBRRNZIEHME TN ERR , AfEAnyconnectZ £ B & FiwiVE

/BN I:IB

{ ?}' Cisco AnyConnect Secure Moebility Client

Cisco AnyConnect Secure Mobility Client

Version 4.2.01035

© Copyright 2004 - 2015 Cisco Systems, Inc. All Rights Reserved
Cisco, the Cisco Logo, Cisco AnyConnect, AnyConnect and the AnyConnect logo are registered
trademarks or trademarks of Cisco and/or its affiliates in the United States and certain other countries.

Installed Modules:
VPN, Metwork, Web Security, AMP Enabler, Customer Experience Feedbadk, | Network Visibili

This product indudes software developed by the OpenS5L Project for use in the OpenSSL
Toolkit:

http:/fwww.openssl.org

This product indudes cryptographic software written by Eric Young (eay @cryptsoft.com)
This product indudes software written by Tim Hudson (fh@cryptsoft.com)

]
End User License Agreement CISCO
Cisco Online Privacy Statement and the AnyConnect Supplement

HE , FRIEnvmRSEEELRZT , HEREXHESLENERE,

W S ERR B BT
RIFH SEBRASIB AT X ARIUE Y 5 38 A B — B IPFIX/cflows

GNU nano 2.2.6 File: acnvm conf

"syslog_server_ip" : "192.0.2.113",
"syslog_flowdata_server_port" : 20519,
"sysl og_sysdata_server_port" : 20520,
"netflow collector_port" : 2055,
"log_level" : 7

}
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Troubleshoot

FRIH

1. IPFIXE B BEZE F w44 K B Anyconnect NVMEIR
2. B R AR RIPFIXE B SR W KBS IPHE st
3. WERWEEEHEFELASplunk

4. WERBEEBERIER TR RASplunk | FRHEFFEML IR

FIEBEREETHUDPHRE R EERERNEIA.
#HERA AR D

IPFIXZk #2055

BREHE20519

BR#HFE20520

HEAFHMNER , NVMERZEFIPFIXEHEH BRETRRER. XANZEz
THEHABERED 2 BIMEE (Eprem) = , BT VPN HIEE,

EXGRS R

- RIER P i L in MK SRR 2 B W& EB M,

- RIEUWEE S Msplunk 2 [B] Y R 4R E B 14

- RIENVMEE Finkin L EEtE R R,
EAELRIRENEIREADNIPFIXBIERRE E K.

CEAERERNBRAIAREWIIPFIXBER , 3 AREBFHIERL Splunk,

. B ESplunk BV IR & I 2 B W B BIE R
Zzl]TEWwesharquE R IPFIXBIER -

S8%dE

—% , SRL#

[M]Apply a display filter ... <Ctrl-/> -] Bxpression... +
No. Tim Source Destination Protocol  Length  Info =
10. 192.168.100.1 10.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
20. 192.168.100.1 10.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
3 0. 192.168.100.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
4 0. 192.168.10€0.1 10.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
50. 192.168.100.1 10.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
6 2. 192.168.100.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
760. 192.168.100.1 10.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258] e
81. 192.168.100.1 10.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258] i
9 2. 192.168.100.1 10.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
10 2.. 192.168.100.1 10.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
11 2.. 192.168.160.1 10.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
12 0.. 192.168.100.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
13 8. 192.168.100.1 10.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
14 2. 192.168.100.1 10.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
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BIEEEMNTNDIEIRBEIIDHCP : domain-nameMDNSAES28, MEDNSARS 28 FMdomain-
nameCEELEMNE , NMEMAER,

MENVMTEHIERAWER , W ETHERTNDH —NE -,
ik Ll

IPFIXRAENR#E LA B W ERRTEIPFIXE SR, XLERFBBIRESREE LIPFIXEIE, MRS
BISBWAETIWESR , NINESTRRKEIPFIXEIE, XS HEBIERENEE,

XFEREREIREUEEERSERS  RERVUNPRIPFIXEEERBEMEREF(EEE
VPN)o ATEMY , ER—IMTHNEFNZKE :

1. BENVME Fimll & X4 L — &1L,
2. BB ERSEH,
3. nvmagentlRFHEFHZ 30,
4. BEFRHEARBEHS .
tRB A B EFH B A RN EEFNEEVPNIRE.

R EA A LA B L QEE B RERBINERR | REfowsetIABREEERER AT,
58 23REL

4 (isco NetFlow/IPFIX
Version: 1@
Length: 225
Timestamp: Jan 20, 2016 16:09:31. 000000000 Eastern Standard Time
FlowSequence: 256577
Observation Domain Id: 127
4 set 1 [id=258]
FlowSet Id: (Data) (258)
FlowSet Length: 2@9
4 Data (205 bytes), no template found

4 [Expert Info (Warn/“alformed): Data (205 bytes), no template found]

WERBE :

G\U nano 2.2.6 File: acnvm conf
{
"syslog_server _ip" : "192.0.2.113",
"syslog_fl owdata_server_port" : 20519,
"sysl og_sysdata_server_port" : 20520,
"netflow collector_port" : 2055,
"log_level" : 7
}

HFRIRA

CiscofE £ A = E#T A B B ¥EFEAnyConnect R FTHY B AR .  HiEEAnyConnecthR 4Bt |, & A&
HH4.2 x4 3. xFF ik, XfF7™= 4 Bresepect NVMII BTV IE# | SEELE , #EEMNE
MicrosofttY I E RIBERIEEBNIEPER. XEFEZHFMEER.
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http://social.technet.microsoft.com/wiki/contents/articles/32288.windows-enforcement-of-authenticode-code-signing-and-timestamping.aspx

1. CSCva21660 - Anyconnect NVMIE/acnvmagent.exe*32i# FZ#Y it s

MR

1. Cisco AnyConnect™ £& 8] Il B (NVM) Splunk&JApp
. https://splunkbase.splunk.com/app/2992/
2. TESplunk R 25 1% B M & & W &R 2R B 2N Y Splunk 3 4%
. https://splunkbase.splunk.com/app/2992/#/documentation
3. Cisco AnyConnectZ £ B B G EE RIS , lR44.3
4. fRAJFFEAnyConnect 4.3



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva21660/?reffering_site=dumpcr
https://splunkbase.splunk.com/app/2992/
https://splunkbase.splunk.com/app/2992/#/documentation
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect43/administration/guide/b_AnyConnect_Administrator_Guide_4-3/b_AnyConnect_Administrator_Guide_4-2_chapter_01100.html
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect43/release/notes/b_Release_Notes_AnyConnect_4_3.html
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