 FHAnyConnectBE CLIN B AL iREERE A
SSL VPN

B =%

AT BEED A(VTI
SR 7. B EWebVPNF X

F R 8HEWebVPN_E T T4 K #E
4 ofit & R ] 3%

AR 4B Cisco IOS®EEHERE N AnyConnectZ £ E#F/ZEVPN (SSL VPN)L IR EAREE,

TORFAF
=R

Cisco BB THUTER :

« Cisco I0S
« AnyConnect R£ &z &%
« —PXSSLIRE



fE RV A L
RXAFEBET U T R B RRA -

. BRIBO2WHEHEE | WA 15.3(3)M5
 AnyConnectZ £ #3) &~ 173.1.08009

AXHEPNEEHRRETREXRENEFNREFEN, AXHFEANMAERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRETHAERSHBERE,

BRER

D
N

E : AnyConnect2 ¥ & JCisco Secure Client, REHMEMER , RERH , #EZL
SRE=HEEN.

)

8 N

T EIOSHRAM ¥ AlEE B



- TieERAMIERIOSIHRA , FEHASSL VPNIIAEERE E 4 Asecurityk9ThBEEE,

« Cisco 10S 12.x - SSL VPNIhBEE R BIFT A LL12.4(6) TH A 12X E | XEMEZTVERFZR
2 AN ( Bladvsecurityk9, adventerprisek9% ) o

« Cisco 10S 15.0 -RHIRAFZEE R HS LLZRLICXH | Z3X#HX#EF10. 255100 FERE
o AR AEE15.0(1)M4rh £ 1,

« Cisco 10S 151 -RHIRAFZEERAHSE LLZE—MLICXH | Z3XHXF10, 255100NAF
MR, BRI TIEE5.1(1)T2, 15.1(2)T2. 15.1(3)THI15.1(4)M1 5 EHE.,

« Cisco I0S 15.2 -FTE15.2ix A5 A SSL VPN f5E A * ¥ AT ik,

« Cisco |0S 15.3% b\ AR - B EARR A2 (45 AR A AT, M15.3(3)MFF4 , SSL VPNIIAETE
515 Blsecurityk9 AR EE A A,

MNFRTUGFT , HigESE —PwebvpnIhgE ( ElwebvpnMk1 ) H B EEZHRA AP FAHIL
(EULA)BY |, 5 A&, 60KGE , Wi EFER RN KA G, XEFTJIEETFRE , £
EWRAFEF IS BEEAZIhEE. A, RTUSERF—EHENFER , MEAFKHEFEAEE
X R R AR HEIEZER,

EENHRM4ERIIEE
iXBug IDJAnyConnect® R T EEH AERIEE -

« Cisco bug ID CSCti89976 ( {XPFREMAF ) A T XFOSHAnyConnect 3.xHI X #,
- BEAST® A ERIFEID CSCtx388061£ & , Microsoft KB2585542,

[

SERENFAEE R A

EIOSEHETLkIx LA EAnyConnectVE— S RBINFRIEE EBEZE (MRER ) HEH. Bx
TEBRANFTIIFEAEE  HSRLE—THNFTES, XERTREMFEAMRA , Blshow

license%| HSSL_VPNEsecuritykQiF Al ilf . FoIARASFF AIIELNMA] |, BEEEZEULA , ARBEFT
BEERRES,

B=d  ERHASFLE EEMZREANyCOnnectZ BB In a2

EFAnyConnectB & L& FIVPN |, LigBHMNAE. % , NATFEAnyConnectskim EFTE
AnyConnectBR G RVIRER S B ITIERE, Bl , WindowsF i B3R 1 L i R EWindows 2 52

, Linux 64 B P IRERZELinux 64NEFE , §F, F£= , EEER , ZRELIK LN
AnyConnectBt &< Bz THEIZE P iRt EHl. WRLiH EAAnyConnectBl 4 BLEEE Fimit &
FRENRGBER , WEEZNAFRTUMWeb TP THEF R , MRERN AP TUAR,

A LUBS Ciscofif TE MU “AnyConnectZ £ %21 B F in 88 2 3R ERAnyConnect - &, RE
BWZEWAA , EEELRRZENRGIFERERENLHIBE(PKG). AnyConnecti 2 B
A FUTRERSZEFES : Windows, Mac OS X, Linux ( 324z ) #Linux 644Z, ¥ FLinux , B



https://tools.cisco.com/bugsearch/bug/CSCti89976
https://tools.cisco.com/bugsearch/bug/CSCtx38806
https://software.cisco.com/download/home/283000185
https://software.cisco.com/download/home/283000185

2 MM HRH T, BNMEEREBFEEXNRBZREINRMHE , LERTIEE,

T#HAnyConnectB 25 , ATLUBETFTP, FTP, SCPZHE M — Lk IfE Fcopy oS E LTI M
N7, i :

copy tftp: flash:/webvpn/

Address or nanme of renpte host []? 192.168.100. 100

Source filenane []? anyconnect-w n-3. 1. 08009- k9. pkg

Destination filenanme [/webvpn/anyconnect-w n-3. 1. 08009- k9. pkg] ?

Accessing tftp://192.168. 100. 100/ anyconnect - wi n- 3. 1. 08009- k9. pkg. . .

Loadi ng anyconnect - w n-3. 1. 08009- k9. pkg from 192. 168. 100. 100 (via G gabi tEt hernetQ): !!ittrrrrrrnnl
| T T T T T T A A A A I A A A O I A |

[OK - 37997096 byt es]

37997096 bytes copied in 117.644 secs (322984 bytes/sec)

FAnyConnect G E FIZIBEHEBMINER - HFEEHSTITHITER - MREXKNLTERNBEETHFIIS - MAURRSD
AnyConnectiR & - Xt¥ - BHBROUMURESNMNEFIHIRIERSAATR - ELRAnyConnect R BN - MREVEEFHEHIE
flash:/webvpr/ directory , B &FEBIHE,

crypto vpn anyconnect flash:/webvpn/anyconnect-win-3.1.08009-k9.pkg sequence 1 SSLV PN Package SSL-VPN-Client (seq:1): installed successfully

E15.2(1)TZHABNRBIREH | REPKGHRHIATE.

webvpn install svc flash:/webvpn/anyconnect-win-3.1.08009-k9.pkg sequence 1

F=H  ERRSARAFNNBES RIS

U S8 B SSL R SEHE N A B AR HE(PK ) M B R E B AV R B AERT | i ¥ B EERivest-Shamir-Adleman (RSA)Z4A% . LR ER
RSAZMANT , REERBEBPKIERMERZZAN . FH2048MHNERETHEN , BEFEASAESRRERZ2MHE
AnyConnect® P ik it EVLRE, TEWERABETZAEE 2 ENERMZRARL, £MHshow crypto key mypubkey rsa a5 5 Al #IAZ
Ao

% AR ATRAZPTSHEETZZ2XR , IEBEUNMERBRZHAEENTTSEH (XE2RINEE ) . AXHiTIL
TRHRSAZRP S HR T RHXE - ZEPKINEBERSAZ.

crypto key generate rsalabel SSLVPN_KEY PAIR modulus 2048
The name for the keys will be: SSLVPN_KEYPAIR

% The key modulus size is 2048 bits
% Generating 2048 bit RSA keys, keyswill be non-exportable...


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-deploy-rsa-pki.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-deploy-rsa-pki.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-deploy-rsa-pki.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-deploy-rsa-pki.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-deploy-rsa-pki.html

[OK] (elapsed time was 3 seconds)
show crypto key mypubkey rsa SSLVPN_KEYPAIR

% Key pair was generated at: 14:01:34 EDT May 21 2015

Key name: SSLVPN_KEYPAIR

Key type: RSA KEYS

Storage Device: not specified

Usage: General Purpose Key

Key isnot exportable.

Key Data:

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
00C4C7D6 F9533CD3 A5489D5A 4DC3BAET7 6831E832 7326E322 CBECCA41C 8395A5F7
4613AF70 827F581E 57F72074 FD803EEA 693EBACC OEE5CA6B5 5D1875C2 2F19A432
84188F61 4E282EC3 D30AE4CY 1F2766EF 48269FE2 0C1AECAA 81511386 1BA6709C
7C5A2A40 2FBB3035 04E3770B 01155368 C4A5B488 D38F425C 23E430ED 80A8E2BD
E713860E F654695B C1780ED6 398096BC 55D410DB ECCOE2D9 2621E1AB A418986D
39F241FE 798EF862 9D5EAEEB 5B06D73B E769F613 OFCE2585 ESE6DFF3 2E48D007
3443AD87 0E66C2B1 4E0CB6E9 81569DF2 DBOFE9F1 1A9E737F 617DC68B 42B78A8B
952CD997 78B96CE6 CB623328 C2C5FFD6 18C5DA2C 2EAFA936 5C866DES 5184D2D3
6D020301 0001

RINERRSAZAT G , BIE A B R ERE R MRSABAN B BPKIEER. Subject-NameF A B (CN) AT AER A F A Tk
AnyConnect™ 3% iy | P it 3} 5E £ FRE 5 & (FQDN) R TELE . EARTRGIF , T iRESIREREN A fdenofa-SSLVPN.cisco.com HY
FQDN, BAXTEMSEN , ELHEREBWBMACNN , EENTRDEZHNERNIERERBE,

% AR UUEAE=SCAMAWIES A MAREARERERNBEZBIER, XATUEN/IHNTRENGESTR , MARHE
& PK | B UF 35 5% fift 7 PR .

<#root>

crypto pki trustpoint SSLVPN_CERT enrollment selfsigned subject-name CN=fdenofa-SSLV PN.cisco.com rsakeypair SSLVPN_KEYPAIR

EEBENEESE , BEBLTERAcryptopki enroll RERER, BILERE  TUEE—L£H4SE , FFS Pt
JBR , XTFRHUEM. f#Ashow crypto pki certificates &5 ATHEIAIE F 4 Ko

<#root>


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-cert-enroll-pki.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-cert-enroll-pki.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-cert-enroll-pki.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-cert-enroll-pki.html

crypto pki enroll SSLVPN_CERT % Include the router serial number in the subject name? [yes/no]: no % Include an | P address in the subject name? [no:

FEHE : BEAHVPNAFKS

BRTLUEANTEHRIE, RNFICKAAA)RSS ; EARGIF , FAKREHIIE, XEGSFSIEAFBVPNUSER , HEIE
B ASSLVPN_AAAKIAAA B RIRIESIR,

<#root>

aaa new-model aaa authentication login SSLVPN_AAA local username VPNUSER password TACO

SBRE | EXHEE R E R A9 AR5 2 BRE U5 R 51 &

QTR A PiltiESth | AnyConnect® i E B 88 7 BEREVIPibtit . BHRELE 2 8 KV A T ABE M H & AnyConnect® 7 iR iE
%

IAERT , AnyConnectE 2B EE R TE1T , XEKREEFKITENERNTARENSBEIBELE. HTFXEEETEEN
, Rt BB E R EM TR RIEHFIRACL) , ZRETVURTEBELIBELE. SEMACLEI—# , RENBRNdeyFEEE
Ndeny ; Bt , REH TTLARRE & 5 fY R 2B & permitiE A,

<#root>

ip local pool SSLVPN_POOL 192.168.10.1 192.168.10.10 access-list 1 permit 192.168.0.0 0.0.255.255



FAL  EEBUEREOVT)
BBVIIHENVPNESEREZREMYERFRED , AVFZEREBRVPNINEELR: BT BNIEE, DVTIEAREK T 1A N

SR IBENDSHORSEG R, HTDVTINRESEMARMREREARLY , RLENAREEXRNZRHEREE , Bh
EXEHRE—-BRBERNQS, A%, BAFBMEMEMRERS.

<#root>

interface LoopbackO ip address 172.16.1.1 255.255.255.255
!

interface Virtual -Tenplate 1 i p unnunbered LoopbackO

S8 7.EBWebVPNRIX

WebVPNRF 3% 2 E X AnyConnect3k i AR IPib it Mis O , AR IBHE T P HASSLMZBE ZRMPKIERIKIR. BRIAERT , Mx
XA ARNMBEE , E4FBURT A £HCisco |OSHRAR.

<#root>

webvpn gateway SSLVPN_GATEWAY ip address 10.165.201.1 port 443 http-redirect port 80 ssl trustpoint SSLVPN_CERT inservice

S8 8fLEWebVPN E T XA KR

WebVPN1E R M A K E XA FAnyConnect® FImiE N — L HM S, N TFEARAnyConnectBLE , B AE—FH&G , A FRA
AT AnyConnect 9 BRINAZKRE, B2 , L TXAAT#H —F5 B E L WebVPNE 21 TTHWebVPNIRME, T£E XK KHEA F
, SSLVPN_AAABIRE BN AFATENAAAEBRRIEFIZR, functions svc-enabled &5+ 2 fo iF A 72 3833 5% %8 83 % #2AnyConnect SSL


https://www.cisco.com/en/US/docs/ios/12_3t/12_3t14/feature/guide/gtIPSctm.html#wp1080079
https://www.cisco.com/en/US/docs/ios/12_3t/12_3t14/feature/guide/gtIPSctm.html#wp1080079

VPNEFIR ( MAXEWebVPN ) WEBH R, &5 , HttSVCa S EXNESVCIEEZHERXNSE : svcaddress-pool & HM <
SSLVPN_POOL iyt it 0 KA & ik , IBIE LEEXMACL 1Esve splitinclude L iF 2 BEE K& |, LA sve dns-server® L Figi & i
HHIDNSIRSS 25, EHILEE , FTADNSE R RIX DI EHDNSIRSE S, ERMNFEZEBNLIIEREEBIRERERE.

<#root>

webvpn context SSLVPN_CONTEXT
virtual-template 1

aaa aut hentication list SSLVPN AAA

gat eway SSLVPN_GATEWAY i nservice

policy group SSLVPN POLICY functions svc-enabl ed svc address-pool "SSLVPN POOL" netmask 255.255.255.0 s
def aul t - gr oup- pol i cy SSLVPN_PCLI CY

SROMEFFHEENH ( ik )

BASATE , Cisco IOSXEREGUIRH , TERBEER GIEE M IREEX . AnyConnectE FinElBXHHEEEMRIMEE X #
B ER B INOIR/RE

p $B7R : EHanyconnect-profileeditor-win-3.1.03103-k9.exe.

HiRARMPEHREXM , FRITUTER :

o fERAftpititpR E £ BIOSRTE,

o FERLGTIRAIRIN LR EEX S

crypto vpn annyconnect profile SSLVPN PRCFILE flash:test-profile.xm

p BR : EREF15.2(1)THCisco IOSHRAF , EEFEALLH : webvpn import sve profile <profile_name> flash:<profilexml>,

EBERT , ERALGTHREXFEZIZESR


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/anyconnect-profile-editor.html#ID-1430-0000000c
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/anyconnect-profile-editor.html#ID-1430-0000000c

<#root>

webvpn context SSLVPN_CONTEXT
policy group SSLVPN_POLICY
svc profile SSLVPN_PROFILE

N 1B BEAS LSRR T SRDALLSS EANG SN IEMAES.,

I iF
FRARSS THRINEBRESEERT.
BESTRE , H@EI KRG RIMX I AEORN |, SFREZIWeVPNBI A :

BFEE , MEFRWeVPNER, MIbAL# EHTunnel Connection (AnyConnect)o {8 Internet Explorer Bt « ActiveX B F B T2 &%
AnyConnectZEF i - MNRKAEME] - M RERIava, FiE H{thix 23 BN A Java,

[ ESRIENT)
| SSLVPN Service X '-,\ +
€ https/ | Awebvpn.html ellq B 3§ A © =

ol s51vPN service

cisco
English -

Username
Welcome to |

Password

' . I
Cisco §ystems : ;

SSLVPN SErViCE L-:gin | Clear



http://tools.cisco.com/Support/CLILookup/cltSearchAction.do

[ (=]
SSLVPN Service x \ 4+
(' f https:// ndex.htm C || Q Search E “ ﬂ B =

fdenofa | Home | Help | Logout

s

M .
c1SCo SSLVPN Service i g

Bookmarks

=Personal
— * {empty }

Tunnel Connection Gtart |

(AnyConnect)

m

Y

RETERE , AnyConnect2 BB RIXEEEIWebVPNFX, B TEHERIEBATRXRRAS , EEZSREZERBSHI S MES
B, XENATME , MBI Tl RBEER, A TBEXEIEHES  RENBXRIIBSMARRERFRITENNZEE

B Ho

EBER , RENMREAE=FED , WEBTR AN H AT T ZEENERES,



9§ Cisco AnyConnect Secure Mobility Client = %

Conneck

. J
Cisco AnyConnect Secure Mobility Client . 5]

A Security Warning: Untrusted VPN Server
Certificate!

AnyConnect cannot verify the VPN server:

Certificate does not match the server name,
Certificate is from an untrusted source.,

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Most users do not connect to untrusted YPN servers unless the reason
for the error condition is known,

Connect Anyway Cancel Connection

LHEETHMNER , REAnyConnectZ T Bigear BHR , RERAEREEN -~ LEFRER. ELR L , TUEENARBEEFHOF
FREEACLIREH —LERSIHERNRARARE.



.
% Cisco AnyConnect Secure Mobility Client

||I|||||l
Cisco

AnyConnect Secure Mobility Client

Statistics | Route Details | Firewall | Message History

Connection Information
Skake:
Tunnel Mode {IPwv4):
Tunnel Mode (IPvE):
Duration;

Address Information
Client (IPv4):
Client (IPv&):
Server:
Bytes
Sent:
Received:

Frames

Connected
Split Include
Crop All Traffic
00;01:06

192.168.10.2
Mot Available




§
£ Cisco AnyConnect Secure Mobility Client ESREE

'Ell's"':g' AnyConnect Secure-Mobility Client

Preferances | Statistics | Route Details | Firewall | Message History

Route Details

Mon-5ecured Routes (IPwd)
0.0.0.0/0

Secured Routes (IPwd)
192.168.0.0/16

UTREESRNBAETRESR :

crypto pki trustpoint SSLVPN_TP_SELFSIGNED enrollment selfsigned serial-number subject-name cn=892_SELF_SIGNED_CERT revocation-check nc
crypto vpn anyconnect profile SSLVPN_PROFILE flash:test-profilexml ! access-list 1 permit 192.168.0.0 0.0.255.255 ! ip loca pool SSLVPN_POOL 19;

aaa authentication list SSLVPN_AAA

gateway SSLVPN_GATEWAY
I sd authenticate verify all inservice! policy group SSLVPN_POLICY functions svc-enabled svc address-pool "SSLVPN_POOL" netmask 255.255.255.0

svc profile SSLVPN_PROFILE default-group-policy SSLVPN_POLICY

R BR
FEoRMET TATHERERTHEHERNES.

YIRBEBRAnyConneciEIEHERT , AR B— L ENAH :



« HTEFBRATRMIES , BtWebVPNRXHIEEMNIEPMLAER. & tHshow crypto pki certificateds B F & R 5B
FRARIEREXNER.

« FHFHRWeVPNEER , RIEMZEREMAT LT XHE A E noinservice #M inservice o X AT AR F SUE B4 M,

o MBIFTIR | EFEILENANENE P RRERSGEHEE—MAnyConnect PKG, Bl , WindowsE 7 1% 5% EWindows
PKG , Linux 32U & Fim & ELinux 32U PKG , &%,

o IERFAnyConnect® F i FIE T3 52 288 H9WebVPNER WL S SEFSSL , M5 AIWebV PN 5 3l T8 & & TRAnyConnect BEE 1% 2
( RiZFF<AnyConnectBil B1E# )

Cisco |OSE £ 7] A F HEBRIE M FE MY & TR i WebVPNIETT, LA 2debug WebVPN aaa. debug WeVPN tunnelFlshow WebVPN
session upon a successful connection attempt4E BB faT i

<#root>

fdenofa-892#show debugging WebV PN Subsystem: WebVPN AAA debugging is on WebV PN tunnel debugging is on WebVPN Tunnel Events debugging

BXER

+ SSL VPNEE1E Cisco 10S 15M&T

«  ZEIOSEXHIE5 B CCPHANyConnect VPN (SSL)& - i it & 7R 451

. R 7 5 F0 #Y - Cisco Systems


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_sslvpn/configuration/15-mt/sec-conn-sslvpn-15-mt-book/sec-conn-sslvpn-ssl-vpn.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_sslvpn/configuration/15-mt/sec-conn-sslvpn-15-mt-book/sec-conn-sslvpn-ssl-vpn.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_sslvpn/configuration/15-mt/sec-conn-sslvpn-15-mt-book/sec-conn-sslvpn-ssl-vpn.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_sslvpn/configuration/15-mt/sec-conn-sslvpn-15-mt-book/sec-conn-sslvpn-ssl-vpn.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_sslvpn/configuration/15-mt/sec-conn-sslvpn-15-mt-book/sec-conn-sslvpn-ssl-vpn.html
https://www.cisco.com/c/en/us/obsolete/routers/cisco-2851-integrated-services-router.html
https://www.cisco.com/c/en/us/obsolete/routers/cisco-2851-integrated-services-router.html
https://www.cisco.com/c/en/us/obsolete/routers/cisco-2851-integrated-services-router.html
https://www.cisco.com/c/en/us/obsolete/routers/cisco-2851-integrated-services-router.html
https://www.cisco.com/c/en/us/obsolete/routers/cisco-2851-integrated-services-router.html
https://www.cisco.com/c/en/us/obsolete/routers/cisco-2851-integrated-services-router.html
https://www.cisco.com/c/en/us/obsolete/routers/cisco-2851-integrated-services-router.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



