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[B) AnyConnect VPN Connection Setup Wizard - e S|
Sheps | Covnection Profile Identification
1. Infroduction This step allows vou to configure 3 Connection Profile Mame and the Interface the remote access users will

. connection Profile | %% for WP connections.

Identification
Connection Profile Mame:  SSLClent

3. VPN Promooks
l 4. Client Images

WPM Access [nterface: :mtsi:le v:
5. futhentication Meth
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[B AnyConnect VPN Connection Setup Wizard

o

Sheps

1.
2.

Introduction

Connection Frofile
Identification

. ¥PN Protocols

4, Client Images

WPM Frotocols

[7]ssL

[P=ac

AnyConrect can use elther the IPsec or SSL protocol 1o protect the data traffic, Please select which protocol
o protocols you would lke this connaction profile to support

5. authentcation Methe | it
r Device certificate identifies thie 454 o the remote access clients, Certain AmConnect
8. Client Address foatures (always-0n, Psec/KEVZ) reguie that valid device certificate ba availshla on
AEE'gFl mEH'It ﬂ..-IE ﬁEﬂ.
7. Metwork: Mams
Resolution Servers Davice Certificate: |- More - = | Manage...
2, NAT Exempt
M Aesdmeemeet et
4. B HAdd:
[E AnyConnect VPN Connection Setup Wizard - &
s - b
St [ Manage Identity Certificates 2% |
| pcal
3, Issued To Issuwed By Expiry Date  Associabed Trustpoints Usage  Public Key Type Add
Shovw Detalls
3.
l Delketa
3 Export
| ——
&, Instal
Eind: 2 @ [ match case
7

5. EFFREFRFERPRAELENES , ARKTHRMFTHNSFMIEB L ERE. MRER EFTF
£ Rivest-Shamir-Addleman (RSA) Xt , R ERERK RSA ZEAXT .



Add Identity Certificate e

Trustpaoint Mame: SelfsignedCert]

() Impart the identity certificate from a file (PKCS12 format with Certificate(s)+Private Key:
Decryption Passphrase;

File to Import From: Browse..,

(@) add a new identity certificate:

Key Pair; <Default-RSA-Key > '.I Showy... J [ e, ‘
Certificate Subject OM:  |CM=anyconnect.cisco.com | Select...

|| Generate self-signed certificate

&ct as local certificate authority and issue dynamic certificates to TLS-Prosy

I addvanced...

Add Certificate ] I Cancel ‘ I Help ‘

6. # ifi“Use default key pair name(f£ A RRIA BEAXT B #5)" £ R4 , =% t5“Enter new key pair
name(M AR BN B LR IRAH BAT BN ERFHANKD , RER G LEIER"

Add Key Pair o

kKey Type: (@) RSA [ ECDSA

Mame: () Use default key pair name

ﬂ Enter new key pair name: |sslcert

Size: 2048 A
Usage: (@) General purpose [ Special
Generate Mow | | Cancel | | Help

7. EEBRSAEAN G , ERERAHEPERBERERPERE, iUl ETHLAEFTERPEAFRT
FEWEHEEE (DN), AR/ ERMES :



T Add Identity Certificate X

Trustpoint Name: SelfsignedCert

() Import the identity certificate from a file (PKCS12 format with Certificate(s)+Private Key):
Decryption Passphrase:

File to Import From: Browse, .,

@) add a new identity certificate:

Key Pair: sslcert T’ Show. .. ] [ Mlenis. . l

Certificate Subject OM:  |[(Ch=anyconnect.cisco.com

isenerate self-signed certificate

] act as local certificate authority and issue dynarmic certificates to TLS-Proxy

[ Advanced...
’ add Cerfificate ] ’ Cancel ] ’ Help ]
8. EAEMSE , £HOK. OKHNext:
[ AnyConnect VPN Connection Setup Wizard - |
St [Fj Manage Identity Certificates 23
| 2 lzsued To Issued By Ewpiry Date  Associsted Trustpoints  Usage  Public Key Type Add

16:39:40 M... |SelfsignadCart Gener ... |[RS4 (2042 bits)

Eind: ) | | Match case

Public T4 Enrollment

Gat your Clsoo ASA security sppliance up and rumning quickly with an S50 Advantage digital certificate from
| 9 Enfrust, Entrust offers Cisco customers a special promotional price for certificates and frial certificates for testing.

| Ervoll 454 SSL certificate with Entrust

1 LIzing a previowsly saved certificate signing request, enroll with Entrust,

QK | | concel | Help

9. B HAAAAMPCH A FH A MAnyConnect® xR & (.okgX ). % EHBrowse FlashEAM A E
IXTHES AN INAR | =028 HUpload BAE $2 ) EHL 7N Bk 45
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[ Add AnyConnect Client Image

=

. Metwork Marme
Resolution Servers

. MAT Exempt

. AnyConnect Client
Deployrment

ArwConnect Image:

Regular expression to match user-agent

[ Browse Flash.., :

[ |

Unload...

10, Summary

ik

J |

Cancel

)

Help

(] Browse Flash

Folders Files

IEl..
H-Jlog
G- erypto_archive
FH-( coredurmpinfo
- snmp
- trp

FileMame

-l

10. NINERGSE |, 2T —H"

e ﬂdd| & Replace| il | Delete| + | + |

anyconnect-win-3
anyconnect-win-3,1.06073-k3,pkg
asa932-smp-k8.bin

B T

1.05152-k2.pkg

oA AT e

Image

‘diskO: /anyconnect-win-3, 1.06073-k9.nk q

Regular expression to match user-agent

bere,

You can download AnyConnect Client packages from Cisco by searching 'AnyConnect YPN Client' or click

’ < Back ” MNext = ]

’ Cancel ” Helpn

l
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12. 449

AnyConnect VPN Connection Setup Wizard ﬁj

Sheps
1. InTocucton

2, Connection Profile
Identificaton

3. ¥PN Frotocoke
4, Clent Images

5. Authentication
Methods

6, Client sddress

hzsignment

7. Netwark Hame

Resolution Servers

3, NAT Exempt

9, anyCornect Client
Deployment

10, Surnenary

Authentication Mathods

This step 2tz you specify the location of the authentication server,
Yo can click on the "Mew..." buthon o oreate 3 new server group,

Abd Server Group: LOCAL w | Naw..,

Local User Dataoase Detalls

cisco
Lser o be addad
Lzarname: Userl [W
Passwiord : LT T
Confirim Password: | eees :
= Back ][ et = | [ Cancel I[ Help

NELE VPN B imAYtitith, MREEEMU , WM TR REFERE, MRKRESEHE

/ﬁj, 18 ,\\\EE*?EU\EEEﬁE’Ji&iﬂ:/mo 71:}52): ifﬁNext

4. Client Images
3. Authentication Mettu

6. Client Address
Assignment

7. Metwork Marme
Resolution Servers
3. MAT Exermpt

3. AnyConnect Client
Deploy ment

10, Sumrmary

Shens
1. Introduction

2. Conrection Profile
Identification

3. WFh Protocols
I 4. Client Images
5. Authentication Meth

"I v4 address Pool | IP vB address Fool |
Address Fool: |--- Select --- ¥ M, .

(5 Add IPv4 Pool ﬂ

Details off

Marme: SEL=Pool

Starting IP Address:  10.10.11.1 ™
Ending IF Address: 10.10.11.20 E|
Subnet Mask: 255.255.255.0] -

| (04 I Cancel I | Help I

13. Eféf%’?ab%ﬂﬁf%’?—ﬁﬁqﬂﬁﬁ“i&ﬁi)\iﬁ% L4t (DNS) RSS2 MEHA (DN) , RERETTF—F

Metwork Marme Resolition Servers

This step lets you specify how domain names are resolved for the remote user when acoessing the inbemal
et ork,

DHS Servers:  |10,10.10.23

WINS Servers:

Diormain Marme: Cisco.com

14. EZEF , BFR2REET VPN GRIEEN ASA FHEAZF (=X LAN ) FRE




10.10.10.0/24 M &%, % 7= v A PO B P iz 1] B9 7t B A0 42 BRAE AR 30 785 0 4% b 1E #5 #R (NAT)

1% Exempt VPN traffic from network address translation €% 4E , HEE A T R KM
LANFIWAN#EDO :

2. Connection Profila

Identification |v Exempt PN traffic from network address translation:
3. WP Protocols Inside Interface is the interface directly connected o your internal network.
4. Client Imagas Inside Interface: | Inside v

5. authentication WMethe
Local Network is the network address(es) of the Internal network that client

Can access.
6. Client Address .
Assignment Local Metwark:  any | _]

7. Metwork Mame
Fesolution Servers

8. NAT Exempt
9. AnyConnect Client

The traffic between AnyConnect client and Internal network will be exempt
from network address franslation.

15. IR TN G BRAY 2N 1t A 4%



[ Browse Local Network | ——

% 4dd ~ [ Edit [f Delete | Q, Where Used @ Not Used

Filter Filter |Clear
Ll |
Marne IP Address MNetrmask Description Object NAT aAddr...
= IPv4 Metwork Objects

- cflinside.. 11010100 [»ss2ss2ss0) |
mf outsid.., 10,106.44.0 255.255,255.0
5'?,%, 10.0.0.0 10.0.0.0 255.0.0.0
@l 1012, 101,232,192 295.255.255...
= IPv4 Metwork Object Groups
{8 ANy
i fuff OBI_L...
= Interfaces
B Inside
- B8 outside

Selected Local Metwark
Local Metwork -= ] Inside-network /24

ok || cancel

5. Authentcation Math
Lacal Metwork is the network address(es) of the intermal retwork: that client

6. Client Addrass Fan A '

fAssignment Local Metwork:  |10.10.10.0/24 ()

7. Metwark Mame
Resaolution Servers
The traffic betwesn aryConrect client and nternal netwark will be exermpt

B. NAT Exempt from retwork address translation.
9, AnyConnect Client
Deploy mernt
10, Summary
= Back | | Diest = Caricel | | Help

16. & Next, NextHFinish.
AnyConnect EF B EINETH. B2 , YELBIEE QS EEAnyConnectit , E2BIAFIF D
PeiE KA B NRRERE ., N TNBESREESHIFERE , YIAEE K5 FEE,

AR MRAREESBIBRE |, N2 BIREE R M MERINA K B (DAItGrpPolicy) 4k , BRINA R
BIR B HPRE R, XEWKE —BEEFIHRBIVPNEE , IERE ( 2REEIWebHIRE )



REXRE ASAWAN ( HAAEF) IP it REF 2L F PRIt EYL LHPEE., EMicrosoft
Windowsit & #l_t froute printan % H A AT LB BiX — =

FoREn R

SEIRBENRE A AT E L LAMBN FRRENNRE, XSEEEF SR B 75 B 255
R(ACL)o It ACL FEMMFMRENBREFMNEFIRELREERTME , FEXEFHAYEH

T PC BEKRF,

TRTER , UN2EBEREE I 7 BERE

1. $M IR > ZEEEA VPN > A5

() e | i configuranan| [ mantorng | i save @ =sfrech ) eack () Foeas| D bty
Dewice List [ Falulie: ; ok (Clle

P ard 'ﬂ D=letm _ﬁ’i.'rrn-'.rr
Fird; 20

] e anian = Fermate & ceass Py = et v

Access = Grougd Pollcles

Maraga YFh group cnices &« Fu goos s a milkeesim of ieer-neeeied aothoeeation attrboiegbs ue cars st mar b smred nbemial
nior et =5 referenced by VPR cormzobion profikes o s acoosns

M 17,105, 130,234
- Al 110724911
8l 10.105.49.20

Tn enifores autharration atribobes fiom an L0 sarae 900 muss LSS an LOeR attr buote man.
& 2o - 3 Cait| T Dslzte B Aszign

110, 106 44, 100 e
SRR TR
— Hame TP Turnalng Protoco
Remobe Access YPN o #
. % fodactior . crospbaley =ttt etermal  fmabeler |
[ Mz (Sl Acosss Criibzrofolicy (Sysham Detault) Iritermal kvl ke 2issh Cliz itk 2 hp psec

i - i} et ornzct Comneckon -rodiles
9 A ormeCh CustomizstionLocal ¢

[ ArECornsct Cl=nt Frafils

P Arm_ormizct Cient Sofhears

| Crenairic &ocess TolCies
1 e *m.

2. BEEdit, REEHASMM S EIAdvanced > Split Tunneling. BUH % & InheritE % 4E
PolicyEh % , AJE M T HL & fi%E Tunnel Network List Below:

Edit Internal Group_Pfliq-: Gm_uchlicy_SSLC_Ii_em -

i =

-zaneral
~SErvers
=l advanced
=Bromser Proxy
+H-AryConnect Client
[ IPsec({lKEv1) Client

The WPM client makes split tunneling decisions on the basis of 3 network list that can be specifie

CNS Mames: | Inkerit

Send All DMS Lookups Through Tunnel: TI Inkerit Yes )

Py pr— R ———
Metwark List: V| Inkerit

3. BUH AR &SI REF D PR EIRE  RE R T EENEREER P IRFEE R AILANK S

MACL:

Mtk LisT [Tnrert  insizs_acoass_in T MansnE,

Fremsirny i buthor Lo s2bup salil eslozon fr b Secunly prosies,

St Salit EsChsian 120 YWel Ceouily.

4. R [ATERAE ACL, BN, B0 ACL , AR5 i ACL B# :



~{GZeneral The YPilclient makes soli
iSarvers
& Advanced [£) ACL Manager
=—r —= DMS K
----- Split Tunneling
~Browser Proxy Send Standard ACL | Extended ACL
[H-ArwConnect Client _
FIPsec(IKEv1) Client % add - @ et Woekete |4 4|5 M|
Policyll| || o Address Action Description
=it g
[f) Add ACL u
Press
EE " ACL Mame: Split-4CL|
oK, Cancel He
| | [

5. B HAdd ACE LURNIIFN :

lfg AL MAndyer

Standard ACL | Extended M:L|
% Add - B Edit [ Delete | + & | % Ba @ - |

Mo Address Artion Description
() Add ACE
Action: (@ Permit () Deny
Address: E]
NAsrrintinn:
6. Click OK.
[ = Inteenal s Pnii.amutpdiqjmhnl!.. — _ s —_— -
- EE——————————e,eees.
Ll Prae TR bl aeps sl ew Ay ee we ol bepr - 0T vl e el e ool Dare by prorsmen g B pripa im0 Yooyt e Mel—ork Dol Ta ke
[ ?5'15"5
=adpnoed ThE hames: Fibertt
'_:rm‘;;:&'km Sord AIDMS Lae ops Throue s Tunrel: (7] 1ortt e Fio
HFoeill2e Clent
=iz Ibertt Turwel betwok L st Selow -
ek LS Tlikartt Sakacl * | manags

7. B Apply.

Frmze g thie by mossbup sk eshmor B cish Seor by prosies
| =atip i Brhean B dedl Sanaiy

Interespl DHEPE Lonfgaration Message froms Mcrmaalt DRseds E3

TG , 7o ACL A FRRENIASAMMEFFiwit EVAVEEBARTP. & Microsoft Windows
HEHLE | XALUE route print s THAHHES, XLEEBEN T —BRRREE iR IP 7MY
IP it (BERIZTFNIE—IP it )

C:\ User s\ adm n>route print

| Pv4 Route Table



Active Routes:

Net wor k Destination Netrmask Gateway |nterface Metric

0.0.0.0 0.0.0.0 10.106.44.1 10.106. 44. 243 261

10.10.10.0 255.255.255.0 10.10.11.2 10.10.11.1 2

!! This is the split tunnel route

10. 106. 44. 0 255. 255.255.0 On-link 10. 106. 44. 243 261
172.16.21.1 255.255.255.255 Oon-link 10.106.44.243 6

!! This is the route for the ASA Public IP Address.

£ MAC OS itE#l L |, #i A netstat -r i SREE PC IBHEK :

$ netstat -r

Routi ng tabl es

I nternet:

Destination Gateway Flags Refs Use Netif Expire

default hsrp-64-103-236-1. UGSc 34 0 enl

10.10.10/24 10.10.11.2 UGSc 0 44 utunl

!'! This is the split tunnel route

10.10.11.2/32 local host UGSc 1 0 |00
172.16.21.1/32 hsrp-64-103-236-1. UGSc 1 0 enl

!! This is the route for the ASA Public IP Address

TFT#H L% AnyConnect & i
ER P& EEB=Z]Cisco AnyConnectZ £ B3 F P imet , AILAERABN AL -
- MEEE

- MK EE
UTETREFHMNRXAM T E.

b

EEAWebEBESE | HHEE 7 HLEV R S8R i Ahttps://<ASA's FQRDN>E<ASA's IP> URL , Mif
3 A WebVPN/ TF o

XX WRFEA Internet Explorer (IE) XK 25 , KEFTEBT ActiveX TR , RIFEHIEFEA
Java, P H XK _EEA Java.

BRZUEE  NZ2EFEFHITENEFBLE  FEEFRNERRTREEES ASA.

AE  REARLSRERERTIET ActiveX 5 Java IR, LAMAVFILIRIET BERE R,



Logon

Group | SSLClient ¥ |

lsername

Password

B b 172.16.21.1/CACHE /s te/1/index bt

AL AnyConnect Secure Mobility Client

CISCO
p'{} WebLaunch Attempting to use Java for Installation
Sun Java applet has started. This could take up to 60
Platform seconds. Please wait...
" Detection
EEEEEEEEEEEEEN
- Jawia Detection

| Help | | Dranwnload |

MR
TR THR , LERMMBEL L

1. NEBRIM 3L T 8 AnyConnect B iR, ERBIEWAIREGEHITTE , S H Cisco
AnyConnect Secure Mobility Client MTT, LI ERET THEE, BSMEITHITHIEEME
RIS, ERTERET — BAMUREER(SO), A : AETHISORERFMREG
(##anyconnect-win-3.1.06073-pre-deploy-k9.iso) .

2. £ WinRar = 7-Zip #2BX ISO S+ 3BH AR :



https://www.cisco.com/go/anyconnect
https://www.cisco.com/go/anyconnect

amyconnect-win-3 10707 T
Burn disc image |

T-Zip * Qpen archive
|,_:f Editwith MNotepad++ Open archive
Dpen with ¥ Extract files...

Extract Here
Extract to "anyoonnect-win-3. L0702 1-pra-deploy-ks,"

Share with 4

3. RBMNA G , 21T Setup.exe X Hi&#FE XM E Cisco AnyConnect Secure Mobility Client —
REENER,

£1: EfE VPN WEMIRE |, BESE (FH CLI 8 Cisco ASA 5500 RYELEEH , 8.4
0 8.6) WIELE AnyConnect VPN B iiERE—37,

CLIER

AF5 A48 Cisco AnyConnect Secure Mobility Client B9 CLI EZi& , A5 Z,

ASA Version 9.3(2)

|

host nane Peer ASA- 29

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
ip local pool SSL-Pool 10.10.11.1-10.10.11.20 mask 255.255.255.0
|

interface G gabitEthernet0/0

nanei f out si de

security-level 0

ip address 172.16.21.1 255.255.255.0

|

interface G gabitEthernet0/1

nanei f inside

security-level 100

i p address 10.10.10.1 255.255.255.0

|

boot system di sk0:/asa932- snp-k8. bin

ftp node passive

obj ect network NETWORK OBJ_10.10.10.0_24
subnet 10.10.10.0 255.255.255.0

obj ect network NETWORK OBJ_10.10.11.0_27
subnet 10.10.11.0 255. 255. 255. 224

access-list all extended pernmit ip any any
! ***********Split ACL configuration***********

access-list Split-ACL standard permit 10.10.10.0 255.255.255.0
no pager

| oggi ng enabl e

| oggi ng buffered debuggi ng

ntu outside 1500

ntu inside 1500

ntu dnz 1500

no failover

icnmp unreachable rate-limt 1 burst-size 1
asdm i mage di sk0:/asdm 721. bin

no asdm hi story enabl e

arp tineout 14400

no arp permt-nonconnected


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/vpn_anyconnect.html

! Kok ok k kb ok ok ok ok ok Ak NAT eXemptiOI'l Configuration k kb ok ok ok ok ok ok ok ok ok ok ok ok Ak
' This will exempt traffic from Local LAN(s) to the
| Remote LAN(s) from getting NATted on any dynamic NAT rule.

nat (inside,outside) source static NETWORK OBJ_10.10.10.0_24 NETWORK_OBJ_10.10.10.0_24
destination static NETWORK_OBJ_10.10.11.0_27 NETWORK OBJ 10.10.11.0_27 no-proxy-arp
route-lookup

access-group all in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.21.2 1

ti meout xlate 3:00:00

ti meout pat-xlate 0:00: 30

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02: 00

ti meout sip-provisional-media 0:02:00 uauth 0:05:00 absol ute

ti meout tcp-proxy-reassenbly 0:01: 00

ti meout floating-conn 0:00: 00

dynamni c- access-policy-record DfltAccessPolicy

user-identity default-domain LOCAL

aaa aut hentication ssh consol e LOCAL

http server enable

http 0.0.0.0 0.0.0.0 outside

no snnp-server | ocation

no snnp-server contact

IrxxggdAkxx Trustpoint for Selfsigned certificateX***xxtxkis
!Genarate the key pair and then configure the trustpoint
!Enroll the trustpoint genarate the self-signed certificate

crypto ca trustpoint SelfsignedCert

enrollment self

subject-name CN=anyconnect.cisco.com

keypair sslcert

crl configure

crypto ca trustpool policy

crypto ca certificate chain Sel fsignedCert

certificate 4748e654

308202f 0 308201d8 a0030201 02020447 48e65430 0d06092a 864886f 7 0d010105
0500303a 311d301b 06035504 03131461 6e79636f 666563 7426369 73636f 2e
636f 6d31 19301706 092a8648 86f 70d01 0902160a 50656572 4153412d 3239301e
170d3135 30343032 32313534 30375al7 0d323530 33333032 31353430 375a303a
311d301b 06035504 03131461 6e79636f 6e6e€6563 742e6369 73636f2e 636f 6d31
19301706 092a8648 86f 70d01 0902160a 50656572 4153412d 32393082 0122300d
06092a86 4886f 70d 01010105 00038201 0f 003082 010a0282 010100f6 al25d0d0
55a975ec alf2133f 0a2c3960 0da670f 8 bcb6dad7 ef ef e50a 482db3a9 7c6db7c4
ed327ec5 286594bc 29291d8f 15140bad d33bc492 02f5301le f615e7cd a72b60e0
7877042b b6980dc7 ccaa39c8 c34164d9 e2ddeeal 3cOb5bad 5a57ec4b d77ddb3c
75930f d9 888f 92b8 9f 424f d7 277e8f 9e 15422b40 071cal2a 2a73cf23 28d14c93
5a084cf 0 403267a6 23c18fa4 fca9463f aa76057a b07e4bl9 c534cObb 096626a7
53d17d9f 4c28a3fd 609891f 7 3550c991 6lef 0de8 67b6c7eb 97c3bff7 c9f 9de34
03a5e788 94678f 4d 7f273516 c471285f 4e23422e 6061f 1e7 186bbf9c cf5laa36
19f 99ab7 c2bedb68 6d182b82 7ecf39d5 1314c87b ffddff68 8231d302 03010001
300d0609 2a864886 f70d0101 05050003 82010100 d598clc7 1le4dB8a7l 6cb43296
c09ea8da 314900e7 5fa36947 cObcl778 d132a360 0Of 635e71 400e592d b27e29bl
64df b267 51e8af 22 0a6a8378 5eeb6a734 b74e686c 6d983dde 54677465 7bf 8fedl
daf 46e34 bd9of d20a bacf86el 3fac8165 fc94fe00 4c2eb983 1f c4ae60 55ea3928
f 2a674el 8b5d651f 760b7e8b f853822c 7b875f91 50113dfd f68933a2 c52fe8d9
4f 9d9bda 7ae2f 750 313c6b76 f8d00bf5 1f 74cc65 7c079a2c 8cce91b0 a8cdd833
900a72a4 22c2b70d 111e1d92 62f 90476 6611b88d ff58de5b fdaa6a80 6fe9f 206
3f e4b836 6bd213d4 a6356a6¢c 2b020191 bf4c8e3d dd7bdd8b 8cc35f Ob 9ad8852e
b2371eed4 23b16359 bala5541 ed719680 eed9abe8

quit

telnet timeout 5



ssh timeout 5

ssh key-exchange group dh-groupl-shal

consol e timeout O

managenent - access i nsi de

t hr eat - det ecti on basi c-t hreat

threat-detection statistics access-Iist

no threat-detection statistics tcp-intercept

ssl server-version tlsvl-only

ssl encryption des-shal 3des-shal aes128-shal aes256-shal

| xxxxxxx* Bind the certificate to the outside interface******x**
ssl trust-point SelfsignedCert outside

| ¥*x*x*x*Configure the Anyconnect Image and enable Anyconnect***
webvpn

enable outside

anyconnect image disk0:/anyconnect-win-3.1.06073-k9.pkg 1
anyconnect enable

tunnel-group-list enable

I*xxxxAAGroup Policy configuration****#xxx%
!'Tunnel protocol, Spit tunnel policy, Split
!ACL, etc. can be configured.

group-policy GroupPolicy SSLClient internal
group-policy GroupPolicy_ SSLClient attributes
wins-server none

dns-server value 10.10.10.23
vpn-tunnel-protocol ikev2 ssl-client
split-tunnel-policy tunnelspecified
split-tunnel-network-list value Split-ACL
default-domain value Cisco.com

usernane User1l password PfeNk7qp9b4LbLV5 encrypted
usernane cisco password 3USUcOPFU MCO4Jk encrypted privil ege 15

I r**4AiAttTynnel -Group (Connection Profile) Configuraiton***#**
tunnel-group SSLClient type remote-access
tunnel-group SSLClient general-attributes
address-pool SSL-Pool
default-group-policy GroupPolicy SSLClient
tunnel-group SSLClient webvpn-attributes
group-alias SSLClient enable

1

cl ass-map inspection_default

mat ch default-inspection-traffic

1

!

policy-map type inspect dns preset_dns_map
paraneters

nmessage-1 ength maxi mum client auto
nmessage-| engt h maxi mum 512

policy-map gl obal policy

cl ass inspection_default

i nspect dns preset_dns_map

inspect ftp

inspect sip

i nspect xdntp

1

servi ce-policy global _policy global

Crypt ochecksum 8d492b10911d1a8f bcc93aa4405930a0
: end

KriF
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@ Cisco ASDM 7.2 for ASA - 10.106.44.162

File View Tools Wizards Window Help
‘@ Home G%; Configuration || -~/ Monitoring B Save GREfresh| o Back O Furward| @ HE[p|

Device List o 7 X
% add [§ pelete & Connect

2. AJLAfE AFilter By BRI IRVPNII KR, N\ THREFPTEAnyConnect® i & FHIERF
AnyConnect® ik, R : AIEREMEHE (FlWAFEM IP it ) #— ST EEF,

= EH e Fltz 3= drealronact Clienk B — _—|me
Iom
|- By Tl |t L= Eradptalny Amigred [P Addeas Prodooal Lo 7 Tinea Jetem T r——
|- cropto statires bl Crenatton Fratile Public TP Addess Frmygion ratn et 3 Sl

Comprasz ol Satichcs CrupFaky SS1CHr|Tr arepsrnnact-Farant S5 -Tunnel | 15 5AEE LT .. F w
" B aton Statstics -=LlJIur| arpCeraact-Farant (Dncrs §..07 L2 DOTER
- Cloba FEAFmor Siotichics
|- T SosHan Uy
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3. MERNQEURMBEXRZBEQENESFHAEE -

[B Session Details | % ]
Session Details |
) Group Polcy hssigred [P acdress Frotocol Login Time Byms Tx R
i Corection Prafilz Fubilic TP address Encrypton Duration Bytes Ry lr e g e
L0 GroupPolicy _S50Clen 10,10,11,1 AnyComnec-Farent SEL-Tunel, 16:58:56 UTG ,,, 11472 Chid0rm:00s
SELC et 172.16.21.1 AnyConneck-Farent: {1nome S, Ohe2dm:0%s 20633
DemElls | 4oL
Locl Adde, / Subnet Mash [/ Protocol / Port Bt T e
| Type Rirriots Ackk. A Subet Magk f Prowoenl / Pact. | Enypin | Cier Bk Fx
I Ay S, e Turnel [0 14,1 5o -
Fuhilic P! 172.16.21.1 1Ma
Hashig: nong |
TCP Src Port 57823 =
TCP et Fart 443

Authentication Made: userPasswond

Idie Tima Qut: 30 Minubes

Idle TO Left: & Mnutes

Cliert 05 Typa: Windows

Cliert Type: AnyCorrect

Client Ve Creoo AnyZonnact WEH agent .

4. 7 CLI % A show vpn-sessiondb anyconnect @5 % MUIREIQFFAE S

# show vpn-sessiondb anyconnect

Session Type : AnyConnect

Usernane : cisco Index : 14

Assigned |P : 10.10.11.1 Public IP : 172.16.21.1
Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel



Li cense : AnyConnect Premnm um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)3DES DILS-Tunnel: (1)DES
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel : (1) SHA1l
Bytes Tx : 11472 Bytes Rx : 39712

G oup Policy : GroupPolicy SSLClient Tunnel Group : SSLClient

Login Time : 16:58:56 UTC Mon Apr 6 2015

Duration : Oh:49m 54s

Inactivity : Oh: 00m 00s

NAC Result : Unknown

VLAN Mapping : N A VLAN : none

BT BAE A Bt R BRI TR LS R

# show vpn-sessiondb detail anyconnect filter name cisco
Sessi on Type: AnyConnect Detail ed

Usernane : cisco Index : 19

Assigned IP: 10.10.11.1 Public IP : 10.106.44.243

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Prem um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)3DES DILS-Tunnel: (1)DES
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel : (1) SHA1l
Bytes Tx : 11036 Bytes Rx : 4977

Pkts Tx : 8 Pkts Rx : 60

Pkts Tx Drop : 0 Pkts Rx Drop : O

G oup Policy : GroupPolicy SSLClient Tunnel G oup : SSLClient

Login Time © 20:33:34 UTC Mon Apr 6 2015

Duration : Oh:01m 19s

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1

AnyConnect - Par ent :

Tunnel ID: 19.1

Public I P : 10.106. 44. 243

Encryption : none Hashing : none

TCP Src Port : 58311 TCP Dst Port : 443

Aut h Mode : user Password

Idle Time Qut: 30 Mnutes Idle TO Left : 29 M nutes
Cient OS: Wndows

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 3.1.06073
Bytes Tx : 5518 Bytes Rx : 772

Pkts Tx : 4 Pkts Rx : 1

Pkts Tx Drop : 0 Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID: 19.2

Assigned IP : 10.10.11.1 Public IP : 10.106.44. 243
Encryption : 3DES Hashing : SHA1l

Encapsul ation: TLSv1.0 TCP Src Port : 58315

TCP Dst Port : 443 Auth Mode : userPassword

Idle Tine Qut: 30 Mnutes lIdle TO Left : 29 M nutes
Client OS : Wndows

Client Type : SSL VPN dient

Client Ver : G sco AnyConnect VPN Agent for Wndows 3.1.06073
Bytes Tx : 5518 Bytes Rx : 190

Pkts Tx : 4 Pkts Rx : 2

Pkts Tx Drop : 0 Pkts Rx Drop : O

DTLS-Tunnel:



Tunnel ID: 19.3

Assigned IP : 10.10.11.1 Public IP : 10.106.44. 243
Encryption : DES Hashing : SHA1l

Encapsul ation: DTLSv1.0 UDP Src Port : 58269

UDP Dst Port : 443 Auth Mbde : userPassword

Idle Tine Qut: 30 Mnutes lIdle TO Left : 30 M nutes
Client OS : Wndows

Client Type : DTLS VPN dient

Client Ver : G sco AnyConnect VPN Agent for Wndows 3.1.06073
Bytes Tx : O Bytes Rx : 4150

Pkts Tx : 0 Pkts Rx : 59

Pkts Tx Drop : O Pkts Rx Drop : O
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1. NERIM I T8 AnyConnect & P inR &, ERFERNRGHITTE , 355 Cisco
AnyConnect Secure Mobility Client M1, I LM T T, FHSMEI T EFHE
RIRAE, BRTEBEED — BAAVZERERF(SO), FX : AR TRISOREKREFBRE
(#llZ0anyconnect-win-3.1.06073-pre-deploy-k9.iso).

2. 5 WinRar =% 7-Zip #2H ISO B BHR A :

amyconnect-win-3 1070 e L
Burn dise image |

T-Zip * Qpen archive

|._lf Editwath Motepad++ Open archive

Dpen with b Extract files...

Extract Here
Extract to "anyoonnect-win-3. L0702 1-pra-deploy-ks,"

Share with 4

3. MR N FREE A XK

4. 7217 Setup.exe 3 {3 HIXNi%$E Anyconnect 2B MIiRE T & -


https://www.cisco.com/go/anyconnect
https://www.cisco.com/go/anyconnect

(":'} Cisco AnyConnect Secure Mobility Chient Install Selector =

Select the AnyConnect 3.1.0702" dales you wish to
install: '

m AnyConnect VPN
m AnyConnect VPN Start Before Login

AnyConnect Diagnostic And Reporting Tool
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- EFfCIZRIAR , MAUEKAFITEY L/ B e E,
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AnyConnect Diagnostics and Reporting Tool
Cisco ASDM-IDM Launcher A=y
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omputer

Cisco IronPort Email Security Plug-In - ehwork
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Seagrch programs and files e |

Sefup.exe
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Application
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Cisco DART 3.1.05170

Bundle Creation Op

-

Select "Default" to include the typical log files and diagnostic infarmation in
the bundle. Select "Custom" o choose the list of log files and diagnostic
information to be included in the bundle.

(® Default (Bundle will be saved to Desktop])

. CLstom

Clear logs after DART finshes

TERE , ZTESH DART 408 zip XHREFIFFRRE. A, BT Bp/EHSERIE
ETAC ( EIZREXTACESIE ) , WEH LD

HXRfER

- AnyConnect VPN # /- i FEHERR IS R - ¥ 0L 6] 3
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/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100597-technote-anyconnect-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/hostscan/117097-trouble-java7-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



