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- Microsoft Windows 7
- Cisco WLChrZA7.6F1 LA £
- Cisco ISE¥f , ixA<1.3F L £
The information in this document was created from the devices in a specific lab environment.All of

the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.
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Profile: ZAMAM.xml
Media Type
Mame: m | Security Level
Group Membership —:m
@ In group: :meks - User Auth
Credentials
I 2l groups (Global)
Choose Your Mebwork Media

Vired (802.3) Network

Select & wired network if the endstations will be connecting to the netwark with & traditional
etwernet cable.

@ Wi-F (rireless) Network
Select a WiFi nebwork if the endstaticns will be connecting to the network via a wireless

radio connection to an Acoess Point.
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Parameter Value Notes

PRA retransmission time 120 Sacs

Discovary host | |

need to be blank by default to force admin to
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1o all

* Server name rules | 4 |
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{gh DenyAccess
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Dhafina thi Autharizaticn Palicy by configunng mniles based on idemity groups and'er other candiions, Drag and drop rules o changs the arder
Far Paolicy Export go b Administration = System = Backup & Restore = Policy BExport Page

First Matched Bule Applies -

b Exceplions (0)

Standam

Salus Rule Mams Caonditions (ideniity groups and oiher condiions) Fammissions

Compliant ! Radius:Called-Station-10 COMTAING secure_access A1 then  ParmitAccess
SesslonPostureStatus EQUALS Compliant

| HonComplian | RadiusCalled-Station-10 COMTAING seoure_access A1 t LimitedAccess
Sezsion:PostureStatus EQUALS MonCompliant

Linknoam ¢ Radius:Called-Station-10 COMTAING sacune_access A0 t GuestProvisioning
Sezsion:PostureStatus EQUALS Unknown

B Provisioning ! |Radivs:Called-Station- 10 COMTAINS provisioning 200 t GuestProvisioning

Seszion:PostureStatus EQUALS Unknown

BAEBEZTEESSIDM AN REEERNRIANEFIHZREN T (FN 2457 Provisioning). — BiE
#%Secure_ access SSID , AEBMAREER , MEMNRSERNIREZEHISE (BN EHE
Unknown) W Zl, —BAREESEN : ﬁ%é%ﬂﬁﬂy(ﬁﬁﬂﬁ%ﬂm%#\)o R L imk S I E R

, BRI T P& (] (B W 2 @5 5 NonCompliant).

Verify

BEIRESSIDFEXRE , WEATGRAMAEMRIMEE DR F - mRENF

S B
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cISCO Client Provisioning Portal

Device Security Check
Your computer raquiras sacunty software to be installed before you can conmact 1o the network.

Start

K #3& B % B AnyConnect , BiERZEE :



Device Security Check

Your computer requires security software to be installed before you can connect to the netwark.

Unable to detect AnyConnect Posture Agent

— + This is my first time here

1. You must install AnyConnect to check your device before
-accessing the network. Click here to download and install:
AnyConnect:

2. After installation, AnyConnect will automatically scan your
device before allowing you access to the network,

3. You have 4 minutes to install and for the system scan to
complete.

Tip: Leave AnyConnect running so it will automatically scan

your device and connect you faster next time you access this
netwark.

***« You have 4 minutes to install and for the compliance
g% checkto complete

+ Remind me what to do next

—NMNRARFSIFT MEEVEE  ARBINRRIRE , TH, FRTRRE1.20 MK E B

EARE,

Device Security Check
Your computer requires secunty softwars

Metwork Setup Assistant

AnyConnect Secure Mobility Client Downloader

- -

‘The AnyConnect Downloader is analyzing this computer, A
Please wait...

Network Setup Assistant

Running AnyConnect Downloader...

(€] 2014 Caeco Systerms, Inc. Caco, Caco Sysbers and Caco Systerns logo are

regtered trademarks of Cuco Systerns, Inc and/or s affkates in the U.S, and
certain other cowntres.
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AnyConnect Secure Mobility Client Downloader
"s ‘mmmmmmmmm A
I“"'\-\.

Metwork Setup Assistant

Device Security Check

Your computer requires security software

o AnyConnect Secure ient b

[ You must restart the system for the configuration changes to take
' effect for:

AnyConnect Network Access Manager 4.0.00048

Do you want to restart your computer new?

| Y || Mo

(€] 2014 Caca Systemd. Inc. Caco, Chco Syitemd and Caco Systerms logo are

riegitered tracdemarks of Caes Systerm, Ine and/or #1 affilstes in the U.S. and
certain other countries.

HEEFB3 , AnyConnectBBI##H3ATT , H BENAMIZESsecure_access SSID= 4 < Bk (R IE#
BENEEXH), TEERBREVPNE E X f(asav2 VPNHIEKE)

Cisco AnyConnect | secure_access 38| 3 Cisco AnyConnect Secure Mobility Client o] ®[®]

Flease enter your username and password for the
network: secure_acoess

Username: |

FIAUELASE , AnyConnect T E#TH BIZRUEBTRIM N £ -
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'Y Cisco AnyConnect Secure Mobility Client = B (=]

Ready to connect.

asavd Connect

Networlke
Connected (10.221.0. 250)

SecCure_aCCess

System Scam:

Checking requirement 1 of 1.

| 10%

HELHER , BFDABREACEREISERRAZRIAN), —ENERREN , MERSERE
==

[=




'Y Cisco AnyConnect Secure Mobility Client = =R

@UPH:

Ready to connect.

asava

Network:
Connected (10.221.0.250)

SeCUure_acCess

System Scam:
Compliant.
Metwork access allowed.

V40 % B ] LA th #5 383F (FileRequirement 2% 289) -
9 Cisco AnyConnect Secure Mability Client

'::','5:":';,' AnyConnect Secure-Mobility Client

Preferences | Statistics | Security Products | Scan Summary

Updates Shabus
Required
1 8 FleReguirerment Done

HEALREFERFHASR

9:18: 38 AM The AnyConnect Downl oader is perform ng update checks...
9:18: 38 AM Checking for profile updates...
9:18: 38 AM Checki ng for product updates...



:18: 38 AM Checki ng for custom zation updates...

:18:38 AM Perform ng any required updates...

18: 38 AM The AnyConnect Downl oader updates have been conpl et ed.
18: 38 AM Update conpl ete.

18: 38 AM Scanni ng system. ..

18: 40 AM Checking requirenment 1 of 1.

:18:40 AM Updating network settings ...

:18: 48 AM Conpl i ant .
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. MBRSREEISEREE | YHRBAIREHSSID , XLEASHED :
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Posture More Detail Assessment

Teme Range Frorm 1171672004 120000 AM to 11/16/2014 052848 AM

Genarated At S0L4-11-16 0% I8 48 404

Client Details
Usarnarme:

Mac Address:

IP address:

Sassion ID:

Client Operating System:
Client MAC Agent:

PRA Enfarcement:

Cofiz

PRA Grace Time:

PRA Interval:

PRA Action:

User Agreement Status:
System Name:

System Domain:

System User:

User Domalm:

Ay Installed:

AS Installea:

Posture Report
Posture Status:
Logged Af:

Posture Policy Details

Policy Manme

Eile FileRequirement  Mandatory

Troubleshoot

clsco
CO:4A8:00:15:6A:DC

10.221,0.250

0a3a4785000002a354685ea2

Windows 7 Ultimate 64-bit

AnyConnect Posture Agent for Windows 4.0.00048
0

Recetved a posture report from an endpoint

0

0

MiA

HNotEnabled

ADMIN-FC

na

admin

admin-PC

Windows Defender;6.1.7600.16385:1.147.1924.0:04/16/201 3;

Compliant
2014-11-16 09:23:25,873

Enforcament Statu | Passed Failed

file-condition

B AR B E B R HEHERE R

Related Information

. #£Cisco ISEEBERENRESRS
. Cisco ISE 1.3 RI5E
. Technical Support & Documentation - Cisco Systems

Skipped Conditions


//www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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