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ci scoasa(confi g) #webvpn

ci scoasa(confi g-webvpn) #enabl e out si de

ci scoasa(confi g- webvpn) #anyconnect image di sk0:/anyconnect-w n-3.1.05152-k9. pkg 1
ci scoasa(confi g-webvpn) #t unnel - group-li st enable

ci scoasa( confi g-webvpn) #anyconnect enabl e
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ci scoasa( confi g) #webvpn

ci scoasa(confi g-webvpn) #enabl e out si de

ci scoasa(confi g- webvpn) #anyconnect image di sk0:/anyconnect-w n-3.1.05152-k9. pkg 1
ci scoasa(confi g- webvpn) #t unnel - group-1i st enable

ci scoasa( confi g- webvpn) #anyconnect enabl e
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ci scoasa(confi g)#usernane ssluserl password asdmASA

- BLERRELR

1% $# Configuration>Z 2 W RVPN >M4&(% F 4%) 75 [E1> AnyconnectiE B Hl il X #F>Add 7 7 8l
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ci scoasa(confi g)#tunnel - group sslgroup type renpote-access

ci scoasa(confi g)#tunnel - group sslgroup general -attributes

ci scoasa(confi g-tunnel - general ) #dhcp- server 192.168.10.1

ci scoasa(confi g-tunnel - general ) #def aul t - group- policy clientgroup
ci scoasa(confi g-tunnel - general ) #exi t

ci scoasa(confi g)#tunnel - group sslgroup webvpn-attributes

ci scoasa(confi g-tunnel -webvpn) #gr oup- al i as ssl group_users enabl e
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Massage Exchange:
Discover: B -> A

Offer: A -> dhep-hetwork-scope
Request: B -> A
Ack: A -> dheop-network-=scope

RBelease: B -> A

EREANXLERFCZ— , RMBERRXUT I , FAVPNEFRMHA D EAE ER TR — it

A B B D lassigned addr)

I I I I I I
| DHCP Server |---=|=-=-=-=| ASA |--==|=---= | Client |

| I I I / A

Message Exchange:
Discover: B —> A

Offer: A > B
Recuest: B -> A
Ack: A -> B

Release: B -> A
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SERUTSE , LEEIHTSITEE DHCP k% E5M VPN FEF iR IP #hit, & Cisco ASA
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ASA# show run
ASA Version 9.2(1)
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1--- Specify the hostname for the Security Appliance.

host nane ASA
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

nanmes
|

1--- Configure the outside and inside interfaces.

interface G gabitEthernet0/0

namei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0

1

interface G gabitEthernet0/1

namei f out si de

security-level O

i p address 192.168.1.1 255.255.255.0
1

interface G gabitEthernet0/2

namei f DWVZ

security-level 50

i p address 192.168. 10.2 255. 255. 255.0

l--- Qutput is suppressed

passwd 2KFhbNI dI . 2KYQU encrypt ed
boot system di skO:/asa802-k8. bin
ftp node passive

obj ect network obj-10.1.1.0
subnet 10.1.1.0 255.255.255.0
obj ect network obj-192.168.5.0
subnet 192.168.5.0 255. 255.255.0

pager lines 24

| oggi ng enabl e

| oggi ng asdm i nf or mat i ona

ntu inside 1500

ntu outside 1500

ntu dnz 1500

no failover

icnp unreachable rate-linmt 1 burst-size 1

1--- Specify the location of the ASDMinage for ASA to fetch the inmge
for ASDM access.

asdm i mage di sk0:/asdm 716. bi n
no asdm hi story enabl e
arp tineout 14400

nat (inside,outside) source static obj-10.1.1.0 obj-10.1.1.0 destination static
obj - 192. 168. 5.0 obj-192.168.5.0

1

obj ect network obj-10.1.1.0

nat (inside,outside) dynam c interface

route outside 0.0.0.0 0.0.0.0 192.168.1.2 1

ti meout xlate 3:00:00



ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02: 00
ti meout uauth 0:05:00 absol ute

dynamni c- access-policy-record DfltAccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 inside

no snnp-server |ocation

no snnp-server contact

snnp- server enable traps snnp authentication Iinkup |inkdown col dstart
tel net tinmeout 5

ssh timeout 5

consol e timeout 0O

t hreat - det ecti on basi c-t hreat

threat-detection statistics access-1ist

1

cl ass-map inspection_default

mat ch default-inspection-traffic

1

!

policy-map type inspect dns preset_dns_map

paraneters

nmessage-| engt h maxi mum 512

policy-map gl obal policy

cl ass inspection_default

nspect dns preset_dns_map

nspect ftp

nspect h323 h225

nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect ski nny

nspect esntp

nspect sql net

nspect sunrpc

nspect tftp

nspect sip

nspect xdntp

servi ce-policy global _policy global
!

1--- Enabl e webvpn and specify an Anyconnect i nage

webvpn

enabl e outside

anyconnect image di sk0:/anyconnect-w n-3.1.05152-k9. pkg 1

anyconnect enable
tunnel - group-1ist enable

group-policy clientgroup interna

group-policy clientgroup attributes

1--- define the DHCP network scope in the group policy.This configuration is Optional
dhcp- net wor k- scope 192. 168.5.0

l--- In order to identify renpte access users to the Security Appliance

l--- you can al so configure usernames and passwords on the device

usernane ssluserl password fflRPGDSQIh9YLg encrypt ed



l--- Create a new tunnel group and set the connection
l--- type to renpote-access

tunnel - group sslgroup type renote-access

1--- Define the DHCP server address to the tunnel group

tunnel - group ssl group general -attri butes
def aul t - group-policy clientgroup
dhcp-server 192.168.10.1

l--- |If the use of RFC 3011 or RFC 3527 is required then the follow ng command wil |
enabl e support for them

tunnel - group ssl group general -attributes
dhcp-server subnet-sel ection (server ip) (3011)
hcp-server |ink-selection (server ip) (3527)

l--- Configure a group-alias for the tunnel-group

tunnel - group ssl group webvpn-attributes
group-alias sslgroup_users enabl e

pronpt host nane cont ext

Crypt ochecksum e0725ca9ccc28af 488ded9ee36b7822d
end

ASA#
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