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debug %

debug crypto ikev2 protocol 127
debug crypto ikev2 platform 127
debug aggregate-auth xm 5

ASAEE

LEASARL B R ER | XA ERAINERIRS 2R,

interface Ethernet0/1

nanei f out si de

security-level 0O

i p address 10.0.0.1 255.255.255.0

ip local pool webvpnl 10.2.2.1-10.2.2.10

crypto ipsec ikev2 ipsec-proposal 3des

protocol esp encryption aes-256 aes 3des des

protocol esp integrity sha-1

crypto dynam c-map dynmap 1000 set ikev2 ipsec-proposal 3des
crypto map crymap 10000 i psec-i saknp dynam ¢ dynmap

crypto map crymap interface outside

crypto ca trustpoint Anu-ikev2
enrol | ment self
crl configure

crypto i kev2 policy 10
encrypti on aes-192
integrity sha
group 2
prf sha
lifetine seconds 86400

crypto i kev2 enable outside client-services port 443
crypto i kev2 renote-access trustpoint Anu-ikev2

ssl encryption 3des-shal aes128-shal aes256-shal des-shal
ssl trust-point Anu-ikev2 outside

webvpn



enabl e outsi de

anyconnect image di sk0:/anyconnect-w n-3.0.1047-k9. pkg 1
anyconnect profiles Anyconnect-ikev2 di skO:/anyconnect-i kev2. xmi
anyconnect enabl e

tunnel -group-1ist enable

group- policy ASA-1KEV2 internal
group-policy ASA-1KEV2 attributes
Wi ns-server none
dns-server none
vpn-tunnel - protocol ikev2
def aul t - donai n none
webvpn
anyconnect nodul es val ue dart
anyconnect profiles value Anyconnect-ikev2 type user

usernane Anu password | AuoFgF7KnB3DOW encrypted privil ege 15

tunnel - group ASA-1KEV2 type renpte-access

tunnel - group ASA-1KEV2 general -attributes
addr ess- pool webvpnl
def aul t - group- pol i cy ASA-1|KEV2

tunnel - group ASA-1KEV2 webvpn-attri butes
group-alias ASA-1KEV2 enabl e

XML

<ServerList>
<Host Entry>
<Host Nane>Anu- | KEV2</ Host Nane>
<Host Addr ess>10. 0. 0. 1</ Host Addr ess>
<User Gr oup>ASA- | KEV2</ User Gr oup>
<Pri mar yPr ot ocol > Psec</ Pri mar yPr ot ocol >
</ Host Entry>
</ ServerLi st >
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crypto i kev2 policy 10
encryption aes-192 integrity
sha group 2 prf sha lifetine
seconds 86400

crypto i kev2 enabl e outside
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<ServerList>
<Host Entry>

<Host Nanme>Anu- | KEV2
</ Host Name>

<Host Address>10.0.0. 1
</ Host Addr ess>

<User G oup>ASA- | KEV2
</ User Gr oup>
<Pri mar yPr ot ocol >l Psec
</ Pri maryProt ocol >
</ Host Ent ry>
</ Server Li st >
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<ServerList>
<Host Entry>

<Host Nanme>Anu- | KEV2
</ Host Name>

<Host Addr ess>10.0.0. 1
</ Host Addr ess>

<User G oup>ASA- | KEV2
</ User Gr oup>
<Pri mar yPr ot ocol >I Psec
</ Pri mar yPr ot ocol >
</ Host Ent ry>
</ Server Li st>

EAPRIRZHBI 2RI
EAPBIEEEE :
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HEAPRIFIEESR
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BEEXHTaE

<IKEldentity>Jt3& , & F i &L
—ID_GROUPEE IDIERNE S
2188 F&F E*$AnyConnectClient$*,
ASARLIR L E B,

HXERE :

<ServerList>
<Host Entry>
<Host Nane>Anu- | KEV2
</ Host Nanme>
<Host Addr ess>10.0.0. 1
</ Host Addr ess>
<User G oup>ASA- | KEV2
</ User Gr oup>
<Pri mar yPr ot ocol >l Psec
</ Pri maryProt ocol >
</ Host Entry>
</ Server Li st >
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EERE

AnyConnect

ME Rvpn-sessiondbi¥ 4§ B.anyconnectin T

Sessi on Type:

By a1 Hi R B R

AnyConnect Detail ed

User nane Anu I ndex 2
Assigned IP 10.2.2.1 Public IP 192.168.1.1
Pr ot ocol | KEv2 | PsecOver Nat T AnyConnect - Par ent
Li cense AnyConnect Premi um
Encryption AES192 AES256 Hashi ng none SHA1 SHA1l
Bytes Tx 0 Byt es Rx 11192
Pkts Tx 0 Pkts Rx » 171
Pkts Tx Drop : O Pkts Rx Drop : O
Goup Policy : ASA-IKEV2 Tunnel G oup : ASA-IKEV2
Login Time 22:06: 24 UTC Mon Apr 22 2013
Dur ati on Oh: 02m 26s
Inactivity Oh: 00m 00s
NAC Resul t : Unknown
VLAN Mapping : NA VLAN none
| KEv2 Tunnels: 1
| PsecOver Nat T Tunnels: 1
AnyConnect - Parent Tunnels: 1
AnyConnect - Par ent :
Tunnel 1D 2.1
Public IP 192.168.1.1
Encryption none Aut h Mode user Password
Idle Tine Qut: 30 M nutes Idle TO Left 27 M nutes
Cient Type AnyConnect
Client Ver 3. 0. 1047
| KEv2:
Tunnel 1D 2.2
UDP Src Port 25171 UDP Dst Port 4500



Rem Aut h Mbde:
Loc Auth Mode:
Encryption
Rekey I nt
PRF
Filter Nane
dient CS
| PsecOver Nat T:
Tunnel ID
Local Addr
Renot e Addr
Encryption
Encapsul ati on:
Rekey Int (T):
Rekey Int (D):
Idle Tine Qut:
Bytes Tx
Pkts Tx
NAC:
Reval | nt
SQInt (T)
Hold Left (T):
Redirect URL :

(M:

(M:

ISAKMP

user Passwor d
rsaCertificate

AES192 Hashi ng :
86400 Seconds Rekey Left(T):
SHA1 D'H G oup

W ndows

2.3

0.0.0.0/0.0.0.0/0/0
10. 2. 2. 1/ 255. 255. 255. 255/ 0/ 0
AES256 Hashi ng
Tunnel

28800 Seconds
4608000 K- Bytes

Rekey Left(T):
Rekey Left(D):

SHAL
86254 Seconds
1

SHA1

28654 Seconds
4607990 K- Bytes
29 M nutes
11192

171

0 Seconds
146 Seconds

30 M nutes Idle TO Left

0 Byt es Rx

0 Pkts Rx

0 Seconds Reval Left(T):
0 Seconds EoU Age(T)

0 Seconds Post ure Token:

ME Rcrypto sa ikev2in 5 19 i HH Rl =2

Sessi on Type:

AnyConnect Detail ed

User nane Anu I ndex
Assigned I P 10.2.2.1 Public IP
Pr ot ocol | KEv2 | PsecOver Nat T AnyConnect - Par ent
Li cense AnyConnect Premi um
Encryption : AES192 AES256 Hashi ng
Bytes Tx 0 Byt es Rx
Pkts Tx 0 Pkts Rx :
Pkts Tx Drop : O Pkts Rx Drop :
Goup Policy : ASA-IKEV2 Tunnel Goup :
Login Tinme 22:06: 24 UTC Mon Apr 22 2013
Dur ati on Oh: 02m 26s
Inactivity Oh: 00m 00s
NAC Resul t : Unknown
VLAN Mapping : NA VLAN
| KEv2 Tunnels: 1
| PsecOver Nat T Tunnels: 1
AnyConnect - Parent Tunnels: 1
AnyConnect - Par ent :
Tunnel 1D 2.1
Public IP 192.168.1.1
Encryption none Aut h Mode
Idle Tine Qut: 30 M nutes Idle TO Left
Cient Type AnyConnect
Client Ver : 3.0.1047
| KEv2:
Tunnel 1D 2.2
UDP Src Port 25171 UbP Dst Port

Rem Aut h Mbde:
Loc Auth Mbde:

user Passwor d
rsaCertificate

2
192.168.1.1

none SHAl SHAl
11192

171

0

ASA- | KEV2

none

user Passwor d
27 M nutes

4500



Encryption : AES192 Hashi ng : SHA1

Rekey Int (T): 86400 Seconds Rekey Left(T): 86254 Seconds
PRF : SHA1 D'H G oup 1
Filter Name
Client OS : W ndows
| PsecOver Nat T:
Tunnel 1D 2.3
Local Addr : 0.0.0.0/0.0.0.0/0/0
Renmot e Addr : 10.2.2.1/255.255. 255. 255/ 0/ 0
Encryption : AES256 Hashi ng : SHA1
Encapsul ati on: Tunnel
Rekey Int (T): 28800 Seconds Rekey Left(T): 28654 Seconds
Rekey Int (D): 4608000 K-Bytes Rekey Left(D): 4607990 K-Bytes
Idle Tine Qut: 30 M nutes Idle TO Left : 29 M nutes
Bytes Tx 0 Byt es Rx : 11192
Pkts Tx 0 Pkts Rx » 171
NAC:
Reval Int (T): O Seconds Reval Left(T): 0 Seconds
SQInt (T) : 0 Seconds EoU Age(T) : 146 Seconds
Hold Left (T): O Seconds Post ure Token:

Redirect URL :
Mdetailiz ¥ & Reryptotiikev2 safy #i H =512

ASA- | KEV2# show crypto ikev2 sa detail
| KEv2 SAs:
Session-id: 2, Status:UP-ACTIVE, IKE count:1, CH LD count:1

Tunnel -i d Local Renot e St at us Rol e
55182129 10. 0. 0. 1/ 4500 192.168. 1.1/ 25171 READY RESPONDER

Encr: AES-CBC, keysize: 192, Hash: SHA96, DH Grp:1, Auth sign: RSA, Auth verify:

Li fel Active Tine: 86400/98 sec

Session-id: 2

Status Description: Negotiation done

Local spi: FC696330E6B94D7F Renmote spi: 58AFF71141BA436B
Local id: hostnanme=ASA-| KEV2

Renote id: *$AnyConnect d i ent $*

Local req nmess id: O Renmote req ness id: 9

Local next mess id: O Rermote next ness id: 9

Local req queued: O Rermot e req queued: 9 Local w ndow:
1 Rermot e wi ndow. 1

DPD configured for 10 seconds, retry 2
NAT-T is detected outside
Assi gned host addr: 10.2.2.1
Child sa: local selector 0.0.0.0/0 - 255.255.255. 255/ 65535
renote selector 10.2.2.1/0 - 10.2.2.1/65535
ESP spi in/out: 0x30b848a4/0x77ee5348
AH spi in/out: 0x0/0x0
CPl in/out: 0x0/0x0
Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hnmac: None, conp: | PCOVP_NONE, node tunne

IPsec

Mshow crypto ipsec safs B9 51 H =512

ASA- | KEV2# show crypto ikev2 sa detail



| KEv2 SAs:
Session-id:2, Status:UP-ACTIVE, |KE count:1, CH LD count:1

Tunnel -id Local Renot e St at us Rol e
55182129 10. 0. 0. 1/ 4500 192.168. 1.1/ 25171 READY RESPONDER

Encr: AES-CBC, keysize: 192, Hash: SHA96, DH Grp:1, Auth sign: RSA, Auth verify: EAP
Life/ Active Tine: 86400/98 sec
Session-id: 2
Status Description: Negotiation done
Local spi: FC696330E6B94D7F Renpt e spi: 58AFF71141BA436B
Local id: hostnane=ASA- | KEV2
Renmote id: *$AnyConnect d i ent $*

Local req ness id: O Rermote req nmess id: 9

Local next nmess id: O Renmot e next mess id: 9

Local req queued: O Renot e req queued: 9 Local w ndow:
1 Renot e wi ndow. 1

DPD configured for 10 seconds, retry 2
NAT-T is detected outside
Assigned host addr: 10.2.2.1
Child sa: local selector 0.0.0.0/0 - 255.255.255. 255/ 65535
renote selector 10.2.2.1/0 - 10.2.2.1/65535
ESP spi in/out: 0x30b848a4/0x77ee5348
AH spi in/out: 0x0/0x0
CPlI in/out: 0x0/0x0
Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, conp: | PCOVP_NONE, node tunne
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