& IPv4+IPv6y AnyConnect SSLE|ASAEL B

AXEABERNBENRZERZASA)RHEE RS , LA FBRRAnyConnectZ £ B EFim ( EAR
X4 EREB D A IR “AnyConnect” ) B IPv4SRIPv6 M £ 22 7 SSL VPNBZIE,

e, WEE R B BRE L EIPVATIIPVE R & .

KRR

B3R

ERINEIIPv6 EHISSLVPNBRE , EFHEATER :
- EEREIRIPV6IEE
- AnyConnectlR R FEE NI 1 HE & RA

- ASARHFIR AN B E RN 9.0 E S IR A
BR , IRXEERPHEA-TARBE , AXEPIHENEE N A TR/ iRBEDTIPv4ELE,

fE ARy 4 ¢
ANHEPWEEETUTREMBELIRA
- BRR AR 9.0(1)HIASA-5505

- Microsoft Windows XP Professional £ JAnyConnectZ £ 831 & Fi1%3.1.00495 ( T #IPV6 )
- Microsoft Windows 74l BR324 ik £ BYAnyConnectZ £ %3 & F 1#%3.1.00495

A
BRNHEAENESER , 5% Cisco RRETRAE,



/c/zh_cn/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

EE

B, EX—MPi#butth | SFMNZEAEZNENF P imo B — b,
MREHFEEFF IR BYRBEEHIPVGRE , NEEIPveittitth, AN EBEEARESSI A,

ip local pool poold 172.16.2.100-172.16.2.199 mask 255.255.255.0
ipv6e local pool pool6 fcfe:2222::64/64 128

X T EASANIPV6IERE , EFEEEFFREBEENEZEQD (BERASED ) LRAIPveIE.
NTREEREES NS ENNIPveESE , BEFTENERED LWIPVE,

interface Vl1an90

nameif outside

security-level 0

ip address 203.0.113.2 255.255.255.0
ipv6e address 2001:db8:90::2/64

!

interface Vlanl02

nameif inside

security-level 100

ip address 192.168.102.2 255.255.255.0
ipv6e address fcfe:102::2/64

XNFIPv6 , BiEFEEE M BEE Internethy T —BkE% AR A BRIABE B,

ipv6 route outside ::/0 2001:db8:90::5
route outside 0.0.0.0 0.0.0.0 203.0.113.5 1

ATEFEFIRKIER S , ASARZRRBSMIESR. AXRNACIEZRS A LRI B3R EARH
WEEZMA |, BRI AR E |

/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-
3rdpartyvendorcert.html

EZREBNMRUTUTAR

crypto ca trustpoint testCA
keypair testCA
crl configure

crypto ca certificate chain testCA
certificate ca 00
30820312 308201fa a0030201 02020100 30040609 2a864886 £70d40101 05050030

quit

certificate 04

3082032c 30820214 a0030201 02020104 30040609 2a864886 £7040101 05050030
quit

RIE , FERASARFLUEH A T SSL:

ssl trust-point testCA


/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html
/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html

ETREEAWwWebvpn(SSLVPN)EE , EZEEF , EANEO LEAZDE. EXAHTHHE
FPinB4e  AENREXH (FHEREANE)

webvpn
enable outside
anyconnect image disk0:/anyconnect-win-3.1.00495-k9.pkg 1
anyconnect profiles asa9-ssl-ipv4dvé disk0:/asa9-ssl-ipv4vé.xml
anyconnect enable

FERHEARYIG | BETIPvARIPveititith, DNSEREEER (FHRXIF iR ) MEIAA K
(DfItGrpPolicy) P ELE S . WATUEEEZEY , RELTUNTENAFEEYTENA
®

o

XX : ‘gateway-fqdn” B RE9.0MRFHFE M , EXLASAKFQDN , ZIDNSH A, FFimM
ASAZREVELFQDN |, H7EMIPv4EHEEIPVve MK ER , R 2R

group-policy DfltGrpPolicy attributes

dns-server value 10.48.66.195

vpn-tunnel-protocol ssl-client

gateway-fgdn value asa9.example.net

address-pools value poold

ipv6-address-pools value pool6

webvpn

anyconnect profiles value asa9-ssl-ipv4v6 type user

BTXR, BE— M RZMBREH, WRHOIMEHBRIAA(DefautWEBVPNGroup) , FREEE N ER
AP ERIERHTH AR

tunnel-group Defaul tWEBVPNGroup webvpn-attributes
authentication certificate

FHIAERT , AnyConnectB FPim= i B IPv4iERE , HARELAMNZHREILIPV6EE, BER , A
LUBEXMLELE X IREE TR, & LREEH 5| BB AnyConnectfii B 34 “asa9-ssl-
ipvave.xml’ 2 EFAASDM(BLE — =B RVPN — R4 ( B ) 15iR — AnyConnect® F iwll &
X)L E XX R ER 4 Y

s A | Add AnyConnect Client Profile
Profile Mame aia9=-sil=-pvdvi h—-—_‘_
Profile Usage AnyConnect VPN Profile n G

Enter a device file path for an xml file, ie. diskl:/ac_profile. The file will be automatically
created if it does not exist,

Profile Location disk0:fasa9-ssl-ipvdvb.xmi | Browse Flash...

Group Policy <Unassigneds /

Upioad

Help | Cancel DK



Profile: asad-sshipwded

4

[ Backis Servers

2 Ceriifcate Matching
= Certificate Evvolmes
£} Mabie folicy

2 Server List

GA8

Preferences (Part 1)

Windows Logon Enforcement
| Singlelocallo.. Wi

Windows VPN Citaslis hment
| LocalUsersOnly <34

™ User Controllable

(_telo ) [ Cancel ) (_Ox )

AnyConnect Client Profile Editor - asad-ssl-ipwdvE

About

|4

Profile: asafd-ssl-ipwdve

About

|owew
ig} Preferences (Par 1)
A* Preferences (Part 2)
|3 Backup Servers
_El‘.‘crﬂﬁ:at: Matching
= Certificane Envalinent

5 server List

]
3

&

Server List

Histrame Host Address
5L i ASAT (IFvd WG] asafl.example.net

_Umi:...:l.ltkup...|.!.umrn... Cé URL  Mabile...

== Inh...

Mate: it i3 highly recommended that at least one server be defined in a profile.

| Add... |

r P
{ Datails )

(Help ) Camcel 3 OK




Bon Sorver List Entry

Host Display Name (requir. £ 550 1o ASAD [IPvE.IPvE] 3 Additional mobile- only Letei
FiQiDkl ] il
Carss ampie ne ,

Croup URL

aiathexample, et

Backup Server List T4 1F 3 Seraw t
"Always On" is disabled. Load Balancing Flelds have been gisabled,
Host Addness Add :
Primary Profocol 551 = :| Automatic SCEP Host
T | ICA UIRL
Auth Method Lunng IKE Hegotiation - Prompt For Challange Pasyword
KE ldentity CA Thurmbpring
0K Cancel

ERBIXMLECE XX ( ARDERN , BB T K2 FINE D ) -

<?xml version="1.0" encoding="UTF-8"?>

<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://schemas.xmlsoap.org/encoding/ AnyConnectProfile.xsd">
<ClientInitialization>

</ClientInitialization>
<ServerList>
<HostEntry>

</HostEntry> </ServerList>
</AnyConnectProfile>

EERBEXHF |, EE L THostName ( IAREMEYN , EFFEESASARNERRENE T
) FHostAddress ( BF ZASAWFQDN ) .

A : HostAddressFER A LA ZE  {BHostNameZF R XM B EASAKFQDN,



AR REMMEBTEENH , BUE-—MEEERAF B AASARNFQDN, Lh#IAEEREIE
IPvd, EERKINE , M TREEXF. Mk , FHNREEXHFIRE,

B

ERIIFEFIREEIIPVAERIPVEER , BFREASALNEFEFIRGUISIVPNL FHIERE

. EEPiuRLE |, fTFAdvanced&E O |, % Statisticsit I = H W UF“Server 8y IPH#bit, F— A/
MWindows XPR G EZ A
IPv6:

i" Cizco AnyConnect Secure Mobility Client [-_ FF

X
'::Il's'::t' An },!Gunna- re M!E Client

Virtual Private Network (VPN

Preferences | Statistics | Route Details | Firewsal | Message History

Cowrwve Lionn Tnlormation
Sate: Conneched
Turreed Mode (TP ): Tunine! Al Traffic
Turresd Mods ([Pv8): Drop &0 Traffic
D ation: 00 1001
Address Inforrmakion

172.16.2.100

':'I L
Yo ! 203.0.113.2

Bytes

=y
Received:

VPN
& Connected to &553, scample. net,

E-NAFPMNEEIPVGIEEMN Windows 7EHLEREER
ASA:



TNIT
CISCO

Cennection Information
Late:
Turnel Mode (IPv4): Tunnel All Traffic
Tunnel Made (IPvE): Tunnel All Traffic
[Churation: 00:10:24

Address Information
Client (TPv4):
Client (IE;

2001:088:90:0:0:0:0:2

Frames

@D v

Connected to asad.example.net.

2289, example.net

. EASAL , MCLI% | #£“show vpn-sessiondb anyconnect”#i i F14#& &“Public IP”, E 48R4l
, RO LUER S EEMERNHANERE - —NREXP over IPv4 , 5 —4"3kKBWindows 7 over
IPv6:

asa9# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : Nanashi no Gombei Index : 45

Assigned IP : 172.16.2.101 Public IP : 192.0.2.95

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashing : AnyConnect-Parent: (1l)none SSL-Tunnel: (1)SHA1l DTLS-Tunnel: (1)SHAL
Bytes Tx : 13138 Bytes Rx : 22656

Group Policy : DfltGrpPolicy Tunnel Group : DefaultWEBVPNGroup

Login Time : 11:14:29 UTC Fri Oct 12 2012

Duration : 1lh:45m:14s



Inactivity : 0h:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

Username : Uno Who Index : 48

Assigned IP : 172.16.2.100 Public IP : 2001:db8:91::7

Assigned IPv6: fcfe:2222::64

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashing : AnyConnect-Parent: (1l)none SSL-Tunnel: (1)SHA1l DTLS-Tunnel: (1)SHAL
Bytes Tx : 11068 Bytes Rx : 10355

Group Policy : DfltGrpPolicy Tunnel Group : Defaul tWEBVPNGroup

Login Time : 12:55:45 UTC Fri Oct 12 2012

Duration : Oh:03m:58s

Inactivity : 0h:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

HXER

- BARFZFEFIH - Cisco Systems
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