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crypto dynanic-map DYN 1 set pfs groupl

crypto dynanmic-map DYN 1 set ikev2 ipsec-proposal secure
crypto dynanic-map DYN 1 set reverse-route

crypto map STATI C 65535 i psec-i saknp dynanmi ¢ DYN

crypto map STATIC interface outside
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crypto dynanic-map DYN 1 set pfs groupl

crypto dynamic-map DYN 1 set ikev2 ipsec-proposal secure
crypto dynanmic-map DYN 1 set reverse-route

crypto map STATI C 65535 i psec-i saknp dynanmi ¢ DYN

crypto map STATIC interface outside
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crypto dynani c-map DYN 1 set pfs groupl

crypto dynanmic-map DYN 1 set ikev2 ipsec-proposal secure
crypto dynanmic-map DYN 1 set reverse-route

crypto map STATI C 65535 i psec-i saknp dynani ¢ DYN

crypto map STATIC interface outside
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crypto i kev2 enabl e outside client-services port 443
crypto i kev2 renote-access trustpoint OUTSI DE
ssl trust-point OUTSIDE outside
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webvpn
enabl e outsi de
anyconnect image di sk0:/anyconnect-w n-3.0.5080-k9. pkg 1 regex "W ndows NT"
anyconnect profiles Anyconnect diskO:/anyconnect. xm
anyconnect enabl e
tunnel - group-1ist enable
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group-policy G oupPolicy_AC internal
group-policy GoupPolicy AC attributes
dns-server value 4.2.2.2
vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless
def aul t -domai n val ue ci sco. com
webvpn
anyconnect profiles value Anyconnect type user
usernane cisco password 3USUcOPFU MCO4Jk encrypted privil ege 15
tunnel - group AC type renote-access
tunnel - group AC general -attributes
addr ess- pool VPN POOL
def aul t - group-policy G oupPolicy_AC
tunnel - group AC webvpn-attri butes
aut hentication aaa certificate
group-alias AC enabl e
group-url https://bsns-asa5520- 1. ci sco. com AC enabl e
wi t hout - csd
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<?xm version="1.0" encodi ng="UTF- 8" ?>
<AnyConnect Profil e xm ns="http://schemas. xm soap. or g/ encodi ng/ "
xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schema- i nst ance" xsi:schemaLocati on=
"http://schemas. xm soap. or g/ encodi ng/ AnyConnect Profil e. xsd">
<Clientlnitialization>
<UseSt ar t Bef or eLogon User Control | abl e="true">f al se</ UseSt art Bef or eLogon>
<Aut omati cCert Sel ecti on UserControl | abl e="true">fal se
</ Aut omati cCert Sel ecti on>
<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>
<CertificateStore>All</CertificateStore>
<CertificateStoreCQverride>fal se</CertificateStoreQverride>
<ProxySet ti ngs>Nati ve</ProxySettings>
<Al | owLocal ProxyConnecti ons>t rue</ Al | omLocal ProxyConnecti ons>
<Aut henti cati onTi meout >12</ Aut henti cati onTi meout >
<Aut oConnect OnStart User Control | abl e="true" >f al se</ Aut oConnect OnSt art >
<M ni mi zeOnConnect User Control | abl e="true">true</M ni ni zeOnConnect >
<Local LanAccess User Control | abl e="true">f al se</ Local LanAccess>
<Cl ear Smart cardPi n User Control | abl e="true">true</C ear Smart car dPi n>
<Aut oReconnect User Control | abl e="fal se">true
<Aut oReconnect Behavi or User Control | abl e="f al se">Di sconnect OnSuspend
</ Aut oReconnect Behavi or >
</ Aut oReconnect >
<Aut oUpdat e User Control | abl e="fal se" >t r ue</ Aut oUpdat e>
<RSASecur | DI ntegrati on User Control | abl e="true">Aut omatic
</ RSASecur | DI nt egr ati on>
<W ndowsLogonEnf or cenent >Si ngl eLocal Logon</ W ndowsLogonEnf or cenment >



<W ndowsVPNEst abl i shnent >Local User sOnl y</ W ndowsVPNEst abl i shrment >
<Aut omat i cVPNPol i cy>f al se</ Aut omat i cVPNPol i cy>

<PPPExcl usi on User Control | abl e="fal se">Di sabl e

<PPPExcl usi onServer| P User Control | abl e="f al se" ></ PPPExcl usi onSer ver| P>
</ PPPExcl usi on>

<Enabl eScri pting UserControl | abl e="fal se">f al se</ Enabl eScri pti ng>
<Enabl eAut omat i cServer Sel ecti on User Control | abl e="fal se">fal se
<Aut oSer ver Sel ect i onl npr ovenent >20</ Aut oSer ver Sel ect i onl npr ovenent >
<Aut oSer ver Sel ecti onSuspendTi ne>4</ Aut oSer ver Sel ect i onSuspendTi ne>
</ Enabl eAut omat i cSer ver Sel ecti on>

<Ret ai nVpnOnLogof f >f al se

</ Ret ai nVpnOnLogof f >

</dientlnitialization>

<ServerList>

<Host Entry>

<Host Name>bpsns- asab520- 1</ Host Nane>

<Host Addr ess>bsns- asa5520- 1. ci sco. conk/ Host Addr ess>

<User G oup>AC</ User G oup>

<Pri mar yPr ot ocol >l Psec</ Pri mar yPr ot ocol >

</ Host Entry>

</ ServerLi st >

</ AnyConnect Profi | e>
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Cisco AnyConnect - Certificate Selection

Select the certificate for authentication.

Issued to Issued by Expiration Date
Edac. dsco.com bsns-1341-3, cisco.com 8/24/2013

K, || Cancel || View Certificate

]l AnyConnect
CISCO Secure Mobility Client
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Cisco AnyConnect | bsns-asa3520-1

Please enter your username and password.

Username: | dsco il I I II I An}'CGnnECt

Paseyord: | CISCO Secure Mobility Client

Ok, ] ’ Cancel
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& Cisco AnyConnect Secure Mobility Client

'::I|ls'¢':!:;' AnyConnect Secure "Mobility Client
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statistics | Route Details || Firewall || Message Histary

Connection Information Address Information

State: Connected Client (IPw4): 172.16.99.5
Mode: all Traffic Client (IPwa): Mot Available
Duration: 00:00. 27 Server: 10.48.07.1589

Bytes Transpart Information
Sent: aa0 Protocol: IKEv2(TPsec MAT-T
Received: i Cipher: AES_128_SHa1
Compression: Mone
Proxy Address: Mo Proscy

Frames
Sent: 10
Received: ] Feature Configuration
FIPS Mode: Disabled
Truzted Metwork Detection: Dizahled
Always On: Dizabled

Control Frames
Sent: 10
Received: 27
Secure Mability Solution
Status: Unconfirmed
Appliance: Mot Available

Client Management
Administrative Domain:

[ Reset ] [ Export Stats. .. J
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bsns- asa5520- 1# show vpn-sessiondb detail anyconnect filter name cisco

Sessi on Type: AnyConnect Detail ed

Usernane : cisco Index : 6

Assigned |P : 172.16.99.5 Public IP: 1.2.3.4
Protocol : IKEv2 | PsecOver Nat T AnyConnect - Par ent
Li cense : AnyConnect Prem um

Encryption : AES256 AES128 Hashing : none SHA1 SHAl
Bytes Tx : 0 Bytes Rx : 960

Pkts Tx : 0 Pkts Rx : 10

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : GoupPolicy_ AC Tunnel Goup : AC
Login Tine : 15:45:41 UTC Tue Aug 28 2012
Duration : Oh:02m 41s

Inactivity : Oh:00m 00s

NAC Result : Unknown

VLAN Mapping : N A VLAN : none



| KEv2 Tunnels: 1

| PsecOver Nat T Tunnels: 1

AnyConnect - Parent Tunnels: 1

AnyConnect - Par ent :

Tunnel ID: 6.1

Public IP: 1.2.3.4

Encryption : none Auth Mdde : Certificate and userPassword
Idle Tine Qut: 30 Mnutes Idle TO Left : 27 M nutes
Client Type : AnyConnect

Client Ver : 3.0.08057

| KEv2:

Tunnel ID: 6.2

UDP Src Port : 60468 UDP Dst Port : 4500

Rem Aut h Mode: Certificate and userPassword

Loc Auth Mode: rsaCertificate

Encryption : AES256 Hashing : SHAlL

Rekey Int (T): 86400 Seconds Rekey Left(T): 86238 Seconds
PRF : SHA1 D)H Group : 5

Filter Name :

Client OS : Wndows

| PsecOver Nat T:

Tunnel ID: 6.3

Local Addr : 0.0.0.0/0.0.0.0/0/0

Renmot e Addr : 172.16.99.5/255. 255. 255. 255/ 0/0

Encryption : AES128 Hashing : SHAIL\

Encapsul ati on: Tunnel

Rekey Int (T): 28800 Seconds Rekey Left(T): 28638 Seconds
Rekey Int (D): 4608000 K-Bytes Rekey Left(D): 4608000 K-Bytes
Idle Tine Qut: 30 Mnutes ldle TO Left : 27 M nutes

Bytes Tx : O Bytes Rx : 960

Pkts Tx : 0 Pkts Rx : 10
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