ERHBNRERELHRMARIXREGRAAR
EHYES

B &
fai st
FREM
ER
R E &
EEEE
iF 45 B2
EWindowBR 55 88 £ 4 BRIIE P
4 BRIE B L EER(CSR)
BICAIRRXCSRHFAEKIEP
SHMBHERNPEMIERX
TELinux AR5 85 A ARAE 35 (Strict SSL check DISABLED)
4 A B L B RootCA
RNEN RS A RIE$
4 K EAER
4B CSR
4 RIEH
FELinuxfRSSe8 EAERIED (BHA™ESSILKRE )
4 A B L B RootCA
RNEN RS A RIE$
Bl Y R AL & X 44 H R 77 (extensions.cnf)
4 X FLAER
4B CSR
4 RIEP
FiEPRMEZLEHEER
L oana
8BS Bk BR
-1k

AN BEREPHNTRE , BREFZERERHIENESNSALEXLEES , HEEHER
PP BRSS o

FERFAF
ER

AXEPNEEETUTRENESRAE

- Windows Server 2008



- CentOS 7/8
- R2EHAENIERS.0.2 (BE)
- OpenSSL 1.1.1

5 Ry 4
Cisco BB THUTER :

- Windows Server 2008 ( LAfF )

- RERFARERRE

- NRABARREN

- OpenSSL

- Linux CLI
ANHEHPHEEHRETREZRERETINREREN . AXEPEANMERBERVEXAR
M(BIAN) BE. MEEHRELTEHRES , FRRETHMEGSHNEEIN,

BRER
BIARERHANERIXE , WTAARS SEELNEMEH/EHX .

. EEF

- BRI (BRI XPHFIEE )

- ReRFA

- A E RS ER

- Disposition Server — ¥ B M

- A EEFRS

- Firepower &8 /3
ARG E M EEAFTEIEBHRES £, SUURBEALFERARSINSH , SIEH5IEZ
. BRERXDNEMSE , ABERXEERPIE TES IS FANBHANBI TR,

W TERINSRAUERENCARSSHFEEMR, MHEERNCARSSRERAE , 8
BEETEM. ATEAREARMBERERNRE , ERTACTSESEMRBEIEREKH
IS CARR S 25 7] B Y B B B BR

uE 462
EWindowhR 588 LERE+

H{R7EWindows Server L ZEHBELL T AR,

- Active Directoryilf $ RS
- UEP A A

- UEP A AT Web i A

. TEL 0 B 25

- WP EMWebRS

- U EM R B WebR S



. Active Directory RS

- DNS Servers

- WebBR5585(11S)

A Active Directory Certificate Services

(i) Active Directory Domain Services
DS Server

File Services
(i) Web Server (II5)

ERIEHZRWR(CSR)

SWUSHEMMCESIA | AT Mt ENKSHIREELET , WTEAR.

Yious can select orag-ns for fhis console from Shose avalsble on your compafer and configure S selected set of mepre. For
Exhenbie SRap-ns, you can condigure wiich exbrmcns ane enabied

Erwinliol Fruag o' Sebpctipd s
Srupn erder = Carmsle Rast Edi Extensiona... |
GE Astvn Drectery Do, Micrsdall ... ClCersheates fuocal Computer)
i Actier Drectory Site.., Mirosof Cer., Fobscrot [
2 Activs Directory Upe,.,  Mirosof Gar.,
=i hctreeX Cordrol Microanft Car., e |
2 sl B Mirosnft Car., |
Bufhorizabion Manasger  Merosoft Cor.. P
| Certdenie Tempintes  Moanft Cor.. Add = I
Meresalt Car...

LarCertibonreem Autherity  Maredalt Cor.
. Companenl Corared  Maadal Oad_
Cormputer Marages..,  Merddol Cor.,

Al e Maruger MicreaaR Cir.,
= vk, Managemerd Micrognft andl..,

L. S Mcrosaft Cor... 2 Adanced... [
Deescripiicn:

hcﬂﬂuumdmsmmmntmmdhmmuhm.lmwam.

T ] o

B ATHEES ( FbiTEN ) >MASESH.
B=F  AR2TTORE , ABLEEMAES>BRRE>0EEEHER.

Request ew Cartcte..

Refresh pors

Export List... Advanced Operabions Create Custom Reguest. ..
View

Arrange Icons

Ling up Icons

Hedp

WL B BICEARERET—F,



B C et icate Enrallnsent

_.. Certificate Enrallment

Befone You Begm

The flkswing steps will blp vou ifsial certScabes, whidh are digial oredentisls used 1o orrect i winsless nebyvarks,
protect content, establsh idenbity, and do other seaurity related tasks,

Before requesting a certficate, verify the folowing:

i compulsr i comnecbed o the fetresrk
i Fuave dredentais thal can be wied b vendy your night to sbian the oeriihdate

Learn more sbout thathl oertificates

|F'|ltl1|f.'-lﬁ'ﬂ

BRL ERIEPEMER , RARERET—F,
B erifdiate Farclment
_|J Certificabe Enrollment

Select Certificate [nrollment Poloy

Carbificate srvolment polcy enables envolment for certificates based on predefined certificate templabes. Cergficate
ervoliment pokcy may already be configured for you

Configured by your administrabor

Active Deectory Ennoleent Podc

Configured by you
Custom Reguest

Prioceed wioul enrodmend pobcy

Aod Mew

Lesarm moe: aboutt gertificate ennolment pokoy

= E3

FARL  EFREMRENWeb Server , ARIEBRT—%,



_s Certificate Enrollment

Custom request
1Chese an option from the kst below and configune the certificats opons as reguired.

Templale:

[T Suppress defmilt exvtensons

Reguest foemal: 67 PSS 210

I oMe

Mt Eermlunmmfb'wm“baﬁmawwuﬂummumm i Splion
specifed n the certificate templabe,

Lesasrry msre: bl Qustom reguest

[ ] e |

HI] 7. MREH WebRFFR"EREEWEELTATEM , MLERAAMRE, EFEDetailsEIT
Properties,

M Certidficate [nroliment

M= E
) Certificate Enrollment
Certificake Information
Chicke Bt 50 e e opbions alneady selected for B termplate, of chick Detals bo cutomine B cortfcalbe request,
S Hhean cicks Mt

Active Dircetory Enroliment Policy

[# Weh Sarver B STATUS: Svadabie Dok ()
T Federaanid GpSard degonbe the uied and wabdily perisd that agdly 1o el Type of oerihoate:
Ky Lsage: Dugital signabure

Ey enopherment
Aophenbom poloes:  Servir AuSnenbon bo

Wakdrty period {days): 730

Leam mane about cerificates

S BELFMCNANDNSEM. AUBRELENZLERFMHERE M.



Certificate Properties Ed

s Subject Iﬁmual] Extensions | Private Key |

The subject of a certificate is the user or computer to whidh the certificate is issued, You can
enter nformaton about the types of subjsct name and alternative name values that can be used
in & certificate,

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type: CH =amp-vp<, J500,.C0m

ICl:mn'-:rn P j Add =

Value:

I < REmave
Alternative name

Type:

N OO, COHT

Jores =l

Yalue:

I Add =

< Remave
Learn mare about subject name
ok | cancd | acoy

S| OHKE | EGeneralit M+ TR — P EFEZ o

$ B 10i£Z Private Keyit I+ , # R 1EKey OptionsZh 4 T /3 A 7 Make private key exportable.



Certificate Properties E

B Subject | General | Extensions  Private Key |

Cryptographic Service Provider i
Ky options i#
Set the key length and export options for the private key.

ey sze: [oas =

W Make private key exportable
I Aow private key to be archived

I strong private key protection

Ky hype (&)
Ky permssions )
Learm more about privabe key
oK cancel | Apply

SB 11855 , EFOK, XXM B| S &5# A Certificate Enroliment Xt iE4E , M 7] BLi%FENext,
SER 12N B HREFRRBICARSSHZHITZIBN req UM E,
EICARRZCSRAERIEH

SER1:SMEBEHMS ADIEB RSP ( MTAR) , AREEFERequest a Certificate,



Microsoft Active Directory Certificate Services - bgl-amp-AD-CA

Welcome

Use this Web site to request a certificate for your Web brov
request, perform other security tasks.

You can also use this Web site to download a cerificate au

For more information about Active Directory Certificate Sei

Select a task:
Reuuest a certificate

annlnad a CA EEI‘EIflC.atE cemftcate chaln or CRL

¥ . %Fadvanced certificate request# i,

Microsoft Active Directory Certificate Senices -- bgl-amp-AD-CA

Request a Certificate

Select the certificate type:
User Cetdificate

Or, submit an advanced certificate request.

¥ =2 . i%£#¥Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file , 2
% $#FEsubmit a renewal request by using a base-64-encoded PKCS #7 file,

FEME  BIICERITIFUTREN . req XA (CSRINAR, E4IRNBHKEWET A, BFRIEPER
1% WebPRSS88



Submi & Corificaty Reques! or Renewal Regueat = Fomsl s D
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SRS : &fa , &FESubmit.
BARL ¢ Rt , BHSTEEB TEAER , MEFTR.

Cartificats Issusd

The caribcate you requeasted was ssuad 10 you

* DER ancoded of Basea 64 encoded

Hi. ""3 [ ;gﬂnlgﬂ ,gnm;ajg
e ifi hain

F AR HERNIPEMER

SRWUBIITT cerXNHHERREULPD , FEPREIEBEFEX,
BoH  SMEIZAERNMMCERE T,

B=F  SMBRFUEBHEIE,

BNy ARELERNIED  EEMBEES>SH.

bgl-amp-AD-CA

consol

?@dispex- —

bal-amp-AD-CA
?ﬁdisp—pr Al Tasks » Open
di
%ﬁ:sull: Cut Request Certificate with New Key...
_ o Copy Renew Certificate with Mew Key...

] private

Delete _

Manage Private Keys...
Properties Advanced Operations »

BHS  HIEPSHESH , BASERA , WEBAR.



Certificate Export Wizard E

Export Private Key
You can choose to export the private bey with the certificate.

Private keys are password protected, TF you want to export the private key with the
cer tificate, you must type a password on a later page.

Dy you it o export the private key with the certificate?
{* Yes, export the private key
(" Mo, do not export the private key

Learn more about guporting private kevs

< [Black Mext = I Cancel

BAL MATD , REEENextHLARFIHME L.
F]R7T XU PFXEREREFRA , B2, FEFEERN PEMEXSI eREATRELARMER

o

PR 8L % 0penSSLE,

TROTAGTRERRFED , HUIHREILEROpenSSLHY B .
FRADGETUTHSREFLAFFEREIFT XY  ( WRPFX 4 EF#OpenSSLERBEER
&, MABIEEETBBRUARMGE )

openssl pkcsl2 -in yourpfxfile.pfx -nocerts -out privatekey.pem -nodes

ST MAEETATHTRENLHIERHFERE B

openssl pkcsl2 -in yourpfxfile.pfx -nokeys -out publiccert.pem -nodes

# LinuxBR 5588 L & B E 5 (Strict SSL check DISABLED)

AR TETLSRERIFERRE/FSAppleWTLSER, BXHMAER , FESHREEAER,


https://docs.amp.cisco.com/SecureEndpointPCAdminGuide.pdf

BREERERFFEIEPHILINuXBRSE %% T OpenSSL 1.1.1F, BiIFIRELURTEY HNSEE
=B URESEETHLINUXEITIRTE, Er EHE , F£CentOS 8.4k 8 LMK

4 B HRootCA

FBR1ERBRCAILEBHIFAH,

openss| genrsa -out

%:ﬁ . EEJ?.CAEE:B )

openssl req \

-subj '/ CN=

-addext "extendedKeyUsage = serverAuth, clientAuth" \
-out f orm pem - out

- key

-days "1000"

AEAIBFERILED

RIEDNSEMFKE N FHRIE. BHE, MR, ERy B, EMKRS[. FirepowerEEH /D
(FMC)BRSBIZIEH, BRENEBINMRS ( FHRIE. #FEF ) EEUATIERERTRE,

AMP for Endpoints Console Certificate Disable Strict TLS Check  Undo

& Cortificate (PEH .crt) Q; Koy (PEM .key)
Cartificate file has been wploaded. oy Tilia has bean uploaded.
Certificate is in a readable format Kay contains a supporied key type.
Cartificate start and end dates ane valid Kay containg public key matedal,

Cartiicate containg a subject Koy containg private Koy material

00000

Cartiicale containg a common nama, Ky containg a public key matching the uplosded certiicalg,

Cartificale containg a publc key matching the uploaded key.

+ Choose Kay

Certificate malches hostname.

Cartilicate is signed by & tnested root authonty.

+ Choose Certificale

ERAHA

openssl genrsa -out

FF<YourServiceName.key>#1 J1 Z 4 2 5 Auth-Cert.key # #1240 XX &

4/ CSR



openssl req -new\
-subj '/ CN=
- key

E ik <YourServiceName.key>fE A Z 81 ( # ) MEBKEYXH , FlanAuth-Cert.key

Ff<YourServiceName.csr>E# N ERQ|ZWCSRXHH , HlimAuth-Cert.crt

4 RAEPH

openssl x509 -req \
-in

- CAkey

-days 397 -sha256

fF<YourServiceName.csr>&1# J9 3£BR ( 3T ) IEHCSR , HlalAuth-Cert.csr
F¥<YourRootCAName.pem>E#2 7y SKER ( # ) KIPEMI & RootCAName.pem
ERANHE (HH ) IEBKEYXH ( HlanAuth-Cert.key ) Bit<YourServiceName.key>

FRAECENXHR ( HlIAuth-Cert.crt ) E#t<YourServiceName.crt>

ELinuxBRSER LAERES ( BAMFHESSLRE )

AR TERTLSKRERITITIPEEFSAppleNTLSER, BXFMAES , B HEEAKEE,

4 R BE A RootCA

HFR1ERRCAILEBHIFAH,

openssl genrsa -out

B EFRCAIEH,

openssl reqg \
-subj '/ CN=

-out form pem - out
- key

-days "1000"

NENBRSERIEPH

RIEDNSEMEZB N EFHRIE, BHAE. MR, R B, EfHMKRER. FirepowerEEH /O
(FMCO)BRFRIBIER. BEENEMNRS ( FHRIE. BHEF ) EEUTIERERTE,


https://docs.amp.cisco.com/SecureEndpointPCAdminGuide.pdf

AMP lor Endpoints Console Certificate

@ Certificate (PEN .crt)

Cartificate file has bson uploadod

Cartificate s in a readable format.

Cartificate start and end dates ang valid

Gertificate containg a subject.

Cartificatis CONTAINRS & COMMON Name,

Cartificate contains a pulic key matching the uploaded kKey.

Certificate malches Rosinanms,

Cartificate ks signed by & trusted root authaority

Carificate Bsued atter 07012019 must hiwe 4 validity period
of &25 days or less

Certificate Esued atter 02/01/2020 must have  validity period
of 398 days or less.

Cartificate 40es nol use sha-1 signature algonthm.

Coprtificate using RSA Ry must use a kiey 5i2e of 2048 or
TTROE.

Carlificate must Specity Sensr cemificats in Extended Koy
Lisage axtension,

+ Choost Cortilicibe

Bl R B B X4 H 4 77 (extensions.cnf)

[v3_ca]

basi cConstrai nts = CA: FALSE

keyUsage = critical, digital Signature, keyEnci phernent
ext endedKeyUsage = critical, serverAuth, clientAuth

£

openss| genrsa -out

O Disably Strict TLS Chack | Undo Replace Cenificate

eyl

Ky file his besen uploaded

Key contains a8 supponed key type.

Koy containg pubic kiy matarial

Hay contains private key matanial.

ey €ORLAING & Pullic kiy matehing ths uplopded cenificat,

+ Choose Ky

FE{ERAuth-Cert.key Bl 2 I FTKEY U4 & Bt <YourServiceName .key>

4R/ CSR

openssl req -new \
- key

-subj '/ CN=

- out

B #: <YourServiceName.key>fE A =& ( Z# ) WAEBKEY , Fla0Auth-Cert.key



EH 48] ( =2H ) IEPBCSR ( #HlaAuth-Cert.csr ) Eift<YourServiceName.csr>

4 RAEPH

openssl x509 -req -in

-CA

- CAcreateserial -out

-extensions v3_ca -extfile extensions.cnf \
-days 397 -sha256

ER YA ( 5H ) IEPBCSR ( HlaNAuth-Cert.csr ) F#t<YourServiceName.csr>
FF<YourRootCAName.pem>E1 71 &l ( HF ) WPEMX 4% RootCAName.pem
FEAYET ( HH ) IEBKEYX 4 ( HlalAuth-Cert.key ) Ei#t<YourServiceName.key>

FRECIZENXHE ( HlalAuth-Cert.crt ) E#i<YourServiceName.crt>
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