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X4 T [0 £8 S B9 AMP AR B9 R 38 S 44 0 A 8 1T i B R Bk
AEMHORMER | B LUERIX &S BIREUER Cisco TACIT iRk Bl EM AT G AER,
SZ4ESHA 25618 %

FSIR1.EFREISHA 25615 % |, i SfinZAMP Console > Dashboard > Events.

SR2 %R Alert Event , 2 HSHA256 , RE1%EECopy , MMBFIRo

¥ JESUSMZ-H381P.cisco.com detect=d stub32i.exe 55 WinTrojan.Generic::61.sbavioc Mesdiim KV |&EF !ﬂl Quaranting: Successh

Fingerprint {SHA-256) T|oa778ats

File Mame tion: Malicious
File Path
File Size

Parent Fingerpeint (SHA-256)

Saarch
L Restot & View Upload Status | [ Add t
VirusTotal: (1

File Fetch
+ File Analysis

File Trajectory

Outbreak Control

X ARG
ST AT UMAMPE S A REUCH R B] , SREAMPE S &>BEIER>B1.

S2. %R Alert Event , 22 HESHA256 , A5 SinFlFile Fetch > File Fetch , J1E I 7R.



¥ JESUSM2-H3B1Rclsco.com deteci=d stub32lexe as WinTrojan.Generlc61,stxvioc s [WP) [SF) @ cuarantine: Successtu 2020-04-09 10:47:44 COT

Deetaction T Win Trojan Genenc: 61 sbx vioc
Connactor info Fingerprint (SHA-256] W(ba778al8.  2e7beeld

Comments Flig lame Disﬂﬂs::lﬂn Malicious

File Path Filename: h264codec exe _M"Bm

File Size
Add to Filter

Parent Fingerprint [SHA-256)

Parent Filenami

| Search I
Anaiyze | & Restot & View Upload Status | B Add to Allowad Applications | 1 File Trajectory
- — VinusTotal: (1/72) | J

MuiDrop
Full Report

File Analysis
Fra Eacton View in File Repository

Outbreak Control y

Investigate in Cisco Threat Response & |

STIEERN B 4IRS , REREFetch ( MEPR ) (RELTITH) , MEFTR.

Select a Computer to Fetch the File from ) 4

Filename h264codec.exe

SHA-256 b9778af8.. 2e7beel3

Choose a Computer | JESUSM2-H381Pcisco.com - (Fil

SRA LW IEPREE R



Select a Computer to Fetch the File from b4

TR

& You will be notified by email when the file has been uploaded to the
repository.

Filename Setup_FileViewPro_2020.exe

SHA-256 6713dd50...986def7b

Choose a Computer | jesusm?2 - (File Last Accessed: 04 i

| Close |

LoHE , SXHATHE , E@2WFEFa4EEA , mEAR.

A Benk =y : -
B4 Reply E3Reply Al E3 Forwand

= Losss =
c Ciccn no-renlvidamo ciSco com
CISCO <NO iy ;-_M-'ai:|_m_;.L.-:LL_.-.:_L_.-.'|:>

[Cisco AMP for Endpoints] Requested file available

Hello Jesus Martinez,

The following file you requested is now available for download:

File name: h264codec.exe

Original file name: stub32i.exe

File size: 498 KB

File SHA-256: b5778af8b57d396cdd09a48c544d6ce1 ecl 3aeb96e193dalbe0ff9912e7becd3
Hostname: JESUSM2-H381P.cisco.com

Visit here to download a password-protected zip archive containing the file.

Thank you.

Cisco AMP for Endpoints

S 5.5 M ZEAMP Console > Analysis > File Repository , R/F%F 34 , A5 % TDownload , 41
B P Ro




File Repository @ (@© View All Changes

H Connector Diagnostics Feature Overview

Search by SHA-256 or file name Q . Status | All v Group | All Groups s
Type '_AJI ~
¥ h264codec.exe |s Avallable Requested by Jesus Martinez KV || AP | 2020-04-16 03:37:42 CDT
Original File Name stub32i.exe
Fingerprint (SHA-256) b8778af8...2e7bee03
File Size 498 KB
Computer JESUSM2-H381Pcisco.com
I ¥ File Trajectory L P Device Trajectory (D View Changes l Analyze 1 l + Download l ‘ ® Remove

SE6. HIBAE , EHTRBEMRTR) , XHHF THEIZIPXHH,

A Warmning X

You are about to download h264codec.exe

This file may be malicious and cause harm to your computer. You should only download this
file to a virtual machine that is not connected to any sensitive resources.

The file has been compressed in zip format with the password: infected

‘ Cancel | + Download

MAMPZH & R R B4

1.8 i1 ZAMP Console > Dashboard > Events,

S22 %R Alert EventH 3R , MEAFIRo

¥ JESUSM2-H381Pcisco.com detecind stub32l.exe as WinTrojan.Generic:61.sbx.vioc Mediim EI I& Quaranting. Successiul 2020-04-09 10:47:44 COT
File Detection Detection T Win Trojan. Generic—61. 5o voe
Connactor Info Fingerprint [SHA-256) T b9778a16.. 207Dee03
Comments File Name T stub32iexe
File Path C\Usersjesusm2\Downloads\siub32i exe
File Size 458 49 KB
Parent Fingerprint (SHA-256) ¥ 2MbaeEha. Toff dtet
Parent Filename: T 7zG.exe
Anaiyze | L Restore File | X All Compaers & view Upload Statgs | [0 Add to Allwed Applcations ' I File Trajectory

MAMPEH A HREHHAER



S8 1.82 81 ZAMP Console > Dashboard > Events,

SIR2.1EFAlert Event ( BIREH ) , A5 ¥ EHDevice Trajectory(i & Hifk )% , 2B TR

O

¥ JESUSM2-H3B1Pelsco.com detected stub32lexe s WinTrojan.Cenerie=61.sbx vioe ety | WV] [SP] B ouarantine: Successtul 2020-04-00 10:47-44 COT
File Detection Detection T Win Trojan Generic:-61 sho vioc
Connector Info Fingerprint (SHA-256) T bO778al8. . 2670eel3
5 File Name T stub32i axe
Comments
Fila Path C-\Users\jesusm2\Downloads|stub 321 exe
Fila Size 408 40 KB
Parent Fingerprnt (SHA-258) Ta
Parent Filenami T 720
Analyze & Rastore File | X Al Computers & View Upioad Status | [B) Acd to Atiowed Applications | [ Fiie Trajectory

CEEOIREFPTFARES , MEFFR.

Device Trajectory ™ T = B Send Febdnach
B B UM cisc0.0om I GrouRD Jesisor - O e [T R S —————
»
Evost Doty
=
=
eTDee
I
cownizas (1)
P

H PR3 fMIREvent Details(EHEAME S )E , MEFTR.



Event Details
Medium
2020-04-09 10:47:43 CDT

Detected stub32i.exe, h264codec 4.1.0.0 (b9778af8._.2e7bee03
\[PE_Executable] as Win. Trojan.Generic::61.sbx vioc.

Created by 7zG.exe, 7-Zip 19.0.0.0 (2fb898ba___7bf7 4fef
J[Unknown] executing as .

The file was guarantined

Process disposition Benign.

File full path: C:\Users\jesusm2\Downloads\stub32i exe

File SHA-1: 62055a270bdc13dcaad87 1b3%fac3d15a2137225.

File MD5: 74225:740d0a0cf6837887c2017102.

File size: 510450 bytes.

Parent file SHA-1: df22612647e0404a515d48ebad400340685250de.
Parent file MD5: 04fb32e7f05c8be333125072ba007308.

Parent file size: 581632 bytes.

Parent file age: 0 seconds.

Parent process id: 24084

Detected by the SHA engines.

(=

SWANMREE , A TR HBR-LEE , UIRNBEBRPAI RN ES4HFAER,



Event Details

Medium

Detected stub32i.exe, h264codec 4.1.0.0 ( 0

b0778af8._2e7bee03)[PE_Executable] as Win.Trojan.
Generic:/61.sbx vioc.

Created by 7zG.exe, 7-Zip 19.0.0.0 (2fb898ba_._7bf7 4fef
J[Unknown] executing as .

The file was

Process disposition Benign.

File full path: C:\Users\jesusm2\Downloads\stub32i exe

Gl

BXRXHHER
BXAERRE R

- MRXHRBEMY , FHZEWeb URL,
/\¥_¢bj1¢lﬂ;ﬁﬂ #ﬁg**i#l::% BEo

e

731 ASBINA X HIZTRE R IRIR ?
2 EEBEEEIXHNERRE,

RHELR

Event Details

File SHA-1: 6e055a270bdc13dcaadf7 1b39fac3d 15a2137225.

File MDb5: f74325a740d0a9¢cf68237887ce017102.
File size: 510450 bytes.

Parent file SHA-1:
df2261264729404a51 5d48ebadd90349685250de .

Parent file MD5: 04fb3ae7f05:8bc33312507 2ba007398.
Parent file size: 581632 bytes.

Parent file age: 0 seconds.

Parent process id: 24084

Detected by the SHA engines.
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