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Cisco BB THUTER :

. EELERE AMP
. Linux/UnixETHIRERS

ERR AT
AP EBET U TRERNE LR :

- Red Hat Enterprise Linux (RHEL) /4t X4 RERS ( E£2 ) OS)R7A6.10 7.7
. E[MELIRHAMP Linux #E3%23 version 1.11.1
BRELnuxZ2ERERBNAMPIAN ZRIK | TSEAL,

AXHEPNEEHRETREXRERNEFNRZEEN, AXEFEANAAERZRIERAR
(BN ) BE. MREHMNELTEIRES , FHRRETHEAARTHBELE,

HRER

AMPEESRAHITEN LNAAEED XS (B3, EFN/TERECSHNYE ) |, RIFFHERFE

, MREEFLTEDRSHZT T ASHENRE , BLLTREERD , X2SFHCPURIAE
B, BER , aREBRT  E2SERBLTESTREITESE. A AMPEESRTRLRELR
SEEMELENH , XA ARERERN (IR ) o BRXFNRIBEN G ERIER X LRENRE ;
WMRIRIR, SEMEREMXFEHERFABUFLTEBEI R EEHR , BURSRIEXF,


https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/215163-amp-for-endpoints-linux-connector-os-com.html
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T PEHERR
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BiAAFLRESEER LNFARRER (WHBMEE ) NzipX . HEHFEN THREE@L
HEOAMPEZBRAXNASHABEXREE, EREFREHE , FRBMNE DL HEAMPH L ik
Linuxi% #5228 W SR 12 M B E IR LAY S BRIR1E

»* Applications  Places es Sunl407 & ¢ O

e

BITREEAALE , ampXRHIRLGBRALESR?

i WA R AL R ampsupportia 17— log-collectionin 7, ZIE AT o


https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/200877-Collection-of-Diagnostic-Data-from-a-Fir.html
https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/200877-Collection-of-Diagnostic-Data-from-a-Fir.html

top -b -n5 -d2 -H -p "pidof ampdaemon | tr ' ' ,° -p "pidof ampscansvc | tr ' ' ,°

[ -e 'abrt-cli' ] && abrt-cli list -d

[ -d '/var/spool/abrt' ] && for dir in $(find /var/spool/abrt/*/ -type d -maxdepth 1);
do echo -e "

Crash: ${dir}"; echo -e "

Kernel: $(cat "${dir}/kernel")}"; echo -e "
Count: $(cat "${dir}/count")";echo -e "
Executable: $(cat "${dir}/executable")"; echo
Uid: ${cat "4${dir}/uid")";echo -e "

Reason: %(cat "${dir}/reason")"; echo -e "
Package: ${cat "${dir}/package")"; done

find: warning: you have specified the -maxdepth option after a non-option argument -typ
e, but options are not positional (-maxdepth affects tests specified before it as well
as those specified after it). Please specify options before other arguments.

g "

cat: /var/spool/abrt/oops-2020-05-18-18:21:09-18472-0//executable: No such file or dire
ctory

[ -e '"/etc/abrt/abrt.conf' ] && cat
[ -e 'fetc/abrt/abrt-action-save-package-data.conf'’
e-package-data.conf'

cat /proc/slabinfo

MTERERLinuxiES 2 B FXIREIZ XM RENHE

HMELiRHLInux AMPRIHIBHEER a KZ EBR , I THITERNEEERED R , RELINMNXXHE
EEF , EFR , fileops.txt, fiescans.txtHlexecs.txto

'/etc/abrt/abrt.conf’

] && cat '/fetc/abrt/abrt-action-sav

a* Applications Flaces  Archive Manager m es Sunl423 A i O

| Extract HT| AMP_Support_2020_05_24_19._... |£| \;| -

i Name -
 abrt.conf.ixt
&] abrt.tar
| abrt-action-save-package-data.c..
|| abrt-info.txt

| | ampdaemon-sample.txt

- ampscansvc-sample.txt
-~ clamav_list.txt
 cpuinfo.txt
| disk.txt
| dmesg.txt
. execs.ixt
- file_list.bdt
| . fileops.bd
- filescans.txt
| free.txt

Size
2.1kB
449.8 MB
850 bytes
706 bytes
481.3 kB
61.3 kB
2.4 kB
1.0kB
663 bytes
127.0 kB

226 bytes

- Type
plain text do...

Tar archive

plain text do...
plain text do...
plain text do...
plain text do...
plain text do...
plain text do...
plain text do...
plain text do...
plain text do...
plain text do...
plain text do...
plain text do...
plain text do...

Modified

24 May 2020, 19:20
24 May 2020, 19:21
24 May 2020, 19:20
24 May 2020, 19:20
24 May 2020, 19:20
24 May 2020, 19:21
24 May 2020, 19:20
24 May 2020, 19:20
24 May 2020, 19:20
24 May 2020, 19:21
24 May 2020, 19:21
24 May 2020, 19:21
24 May 2020, 19:21
24 May 2020, 19:21
24 May 2020, 19:20

MURE ( XHHERE ) NAXHREZENMERESRTE, T HEEREITR AR LSRR
BREDRE, XEBREFAFMIKEHERE (MRUANBE/RE ),
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*fileops.tut

Open » || TR Save = - 8o X

1 /root/.ampcli

1 /opt/cisco/amp/etc/policy.xml

1 /home/juanc2/.mozilla/firefox/4b2x%omb.default/storage/permanent/chrome/idb/
3870112724rsegmnoittet-es.sqglite

1 /home/juanc2/.mozilla/firefox/4b2x%omb.default/storage/permanent/chrome/idb/
1657114595AmcateirvtiSty.sqlite

WTAR :

- <RATRERBSTHNBEHTHRELE> /<BELRHE>
B R

- 1 /homet/user/.mozila/Firefox/

X (filescan) A X451 HE & 2R WE B IR E B AT TR AT B #E,

a* Applications Places  Text Editor m es Sunl429 A W O

execs.tkt
*

«.cachel fr-RDGxrG

Open w Save = = o x

Jusr/sbin/1sof
fusr/sbin/ifconfig
Jusr/bin/uname
Jusr/bin/netstat
Jusr/bin/hostname

Jusr/bin/df

Jusr/bin/date

Jusr/bin/bash
Jopt/cisco/amp/bin/ampsupport

e el

BIEERMT

- <BATESE> . <XARRE> | <BERE> | <HERBRE> . <RERRE>. <#HEID>.
<R#FREID>., <SHAER ( IESHA256 ) > <X K/h>
M HENAT (execs) XA 4+ 5 i 228 LR # R SR 2 ER B AT A LInuXa T o

B A HA R ETREHEBREAMPER R | RN X LR AR EE 6 AR =2 &34
(/oin) MR G Z# I 3C4F(/sbin) , BR , WIIRAGRAYT=EHTHEBRITEN LT TR
REMATIRLEER R,
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o | *filescans.txt

cache/ fr-M4GRea

Open - Save = = o x

|ﬂ.0525, ELF, EXECUTION, "/usr/sbin/lsof", pid:7447, parent:/usr/bin/bash, ppid:7446,
uid:®, sha:1614D38C, size:154184

0.045s, TEXT ASCII, CREATION, "/root/.ampcli", pid:®, parent:/opt/cisco/amp/bin/
ampcli, ppid:7417, uid:0, sha:5AAGCA25, size:353

©.034s, ELF, EXECUTION, "/usr/sbin/ifconfig", pid:7443, parent:/opt/cisco/amp/bin/
ampsupport, ppid:7438, uid:0, sha:B36D049B, size:B81976

©.034s, ELF, EXECUTION, "/usr/bin/netstat", pid:7444, parent:/opt/cisco/amp/bin/
ampsupport, ppid:7438, uid:®, sha:B40B81C5, size:155008

©.009s, HTML, MOVE, "/opt/cisco/amp/etc/policy.xml", pid:®, parent:/opt/cisco/amp/bin/
ampdaemon, ppid:7244, uid:0, sha:2C535CCA, size:7621

0.002s, ELF, EXECUTION, "/usr/bin/bash", pid:7439, parent:/opt/cisco/amp/bin/
ampsupport, ppid:7438, uid:8, sha:0133716D, size:964600

0.0081s, unk/ign, CREATION, "/home/juanc2/.mozilla/fTirefox/4b2x9omb.default/storage/
permanent/chrome/idb/1657114595AmcateirvtiSty.sqlite”, pid:0, parent:/usr/lib64/firefox/
firefox, ppid:3167, uid:1008, sha:C2F79E7D, size:81920

0.000s, ELF, EXECUTION, "/usr/bin/uname", pid:7440, parent:/opt/cisco/amp/bin/
ampsupport, ppid:7438, uid:0, sha:83443745, size:33080

0.080s, ELF, EXECUTION, "/usr/bin/hostname", pid:7441, parent:/opt/cisco/amp/bin/
ampsupport, ppid:7438, uid:8, sha:6482B924, size:15784

©0.008s, ELF, EXECUTION, "/usr/bin/df", pid:7442, parent:/opt/cisco/amp/bin/ampsupport,
ppid:7438, uid:0, sha:A87344A0, size:105016

©0.000s, ELF, EXECUTION, "/usr/bin/date", pid:7439, parent:/opt/cisco/amp/bin/
ampsupport, ppid:7438, uid:®8, sha:91525773, size:62200

©.008s, ELF, EXECUTION, "/opt/cisco/amp/bin/ampsupport”, pid:7438, parent:/usr/bin/
bash, ppid:3619, uid:©, sha:59F433E9, s5ize:108600

—BWE  RENBEYREIR  HEEEA T LRI RNAMPH & {EXEK,

MacHILinuxiE S B A #H AN hE S KB RI |, B EEETRE : macOSHLinuxHEY

Process Exclusions,.

AINEERRTUE |, MR H KB RBERENAEFELE. BRRAMP TACX &,


https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/213681-best-practices-for-amp-for-endpoint-excl.html
https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/214656-amp-for-endpoints-process-exclusions-in.html
https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/214656-amp-for-endpoints-process-exclusions-in.html
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